
Proving R2 for the Handshake Algorithm

theorem InvH ∧ InvH
′ ∧ NextH ⇒ [NextA]

varsA

1. p1H ⇒ unchanged varsA

Proof: Obvious, since p1H implies that p, c, and box are unchanged.

2. Assume: InvH ∧ p2H

Prove: ProducerA

2.1. p ⊕ c = 0

Proof: p2H implies p = c, which by the first two conjuncts of InvH

imply p ⊕ c = 0.

2.2. box ′ = PutA(box )

Proof: Follows from the definition of p2H , since PutA(box ) equals
PutH (box ).

2.3. (p ⊕ c)′ = 1

Proof: p2H implies (p ⊕ c)′ = (p ⊕ 1) ⊕ c, which by 2.1 and the first
two conjuncts of InvH implies (p ⊕ c)′ = 1.

2.4. Q.E.D.

Proof: By 2.1–2.3, which prove the three conjuncts of ProducerA.

3. c1H ⇒ unchanged varsA

Proof: Obvious, since c1H implies that p, c, and box are unchanged.

4. Assume: Inv ∧ c2H

Prove: ConsumerA

Proof: Similar to the proof of step 2.

5. Q.E.D.

Proof: By 1–4 and simple logic, because NextH equals

p1H ∨ p2H ∨ c1H ∨ c2H

and [NextA]
varsA

equals

ProducerA ∨ ConsumerA ∨ unchanged varsA

close


