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WSNs in five talk segments

1. Intro: Moore’s Law & Bell’s Law of classes,
WSN-space (functions, users-apps, network)

2. Applications (according to function): sensing,
control, mobile sensing, on board/on thing -ILS/A

3. Technology (what): WSN’s10 year gestation,
wireless channels, networks, protocols, standards

Markets, industry, & startups
DUST Network “corporate” presentation

o &~

Take-ways: conjectures, opinions ... all I know,
WSN: what they are, industry formation/structure,
the potential for use and companies.

WSN impact as price of hardware -> $0!




Other speakers

. G2: MRM (Mobile Resources Management)

. Alive Technology: On body instrumentation for
health and wellness measurements

. GSIRO Research in tracking livestock
Dust Networks (given by me)

1. Intro to Wireless Sensor Networks:
A new computer class, what they are, &

WSN function-market-technology space
“what do they do, who can use them, how do they work”

Gordon Bell, Visiting Professor
Given at the
Macquarie University Institute for Innovation
Enterprise of the Future Seminar Series
on
7 February 2006
www.research.microsoft.com/~gbell
ftp:/ftp.research.microsoft.com/Users/gbell/




Overview of Wireless Sensor Networks

WSNSs: enabled by Moore’s Law... think evolution
WSNs: a new computer class cf. Bell's Law

What is a WSN?

WSN Space:

— Functionality dimension
— Buyer-application dimensions
— Technology: net structure, performance, etc. dimensions

Bell’'s Evolution Of
Computer Classes
Technology enables two evolutionary paths:

1. constant performance, decreasing cost
2. constant price, increasing performance

Log price

1.26 = 2x/3 yrs - 10x/deddBe€1/1.26
1.6 =4x/3 yrs --100x/decade; 1/1.
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A New Computer Class Emerging

* Enabled by technological opportunities
» Smaller, more numerous and more intimately connected

« Ushers in a new kind of application

4 « Ultimately used in many ways not previously imagined
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~ Bell's law of computer class formation to
cover Cyberspace

New computer platforms emerge based on new
chip, storage, and network evolution

— It may come from RESEARCH e.g. www, wsn!
Computer classes consist of:

— new platforms,

— new networks, and

— new interfaces i.e. cyberization (“world” > cyberspace)
New classes enable

— New apps and new content

Each class evolves into a vertically disintegrated
industry based on hardware & software standards




Wireless Sensor Networking

Decision Systems

—_—
Monitoring Control Enterprise * Predicated on
Systems Applications near zero wiring

Systems
cost

*Increases sensor

deployment

*Enables new
applications and

Analog Digital Sensors Serial Devices services
Sensors and Actuators ——
& Actuators . e ———
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Physical World

SmartMesh Wireless Mesh Network
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Approx 100 ft indoors
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Star
Powered Star- No separate Mesh-
mesh connected powered connected
infrastructure sensors

infrastructure

Network Types

Star-Mesh Full Mesh

sensors

Embes Enabled
Powered infrastructure or
Full Function Devices
Separate sensors of
Reduced Function Devices

Ember
Studlio Lite

Multiple paths;
single mote type
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Devices: HVAC, Vertical Trangport, Fire &
Safety, Lighting, Security & Access, etc,

Devices: Central plants

[ Devices: MRI, PDAs, Implants, Surgical Equip, Pumps,
Dlsmbuted resounes etc.

Monitors, Telemedicine, etc

Devices: TVs, VCRs, Dishwashers, Washer/
Dryers, Refrigerators, Lights, Computers, etc.

* Documents,

* Complex

rmachines process

« Fadlity
« Simples managernent

andard product

diagnosis

+Iffrastructure

3 Board
Fily 08 Terminalh, Tags G Rebiters,

Payment Terminals, Signs, etc

Teulees: Pups, VAV VS, Conveyor Fpelings, Motsrs, Dives, Swmhes

Machines, etc.
Public
rastru

*“Weapons

Public

Safety

* supplies

« Other + Environment

“Devices: voting
infrastructure, etc.

ion cards, Scanners, Public

‘ Devices: Weapons, Vehicles, Soldiers, Unmanned drones, etc.

Harbor Research, Inc.

1.800.595.9368 info@harborresearch.com http://harborresearch.com/

Agriculture & landscape, mining,
scientific & field instrumentation




Harbor Research (where-what)* Taxonomy

Where (What) => Buyer

«  Buildings (access & security, fire & safety,
elevator/escalator, HVAC, lighting)

— Commercial/Institutional (airport, data center,

education, hospital, retail, ... stadium)
— Industrial
— Residential (single|multi family units)
. Consumer (A/V, computers, lights, refrigerators,
washers)
— Household (room /aundry & function climate)
— Entertainment
— Mobile
«  Agriculture, landscape
— Farms
— Homes
—  Public spaces
* Industrial Control - K (contacts, switches,
motors, valves, pumps, conveyors, pipelines, etc.)
— Machine (simple standard, complex) K
— Industrial process K
—  Electronics / Semiconductor mfg.
— Infrastructure / supply chain
—  Lab (specialized sensors & instruments)
*  Medical (computers/PDAs, CT/MRI, pumps,
monitors, telemedicine devices)
— Hospital (point of care, ER/OR, mobile)
— Clinics, Doctor’s offices
— Lab (instruments)
— Home /in vivo (implants, point of care)
«  Power (monitor, control)

quuppllers & Sellers)

etail (POS,... tags)

— Infrastructure / supply chain

— Signage / Display

—  Buyer behaviour e.g. consumer tracking
Transportation & other public infrastructures:
Streets...Highways, Rivers & streams
(monitoring,... traffic control

—  Vehicles (cars, aircraft, ...construction)

— Infrastructure
Government /Security (Voting, identity,
scanners, public infrastructure)

— Legislature

— Public safety (police, fire, ... large scale disaster)

—  Public Infrastructure (landscape, public
space)
Lab
Weapons, soldiers, unmanned things, etc)
Vehicles
Material
Personnel
Security / surveillance (climate and natural
disasters, radar/satellite, environment)
Scientific & engineering pedagogy &
research

—  Laboratory bio-medical

—  Natural science outdoors

—  Water management

— Large scale physical science e.g.

Earthquake, hurricanes, tornados, etc.

—  Supply (generation, distribution)

- Demand (consumption, off-loading) “Where it is located; Who is buying;

What it is used for

WSN space: The Dimensions:

Function (sense, effect, control) what it does, generally
— Sub function e.g. lighting, HVAC, surveillance , process control
what it does specifically, who builds & sells it
Geography (global) ... Asia, Europe, US WHERE
Institution (commercial, consumer, ... gov’t) who buys

Environment i.e. where used

— Scale/range/container: body | room | building (homes, com’l, ind’l,
military) | mobile platform | outdoors;
process attached i.e. process control

— Portable: ... open space
— Mobile: un-tethered attachment e.g. animal, pallet, person, “thing”,...truck
— Location requirements: power; RF noise; temperature;
packaging & industrial design;
Cost: (installation, operation) how much
Network Performance: (see network
Network structure & RF characteristics how function performed
— Structure: pt-pt | tree | stand—alone mesh | mesh — [P network
— Link characteristics (RF link; standards)




Functionality dimension (of WSN space).«

Sense... some parameter of something is measured.
Actuate/effect... “something” gets changed

Control (closed loop). actuators = f(sensors, state)
Sensing (peripheral) networks

— Provide connectivity for a large set of sense/actuate nodes
— Detects moving items in the “sensing network”

JAN for connecting portable or mobile items

» JAN - Just another net e.g. 802.11x, Bluetooth for bits
The Client Side of the Network

» |ILSA: Identity — Location — State — Actuate [ltem tags
— Name as with an Bar Code or RFID tag (MRM)

— Location — for moving item/resource

— State of the “thing” as f(t), e.g. age, environment, interesting
data e.g. temperature or vibration

WSN environment, function, structure,
scalability, platform, performance,... link

Environment: indoor | outdoor | moving object/network
Sensee: fixed | moving items | moving network items
Interaction with IP ne: none i.e. free standing | peripheral to IP net & www

— Scale & topology: pair | tree | mesh for long haul —tree for sensor nodes |
homogeneous, peripheral sensor/actuator mesh (with connection to IP)

* Network performance: power>battery life; data-rate & error rate;
range > inter-mote distance; mote discovery time >f(scale);

Node function: passive | sense | effect | gateway | route |... | application
Platform characteristics: processor & O/S; network stack; standards...

Link, Network interconnection, and protocols
— Bluetooth -> 802.11.15.4 (wireless personal area net) -> WiFi (IP) ->Internet/www
— Public switched and cellular nets GSM, 2G...4G
» Network noise protocol: multi-frequency; multi-path;
dynamic channel assignment; retry, etc.




Building automation:
Energy monitoring
Environmental monitoring
Lighting control

HVAC control

Security alarming

Access control

Asset tracking

Industrial automation:
In-process monitoring
Energy monitoring
Equipment health &
utilization
In-process control
Residential (see
Building)::

HVAC, Lighting...Access
control

Audio/Visual Location, mobilit scale
Data-networks = |ndoorS/Outdoo‘l;As bile
Outdoor: & po Fixed/Portable/Mo
Landscape & Water . S B¢ Scale
Eeclgrity&t ffi £S S 38z ggoenfdy

arking & traffic §55%85858 )

. SEZSTE ipment/process
Fersonal tr:?/ SEESLHS 2 o e p(may be
Fitness & health O (?Em g 29 g Building SN L
Eldercare <S558 campus (CAN;

Patient care

—>

WSN Space

Basic Function
Sense
Energy monitoring
Environmental monitoring
Security Alarming
In-process monitoring
Equipment health & utilization
Traffic & parking monitoring
Control
Lighting control
HVAC control
Access Control
In-process control
Consumer A/V
ILS/A
Asset Tracking
Fitness & health
Eldercare

Geo-dispersed

LAN connected)
AN connected)

%
i

* Microsystems

Technology vs Capability

[
Passive

I
Satellite/GPS

[reie]
|

| Wide Area | Local Area Ii

RFID
EPCglobal Gen 2

Separate dedicated
RF network

Monitoring Nodes

| Local Area | | Wide Area |

Sensor Motes
Zighee/802.15.4
Or 802.11

Cellular
M2M modules

leverage existing
RF network - 802.11

P> icenify 2




Size reduction as mote moves to dust:
Sense > Control > ILS

Motes with battery approach bottle cap size
Embedded in bottle cap

Identity... knows its name

Location

- GPS

— ldentity within a friendly or ubiquitous sensing network
State

— Monitors what’s inside

— When opened

Effect?

— Tells everyone about it

Beliefs... and biases

Wired sensor networks are everywhere doing everything

— Homes, commercial & industrial buildings, science & engineering,
military... Indoors and outdoors.

— Data gathering & instrumentation, energy monitoring, HVAC,
lighting, power, process control, security, ...

Sensor applications are limited by cost (and sensibility!)

— Cost is dominated by installation of wires, thereby limiting apps

Commercial adoption of wireless sensor networks is

gated by reliability and power consumption...

— Sensing and scientific & data gathering are the early adopters
BECAUSE of proof of efficacy and liability concerns

— Control apps represent more complexity and liability

— Redundancy is critical: multiple channels & paths

zero cost, zero size, zero power motes are inevitable...
will enable infinite apps, including mobile...
anything non-zero, just reduces market size

WSNs are peripherals or edge to IP!

o Market

ost, size, 1/power
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2. Wireless Sensor Network Applications:
Function — what do WSNs actually do?

Gordon Bell, Visiting Professor
Macquarie University Institute of Innovation
Enterprise of the Future Seminar Series
7 February 2006
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Some applications of
wireless sensor networks... used to
sense, control, and track “things”

Applications examples
A trek along the function dimension
crossing many different user environments

» Sense

+ Actuate/effect

« Control

» Sensing Networks that track “things”
» Large scale continental networks...

» IPS/A — Identity-Location-State-Actuate
aka MRM Mobile Resource Management

12



WSJ 9 Jan. 2006: India Tries Microchips to

Track owner identity of Garbage-Eating Cows

|:"E't=." Wonacott
Revered Animals Roam Streets, Slow Traffic, Cause Accidents & Clog Sewers

What is going on with these cows?
Now, and in the furture?

« Name (label)... assuming it has been registered.
» Where has it been? Eaten enough?

Charged for used resources? Been milked?
« What are the options if you:

— Want to know more?

— Effect its behavior?

 What's On board versus what’s in infrastructure?
Do they have GPS? ... In a decade they're likely to.

* Infrastructure: What can you put in the IP cloud?
— Cameras and identification versus observers
— Network to track and report

13



‘High Tech, Under the Skin”
By ANNA BAHNEY
NY Times Fashion & Style
February 2, 2006

*By inserting the radio frequency identification device... he planned
to log on to his computer, open doors and unlock his car.

sImplanting the chip was relatively simple ...chip, complete with a
miniature antenna and enclosed in a glass ampoule no bigger than a
piece of long-grain rice, has a small memory ... and read by a
scanner two to four inches away, ... are a proprietary technology
and cost about $200 each.

«...sells chips to people who use them for education and robotics
...a disclaimer states that the company does not advise consumers
to implant them in humans or animals because the tags are not sold
as medical products and are not sanitized...

* he could see a day when society would deem it acceptable for
babies to be tagged at birth with chips

Large Herd Animal Management
using Sensor Nets

Transforming Animal Agriculture

Peter Corke
Autonomous Systems Laboratory

Feb 2006

(0

CSIRO
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Sensor network application areas

www.ict.csiro.au

= Applications demonstrated at a research feasibility level:
= micro-climates in vineyards
= environmental monitoring.
= Feeding frenzy:
= industrial monitoring and control
= home automation
= commercial building monitoring and control
= automated meter reading.

= CSIRO TP e s
= cost of data for natural science
= the new wave of “observatories”

= capitalize on CSIRO’s strengths in ICT and in domains such
livestock industry, sustainability and land and water systems.

Copyright © CSIRO 2006

Livestock Industry

Www.ict.csiro.au

= Animal production is big business
= 1B cattle
= 1B sheep
= Big issues:
= limited labour
= expansive/remote properties

= environmental sustainability
» Soil degradation
» Water shortage
+ Licence to farm legislation
= cost of fencing and mustering
= Disease outbreaks

= Doing more with less

(w

Copyright © CSIRO 2006 csiro
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A systems way of thinking

www.ict.csiro.au

gty

grows grass $

Copyright © CSIRO 2006

A systems way of thinking

Www.ict.csiro.au

o

Copyright © CSIRO 2006
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Soil moisture sensors

www.ict.csiro.au

Copyright © CSIRO 2006

Water quality sensor

Www.ict.csiro.au

Sensors

= DH (ionode IH20)

= Redox (ionode IH30)
= Water Temp

= Conductivity ars)

* Across fresh and salty
waler ranges

17



Sydney in the summer ... sensing & control
Oregon Scientific local and remote
temperature —humidity sensors

e Sensing versus control

Can’t change the weather... but | can:

o E —— 1. Decide whether to go out... and what to wear
2. Open windows and average indoor-outdoor

3. Turn on and set AC

Effectors:
People
surrogates

Barney,
Microsoft c1998 Eisass

2006 rebirth:
beer drinking
doll responding
to TV scan
lines

18



Early 2002 systems at UC/Berkeley UCLA

‘ Motes dropped from UAV, detect
Intel Developers Forum, live demo vehicles, log and report direction
800 motes, 8 level dynamic network, | and velocity

Seismic testing demo: real-time 50 temperature sensors for HVAC
data acquisition, $200 vs. $5,000 per deployed in 3 hours. $100 vs. $800
B i

node per node.

Monitoring Space

B e
Building Comfort,
&= Smart Alarms

......
-------

nest Retreat

19



Monitoring Things

ind Response
Of Golden Gate Bridg

Maintenanc]

Sensor Augmented
Fire Response
Shooter Localization

- Vaaderbilt, BBN
Clinical t,

Management

g 3 ‘ 3005001

e | A

e Asset Management H
Manytactuging 9o hest Retreat H'Eas 'E - fs |
T8 S - S

20 139 £49




Example uses

\© : .
« Env. I\A@E&"?ng, Conservation biology, .. {8
y ‘e{\(“ﬁrecision agriculture, land conservation, ...
— built environment comfort & efficiency ...

— alarms, security, &urveillance, treaty

verification ¢\s\°

+ Civi ,ge&neering: structures response
sa‘“‘)\g condition-based maintenance
— disaster management
— urban tegai@thapping & monitoring
* Integz0f % Environments

N\o‘d‘“’gl context aware computing, non-verbal
communication
— handicap assistance
* home/elder care
» asset tracking

» Integrated robotics

A Day of Sensor Network
Research at UCB (1/28)

« Jan Rabaey Ultra-low power and ultra-low cost wireless sensor nodes - an integrated
perspective
* + Eric Brewer Sensor Networks in Developing Region
» o Todd Dawson Redwoods go wireless
+ Michael Gastpar Information Theory and Large Sensor Network
+ Joe Hellerstein Sensarnet Tasking in the Large: Querying, Inference and Beyond
+ David Culler Distributed System Design from a Sensor Net Perspective
» + Michael Jordan Sensor networks as pattern recognition machines
» « FEd Arens Price-responsive electricity management in buildings
+  Paul Wright Industrial and Social Applications of Wireless Sensor Nets
* + Greg Fenves Monitoring the Golden Gate Bridge
+ Kris Pister Smart Dust and Micro Robots
* + Pravin Varaya Sensar Networks for Traffic Monitoring
+ Jim Demmel Mathematics of Modeling MEMS sensors
» + Alice Agogino Lighting and Medical Personalization
* «  Steve Glaser Downhole sensor arrays and Firebugs
+ Deirdre Mulligan Do Sensor Networks fit with Fair Information Practices
« Pam Samuelson Towards a Legal Framework for Sensor Networks
+ Kannan Ramachandran Distributed signal processing for sensor networks: challenges and
opportunities
+ Shankar Sastry Conceptual Issues in Scaling Sensor Networks
+ Michael Franklin Sensar Net implications for Database Systems and Vice Versa|
1/14/2004 nest Retreat 15
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Rob Poor, Ember Founder’s vision

Forbes: Giving Voice to A Billion Things

“Robert Poor sees 50 billion embedded microcontrollers,
inside cars, traffic lights and air conditioners, ... in isolation.
Then he imagines ... they talk to one another.

Ember, the company that Poor co-founded in 2001, gives
mundane devices the power to communicate.

“For $10 a light switch, and without having to tear up drywall,
you can shut off all the lights in the house by one button.”

Sensitech attached Ember sensors in refrigerated trucks.
When fish from Boston reach Newark...without even cracking
open the bay door...learn whether the fish got too warm.

A portfolio of Ember-linked wireless gadgets from

Control4 controls lights, temperature and entertainment gear.”

Dust Network Example...

Another case of concurrent
East Coast and
West Coast startups.

22
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Click here for a prospectus including risks. Read carefully before investing. S TOCK EXCHANGE®

The Best of What's New

Sensors Wireless '‘Motes'to Link
Factory Lights and Thermostats
Sometime in the next decade or 50, cheap sensors
the size of a grain of salt could give every product a
pinch of sawy. Sewn into silk undies, they would tell
the washing machine to be gentle. Sprinkled around a
house, the sensors could be linked into netwarks that
might help a home security syster keep an eye on
things. Or soldiers could scatter this so-called smart
dust along enemy lines to keep watch for hioweapons.

Though shrinking fast, todsy's smart sensors are
close to a pagerin size and are doing more hasic
jobs. For example, the first SmartMesh devices (right),
made by Dust Ketworks in Berkeley, Calif, will replace
the miles of cabling necessary to link up lights,
thermostats, and other sensors in large buildings and
factories. Dust Networks' "motes" do away with the
wires—and can slash the cost ofinstalling & single
thermostat frorm $400 to $40--by relaying data from
one mote to the next. They use low-power radio
signals to send short, secure bursts of data. Dust-size
motes are still vears off, says founder Kris Pister. But AVGI A2G2
hottle cap-like devices will come within five years, he
says, followed by aspirin-size ones.

Adam Aston

Energy Monitoring

* Energy Monitoring Service:
monitor, analyze and reduce
power consumption

* Problem: >> $100/sensor
wiring cost
» Solution: Dust SmartMesh

Entire SmartMesh™ network
installed in 3 hours (vs. 3-4
days)

9 min/sensor

Software developed in 2 weeks
(XML interface)

5 months, 99.97%
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Digital Sun:

Lawn sprinkler
control

(Interrupts power to
each sprinkler)

\- J

The S.Sense wireless sprinkler system is smarter than your
average sprayer. ... wireless battery-powered moisture sensors
buried in your yard tell your sprinklers whether your lawn should
have its usual drink, or whether there's just been a downpour. ...
sprinklers only turn themselves on when your lawn or flowers
need water, and then turn off when the soil is appropriately moist.
The system will even sound an alarm to warn of a broken or
clogged sprinkler head.

Digital Sun: features, benefits, specs

» Features
+ Conserves water - Specifications

— Reduces irrigating cost up to 30% * Sensors: Moisture,

— Turns off sprinklers when it rains Temperature, Light

— Reduces irrigation runoff pollution  * Frequency: 916 MHz
+ Easy-to-install + Max Range: 50 ft. per node
« Keeps plants looking healthy all years Network: Secure & reliable
« Benefits + Power: 1 AA lithium battery

(lasts up to 1 year)

Size: 6” long x 1.9” diameter
(1.1” barrel)

+ Easy-to-install wireless system
— Extendable range wireless network *
+ Works in landscape or agricultural

« Enhances any existing or
new sprinkler systems
» Reliable dielectric moisture sensors

25
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SENSICAST OAS
FOR CULTURAL ASSET PROTECTION

WIRELESS SENSOR NETWORKS: A NEW APPROACH TO SECURITY

Protecting the artwork within your institution
from every possible threat is an unending task.
Constantly changing exhibits create cost-
prohibitive barriers for wired asset alarm
systems. Real-time asset protection before,
during, and after operating hours is difficult. In
this high-alert climate, additional man-power
may be required to ensure proper screening of
patrons and bags at the entrance, provide
adequate perimeter security, and deter
vandals, thieves, or even curious patrons from
touching, destreying, or removing precious
artifacts. Existing object alarm systems may
attempt to help, but are typically very
expensive and result in too many false alams,
either overtaxing a museum security force or

REUTERS : The Ever Present Threat:
KNG ok mart, Networked Appliances
full fledged control?

This Wjd
... research effort? ... Hope?

Study to learn power of smart grids, appliances

Wad Jan 11, 2008 7:30 PM ET

& Print this ariicle

By Bemie Woodall

LOS ANGELES (Reuters) - Right now in homes across the United Stafes, the water heater is pretty much a loner
and the clothes dryer is dumb as a stone.

Butwithin 10 years, "smart” power grids passing information back and forth with "intelligent” home appliances may
save enough energy during paak electricity demand to keep utilities from building expensive substations and major

tranemission lines, say backers of a year-long experiment that beging this month.
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Widest Selection of Home Automation Products in the World!

- " 2 “Learn Abolit Home Automation
New Spring : . = with“Anatomy of a Smart Home”

‘97 Catalog % 2 : T <1 Cinside: Pages 37 ...
Many Hot New =

. Com puter Control

Products! = of the Ho,,","f;

Remote Control
of Entire HOTZED

Whole House Audio
Motion Detectors Video Control Syste%sf
”

Surveillance
Video Cameras
n

Electric B u
Door Locks Motorized Drapes
P52 p-93
Make Your Home Smart
B Alllltomif,ﬁnTim_ﬂl With Products You
s s Automatic Pet Can‘install Yourself!

FREE G’FTS! DODrS&Feeds_lE

with orders over $150.00
See page 95 for details

L t Pri G teed! al
e e “'200 SMART-HOME

Keyword or part#

Shop By Category

» INSTEON Products

<D

Deluxe Ultrasonic System Stops Your Dog's
Annoying Barking

» Smarthome Design Store

61392 Bark Smart Deluxe
Normally $59.99

Hot

Deal $44.99 |n Stock
Buy It Now $44.99

» Getting Started

» Automation Control Systems
+ Electrical and Tools

r Fit and Fun

+ Holiday

r Home Theater

+ Indoor Furnishings

+ Lighting & Appliance Control

[Bidonit  $32.00 ||

+ Qutdoor & Garage

Open Box
Buys

+ Pet Care $34.gg .

+ Phones & Intercoms

v Security

+ Surveillance

+ Temp Control & Sensors T ContrOI =
} Training & Education - Sense, detect, effect

» X10 Products

| Essential Information | i |
® Automatic, silent ultrasonic bark control for outdoor use
Mo items in cart ® Timed control lets you set the device to work only when you're not home or at night

@ Built-in counter shows how many times device has been activated

Control your dog’s excessive barking in a humane way that actually teaches him not to bark. The Bark Smart
1y Shop by Deluxe system uses an ultrasonic tone trigaered by your dog's barking that corrects him instantly and
consistently. It will even work on your neightor's annoying degl This waterproof and Uv-resistant bark deterrent
is safe and effective and has a speaker range of 50 feet, ideal for doas in large vards. You'll even be able to setit
to function only at specific times of day, if desired. The Bark Smart runs on the included adapter or on four D

o . batteries (sold separately).
3 |




Sensing Networks:
Tracking the movement of some thing
throughout the sensor network is “interesting”

» Monitoring environment

» Fixed|portable network, sensor locations known

— Need location for each sensor e.g. fixed or GPS... and
then be able to detect location and
movement of things e.g. cars, people among sensors

 ltems may or may not have an identity per se

Xerox Research
= PARCTAB
L ks & ActiveBadge

The PARCTAB system is a research prototype developed at Xerox PARC
to explore the capabilities and impact of mobile computers in an office
setting and of palm-sized mobile computers that can communicate
wirelessly through infrared fransceivers to workstation-based applications.
These principles and assumptions have driven the design:

*Extreme portability.

The device is designed to be carried or worn at all times, much like a pager.
«Constant connectivity.

The system assumes the palm-top unit is always connected to the network.
L ocation reporting.

The location of each PARCTAB is always known to system software.

The advantage of assuming constant connectivity is that the device can use
the computing power on the network.

-

PARCTAB has been under development since early 1992.
In March 1993 the first system was released for general (non-project) use.
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» Vehicle sensor
detects both parking
and traffic

« Reliable wireless
networking

§ + Self-powered with
10-year life

* 4” x 4” standard
package installs in
less than a minute

« Low installed cost

Streetline

Fit P W matumamy -0 s g e 1A1TH 0L

" Traffic Passing W

‘vvirv] v

Taxi Cab dropping off fare & 4

Lo [LE LEh s [TETE
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SAIC & Dust Networks

Passive IR

Passive IR and
Camera

MEMS and GPS

Perimeter Security - MARFORPAC

Obijectives:

Develop and demonstrate an ultra-low-power, low-
cost, reliable wireless sensor network for
widespread and persistent surveillance of borders
and perimeters.

Deploy and demonstrate at the at the Marine Corps
Air Station (MCAS) near Yuma, Arizona
+ Addresses a need to detect intruders,
smugglers and scrappers at the CMAGR

: * Provides a proving ground and relevant data
Key Participants: collections for production and deployment
MARFORPAC, MCWL, MCAS, SAIC, and Dust Networks

MEXI1CO
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UK: 3M cameras, 300 images/persons/day,
...3.6 K licenses/hr.

ILS: Identity, Location, and State aka
MRM (Mobile Resources Management)

» The ILS device is on a “thing” being monitored
— High cost assets
— People
— Eventually everything
 ILS device “knows” its location
- GPS
— In a network “field” e.g. communication tower, LAN [P
* |LS device provides value by sensing “thing”
— Calendar, temperature, vibration, trajectory, whatever
— “State” can also be part of the IP cloud
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File Edit View Favorites Tools Help q','
»
Qe - () \ﬂ @ _Jj Y& - D =] 0 Search Myliehits + (&) ~ 23 «

Address |@ hittp: /fwww. onstar.comfus_englishjsp/explore fuse_onstar.jsp v| Go

msn¥ ~ |om onstar v| searchwer - # 7 FromAl - Al @ -~

A& 'i'| @) ONSTAR | HOW DO 1US... |

s
@S E= us espanoL I#1 canADA FRANGAIS I*1 cANADA ENGLISH =
*"E CORPORATE INFO DEALER LOGIN FLEET CONTACT US PRIVALY POLIGY
~ DNSTAR EXPLAINED ANS & SER AR D 0 AR R B PTID
How Do | Get OnStar? | How Do | Activate OnStar? + How Do | Use OnStar? Information Center Special Discounts
? =
How Do I Use OnStar? A,
Introduction to the three-button system Experience OnStar in Action.
Real people in real situations
share their stories.
Helpful Info
What are the different types
of equipment on OnStar-
Emergency Button. equipped vehicles?
Push this button to send a priority call to an OnStar Advisor. You will hear a chime -
=z 3 2 2 5 How do I activate the
followed by the words, "Connecting to OnStar Emergency.” The Advisor will request OnStar system in my new
for help to a nearby emergency services provider who can dispatch ambulance, vehicle?
police, fire, or other services to your location. You can also push this button if
you see somebody else in an emergency situation. Is there a limit to the
number of times I can ]

€l & Internet

ler, Resource Tracking

System Overview On-hoard the vehicle,

the OmniTRACS solution sends and receives
data from the satellite. The satellite relays
information to and from the QUALCOMM
Network Operations Centers (NOCs), which
communicates with the customer's fleet
management center.

v

Driver and vehicle performance monitoring

v

Trailer/vehicle monitoring
Tamper-detection alerts
Automated Arrival and Departure
Remote vehicle disablement

v

» Additional connectivity to third-party devices
and peripherals using OmniExpander™

» Driver authentication
* Wireless panic button

v

v




Strategic Management and Reduced Costs
Dwis DR e L EA
; The OmniTRACS solution opens a new world of strategic fleet
= " B and equipment management. The Automated Arival and Departure
= e ™ T (AA&D) feature records vehicle arrival and departure times without
driver intervention. This enables dispatchers to monitor driver
performance, bill accurately, and verify and inform customers of
detention events or any other unforeseen delays. Armed with this

data, carriers can negotiate better fee arrangements and charge
customers who are responsible for excessive delays.

Creating customized reports with the OmniTRAGS solution makes
it easier to keep track of key information. For example, by evaluating

data accumulated over time, transportation fleet managers can

sl eendbioasaleind

SOLUTION PLATFORMS

OmniTRACS™ Mobile Communications Solution  »

QUALCOMM's OmniTRACS solution operates on one of the warld's |ar
. wireless data networks. Qur nationwide two-way satellitz..,
Mare =>

2™ Untethered TrailerTRACS® Asset Management Solution

Increase the security of your tethered and untethered trailers with the ]
Untethered TrailerTRACS asset management solution..,
Mare =

TrailerTRACS® Asset Management Solution »

QUALCOMM has been in the trailer-tracking business for a decade, wi
than 35,000 installed tathared units, Our advanced. .

Maors *¥
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SPOT Overview

Services Network Watches
/MSN Dedicated Ku-band 12 kbps/radio station grﬁall Footprint ™ OEM Modules

Operati

T

Satellite Feed  FM subcarrier broadca:

%: FrameRelay g/

CLR & Applications

Components: ™\

LCD, Battery, Module, 512K ROM
/ Case &étfali" 384K SRAM

uUs:
All 50 states

“I
Top 100 MTAs & >
219 FM stations 24 FM Stations

Top 12 cities

National
Semiconductor

177M reach 12.5Mreach

What Are Smart Personal Objects?

PC Peripherals Smart Personal Objects

Smart Personal Objects

o Everyday devices whose core
functionality is amplified and improved
with the addition of software

¢ Devices that provide people the
personalized information they want,
when they want it

¢ A new computing space that
compliments existing technology and
provides a new method for people to
remain connected to their world

Consumer Appliances PCs and Servers

SPOT
Smart Personal Objects Technology

e Makes Smart Personal Objects smarter,
connected and essential information tools
for people

¢ Incubated in Microsoft Research for the
past three years

eDeveloped a new hardware platform to

enable low power, low cost, connected
devices

eExtends the reach of .NET architecture into
a smaller and broader class of devices
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Health and wellness

Health

—

“Your
husband

i here’s his
A==black box”

E__Monitoring:

just died, ...
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‘High Tech, Under the Skin”
By ANNA BAHNEY
NY Times Fashion & Style
February 2, 2006

*By inserting the radio frequency identification device... he planned
to log on to his computer, open doors and unlock his car.

sImplanting the chip was relatively simple ...chip, complete with a
miniature antenna and enclosed in a glass ampoule no bigger than a
piece of long-grain rice, has a small memory ... and read by a
scanner two to four inches away, ... are a proprietary technology
and cost about $200 each.

«...sells chips to people who use them for education and robotics
...a disclaimer states that the company does not advise consumers
to implant them in humans or animals because the tags are not sold
as medical products and are not sanitized...

* he could see a day when society would deem it acceptable for
babies to be tagged at birth with chips

Health:
Number 1
market
need...

Network
must be
open!
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For openers...
audio, pix, T, P,
ECG, ... 1 GB

™ Myl ifeBits -

File Edit wiew Favoribes Tools Help

=-Ea- -

Eme @- [ |

SenseCam Daka Flok

Items

Search Resulks: 9

Sense”am Image

Sensei_am I nse”am Image

(£

Ready
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Right Atrium

Right Ventricle

The A/V/real time data future:
capture modes/devices

Pulse Generator

Pacing Leads

Left Atrium

Left Ventricle

St. Jude
Pacemaker

Body Media’s
BodyBugg

Total EE

Active EE Physical Activity Step Count Slesp Duration Duration of View

Lying Down
1 day 3 hrs 19 min

‘ SenselWiear not being worn

9025 calories 3395 calories 16 hrs 8 min 28506 steps 22 hrs 32 min 2 days 23 hrs 20 min
ad JN. Ll 1 L \h
g0 fitpm Taan'  Tiam T Ban ' Gam ' Fam ' kam ' G T
HE
Energy expenditure (Cal)
e
Toom T Bem ' Fem ! Bem ! Bem o Fem ! Bem ! Tpm ! Mo Bam T Bam T Moam'  Tiam
Lying down e
e
Topm Topm Topm Topm Topm T Topm Topm Topm  Tipm Toam Tram Tam Tam Toam  Tiam
Sleep e
0.0
y i i
T Rem ' Wemt  Epm Ben ' Wam o B Tm T Mogn  hm T Wan ' Bam ' Ewm' Tam ' Fan ' ka T
Step Courter
50,
g Toom  Bpm | Bem ! Bem ! Rpm ! Fem ' Fpm ' Tm ! Mopm Mgt Maml Nam | Ram ! Bam ! ! Bam ! bam ! lam ! Kam ' Ram ! Toam  Tiam
Galwanic skin response - average (USiemens) i
720
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Heart Rate - average
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BELL, CHESTER 25 gUN 2004 9:15:07AM oA 995263
71 yrs Male > Q w 10f 2
2 Pacat ”
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gan a5 VENTRICULAR RATE = 53 DX ; PACEMAKER
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Contactless electrodes for ECG & EEG

@

Wireless World

“When all things have a digital identity”
Seminar, Macguarie Institute for Innovation
7t February 2006

Bruce Satchwell
CEO Alive Technologies
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inl Chronic Diseases including Cardiovascular, Diabetes, and Obesity

Increasing| cost of healthcare (currently 15% of GDP in US with projections of
" GDP)

tostay in own home

o _Disease Management

o \Wellness Management
e  Self Care
L
L)

Enabling Technologies
Cyborg (Human Machine Hybrid)

DEVEIBISANIrEless health screening,
BIEEHESWEand monitoring systems
For worldyiele sl

Chrenic Disease Screening and

- Management (inc. Cardiovascular
diseases, diabetes, COPD, asthma,
sleep apnea)

Health ,Fitness and Wellness Mgl felel B 715




sures ECG, Heart Rate, activity , body
on and falls (using accelerometers), with
internal SD card storage

sconnects to Bluetooth phone or access point
with~100m range

*Real time remote monitoring on the internet
using browser interface

*Applications include holter monitoring for heart
arrhythmias, home cardiac monitoring, cardiac
rehabilitation, sleep apnea screening, and health
and fitness

_

obilerl2 Lead ECE*

*6 and 12 lead ECG integrated into cable

eConnects via serial, USB or Bluetooth to
PDA, Pocket PC Phone, PC or access point

eApplications for Pocket PC, Windows.
eRemote Java applet viewer for browser

eCustomers include John Hopkins Hospital
(PIERS) and Lausanne Ambulance Service
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Measures oxygen saturation, heart rate and plethysmograph waveform

mits to remote server and java applet browser viewer in real time.

tooth range up to 100m to access point, PDA phone or PC

, wearable, low power design
rnal memory
applications include
ssleep apnea monitoring
shome oxygen therapy monitoring

easthma monitoring
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Tactex Bed Monitor...pressure sensitive material

BED SENSOR DISPLAYED AT WHITE HOUSE CONFERENCE
ON AGING

The Tactex bed sensor is made of fiber-optic
pressure sensing material first designed for Canadian
Space Agency robotics.

The Tactex bed sensor is a modular, wireless device
that can reliably and unobtrusively monitor when a
patient gets out of bed, the quality of sleep, and
vital signs e.q respiration and heart rate.

Current bed sensors are simplistic ... uncomfortable for
patients, hard to position and plagued with false alarms,
...The US market for patient monitoring systems is
expected to increase to $8.2 B.

Tactex plans to begin field trials of in early 2006.

E-Neighbor, Health Hero, smart bed

E-Neighbor ... detect unusual activity in a senior's residence -- If the shower runs too
long, the refrigerator stays closed, the system "calls to ask if they’re O.K. If the person
does not respond, the system can call or send an e-mail alert to someone else. .....
cost about $300, plus $20 a month. ... he sees a diagram of the floor where his mom
lives and an icon of where she is. ..., he has access to everything from her blood
pressure to visitors she’s seen. A wireless "help" button around her neck signals her
location. Medical staffers transmit her vital signs and other data across the network. If
Chris notices a pattern or event, ... he can call the staff.

...her diabetes worsened and memory loss undermined her ability to care for herself.
She gave permission to use the monitoring system, and the access it affords has
relieved much of his anxiety about well-being.

Researchers are perfecting in-home devices that monitor weight, blood pressure, and
other vital signs of seniors with chronic diseases and send a report to doctors or
caregivers. Health Hero Network's Health Buddy, currently available only through
medical providers. The 5-inch by 9-inch box is placed in the home and attached to,
say, a weight scale or a blood-glucose monitor. Pushing buttons to answer questions
that appear on a small display, the user can alert medical personnel to danger signs
such as rapid weight loss.

SENSORS WHILE YOU SLEEP

With a "smart" bed ... U. VA’s Medical Automation Research Center in Charlottesville,
a patient need only lie down to check and transmit medical information. Expected to be
called the NAPS bed, for non-invasive analysis of physiological signals, it has wireless
sensors that measure pulse rate, breathing, and restlessness. ... the bed going on
sale for about $1,000 by the end of 2006..."to be effective, there should be a caregiver
in the loop" who can read and interpret the data.

47



B Polysomnogram for detecting sleep apnea. |
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Electronic
ntury

/& APPLICATIONS [ TECH PAPERS [5 |

ensor
Technology

Overview
Model 4200 Portable
zHose
Technology
What's Included
Recommended
Acoessories
Optional Acoessories
Model 7100 Benchtop
Zhose

Model 3100 Desorber

ZNOSE® PRODUCT LINE

Model 3200 Heater

Model 3300 Remote Model 4200 Portable zNose

Sampler The Model 4200 zNose is the only portable real time
analyzer on the market that can detect and analyze all
types of wvapors and identify traces of organic,
biological & chemical compounds quickly and
accurately. It is also the only electronic nose
technology to receive validation from both the US EPA
and the White House Office of National Drug Control
Policy. It has been

chosen by NASA for their Space Laboratory to assist in the search for life on
other planets and by the US Homeland Security Task Force as a major tool in
fighting against world terrorism and crime.

:g‘] % Internet
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Sensors with [P On Everything

) Genting started

) 1nernal communication

€ External communication

€ Food management

© news, radio and home security
@ Digital cook baok

@ raa

€ press room

Affymetrix GeneChip Arrays

Technology Personalizing Depression Drugs

By Emily Singer

The Roche AmpliChip contains DNA
sequences for different forms of the
genes that code for two enzymes
involved in drug metabolism. Scientists
can detect which form of the gene a
patient has by examining where the
patient's DNA binds on the chip.

Each 20 ;=* cell on the amray can contain
107 DNA fragments, or “probes”™
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Functional Genomics methods

Chips
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Slides

Hybridize to | Microarray Slide
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SIONEX - SENSOR CHIPS FOR CHEMICAL &
BIOLOGICAL DETECTION DEVICES

Sionex's platforms incorporate its microDMx™ chips for utilization
in a wide range of biological and chemical detection devices,
ranging from handheld devices and control components to sensor
modules. microDMx™ technology separates and detects ionized
compounds based on their differential mobilities through the
sensor chip. lonized compounds have mobilities that are a
function of their charge, mass and cross-sectional area.
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New Scale has developed several prototype assemblies to

demonstrate OEM product applications of the SQUIGGLE motor.

Consumer devices: mobile phone cameras

gf%UIGGLE motor

SQUIGGLE MOTORS are available in 2.4 x
- 24-mm-and 3.4-x 34 mm-sandard body
T sizes for evalustion by OEM broduct

designers.

is ideal for use in mobile phone cameras, using

less battery power than electromagnetic
mque design delivers both short-range motion
(auto focus) and long-range motion (optical zoam).

&dg,mggﬂﬁzhmm fmotor

PROTOTYPE - FOCUS AND ZOOM
ASSEMBLY for phone cameras.
Piezoelectric SQUIGGLE motors move
two lenses along a guide, with aute
focus travel of 2 mm and optical
zoom travel of & mm.

DESIGN CONCEPT —-WEARABLE
DRUG PUMP. The SQUIGGLE
enables smaller, more comfortable
drug pumps with high dosing
accuracy and reliability.

Laboratory measurements
for Science and Engineering

» Pedagogy

« Outdoor monitoring of the infrastructure e.g.

roads, water, etc.
« Seismic and weather monitoring

» Qutdoor laboratory instruments with robots

» Large scale

— CERN millions of detectors, petabytes of data
— Detecting threats at national and international scale
— Undersea sensor nets, 100s of kilometers
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The MIT iDAT Project is a major educational initiative designed to empower both school and
university students throughout the world with the ability to measure and investigate a huge range of
phenomena by providing them with a wide range of extremely simple to use mimature wireless sensors.
The project is funded by the MIT iCampus imtiative which i1s supported by Microsoft and is being
undertaken by the MIT BioIlnstrumentation Laboratory

Development of 50 iDAT Sensors covering many areas of science and engineering

LA L LA L7 A £ A L F

g A

(Resprmion]] h =

s A o s A

Current ' iDAT Voltage ’
wireless

LA 2 USBE sensor LA

Angie]) S (Souna J)

"

v

Capacitance ’ f‘ L NN
P

|Temperatureg ‘Humidltylj| EKG |j| Force [j [Radioactiity D| Acceleration

Q

g &
2| |a
=3 3
c ]
(=) =
= o
= =
-
‘|‘|

_

The sensors commonly used in teaching physics, electrical engineering, mechanical engineering,
biological engineering, chemistry, biology, physiology, psychology, earth science, architecture and
material science were surveyed (see figure below) and a common set of 50 sensors selected (see figure

MIT iDAT Project ©MIT, 2005

Remote outdoor sensing

...wireless sensors can be installed where landline telephony is
not accessible.

Kasanoff (Clemson) predicts several types of wireless sensors:
-- Sensors on road surfaces that will glow when ice is present
-- Sensors and cameras on bridges that will detect when cars
or trucks exceed legal weight limits

-- Sensors on beaches & waterfronts that detect signs of
pollution or acts of sabotage.

The Incorporated Research Institutions for Seismology are
using wireless modems that will be used throughout the country
for seismographic data collection. The shared database is to be
used to explore the earth's interior.

Seismic monitoring will allow IRIS to reinforce the efforts to
mitigate potential earthquake and volcanic hazards ...
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UCLA CENS:
Center for Embedded Networked Sensors

NIMS--Networked Infomechanical System

SensorNet: A detection & alert system for chemical,
radiological, biological, nuclear, explosive threats

Many Sensors Many Applications

P
Geospatial
- Sensor
IEEE l;-i—(:en!ne Web
1451 nierprise | Enablement
Services and
Web Feature
Services

Chemical

Performance Support

Tl
Meteorological f:;,g ss;cge and
| Play Scalable Extensible
¥ Internet

1 Analysis, Modeling, and F
Non-Proprietary

L
Biological
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Autonomous .
Underwater Current Camera
Vehicle Meter & Lights

Explorer
PlateT~

Pacific r 7
Plate

Gorda\,
Plate

NEPTUNE USE

Elementary/secondary schools

Undergraduates (projects, classes)

Graduates (including non-majors)
engineering community
industries

Public - structured (e.g., aquariums)

Public - unstructured (e.g., media, www)

Decision-makers

National legislature

Government agencies

State/provincial entities

Non-governmental organizations

=
Acoustic
Doppler

Nutrient
Monitor

Sensor
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Summary

Functionality dimension (of WSN space).

Sense... some parameter of something is measured.
Actuate/effect... “something” gets changed

Control (closed loop). actuators = f(sensors, state)
Sensing (peripheral) networks

— Provide connectivity of a large set of nodes

— Detects moving items in the “sensing network”

ILSA: Identity — Location — State -- Actuate

— Name as with an Bar Code or RFID tag

— Location — for moving item/resource

— State of the “thing” as f(t), e.g. age, environment, interesting
data e.g. temperature or vibration

JAN - Just another net e.g. 802.11x, Bluetooth for bits

JAN for connecting portable or mobile items
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Venue Segmentation Map for Intelligent Device Networking & Management

T The Pervasive Internet ’

Commercial /
Institutional

2+ Hospitality
Healthcare

5 HVAC, Vertical Transport, Fire &
Safety, Lighting, Security & Access, etc,

Devices: VIR] PDAS, urplams Sulg\cal Equm Pumls
Monitors, Telen

Devices: Central planws
Dlsmbuled resources, etc.

+ Complex
rmachines

« Distributién
centers

mmagem—m

+ Shopping cent
Ihfrastructure Fnp

Devices: TVs, VCRs, Dishwashers, Washer/
Dryers, Refrigerators, Lights, Computers, etc.

Devicas; POS Terminal. Tags, Cash Rebisters,
Devices Pumps, Valves Vat, Conveyor. Pipelines, Motors, Drives, Switches, Paypfent Terminalofslonsete
Machines, etc,

i Public Public
eguid] [ T l'""“"“ ’* * [—L' l—/qpm
&
oth el

: “Weapons

Trelthant ¢ :

cBuilding ! i “Pecple Stelie
nt : : s

+ Machingg

“Devices: Voting booths Information cards, Scanners, Public %
infrastructure, etc. Devices: Weapons, Vehicles, Sol dlers Unmanned drones, efc.

+ Environment

By periHissionResearch, Inc.  1.800.595.9368  info@harborresearch.com
January, 2006

M

http://harborresearch.com/

Agriculture & landscape, mining,
scientific & field instrumentation

.

Harbor Research Taxonomy

Where (What) => Buyer gSuppllers & Sellers)

Buildings (access & security, fire & safety,
elevator/escalator, HVAC, lighting) — Infrastructure / supply chain

- Commercial/Institutional (airport, data center, — Signage / Display

educatl_on, hospital, retail, ... stadium) —  Buyer behaviour e.g. consumer tracking

- Industrial T «  Transportation & other public infrastructures:

— Residential (single|multi family units) Streets...Highways, Rivers & streams
Consumer (A/V, computers, lights, refrigerators, (monitoring,... traffic control
washers)

! i — Vehicles (cars, aircraft, ...construction)
— Household (room /aundry & function climate)

etail (POS,... tags)

! — Infrastructure
-~ Entertainment +  Government /Security (Voting, identity,
o Mobile scanners, public infrastructure)
Agriculture, landscape Legislature
— Farms Public safety (police, fire, ... large scale disaster)
- Homes

— Public spaces
Industrial Control - K (contacts, switches,

Public Infrastructure (landscape, public
space)
Lab

motors, valves, pumps, conveyors, pipelines, etc.) (Weapons soldiers, unmanned things, etc)

— Machine (simple standard, complex) K — Vehicles
— Industrial process K — Material
—  Electronics / Semiconductor mfg. — Personnel

— Infrastructure / supply chain -

Security / surveillance (climate and natural
—  Lab (specialized sensors & instruments)

disasters, radar/satellite, environment)

Medical (computers/PDAs, CT/MRI, pumps, +  Scientific & engineering pedagogy &
monitors, telemedicine devices) research

- Hospital (point of care, ER/OR, mobile) Laboratory bio-medical

— Clinics, Doctor’s offices —  Natural science outdoors

— Lab (instruments) —  Water management

— Home /in vivo (implants, point of care) — Large scale physical science e.g.

Power (monitor, control)
—  Supply (generation, distribution)
— Demand (consumption, off-loading)

Earthquake, hurricanes, tornados, etc.
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Building automation:
Energy monitoring
Environmental monitoring
Lighting control

HVAC control

Security alarming
Access control

Asset tracking
Industrial automation:
In-process monitoring
Energy monitoring

WSN Space

Basic Function
Sense
Energy monitoring
Environmental monitoring
Security Alarming
In-process monitoring
Equipment health & utilization
Traffic & parking monitoring
Control
Lighting control
HVAC control
Access Control
In-process control

Equipment health & Consumer AV
utilization ILS/A . ko cus e
In-process control Asset Tracking “‘\"ﬁs \p setV
gesli(;:lential (see - Ellt;ee}isarge( health o A\
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control - — ale point to © g alon® appd
Audio/Visual Location, MODIMYLSEEE - | o —sBF " oanect®®  (sIh  on
Data-networks = Indoors/Outdoors vile wsl AN~ \P (P used 1© ‘°a of po(tab\e
Outdoor: T o0 Fixed/Portable/Mob e IAN“e ) gmob\‘\jenemom..
Landscape & Water £ 58 Scale N for oo pis In 18 ' etwork
Parking & traffic Ec 8§ 38« On Body Note: 0@ acgor gooa P
Security EE SnTr g Room  cess - \ocd "
Personal: Q:?/ SEES § 55~ on'ngprr:‘\‘v;" t?e LAN connected)
Fitness & health CESLESES Building (CI;IN L AN connected)
Eldercare <S558 Gampus (CAN,

Patient care

Geo-dispersed

The end
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3. Wireless Sensor Networks:

Technology basis, products, and direction

Gordon Bell, Visiting Professor
Macquarie University Institute of Innovation
Enterprise of the Future Seminar Series
7 February 2006

WSN

Origin of WSNs — an example of how new
technology creates an industry...

UC/Berkeley including TinyOS

Technical trade-offs: data-rate, noise, power,
range,

Future: where will Moore’s Law lead us
Zigbee: Standard effort
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Timeline... “it takes 11 years!”-Mead

1994: Kaiser and Pister build first UCLA motes
1995: Crossbow founded, by UC/Berkeley student

1996: UCLA Low Power Systems for Wireless Microsensors Paper;
1997 Pister “Smart Dust” proposal to DARPA optical comm, solar power

1997, 2001 Poor’'s MS, PhD. Theses @ MIT Media Lab. Two WSNs.
1998 Sensoria founded to exploit sensors (Kaiser)

1998 RF motes designed by Seth Hollar (MS thesis).
Pister suggests collaboration, leading to UC/Berkeley NEST

1998: WINS UCLA Workshop (GB keynote)

1998 Graviton funded by KPCB > 11/02: Xsilogy > 12/04: SYS Technology
1999 WeC mote, McLurkin (MS thesis), Crossbow start sales 2000/2001
2001 COTS based components, Berkeley’s first mote provided:

— 1in.3 : Temperature, humidity, barometric pressure, light intensity, tilt &
vibration, magnetic field sensors, transceiver, uprocessor, & battery!

— 20 meter range; Lifetime:1 week continuous; 2 years,1% duty cycle
2001 Network Embedded Software Technology (NEST) June kickoff.
2001 Ember founded (Poor & Wheeler)

2002 Dust Networks founded (Pister), July

The challenges

» Wireless channels: speed, noise

» Power (to listen) CSMA CA (carries sense,
multiple access, collision avoidance)
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Technical Challenges

e Reliability
— 50 motes, 1 failure/10 years =
* MTBF =5 centuries
—99.9% - 1 packet per mote per day
—> 1 packet per hop per week
* 10 year battery life (~100UA, every mote)
e -40to +85 C

e FCC regulations
— Compliance
— Interference

10 October 2005 Courtesy Kris Pister Dust Networks

Peak data rates vs range for wireless protocols

1000 =+

100

Range (m)

4®

vy

e
o

P

100k ™ 10M 100M 1G
Peak Data Rate (bits/s)

61



100M-+

Power consumption versus data rate

Hyr iyr 12 weeks
cr2032  1AA {AA
[0 1 1 1
S 1Mt
C o~
28
© O
o =
35 2 10k
o ©
<
100
1
10p 1000 1m  10m  100m 1 10
Average Power consumption (W)
EE 802.15.4 & WiFi
rating Frequency Bands
hannel 0 Channels 1-10
868MH — [ 2MHz
8.3 MHz 902 MHz 928 MHz
2.4 GH
PHY Channels 11-26  —|  [—5MHz
2.4 GHz 2.4835 GHz
) 10 October 2005 Courtesy Kris Pister Dust Networks
Gutierrez
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Radio Reliability in a Crowded Spectrum

UWSB uitra widebana

— Unclear potential for duty cycling
DSSS direct-sequence spread specerum dO€SN’t CUL it
— Helpful, but only about 10dB

+20 dBm doesn’t cut it

— Helpful, but expensive in batteries

— 802.11 & cordless phones & portable bar
code

Must frequency hop

— Precise time synchronization required...

— Lots of channels, lots of bandwidth, better
scaling, ...

10 October 2005 Courtesy Kris Pister Dust Networks

Future directions

63



Mote on a Chip? (circa 2001

Goals:
— Standard CMOS
— Low power

— Minimal external components
antenna

battery =

00~ inductor

r tal
= crysta

10 October 2005 Courtesy Kris Pister Dust Networks

. X
Radio Perform: ;s

251
X
cc2400
20T X
cc2420
<
E 157
& X
- ¢c1000 Xemics
X X X
10T cci000 1000
5+
Molnar (0.4mA) ;3(°°k 2005
. t * i } } } .
Otis (0.4mA) 100k 200k 300k Bit rate (bps)
10 October 2005 Courtesy Kris Pister Dust Networks
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Size reduction as mote moves to dust:

Sense > Control > ILS

Motes with battery approach bottle cap size
Embedded in bottle cap
Identity... knows its name

Location

- GPS

— ldentity within a friendly or ubiquitous sensing network
State

— Monitors what’s inside

— When opened

Effect?

— Tells everyone about it

Size reduction as mote moves to dust:

Sense > Control > ILS

Motes with battery approach bottle cap size
Embedded in bottle cap
Identity... knows its name

Location

- GPS

— Identity within a friendly or ubiquitous sensing network
State

— Monitors what’s inside

— When opened

Effect?

— Tells everyone about it
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WSN environment, function, structure,
scalability, platform, performance,... link

Environment: indoor | outdoor | moving object/network
Sensees: fixed | moving items | moving network items
Interaction with IP nets: free standing | peripheral to IP net & www

— Scale & topology: pair | tree | mesh for long haul —tree for sensor nodes |
homogeneous, peripheral sensor/actuator mesh (with connection to IP)

Net performance: data-rate & error rate; range > inter-mote distance;
powers>battery life; mote discovery time

Node fcn: passive | sense | effect | gateway | route |... | application
Link, Network interconnection, and protocols

— Bluetooth -> 802.11.15.4 (wireless personal area net) -> WiFi (IP)

— Public switched and cellular nets GSM, 2G...4G

Noise tolerance techniques: multi-frequency; multi-path; dynamic channel
assignment; retry, etc.

Platform characteristics... processor & O/S, network stack, standards...

Network structure and Link characteristics

» Network structures... GB expectation
— point-to-point | Star (for simple functions)
— Stand-alone with simple function in net
— Stand-alone 802.11.15.4 net to support end S/A...

— Peripheral Sensor/Actuator Nets connecting to IP or PSN
+ IP net enacts function (e.g. data gathering, analysis, control)
* IP used to get wired and wireless coverage

* Radio Link and Network interconnections
— Bluetooth -> 802.11.15.4 (wireless personal area net) -> WiFi (IP)
— Public switched and cellular nets GSM, 2G...4G
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Beliefs... and biases

Wired sensor networks are everywhere doing everything

— Homes, commercial & industrial buildings, science & engineering,
military... Indoors and outdoors.

— Data gathering & instrumentation, energy monitoring, HVAC,
lighting, power, process control, security, ...

Sensor applications are limited by cost (and sensibility!)

— Cost is dominated by installation of wires, thereby limiting apps

Commercial adoption of wireless sensor networks is

gated by reliability and power consumption...

— Sensing and scientific & data gathering are the early adopters
BECAUSE of proof of efficacy and liability concerns

— Control apps represent more complexity and liability

— Redundancy is critical: multiple channels & paths

zero cost, zero size, zero power motes are inevitable...
will enable infinite apps, including mobile...

anything non-zero, just reduces market size

5]
WSNs are peripherals or edge to IP! §
C

ost, size, 1/power

The End
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Zigbee: Cast of 1000s
building a WSN using words on 679 pages

ZigBee technology:

general characteristics

Data rates of 250 kbps and 20 kbps

Star topology, peer to peer possible  Star is fatal,

255 devices per network especially with
CSMA-CA channel access single frequency
Optional Guaranteed Time Slot

Fully handshaked protocol for transfer reliability

Low power (battery life multi-month to nearly
infinite) 2 nets: powered

Dual PHY (2.4GHz and 868/915 MHz) and sensor parts
Extremely low duty-cycle (<0.1%)

Range: 10m nominal (1-100m based on settings)
Location Aware: Yes, but optional

@ ZigBee Alliance

Cogyrignt 2002 The ZigSee Allance, Inc.
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ZigBee ZigBee Stack Architecture
Alliance
ication Framework
ZigBee Device Object
(ZDO)
ndpaint 240 = Endpaint 1 Endpoint 0
APSDE-SAP APSDE-SAP APSDE-SAP
Application Support Sublayer (APS) 2
APS Seeurity | ‘AP‘S Message Reflector ‘ E
Security Management Broker Management E
Service NLDE-SAP | g
Provider . SR Network (NWK) Layer é
Li?isa?z"s" 4’|NWK Security | WK Message | Routing | ‘ Network | E]
M. F Broker Management Management ~
ZigBee ™ Alliance —— B ]‘/ﬁ _
defined ML DEREE - _ MLME-SAP
Medium Access Control (MAC) Layer
End manufacturer
defined
[ epsap | [ FRMERAR
Layer L ; -
S stion Physical (PHY) Layer
24 GHzRadio | | 868915 MHz Radio |
Layer
interface

ance | Wireless Control That Simply Works
04. Al Riahts Reserved.

ZigBes ZigBee Network Communication Model (Tree)
Alliance

ce | Wireless Control That Simply Works:
Convriaht © 2004. All Riahts Reserved.




@
ZigBee’
Alliance

ZigBee Network Communication Model (Mesh)

ZigBee™ Alliance | Wireless Control That Simply Works
Copvriaht © 2004. Al Riahts Reserved.

Are WSNs another independent network, or are
they edge i.e. peripheral nets to the IP world?

» Can Zigbee create an isolated network, independent
of LANSs, Internet, & www... What’s wrong with WiFi?
— Time to get a large scale network architecture “right”

— Cost to install and maintain a second network versus using
the robust, large scale wired/wireless IP intranet/internet

— “Application” versus sensors|effectors are in “IP” world
+ Sensor nets does data collection, alarms, etc. into databases
+ Controllers are computers...

— Each vendor will have their own network due to app’s need
« Zigbee consists of 2 networks and 3 components

— Powered nodes to maintain just a communication network

— Sensor|effector nodes that do the work

— Co-ordinator nodes — that will have to be gateways to IP
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4. Wireless Sensor Network:
Market, industry structure, startups

Gordon Bell, Visiting Professor
Macquarie University Institute of Innovation
Enterprise of the Future Seminar Series
7 February 2006

Looking at the market & Industry...

The n-body problem... it takes an infrastructure
Too many alternatives, too little time & resources
Zigbee view

Market reports... buying understanding
Sensicast then and now

Ember and various affiliations

WSN Apps Characterization: wire replacement!
Some projections... as the hardware -> $0.0
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Layered Applications Structure ->Market Map:
All roads from components to paying customers

End users .
Maintenance

Installation
Systems Integrators Planning
& Distributors Network integration

t Packaging, testing

Independent SW
Vendor Apps

WSN vendors (chips,
software, systems)
4

.
-
.
-

1
1
1
1

-

Sensor Radio & other
manufacturers components

Deciding where to focus: too many choices;

too little time & resources
» What: Is the product and what do the users need?
— Mapping product to customer apps and requirements
* Who: will buy?
* How will it be made and sold: OEMs, direct, etc.

— Create a market map from sensors... customers

— What partners are needed?

+ Sensor suppliers, ISV applications, system integrators, databases,
special networking, other software

* How rapidly is the market & industry likely to develop?
— Will it move to new applications? Versus a wire substitute?
— What is the ultimate structure of the industry as hardware -> $0
* Resources & Plan: Sales, marketing, & business
development

72



Low Data Rate WPAN Applications
(Zigbee)

security
HVAC

AMR

lighting control
access control | HUTH e CONSUMER S J7-Y T )

AUTOMATION ELECTRONICS
asset mgt Eﬁ
process

Low

Data-rate Radio L’;‘;‘é’soz »
Devi ST
control evices PC & joystick
environmental PERIPHERALS
energy mgt

patient
monitoring

security
HVAC
PERSONAL lighting control
Il HEALTH CARE Iaccess control o
monitoring awn & garden irrigation

The ZigBee Alliance:

target markets

: VCR
Monitors

Sensors DVD
Automation CD

77

Low Data Mouse

: Keyboard
Rate Radio Jogsnck
Devices Gamepad
Maonitors
Diagnostics Security
Sensors PETs HWVAC
Gameboys Lighti
: ghting
Educational Closures

a ZigBee Alliance
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Consumer vs Enterprise Class

Consumer Class

- Cost more
important than
reliability

- Convenience driven

- Deployed in small
area

- Device driven

- Point-to-point

Enterprise Class

- Reliability more
important than cost

- Installation &
operation cost driven

- Deployed in large
areas

- System & control
driven

CONSUMER
ELECTRONICS

PERSONAL
HEALTH CARE

BUILDING
AUTOMATION

PC &

PERIPHERALS

(. )

~SemsorNetworksTtake Off—

Industry Analysts Take Off!

800
700 —
/ /
600 7
T / /
c 500 4
5 /
£ 400 /
2 /
5 300 /
7—'@ = = +Wi-Fi nodes
200 Handsets
/s = =Wireless Sensor Nodes
100 ——= —
0 =R ‘ ‘ ‘

2003 2004 2005 2006 2007

$8.1B market for

Wireless Sensor
Networks in 2007

Source: InStat/MDR 11/2003 (Wireless); Wireless Data Research
Group 2003; InStat/MDR 7/2004 (Handsets)

Microsoft WNS Workshop

10/05

Courtesy of Kris Pister
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WW LE-WFPAN (,um;-un.ent Revenues by Industry WDRG. 2003
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we 33,000 4
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200
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Source:
The ZigBee Revolution
Berkeley NEST Retreat 1/04 Courtesy, Sensicast On World Research 2003/Q3
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Latest projection... same group

Wireless Sensor Networks
Thousands of End Points Deplayed, 2005-2010

50,000 ~

40,000 (- 4

ards

s 30,000 /

20,000 [~ /

10,000 [~ e

Thous

E—

2005 2000 2007 2008 2009 2010

v}

Ember

 Established mid 2001
» 50+ million invested; over 50 employees
« OEM strategy: chips, stacks, and tools
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Ember

Some of Ember’'s customers that have already successfully
launched wireless sensing and control applications include:

3 Andover Controls O Philips Lighting
O Eaton O Controld

2 Raymarine O3 NURI Telecom
3 SK Telecom

Some of the proven Ember-enabled
applications are:

Home Automation & ControlSecurity Systems |,
Entertainment Systems |,
Lighting Control,
HVAC Control
Building Automation HWVAC Control, Lighting
Control, Access Control,
Refrigeration Control
Avtomatic Meter Reading Residential Demand
Response, Power
Distribution Diagnostics,
Level Sensing
Industrial Automation Temperature Sensing and
control, Pressure sensing,

Flow cantral

Harbor Research Pervasive V

Welcome to Harbor's free
Ember SphereMap™
What Is This?

Thiz Ember SphereMap™ iz an
interactive portrayal of Ember’s
business ecosystem, activities and
peer-pasition, built with the
SmartSphere® platform for "Living
Business Intelligence”™™ from Harbar
Research, Inc.

»
»

We make these SphereMaps™
available to companies that we've
identified as major forces in the high-
technology growth areasz we track
and study.

Using the SphereMap™
Drag the map by its branches (not
itz nodes), or by any empty space in
the sphere. You can drag in straight
lines, or in a circular motion (useful
for re-orienting a nede whose
children overlap). Click any node to
center it. Click outermost nodes to
dizplay databaszed information in this
text panel and the sidebar.

ber&id=335£mmbugt!‘

LR R Y " " »

77



WSN space

Function (sense, effect, control) what it does, generally
— Sub function e.g. lighting, HVAC, surveillance , process cont.

what it does specifically, who builds & sells it
Institution (commercial, consumer, ... gov’t) who buys
Environment i.e. where used

— Fixed Location => packaging, power, industrial design, noise, temp.
containers [room, building (homes, commercial, industrial, mobile
platform)], outdoors,
process attached i.e. process control,

— Portable: ... open space

— Mobile: un-tethered attachment e.g. animal, item, pallet, person, ... truck
Network structure and characteristics how function is performed
— Platform (open|close; WS-WS | WN+WS | IP+WN+WS | IP + WSN)

— Network (RF, power> battery life, data-rate, noise > error-rate, topology,
scale, distance, protocols, etc.)

Cost (installation, operation) how much
Geography (global) ... Asia, Europe, US WHERE

venue Segmentation Viap tor Intelligent Device Networking & Vlanagement

’ The Pervasive Internet ’

Commercial /
Institutional

*5ingle
farilly

* Multi-fammily

D ansport, Fire &
Safety, Lighting, Security & Access, etc,

Devices: VIR] PDAs Mrplants Suuwwl Equu Pumps,

Devices: Central planws
Monitors, Teleme 1|un

Distributed resources, etc

4 lnfrastru:tu
Supply Chair

slandy
< Kitchen
 : Enronmenta
* 2 informatir
e & th(ma
3 Lty

il
egis

Devices: TVs, VCRs, Dishwashers, Washer/
Dryers, Refrigerators, Lights, Computers, etc

v 3

Pa)mentTenmnaI Slghs etc

Material IPersonq I 59‘""")’3
Surveilla

Devices: Weapons, Vehicles, Soldiers, Unmanned drones, etc. ‘

Devices: Pumps, Valves, Vats, Conveyors, Plpchnes Motors, Drives, Switches,
Machines, etc.

E |s|atu! PUCIny
. sonn.

By permissioff;
January, 2006
Harbor Research, Inc.  1.800.595.9368 info@harborresearch.com http://harborresearch.com/

“Devicas: Voting booths Information cards, Scanners, PUblic
infrastructure, etc.

Agriculture & landscape, mining,
scientific & field instrumentation
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Harbor Research Taxonomy

Where (What) => Bu

. Buildings (access & security, fire & safety,
elevator/escalator, HVAC, lighting)

— Commercial/lnstitutional (airport, data
center, education, hospital, retail, ...
stadium)

— Industrial

— Residential (single|multi family units)

. Consumer (A/V, computers, lights, refrigerators,
washers)

— Household (room /aundry & function
climate)

— Entertainment

— Mobile

. Agriculture, landscape

— Farms

— Homes

— Public spaces

. Industrial Control - K (contacts, switches,
mot)ors, valves, pumps, conveyors, pipelines,
etc.

— Machine (simple standard, complex) K

— Industrial process K

— Electronics / Semiconductor mfg.

— Infrastructure / supply chain

— Lab (specialized sensors & instruments)

. Medical (computers/PDAs, CT/MRI, pumps,
monitors, telemedicine devices)

— Hospital (point of care, ER/OR, mobile)

— Clinics, Doctor’s offices

— Lab (instruments)

— Home /in vivo (implants, point of care)

. Power (monitor, control)
— Supply (generation, distribution)
— Demand (consumption, off-loading)

yer quupspIiers & Sellers)

etail (POS,... tags)
— Infrastructure / supply chain
— Signage / Display
—  Buyer behaviour e.g. consumer tracking
. Transportation & other public infrastructures:
Streets...Highways, Rivers & streams
(monitoring,... traffic control
— Vehicles (cars, aircraft, ...construction)
— Infrastructure
. Government /Security (Voting, identity,
scanners, public infrastructure)
— Legislature
— Public safety (police, fire, ... large scale
disaster)
— Public Infrastructure (landscape, public
space)
- Lab
(Weapons, soldiers, unmanned things, etc)
— Vehicles
— Material
— Personnel
— Security / surveillance (climate and natural
disasters, radar/satellite, environment)
. Scientific & engineering pedagogy & research
— Laboratory bio-medical
— Natural science outdoors
—  Water management
— Large scale physical science e.g.
Earthquake, hurricanes, tornados, etc.

WSN Space

Basic Function

Building automation: Sense

Energy monitoring Energy monitoring
Environmental monitoring Environmental monitoring
Lighting control Security Alarming
HVAGC control In-process monitoring

Security alarming
Access control
Asset tracking

Traffic & parking monitoring
Control
Lighting control

Equipment health & utilization

Industrial auto.ma.tion: HVAC control
In-process monitoring Access Control
Energy monitoring In-process control
Equipment health & Consumer AV
utilization ILS/A ) - ation Logus Jice
In-process control Asset Tracking g A “?NSN\ \P ser
Residential (see ™=  Fitness & health Jated |
Building):: Eldercare (one

e -a\0
HVAC, Lighting...Access it stand
control — ! O\d lone aPP
Audio/Visual Location, mobility. scaie af‘:‘* conn wy SR SIA
Data-networks = Indoors/Outdoors (P s at0 687 neble
Outdoor: 3 » Fixed/Portable/Mobile |AN oo mob\‘ene ork.
Landscape & Water N L s g"; Scale 02?)‘) sl e\\pPNe\Wo"\(

: s =

Security . 25§ 3 g = On Body pal
Parking & traffic 53 & gs T Room Aprocess

. s i
Personal: A/5 § EST5 S~ On Equipme be LAN connected)
Fitness & health VSES5LS33% T Building (may nected)
Eldercare =< E@§ Campus (CAN, LAN co

Patient care

Geo-dispersed
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Beliefs... and biases

Wired sensor networks are everywhere doing everything

— Homes, commercial & industrial buildings, science & engineering,
military... Indoors and outdoors.

— Data gathering & instrumentation, energy monitoring, HVAC,
lighting, power, process control, security, ...

Sensor applications are limited by cost (and sensibility!)

— Cost is dominated by installation of wires, thereby limiting apps

Commercial adoption of wireless sensor networks is

gated by reliability and power consumption...

— Sensing and scientific & data gathering are the early adopters
BECAUSE of proof of efficacy and liability concerns

— Control apps represent more complexity and liability

— Redundancy is critical: multiple channels & paths

zero cost, zero size, zero power motes are inevitable...
will enable infinite apps, including mobile...

anything non-zero, just reduces market size

5]
WSNs are peripherals or edge to IP! §
C

Are a part of cyberspace not an end. :
ost, size, 1/power

The end
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G2 Microsystems Inc

The SmarTag Company

Microsystems

Digital Identity
February 2006

X
K
* Mic

L
rosystems

MRM Applications

There are a large number of specific applications where ultra low power MRM solutions will

solve the immediate needs of companies and provide rapid ROI.

Industry

Asset Tracking Initiatives

Oil & Gas

® Track personnel

® Lower inventory costs by
tracking of spare parts.
® Deep well monitoring

Industry

Asset Tracking Initiatives

Retail —
High Value
Consumables

® Remote monitoring of in-store
refrigeration units

o Tracking of refrigerated
shipments

Chemical

® Track personnel

® Tracking of hazardous
materials across distribution
channel

Automotive

e Eliminate counterfeit parts and
lower inventory costs by
tracking spare parts

Automotive

® Manage line sequencing of
parts from suppliers

e Improve operation of
production lines

Pharmaceutical

@ Reduce inventory and meet
FDA requirements of bio-
medical product tracking
across the supply chain

Government

e Emergency Response
Personnel tracking

e Improve visibility and security
of military assets

e Improve security of ports and
custom facilities

High Tech

e Improve customer service and
lower inventory costs by
tracking spare parts
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Microsystems

G2C501

Integrated Circuit with:
v Multiple Location Technologies

o Location by Proximity
o RSSI
o TDOA
o EPC
o 125Khz Magnetic Signpost
802.11b system on chip
64KB SRAM with 4Mb off-chip Flash option
Field programmable
AI' Sensor Interface for temp, pressure,
r humidity, motion, shock, light, chemical, ...

jji_} 802.11i security
b Works with multiple software solutions
|
J. 1)
TR

Samples 1QCY06
| 4—:‘
g

Production 3QCY06
~TY  ee--- Location Signals

—— Communication Signals

AV

v
v
v
v

¢ Size: 80 x50 x5 mm
¢ Max battery life 1-4 yrs
* Tag Cost = $12-$20

X %
>
‘ C.D

Microsystems

Technology vs Capability

ﬂ Monitoring Nodes

[
Passive [ Local Area | | Wide Area |
| Wide Area | | Local Area Ii

I
Satellite/GPS
Sensor Motes
Cellular

RFID Separate dedicated Zighee/802.15.4 M2M modules

EPCglobal Gen 2 RF network Or 802.11

leverage existing
RF network - 802.11

P e, SRS
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