
L o c k i n g  

S i n  Cray 
U n i v e r s i t y  o f  C a l i f o r n i a ,  J e r k e l e y ,  C a l i f o r n i a  

T h i s  p a p e r  c o n s i d e r s  s o c e  p r a g r a t i c  i s s u e s  i n v o l v e d  i n  p r o v i d i n g  l o c k s  f o r  a corn- - 

p u t e r  o p e r a t i n g  sys tem. '  P a r t i c u l a r  p rob lems  touched  a r e  : ' 

(a)  l o c k i n g  p r  i n i t i v e s ,  

(b) e n f o r c i n g  Lockout ,  

( c )  s c h e d u l i n g  c o n f l i c t i n g  r e q u e s t s  For  a  l o c k ,  

(d )  e r r o r  h a n d l i n g  f o r  a  p r o c e s s  c o n t r o l l i n g  a  l o c k ,  

(e) a d i s c i p l i n e  f o r  p r e v e n t i n g  d e a d l y  e n b r a c e s ,  

( f )  m i n i m i z i n g  t h e  t i n e  key s y s t e n  t a b l e s  a r e  l o c k e d  

( t h i s  i n t e r a c t s  w i t h  page  f a u l t s  and  i n t e r r u p t s ) .  

TO s e t  t h e  s t a g e  we p r o p o s e  t h a t  t h e  u n i v e r s e  o f  t h e  o p e r a t i n g  s y s  tern c o n s i s t s  o f  

o b j e c t s  o f  v a r i o u s  t y p e s  (e .g .  p r o c e s s e s ,  f i l e s ,  t e l e t y p e s )  .' 3 h j e c t s  a r e  a c c e s s e d  v i a  

c a p a b i l i t i e s .  A c a p a b i l i t y  f o r  a n  o b j e c t  is  a n  a c c e s s  p a t h  d l i c h  s e l e c t i v e l y  a l l o w s  

c e r t a i n o p e r a t i o n s  t o  b e  p e r f o r m e d  o n  t h e  o b j e c t .  For  e x a m n l e ,  a  c a p a b i l i t y  f o r  a  f i l e  

m y  or ray n o t  a l l o w  a  p r o c e s s  t o  r e a d ,  w r i t e ,  e x e c u t e ,  l e n g t h e n ,  o r  d e s t r o y  t h e  f i l e .  

The a c t i o n s  a l l o w e d  by a c a p a b i l i t y  a r c  c a l l e d  t h e  o o t i o n s  p r o v i d e d  by t h e  c a p a b i l i t y .  
3 

A p r o c e s s  is a n  o b j e c t .  I t  c o n s i s t s  o f  a  v i r t u a l - p r o c ~ s s o r  s t a t e ,  a l ist  o f  c a p -  

a b i l i t i e s  ( C - L i s t ) ,  and  some h i s t o r i c a l  i n f o r m a t i o n .  The d o r a i n  o f  a  p r o c e s s  is t h e  s e t  

of a11 o b j e c t s  a c c e s s i b l e  e i t h e r  d i r e c t l y  o r  i n d i r e c t i y  t h r o u g h  i t s  C-l is t .  

Sf p r o c e s s e s  i n c e n d  t o  s h a r e  o b j e c t s  and  n o  s h a r i n g  p r o c e s s  i n t e n d s  to m o d i f y  t h e  

o b j e c t  i n  s u c h  a  way t h a t  che o b j e c t  is m m e n c a r i l y  i n  a  bad s t a t e ,  t h e n . , c d p a b i l i e i e s  
I .  

p r o v i d e  a n  e x c e l l e n t  mechanism f o r  s h a r i n g  t h e  o b j e c t .  One s i m p l y  p l a c e d  t h e  a p p r o p r i a t e  

c a p a b i l i t y  f o r  t h e  o b j e c t  i n  t h e  C - l i s t  o f  e a c h  s h a r i n g  p r o c e s s .  Examples o f  s u c h  ob-  

jects a r e  r e a d / e x e c u t e - o n l y  f i l e s ,  c l o c k s ,  and  m a i l  boxes.. I f ,  o n  t h e  o t h e r  h a n d ,  two 
4 p r o c e s s e s  may o v e r l a o  one  anachc: i n  m o d i f y i n g  a n  o b . j c c t ,  :hen i t  i s  n e c e s s a r y  t o  

 his p a p e r  b e n e f i  t r e d  5-rita d i s c u s s i o n s  v i  t h  B u c l e r  h a p s o n .  

h he p a p e r s  by Dcnnis  and Van Horn [ l ]  arc ) r e r c c p i s i t e  t o  n,uc:i o f  what  f o l l o w s .  

3 ~ h i s  e x t e r . s i o r .  o f  c r p o h i l i t i c s  t o  c z r r y  o n t i o n s  Ls noc r e n t i o n e d  by i m p s o n  141 b u t  is 
implemented  i n  t!x s y s t e m  d e s c r i b e d  i n  [51. 

* 
'h-a p r o c c s s c s  a r e  s a i d  r o  o v e r l a 9  i f  t h e i r  c o n c u r r e n t  e x e c u t i z n  r e s t t l t s  i n  a c h a n q e  i n  
a n  o b j e c t  d F f E e r c n t  f r m  t h e  chanqc  c a u s e d  by e i t h e r  p r o c e s s  X p r e c e d i n g  p r o c e s s  B o r  
p r o c e s s  A execucLng a f t e r  p r o c e s s  B. 
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prov ide  s0rr.e mechanism which a l l o v s  ecch Drocess t o  knov when a n  o b j e c t  i s  s t a b l e  and 

when i t  is u n s t a b l e  due t o  m o d i f i c a t i o n  by some o t h e r  p r e c e s s .  

D i f k s t r a  and Habermann ( 2 ,  31 p r e s e n t  semaphores a s  a  s o l u t i o n  t o  t h i s  problem. A 

semaphore i s  a  f l a g .  An a t t e m o t  t o  s e t  an  a l r e a d y  s e t  scma~flore  causes  t h e  s e t t i n g  p r o c e s s  

t o  b lock  u n t i l  t h e  f l a g  c l e a r s .  It i s  s u f f i c i e n t  t h a t  o p e r a t i o n s  on s e m ~ h o r e s  canno t  

ove r  l a p .  

Semaphores a r e  used roughly  a s  fo l lows.  Each p rocess  is g i v e n  a  c a p a b i l i t y  f o r  t h e  

o b j e c t  t o  be  s h a r e d ,  f o r  asemapllore a s s o c i a t e d  w i t h  t h e  o b j e c t ,  and f o r  o p e r a t i o n s  which 

s e t  and c l e a r  the  semaohore. The processes  ag ree  t o  t h e  fo l lowing  r u l e s :  

( r u l e  1) Each process  w i l l  s e t  t h e  semaphore b e f o r e  touch ing  t h e  o b j e c t .  I f  t h e  

semaphore is a l r e a d y  s e t  t h i s  w i l l  cause  t h e  p rocess  t o  b l o c k  u n t i l  t h e  

semaphore is c l e a r .  

( r u l e  2 )  Each p rocess  ag rees  not -  t o  l eave  the  semaphore s e t  i n d e f i n i t e l y .  The 

p rocess  w i l l  c l e a r  the  semaphore a s  soon a s  t h e  p r o c e s s  f i n i s h e s  touch ing  

t h e  ob f e c t .  

It aooears  t h a t  senaohores a l 1 . 0 ~  a co rnun i ty  of p rocesses  t o  c m u n i c a t e  i n  a r b i -  

t r a r i l y  complex vays .  (Can t h i s  be formal ized and proved?)5  The remainder  o f  t h i s  s e c -  

rZon a r g u e s  t h a t  a more e l a b o r a t e  locking f a c i l i t y  is  needed. I t  proposes  t h a t  a  lock  

s c h e d u l e r  be a s s o c i a t e d  wi th  each lockab le  o b j e c t .  Its t a s k  is t o  l o c k  t h e  o b j e c t ,  r e -  

s o l v i n g  c o n f l i c t i n g  r e q u e s t s  and handl ing e r r o r  c o n d i t i o n s .  Locking a n  o b j e c t  y i e l d s  a 

c a p a b i l i t y  (wi th  the  d e s i r e d  o p t i o n s )  and c l e a r i n g  the  lock  r e t u r n s  t h e  c a p a b i l i t y  t o  

t h e  schedu le r .  Benef i t s  o f  t h i s  schene a r e :  

(1) t h e  a b i l i t y  t o  handle  e l a b o r a t e  £ o m s  of  c o n c u r r e n t  a c c e s s  t o  o b j e c t s ,  

(2) 'more r e l i a b l e  lockou t ,  

(3) e r r o r  handl ing,  and 

(4) p reven t ion  of deadly  embraces. 

The Need f o r  2 Scheduler  --- 
Observe t h a t  s e t t i n g  a  lock is a r e q u e s t  f o r  a  r e s o u r c e .  Looked a t  i n  t h i s  l i g h t  

one expec t s  t o  s e e  some form of schedu le r  i n  t h e  lock ing  mech=nism. O f t e n  t h e  s c h e d u l i n g  

' ~ 0 t h  Di jks t r a  and Habermnnn a r c  q u i t e  concerned ui t h  p r o v l o ~  t a t  t h e  i; a i g o r  i t h m s  work. 
They i n d i c a t c  that this is n f i r s t  s t e p  tcvards proving that operating s y s t e m s  work. 
However, E V C C Q C  f o r  tbc  resol i rce  al!ocacion p rob len  (proving o p t i z a l i t y ) ,  the d c f i -  
n t t i o n  of  vork!n-, is  exr recc ly  c a p l i c a c e d .  ::o formal proof secrns f e a s i b l e  i n  t h i s  
con tex t :  Tile S c s t  one can hope f o r  i s  t h a t  t h e  s t y l e  and a r c h i t e c t u r e  p r e s e n t e d  by t h e s e  
a u t h o r s ,  and i n c a r n a t e  in  t h e  1 . t I . E .  o p e r a t i n g  sys tem,  a r e  amenable t o  conv inc ing  a r g u -  
mcnts t h a t  ce r t i i i n  f a c i l i t i e s  a r e  . j e l l  behaved. 
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t a s k  is n o n - t r i v i a l .  For  e u t n p l e ,  one may be will in^ t o  a l l o w  o t h e r  p r o c e s s e s  c e r t a i n  

t y p e s  o f  c o n c u r r e n t  a c c e s s  t o  t h e  o b j e c t  w h i l e  t h e  l o c k  is  s e t .  

The c l a s s i c  example i s  a n  a c c o u n t i n g  f i l e .  P r o c e s s e s  r e a d i n g  t h e  f i l e  may s h a r c  i t  

c o n c u r r e n t l y .  Ilcwever, a  p r o c e s s  r e q u e s t i n g  w r i t e  a c c e s s  t o  t h e  f i l e  b l o c k s  u n t i l  a l l  

p r o c e s s e s  c u r r e n t l y  r e a d i n g  havc  r e l e a s e d  t h e  f i l e .  S o  new a c c e s s  r e q u e s t s  t o  t h e  f i l e  

may b e  honored  u n t i l  t h e  w r i t i n g  p r o c e s s  h a s  comple ted .  

T h i s  s i m p l e  ( c o r n o n )  s c h e d u l i n g  t a s k  is implemented by p l a c i n g  a  p r o g r a -  ( s c h e d u l e r )  

b e t w e e n  t h e  p r o c e s s  and  t h e  f i l e .  Each p r o c e s s  is g i v e n  t h e  c a p a b i l i t y  t o  - c a l l  t h e  s c h e d -  

u l e r .  S e t t i n g  t h e  l o c k  amounts  t o  c a l l i n g  t h e  s c h e d u l e r  w i t h  a  p a r a m e t e r  s p e c i f y i n g  t h e  

d e s i r e d  c l a s s  o f  a c c e s s .  The s c h e d u l e r  r e t u r n s  a  c a p a b i l i t y  f o r  t h e  o b j e c t  ( w i t h  t h e  

a p p r o p r i a t e  o p t i o n s )  when t h e  l o c k  is  s e t .  C l e a r i n g  t h e  l o c k  r e t u r n s  t h e  c a p a b i l i t y  t o  

t h e  s c h e d u l e r .  

The need f o r  a  s c h e d u l e r  is  e v e n  more a p p a r e n t  when one  a l l o w s  f o r  p r i o r i t i e s  among 

p r o c e s s e s  o r  r e q u e s t s  ( t h e  above  s i m p l y  a l l w s  c o n c u r r e n c y ) .  I n  t h i s  c a s e  a r e q u e s t  f o r  

l o c k i n g  t h e  p r i n t e r  might  be  "1 would l i k e  t o  p r i n t  10000 l i n e s  i n  t h e  n e x t  h o u r . "  

The s c h e d u l e r  nay r e t u r n  c o n t r o l  t o  t h e  p r o c e s s  if t h e  i o c k  is busy  t h u s  a l l o w i n g  

i t  t o  compute on  some o t h e r  problem. It c a n  n o t i f y  t h e  p r o c e s s  by s e n d i n g  i t  a n  e v e n t  

o r  i n t e r r u p t  when t h e  o b j e c t  becomes a v a i l a b l e .  

T h e r e  is o n e  d e t a i l  h e r e :  one  c a n n o t  a l l o w  t h e  c a p a b i l i t y  r e t u r n e d  t o  t h e  p r o c e s s  by 
w 

t h e  set o p e r a t i o n  t o  b e  c o p i e d  f r o m  one  C - l i s t  t o  a n o t h e r .  O t h e r w r s e  t h e r c  w i l l  b e  l i t t l e  

hope  o f  t h e  c l c a r  o p e r a t i o n  s c a v e n g i n g  a l l  r e i n c a r n a t i o n s  o f  t h e  c a p a b i l i t y .  T h i s  p r o b -  

lem is s e t t l e d  by t u r n i n g  o f f  t h e  o p t i o n  which a l l o w s  t h e  c a p a b i l i t y  t o  b e  moved. The 

p r o c e s s  may s t i l l  p a s s  t h e  c a p a b i  l i t y  t o  o t h e r  p r o c e s s e s  by p a s s i n g  t h e  e n t i r e  C - l i s t .  
6 

Advan t a q e s  Over S e r a p h o r e s  : P a r a n o i a  

Semaphores a r e  f o r  c o o p e r a t i n g ,  c o m p l e t e l y  debugged p r o c e s s e s .  A l l  p r o c e s s e s  con-  

t i n u a l l y  h a v e  t h e  c a p a b i l i t y  f o r  t h e  s h a r e d  o b j e c t  i n  t h e  d i ' s ' cuss ion  above.,' They v o l -  

u n t a r i l y  t e s t  and s e t  t h e  l o c k .  S i n c e  p o s s e s s i o n  o f  t h e  c a p a b i l i t y  i s  p&rna f a c i e  p r o o f  
I 

( t o  t h e  s y s t e m )  t h a t  t h e  p r o c e s s  m y  a c c e s s  t h e  o b j e c t  i n  t h c  s p e c i f i e d  Gays ,  t h e  s y s t e m  

c a n n o t  e n f o r c e  r u l e s  1 and  2 a b o v e .  Nor c a n  i t  be  e x p e c t e d  t o  d e t e c t  v i o l a t i o n s  oE t h e s e  

r u l e s .  I f  s o n e t h i n g  e l s e  is i n t e n d e d ,  t h e  c o n c e p t  o f  c a p a b i l i t i e s  mus t  b e  e x t e n d e d .  

Lock s c h e d u l e r s  a r c  s u c h  a n  e x t e n s i o n .  

6 ~ n  d i s c u s s i o n  i t  was s u q g c s t e d  by s c v e r a l  p e o p l e  (Dcnning,  X i l l e r )  t h a t  o n e  m u s t  b e  a b l e  
t o  w i t h d r a w  c a p a b i l i t i e s  from a  p r o c c s s .  T I C  s i m i l a r i t y  t o  'rlilke's sct~ct::c o f  t i c k e t s  
was m c n t i o n c d .  Tlr is is e a s i l y  inp le r rcn tcd  i E t h e  c a p a b i l i t y  c a n n o t  r c p r o d u c c  i t s e l f .  
IF, however ,  t h e  c a o a l ~ i l i t y  c a n  be  c o p i c d  from one  C - l i s t  t o  a n o t h e r  i t  is d i f  C i c t r l t  
(expensive) t o  t r a c k  dcun a l l  i t s  r e i n c a r n a t i o n s .  'ihc i d e a  o f  rip pin^ up t h e  t i c k c t  
b r c a k s  d w n  h e r e  b e c q u s e  one c a n ' t  r i p  uo a l l  x e r o x c s  o f  i t .  If o n c  is w i l l i n y :  t o  r l p  
u p  a l l  t i c k e t s  f o r  t!ie o b j e c t ,  onc  need o n l y  d e s t r o y  t h e  o b j e c t  i t s c l f .  T h i s  is c q u i v a -  
l e n t  t o  cancel l in: :  t h e  show. IIowcvcr, t h i s  may a d v e r s e l y  a  f f e c t  o t ! l e r  ( n o n - o f f e n d  i n g )  
p r o c e s s e s .  
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The lock  s c h e d u l e r  e n f o r c e s  r u l e  1 above s i n c e  the  s h a r e d  o b j e c t  e n t e r s  t h e  domain 

O E  t h e  s h a r i n g  p roces s  on ly  a f t e r  a  s p e c i f i c  r e q u e s t  :o t h e  s c h e d u l e r .  F u r t h e r  t h e  

s c h e d u l e r  r e - p o s s e s s e s  t h e  o b j e c t  when the  p roces s  unlocks  i t .  A bonus i n  t h i s  a r r a n g e -  

ment is t h a t  i t  minimizes  t he  t ime t h a t  t h e  shared  o b j e c t  is i n  t h e  domain o f  a  poten-  

t i a l l y  undebugged p r o c e s s .  (We assume che s c h e d u l e r  t s  r e l i a b l e . )  

There seems t o  be  l i t t l e  hope o f  e n f o r c i n g  r u l e  2 above u n l e s s  t h e  p r o c e s s e s  can  

a g r e e  on a  t i n e  l ock .  I f  t h i s  be t h e  c a s e ,  t he  s c h e d u l e r  can  i n i t i a t e  e r r o r  p r o c e s s i n g  

f f  some p r o c e s s  h o l d s  the  l ock  beyond sm,e  r e a l - t i m e  i n t e r v a l .  

E r r o r  Handlinq - 
I f  a p r o c e s s  which c o n t r o l s  a  l ock  a t t e m p t s  t o  de$ t roy  i t s e l f  ( l o g - o u t )  o r  i f  t h e  

sys t em is a b o u t  t o  a b o r t  t h e  p r o c e s s  because of  some e r r o r  c o n d i t i o n ,  some a i d  must  be  

g i v e n  t o  o t h e r  p r o c e s s e s  w a i t i n g  f o r  t h a t  lock.  Toward t h a t  end t h e  names o f  a l l  l o c k s  

c o n t r o l l e d  by a p r o c e s s  a r e  saved i n  i t s  s t a t e .  Th i s  i n f o r n a t i o n  i s  upda ted  by t h e  

s c h e d u l e r s  and is a c c e s s i b l e  t o  t he  system; I n  'case o f  emergency t h e  a p p r o p r i a t e  l o c k  

. s c h e d u l e r s  a r e  n o t i f i e d  t h a t  a p roces s  c o n t r o l l i n g  t h a t  l ock  h a s  been a b o r t e d .  They c a n  

t a k e  d i a g n o s t i c  a c t i o n  a s  r e q u i r e d  ( f o r  example r e t u r n  t o  l o c k i n g  p r o c e s s e s  w i t h  t h e  e r -  

ror message "JOHN DOE ABORTED LEAVING LOCK SET"). This  c o n t r i b u t e s  t o  t h e  c o m p l e x i t y  o f  

s c h e d u l e r s  and a r g u e s  f u r t h e r  f o r  t h e i r  i n c o r p o r a t i o n  i n  t h e  sys tem.  

The s c h e d u l e r  a l s o  m a i n t a i n s  a  l i s t  of p roces ses  c o n t r o 1 ; h g  t h e  l o c k  on  a n  o b j e c t  .' 
s o  i t  can  answer t h e  q u e s t i o n  "The lock  has  been  s e t  f o r  10  m i n u t e s ,  who f o r g o t  t o  c L e a r  

' f t ? "  

I n t e r l o c k s  

Suppose t h e r e  a r e  two l o c k s ,  L l  and L2. I f  p roces s  P l  h a s  L1 and P2 h a s  L2 

and e a c h  wants  t h e  l o c k  t h e  o t h e r  has  a s  w e l l ,  then  we have a  dead ly  embrace. These 

d a i s y  c h a i n s  o f  l o c k s  can  g e t  a r b i t r a r i l y  cmplex  and t h e r s  seems t o  be n o  economica l  

way o f  d e t e c t i n g  them. I 

Throtighout t h i s  pape r  we have spoken o f  l ock ing  o b j e c t s  a s  thoughj  t h i s  were t h e  

d e s i g n a t e d  g o a l  o f  l ock ing .  We have adopted  t h i s  vocabulary  because  f t  was c o n v e n i e n t .  

It Ls g e n e r a l l y  t h e  c a s e ,  however, t h a t  one l o c k s  s t r u c t u r e s  r a t h e r  t h a n  o b j e c t s .  These 

s t r u c t u r e s  ar.c n o t  n e c e s s a r i l y  made up oE o b j e c t s .  They might  be l i s t  s t r u c t u r e s  w i t h i n  

a file o r  t h e  s e t  of  a l l  t e l e t y p e s .  l t  may happen. t h a t  a  s t r u c t u r e  is  a n  o b j e c t  b u t  i f  

t h i s  docs  happcn . i t  shou ld  be viewed a s  a n  a c c i d e n t .  F u r t h e r ,  l o c k s  a r e  t g p i c a l l y  h i e r -  

a r c h i c a l .  One may want t o  l ock  a  t e l e t y p e ,  a l l  t e l e t y p e s ,  a l l  s l ow p e r i p h e r a l s ,  . . . . 
I n  o r d e r  t o  s o l v e  t h e  d a i s y  c h a i n  problem we impose t h e  f o l l o w i n g  r e s t r i c t i o n s  on 

s t r u c t u r e s  which a r e  t o  be locked:  

(1) Any p a i r  o f  l o c k a b l e  s t r u c t u r e s  must be d i s j o i n t  o r  e l s e  one must  c o n t a i n  

, the other propctly.  
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(2)  Whenever a  p r o c e s s  h a s  s h r e d  o b j e c t s  t I ~ e r e  mus t  be a l o c k  f o r  tbte e n t i r e  

8 t r u c t u r e .  

R e s t r i c t i o n s  ( 1 )  and  ( 2 )  imoosc a  p a r t i a l  o r d e r  on  t h e  l o c k s  and t h e y  r e q u i r e  t h a t  

t h e r e  b e  a  m s t c r  l o c k .  Tha t  is ,  t h e y  i n d u c e  a n  uoper  r o o t e d  tree.  Thfs t r e e  is d e f i n a d  

by t h e  p r o g r a m e r .  I f  t h e  p r o g r a m e r  is v r i t i n g  a h i g h  l e v e l  l a n g u a g e ,  he n e e d s  o n l y  s p e c i  

s p e c i f y  which  s t r u c t u r e s  and  s u b s t r u c t u r e s  he  w a n t s  locked  a n d  t h e  t r a n s l a t o r  c a n  e n f o r c e  

the  h i e r a r c h y .  

The s c h e d u l e r  f u n c t i o n s  a s  f o l l o v s  : 

(1) ' P r o c e s s  P i  c a l l s  l o c k  s c h e d u l e r  S f o r  l o c k  L1 . 
(2) S c h e c k s  P l ' s  p r i o r i t y  and  p l a c e s  i t  i n  t h e  queue  f o r  L l  i f  P l  w a s n ' t  

s u c c e s s f u l  i n  s e t t i n g  L l  . 
(3) I n  a n y  c a s e  i f  L1 h a s  s u b o r d i n a t e  l o c k s ,  S r e t u r n s  t o  P l  w i t h  t h e  r e -  

mark t h a t  PL is i n  t h e  q u e u e .  
vJL P l f  ' b y k  C - S  

(4) B- . .. , '-uwpr, '1 S r e q u e s t s  a l l  s u b o r d i n a t e  l o c k s .  . . . 
(It need  o n l y  r e q u e s t  d i r e c t  s u b o r d i n a t e s . )  

(5) When a l l  s u b o r d i n a t e  l o c k s  a l e r t  S t h a t  they a r e  s e t  Eor i t ,  S a l e r t s  P l  . 
Y I n  p a r t i c u l a r  i f  L1 has no s u b o r d i n a t e s ,  S a l c r r s  P1 i n m e d i a t e l y .  

Unlock ing  is done s i m i l a r l y .  I n  t h i s  scheme, t h e  s c h e d u l e r  d o e s  a l l  l o c k i n g  a n d  

u n l o c k i n g  f o r  t h e  p r o c e s s .  

SO Ear we h a v e  been  c o n s i d e r i n g  a  g e n e r a l  f a c i l i t y  f o r  l o c k i n g .  We have  a r g u e d  t h a t  

s c h e d u l e r  which  m a i n t a i n s  c e r t a i n  d i a g n o s t i c  i n f o c m t i o ~  ,(.and is e i c h e r  a s e p a r a t e  o r o -  

c e s s  o r  a n  e x e c u t e - o n l y  f f l e  s h a r e d  by p r o c e s s e s )  is needed t o  r e l i e v e  t h e , ' s u b s y s t e m s  

w r i t e r  froin . t h e  complex a n d  e r r o r  p rone  t a s k  o f  s e t t i n g ,  c l e a r i n g ,  and  ' s g h e d u l i n g  Locks.  
I' 

T h i s  a l s o  a l l o w s  f o r  a c e r t a i n  amount o f  p a r a n o i a  among the s u b s y s t e m s  v r i t e r s .  Sub- 

s y s t e m s  s i m p l y  c a l l  t h e  s c h e d u l e r  ( p a s s i n g  i t  some p a r a m e t e r s )  and  t h e  s c h e d u l e r  d o e s  t h e  

r e s t .  

One m i g h t  a r g u e  t h a t  one  s h o u l d  w i t c  s e p a r a t e  s c h e d u l e r s  f o r  e a c h  n e v  a p p l i c a t i o n .  

Ilowever, t h e  s imf l a r i t i e s  bc  tween s u c h  s c l ~ c d u l e r s  a r e  g r e a t e r  Ellan t h e i r  d i f ' f e r c n c e s .  

I n  p a r . t i c u l a r  t l ~ c  e r r o r  I i a n d l i n g  nccl~anir inis  w i l l  b c  s i m i l a r  and b c  q u i t e  complex .  The 

m a i n  v a r i a t i o n  w i l l  be  i n  t h c  schecluLer Droper .  It a p p e a r s  t t i a t  t h i s  c a n  b c  made a  

" o l u g g a b l c "  module i n  a  g e n e r a l  l o c k  sc lm. iu le r  m t r i x  p r o v i d e d  by tlic s y s t e m .  T l ~ c  s y s -  

tem w i l l  p r o v i d e  g a r d e n  v a r i e t y  s c h e d u l e r s  and I r se rs  may w r i t s  more e l a b o r a t e  s c h c d u l e r s  

a t  t h e i r  l e f s u r e .  
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Hard*-.are Locks 

The d i s c u s s i o n  above has  cen tc red  on locks i n  a r a t h e r  a b s t r a c t  s e c t l n g .  The ovcr -  

head o f  s e c t i n g  o r  c l e a r i n s  such a lock n i g h t  be a few hundred i n s t r u c t i o n s .  C l e a r l y  a 

more e f f i c i e n t  and l i n i t e d  lock ing  f a c i l i t y  is nccded t o  do s imple  t h i n g s .  I n  p a r t i c u l a r  

n o t e  t h a t  t h e r e  must be locks  on the  queues and f l a g s  used by the  lock ing  mechanisn and 

rchedu le r s .  

The hardware is presumed t o  have tvo i n s  t r u r t f o n s  : 

MCK i 

CLEAR f  

v h i c h  s e t  and c l e a r  the  i - t h  lock r e s p e c t i v e l y .  Locks may be implemented as pseudo- 

memory banks and the  hardware t h h t  r e s o l v e s  bank c o n f l i c t s  a l l o c a t e s  t h e s e  pseudo-banks 

' t o  p rocessors .  A p rocessor  executing LO& 100 pauses u n t i l  bank 100 is f r e e  and 

then f t  c o n t i n u e s .  I t  monooolizes t h i s  pseudo-bank u n t i l  i t  execu tes  a CLEAR 100 . , 

Now c o n s i d e r  che i n t e r a c t i o n  between these  locks ,  i n t e r r u p t s ,  and page f a u l t s .  

Suppose the  system is  s e t t i n g  a lock fo r  a lov p r i o r i t ; t  process  and an i n t e r r u p t  cones  

( e x t e r n a l ,  o r  quantum runout ) .  Then t h e  lock w i  11 s t a y  s e t  u n t i l  the  p rocess  i s  swapped 

!t aga in .  I f  t h i s  is a c r i t i c a l  lock,  the  i n t e r r u p t i n g  p rocess  may n o t  be a b l e  t o  func- 

t i o n  because i t  needs t h i s  lock t o  run. This v i l l  s e r i o u s l y  -degrade. sys tem r e s p o n s e  t o  . 
i n t e r r u p t s .  

SO vhen a processor  execu tes  a LOCK , i n t e r r u p t s  must be locked ou t .  To p u t  a 

c e i l i n g  on t h e  i n t e r r u j t  response time the i n t e r r u p t  lock  nus t have a t i m e  l i m i t .  I f  t h e  

p rocessor  does n o t  CLEAR the lock  be fore  N (N-- 25) microsec.onds, the  l o c k i n g  p r o c e s s  

is t rapped ,  t h e  lock  c l e a r e d ,  and i n t e r r u p t s  r e -a raed .  

T h i s  g u a r a n t e e s  t h a t  i f  a process  v a n t s  t o  manipulate  a t a b l e ,  i t  i s  g i v e n  N micro-  

seconds t o  do i t .7 During t h a t  t i z e  no o t h e r  processo; ( p r o c e s s )  w i l L  touch t h a t  t a b l e  

r f n c e  t h e  p rocessor  w i l l  f i r s t  trj t o  g e t  the lock and thus  w i l l  paus,e. 

I n t e r r u p t s  a t e  locked o u t ,  b u t  suppose the  process  has  a v i r t u a l  memory ( n o t  p h y s i c a l ) .  

In p a r t i c u l a r  suppose t h a t  the  t a b l e s  and system code a r e  n o t  locked i n t o  f a s t  mmory .  

(If they a r e  t h i s  is  n o t  a problem b u t  l o t s  of  o t h e r  problems suddenly appear . )  Then t h e  

p rocess  can s t i l l  be i n t e r r u p t e d  by i n s t r u c t i o n  o r  d a t a  Fetches  which touch segments 

(pages) n o t  i n  f a s t  rnenory. I n  g e n e r a l  i t  t akes  mor+ than  S microseconds t o  b r i n g  t h e s e  

pages i n ,  s o  t h e  t imer  may run  o u t .  

One approach mfght be.: 

' ~ o r e :  r orocesrar  can on ly  r c t  one lock s ince  s e t t i n g  the second lock m i z h t  take more 
t h a n  N microseconds.  
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( 1 )  t o  go oEf t o  the  vork ing  s e t  cmpucer acd t e l l  i t  t o  keep a l l  pages touched 

u n t i l  f u r t h e r  n o t i c e  

(2)  then t o  touch a l l  necessa ry  pages ( inc lud ing  i n s t r u c t i o n  pages)  

(3 )  then t o  s e t  the  lock on the  d a t a  

(4) change i t  

( 5 )  r e l e a s e  t h e  lock 

( 6 )  and s e t  t h e  working s e t  computer loose .  

The overhead i n  doing t h i s  ( informing the    ork king s e t  c m p u t e r )  i s  c o n s i d e r a b l e .  

Also  t h e  d a t a  m y  change v h i l e  pages a r e  being touched b u t  b e f o r e  the  lock is s e t .  So 

t h e  computat ion o f  v h i c h  pages a r e  needed may be o u t  of  d a t e .  (Suppose one is l o c k i n g  

t h e  mas te r  o b j e c t  t a b l e .  While touching needed o b j e c t s  a  garbage c o L l e c t i o n  s t r i k e s  and 

moves some o b j e c t s .  Tinen t h e  touched o j j e c t s  w i l l  not  n e c e s s a r i l y  be  on t h e  couched pages . )  

S i m i l a r  problems Lie fn l ock ing  s i n g l e  pages o f  t h e  t a b l e .  Also t h i s  l e a d s  t o  an  ex-  

p e n s i v e  p r o l i f e r a t i o n  o f  such  locks .  

A s i m p l e r  and more workable scheme is t o  have the  s y s t c a s  p r o g r a m e r  v o r r y  a b o u t  

. . page f a u l t s  due t o  i n s t r u c r i o n  f e t c h e s .  Daca f e t c h  page f a u l ? ~  a r e  handled a s  f o l l o w s :  

. (a) The SET i n s t r u c t i o n  saves  the  i n s t r u c t i o n  coun te r  of the  p r o c e s s o r  i n  a 

vord i n  t h e  p rocessor  s t a t e .  I t  i n h i b i t s  i n t e r r u p t s  and s e t s  a 25 mic ro -  

second t fmer  . 
(b) I f  a page f a u l t  o c c u r s ,  t h e  p rocessor  c l e a r s  t h e  l o c k ,  and the  f n s t r u c t i o n  

c o u n t e r  o f  t h e  p rocess  is r e s e t  t o  t h e  SET i n s t r u c t i o n .  

In p r o g r a m i n g  one u s e s  t h i s  i n s t r u c t i o n  a s  f o l l c ~ s :  

(1)' s e t  t h e  lock  

(2) touch a l l  needed c e l l s  

(3) arake a l l  changes 

(4) c l e a r  t h e  Lock. . 
It i s  c l e a r  (one can prove)  t h a t  s i n c e  i n t e r r u p t s  a r e  i n h i b i t e d  and s i n c e  a page 

f a u l c  i n  s t e p  ( 2 )  causes  t h e  p rocess  t o  r c s t a r t  a t  s t e p  ( I ) ,  then vhen onc rcaci ies  s t e p  

(3 )  a l l  touclied paqes a r a  i n  c o r e .  F u r t h e r ,  tlic lock  w a s  s e t  bcEoce tire pages were 

touched s o  thcy a r e  t h e  pages needed f o r  s t e p  (3) .  8 

'1t is p o s s i b l e  t o  have the  c m p i l e r  ( sy rcens  p r o q r a m l n g  ianquay,e) g e n e r a t e  t h e s e  e x t r a  
f e t c h e s  a n d - i n s u r e  t h a t  t h e  code l i e s  v i t h l n  a s inq l r .  page, and t h a t  i t  e x e c u t e s  w i t h i n  
N mfcroseconds.  
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Thfs  schcze f s  i n e l e g a n t  bu t  uorkable .  I t  has been adopted f o r  the ECC IXsdcl-1 

computer.  I t  does n o t  appear  thac  changes i n  technology v i l l  make these  p r o b l e m  go 

avay. As memry becores  cheaper ,  system t a b l e s  become l a r g e r .  In f a c t  t h e  t a b l e s  grow 

f a s t e r  than t!le m e w r f e s .  It Ls d o u b t f u l  t h a t  the  p r a c t i c e  o f  locking lrrrsc s e g c e n t s  

i n t o  t h e  top l e v e l  o f  a  nemry h ie ra rchy  w i l l  be a b l e  t o  keep pace w i t h  t h i s  g r o v t h .  
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