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ABSTRACT: This paper proposes a locking protocol which 
associates locks with sets of resources. This protocol 
allows simultaneous locking at various granularities by 
different transactions. It is based on the introduction 
of additional lock modes besides the conventional snare 
mode and exclusive mode. The protocol is generalized 
from simple hierarchies to directed acyclic graphs and 
to dynamic graphs. The issues of scheduiing and granting 
conflicting requests for the same resource are then dis- 
cussed. Lastly, these ideas are compared with the lock 
mechanisms provided by existing data management systems. 



INTRODUCTION : 

w e  assume t h e  d a t a  base c o n s i s t s  of a  c o l l e c t i o n  of r eco rds  and 
c o n s t r a i n t s  de f ined  on t h e s e  records .  There a r e  phys i ca i  
c o n s t r a i n t s  (ex: i n  a  l i s t  of records ,  i f  a  record A p o i n t s  t o  
record B t.hen record  B must e x i s t )  a s  we l l  a s  l o g i c a l  c o n s t r a i n t s  
(ex: conse rva t ion  of money i n  a  bank checking account 
a p p l i c a t i o n )  . When a l l  such c o n s t r a i n t s  a r e  s a t i s f i e d  t h e  d a t a  
base is s a i d  t o  be c o n s i s t e n t .  

A t r a n s a c t i o n  is  a  s e r i e s  of  acces ses  ( f o r  r ead  o r  w r i t e  
o p e r a t i o n s )  t o  t h e  d a t a  base  which, app l i ed  t o  a  c o n s i s t e n t  da t a  
base,  w i l l  produce a  c o n s i s t e n t  d a t a  base. During t h e  execut ion  of 
a  t r a n s a c t i o n ,  t h e  d a t a  base may be t empora r i l y  i ~ c o n s i s t e n t .  The 
programs used t o  perform t h e  t r a n s a c t i o n s  assume t h a t  t h e y  "seets  a  
c o n s i s t e n t  d a t a  base. So i f  s e v e r a l  t r a r x a c t i o n s  a r e  run  
concur ren t ly ,  a  lock ing  mechanism must b e  used t o  i n s u r e  t h a t  one 
t r a n s a c t i o n  does no t  s e e  t empora r i l y  i n c o n s i s t e q t  d a t a  caused by 
ano the r  t r a n s a c t i o n .  Also, even i f  t h e r e  a r e  no cons i s t ency  
c o n s t r a i n t s ,  l o c k s  n u s t  be used so t h a t  t h e  updates  of one 
t r a n s a c t i o n  a r e  n o t  made a v a i l a b l e  t o  o t h e r s  b e f o r e  izhe 
t r a n s a c t i o n  completes. Otherwise,  t r a n s a c t i o n  backup might cascade 
t o  o t h e r  t r a n s a c t i o n s  which r e a d  o r  updated t h e  "backed upN 
updatea . 
Sect ion  I1 of t h e  paper  g i v e s  a  b r i e f  d e s c r i p t i o n  of a  p o s s i b l e  
lock ing  mechanism. I t  in t roduces  t h e  no t ion  of g r a n u l a r i t y  of 
l ockab le  o b j e c t s .  Very in formal ly ,  g r a n u l a r i t y  r e f e r s  t o  t h e  s i z a  
of a  l ockab le  o b j e c t .  The fo l lowing  and main Sec t ion  I11 o u t l i n e s  
a  mechanism which s imultaneously s u p p o n s  f i n e  and g r o s s  l ockab le  
o b j e c t s  o rganized  i n t o  a  -hierarchy. The g e n e r a l i z a t i o n  of t h e s e  
no t ions  t o  d i r e c t e d  a c y c l i c  g raphs  i s  then presented.  s e c t i o n  I V  
d i s c u s s e s  t h e  problems of schedul ing  lock r eques t s .  Sec t ion  V 
r e l a t e s  t h e s e  i d e a s  t o  e x i s t i n g  d a t a  base systems and b r i e f l y  
d e s c r i b e s  ou r  use  o f  t h i s  p r o t o c o l  i n  an experimental  d a t a  base 
system. 



1I.GRANULARITY OF LOCKS: - 
The d e s c r i p t i o n  of a  lock  mechanism must cover t h e  d e f i n i t i o n  of 
t h e  l ockab le  objoc-,  t h e  o p e r a t i o n s  which can be performed on t h e  
o b j e c t s ,  how and uhen o b j e c t s  a r e  allocated t o  p a r t i c u l a r  
t r a n s a c t i o n s ,  and t h e  d u r a t i a n  of  a n  a l l o c a t i o n .  A previous paper 
[ 1 '] discussed  i n  some d e t a i l  a  l ock  p ro toco l  which would i n s u r e  
t h a t  t h e  aaca  base  s t a t e  ob ta ined  a f t e r  running t h e  same 
r r a n s a c t  i ons  c o n c u r r e n t l y  is equ iva l en t  t o  t h e  s t a t e  ob ta ined  by 
running t h e  same t r a n s a c t i o n s  s e q u e n t i a l l y  i n  some a r b i t r a r y  o r d e r  
d e t ~ r r n i n e d  by t h e  system. This  d e f i n e s  t h e  cons is tency  provided by 
t h e  system. 

Suppose ths l o c k a b l e  o b j e c t  i s  a  simple r e c o r d  i n  a  f i l e .  The 
proposed p r o t o c o l  can be s t a t e d  as :  

(a)  Recognize t h e  c l a s s i c a l  no t ion  o f  sha red  locks  f o r  read 
o p e r a t i o n s  and exc lus ive  locks  f o r  w r i t e  o p e r a t i o n s  on 
o b j e c t s .  

(b) Any record must be a p p r o p r i a t e l y  locked before  being accessed.  

(c) Any lock i s  kept  t o  t h e  end of t r a n s a c t i o n .  

Note t h a t  i n  o r d e r  t o  work c o r r e c t l y  t h e  no t ion  of lock ing  a  
record must be extended t o  i n c l u d e  t h e  a b i l i t y  t o  lock the 
non-exis tence of a record  ( i . e .  t o  prevent  t h e  i n s e r t i o n  of 
fqphantomu records  by o t h e r  t r a n s a c t i o n s ) .  This  has  been 
e x t e n s i v e l y  d i scussed  i n  [ 11. A f  orthcomming paper g e n a r a l i z e s  
t h i s  no t ion  o f  cons is tency  t o  i nc lude  p ro toco l s  which r e l s a s e  
l o c k s  be fo re  t h e  end of t h e  t r a n s a c t i o n .  The p r e s e ~ t  paper a l s o  
a p p l i e s  t hose  more g e n e r a l  p ro toco l s .  

It i s  a  gene ra l  problem in l a r g e  i n t e g r a t e d  da ta  bases  t h a t  a  
t r a n s a c t i o n  does n o t  know which records  it w i l l  access .  So t o  
avoid lock ing  e n t i r e  f i l e s  o r  a r e a s  i n  advance, locks  a r e  
r eques t ed  dynamically.  This  c r e a t e s  a schedul ing  poblern and t h e  
chosen schedu le r  must be prepared t o  handle deadlock s i t u a t i o n s .  
W e  r e t u r n  t o  t h i s  problem L? s e c t i o n  I V .  

The cho ice  of  l ock  g r a n u l a r i t y  p re sen t s  a  t r a d e o f f  between 
concurrency and overhead. 3n t h e  one hand, concurrency i s  
i n c r e a s e d  i f  a  f i n e  u n i t  of lock ing  ( f o r  example a  record  o r  
f i e l d )  is chosen. Such a  choice  i s  appropr i a t e  t o  f%imple" 
t r a n s a c t i o n s  which acces s  a few records.  If  a  t r a n s a c t i o n  acces ses  
many records  t h e r e  a r e  many locks .  Each such access  i n c u r s  t h e  
computat ional  overhead of s e t t i n g  and perhaps wa i t i ng  f o r  a lock  
and t h e  s t o r a g e  overhead of  r ep re sen t ing  t h e  l ock  u n t i l  t h e  end of 
t r a n s a c t i o n .  Using a  coa r se  unit of lock ing  ( f o r  example a  f i l e )  
i s  probably convenient  fo r  a  t r a n s a c t i o n  which acces ses  m n y  
records .  However, such a  coa r se  u n i t  d i s c r i m i n a t e s  a g a i n s t  
t r a n s a c t i o n s  which on ly  want t o  lock one member of t h e  f i l e .  From 
t h i s  d i s c u s s i o n  it fo l lows  c h a t  one needs a m u l t i p l i c i t y  of 
g r a n u l a r i t i e s  of lockable o b j e c t s .  



f 11. HIERARCHICAL LOCKS: - 
I n  [ 1 ] it was proposed t h a t  m e  locks  s e t s  of records  chosen from 
a f i l e  by s p e c i f y i n g  a p r e d i c a t e  express ion  which f l s e l ec t sm t h e  
s e t  of records  t o  be locked. For e x a m ~ l e ,  us ing t h e  obvious 
syntax,  we could lock  a l l  e m ~ l o y e e s  i n  t h e  EMPLOYEE f i l e  who work 
i n  t h e  account ing  department by: 

LOCK EMPLOYEE WHERE ( DEPARTISN'T = ACCOUNTING ) . 
(DEPARTMENT = *ACCOUNTING1 i s  t h e  p red ica t e .  ) Simi l a r ly ,  

LCCK EMPMYEE WHERE (TRUE) 

would lock  t h e  e n t i r e  employee f i l e .  

Two locks  c o n f l i c t  i f  t h e i r  p r e d i c a t e s  a r e  mutually s a t i s f i a b l e  
and one of them i s  exc lus ive .  I f  two lock r eques t s  c o n f l i c t ,  one 
must wai t .  P r e d i c a t e  l o c k s  have t h e  v i r t u e  of g e n e r a l i t y  but  have 
t h e  f law t h a t  t o  g r a n t  a new lock  it must be  compared a g a i n s t  t h e  
p r e d i c a t e  of every  ou ts tanding  lock. P r e d i c a t e  comparison i s  a 
computat i o n a l l y  d i f f i c u l t  problem. So w e  have cone t o  f e e l  t h a t  
p r e d i c a t e  l ock ing  is a n  e x c e l l e n t 3  paradigm f o r  t h e  more e f f i c i e n t  
scheme desc r ibed  below which p a r t i t i o n s  t h e  da ta  base  i n t o  a 
k i e r a rchy ;  each s u b t r e e  of t h e  h i e r a r c h y  corresponds t o  a very 
simple p r e d i c a t e  and a g r o t o c o l  i s  adopted which makes c o n f l i c t  
t e s t i n g  very easy.  

I n  o r d e r  t o  ach ieve  e f f i c i e n t  lock ing  a t  s e v e r a l  g r a n u l a r i t i e s ,  
t h e  s e t  of r e sou rces  and t h e i r  corresponding locks  a r e  organized 
i n t o  a h i e r a r c h y .  The h i e ra rchy  of Figure  1 may be sugges t ive .  W e  
adopt  t h e  n o t a t i o n  t h a t  each  l e v e l  of  t h e  h i e r a rchy  i s  g iven  a 
node t y p e  which i s  a q e n e r i c  name f o r  a l l  t h e  node i n s t a n c e s  of 
t h a t  type.  For example, t h e  d a t a  base has nodes of t y p e  a r e a  a s  
i t s  immediate descendants ,  each a rea  i n  t u r n  has  nodes of t ype  
f i l e  a s  i t s  immediate descendants  and each file has nodes of type 
record  a s  i t s  immediate descendants  i n  t h e  h ie ra rchy .  S ince  it is  
a h i e r a r c h y  each node has a unique paren t .  

DATA BASE 
1 
1 

AREAS 

FILES 
I 
I 

RECORDS 

Figure 1. A sample lock  h i e ra rchy .  



Each aode of t h e  h i e r a rchy  can be locked. I f  one r e q u e s t s  
e x c l u s i v e  access  ( X )  t o  a  p a k t i c u l a r  node, then  when t h e  r eques t  
is  g ran ted ,  t h e  r eques to r  has exc lus ive  access  t o  t h a t  node & 
i m p l i c i t l y  to each of its descendants .  If  one r e q u e s t s  shared  
access  (S) t o  a  p a r t i c u l a r  node, t h e n  when che r eques t  i s  g rax ted ,  
t h e  r eques to r  has  shared  a c c e s s  t o  t h a t  node i m p l i c i t l y  to 
each descendant  of t h a t  node. These two access  modes lock  an 
e n t i r e  s u b t r e e  roo ted  a t  t h e  reques ted  node. 

Our g o a l  is t o  f i n d  some technique  f o r  i m p l i c i t l y  lock ing  an 
e n t i r e  s u b t r e e .  The way t o  e x p l i c i t l y  lock a n  e n t i r e  s u b t r e e  i s  t o  
lock each  node of  t h e  s u b t r e e  i n  l ea f - to - roo t  order .  Th i s  approach 
has  t h e  problem t h a t  s e t t i n g  a  f i l e  l ock  r equ i r e s  lock ing  each 
record i n  t h e  f i l e .  The scheme has  t h e  v i r t u e  c h a t  it i s  cheap t o  
lock  i n d i v i d u a l  l e a v e s  of t h e  tree (i. e .  s e t s  only one lock  p e r  
l e a f )  ; whereas l ock ing  t h e  r o o t  of t h e  t ree i s  expensive i f  t h e  
Cree i s  l a r g e  (i. e. r e q u i r e s  lock ing  all nodes of t h e  tree) . I t  
does no i m p l i c i t  lock ing ,  a l l  locks  a r e  e x p l i c i t .  The fol lowing 
approach makes lock ing  t h e  roo t  cheap but  makes it somewhat m r e  
expensive t o  l o c k  i n d i v i d u a l  l e a v e s  of t h e  t r e e .  

I n  o r d e r  t o  lock a s u b t r e e  r o o t e d  a t  node R i n  sha re  o r  exc lus ive  
mode it is impor tan t  t o  prevent  share  o r  exc lus ive  locks  on t h e  
a n c e s t o r s  of R which would i m p l i c i t l y  lock  R a ~ d  i t s  descendants.  
Hence a  new access  mode, i n t e n t i o n  mode ( I ) ,  i s  in t roduced .  
I n t l n t i o n  mode i s  used t o  "tagtl ( lock) a l l  ances to r s  of a  node t o  
be locked  i n  s h a r e  o r  exc lus ive  mode. These t a g s  s i g n a l  t h e  f a c t  
t h a t  lock ing  i s  being done a t  a  I1f i n e r H  l e v e l  and prevent  i m p l i c i t  
o r  e x p l i c i t  exc lus ive  o r  sha re  l o c k s  on the aricestors. 

The p ro toco l  t o  l ock  a  s u b t r e e  rooted a t  node R in exc lus ive  o r  
sha re  mode i s  t o  l ock  a l l  a n c e s t o r s  of  R i n  i n t e n t i o n  mode and t o  
l ock  node R i n  exc lus ive  o r  sha re  m d e .  So f o r  example us ing  
Figure  1 ,  t o  l o c k  a  p a r t i c u l a r  f i l e  ob ta in  i n t e n t i o n  a c c e s s  t o  t h e  
d a t a  base, t o  t h e  a r e a  con ta in ing  t h e  f i l e  and then  r e q u e s t  
e x c l u s i v e  (or  s h a r e )  acces s  t o  t h e  file i t s e l f .  T h i s  i m p l i c i t l y  
locks  a l l  r eco rds  of t h e  f i l e  i n  exc lus ive  ( o r  shared)  mode. 



Access modes and compati b i l i  ty: 

we say two lock  r e q u e s t s  f o r  t h e  same node a r e  compatible i f  they  
can be g ran ted  concur ren t ly  wi thout  s a c r i f i c i n g  cons is tency .  The 
mod3 of t h e  r e q u e s t  determines  i t s  c o m p a t i b i l i t y  with r eques t s  
made by o t h e r  t r a n s a c t i o n s .  The t h r e e  modes: X ,  S ,  and I a r e  
incompat ible  wi th  one another  but  d i s t i n c t  S r e q u e s t s  may be 
g ran ted  toge the r  and d i s t i r c t  I reques t s  may be g ran ted  toge the r .  

The c o m p a t i b i l i t i e s  among modes d e r i v e  from t h e i r  semantics.  Share 
 ode al lows r ead ing  bu t  n o t  modi f ica t ion  of t h e  corresponding 
resource  by t h e  r eques to r  and by o t h e r  t r a n s a c t i o n s .  The semant ics  
of exc lus ive  mode i s  t h a t  t h e  g ran tee  may r ead  and modify t h e  
r e sou rce  and no o t h e r  t r a n s a c t i o n  may r e a d  o r  modify t h e  r e sou rce  
whi le  t h e  exc lus ive  lock  i s  set .  The reason  f o r  dichotomizing 
s h a r e  and e x c l u s i v e  a c c e s s  is t h a t  s e v e r a l  s h a r e  r e q u e s t s  can be 
g ran ted  concur ren t ly  ( a r e  compatible) whereas an exc lus ive  r e q u e s t  
i s  no t  compatible with  any o t h e r  r e q u e s t .  I n t e n t i o n  mode was 
in t roduced  t o  b e  incompat ible  w i th  s h a r e  and exc lus ive  mode ( t o  
prevent  sha re  and exc lus ive  locks)  . However, i n t e n t i o n  mode i s  
compatible wi th  i t s e l f  s ince  two t r a n s a c t i o n s  having i n t e n t i o n  
acces s  t o  a  node w i l l  e x p l i c i t l y  lock descendants  of t h e  node i n  
X ,  S ,  o r  I mode and thereby  w i l l  e i t h e r  be compatible w i t h  one 
ano the r  o r  w i l l  be scheduled on t h e  b a s i s  of t h e i r  r e q u e s t s  a t  t h e  
f i n e r  l e v e l .  For example, two t r a n s a c r i o n s  can be concur ren t ly  
g ran ted  tfie d a t a  base and some a r e a  and some f i l e  i n  i n t e n t i o n  
mode. I n  t h i s  c a s e  t h e i r  e x p l i c i t  locks  on records  i n  t h e  f i l e  
w i l l  r e s o l v e  any c o n f l i c t s  among them. 

The not ion  of i n t e n t i o n  mode i s  r e f i n e d  t o  i n t e n t i o n  s h a r e  mode 
( IS )  and i n t e n t i o n  e x c l u s i v e  mode ( I X )  f o r  two reasons:  F i r s t ,  
i n t e n t i o n  a c c e s s  i s  compatible with  s h a r e  (S) a c c e s s  i f  t h e  
i n t e n t i o n  only  r eques t s  i n t e n t i o n  o r  s h a r e  l o c k s  a t  t h e  lower 
nodes of t h e  t r e e  (i. e. never r e q u e s t s  an  e x c l u s i v e  lock below t h e  
i n t e n t i o n  s h a r e  node) .  Since read-only i s  a  common form of access  
it w i l l  be p r o f i t a b l e  t o  d i s t i n g u i s h  t h i s  f o r  g r e a t e r  concurrency. 
Secondly, i f  a t r a n s a c t i o n  has an i n t e n t i o n  s h a r e  l o c k  on a  node 
it can convert  t h i s  t o  a  s h a r e  lock a t  a  l a t e r  t i m e ,  b u t  one 
cannot conver t  an i n t e n t i o n  exc lus ive  lock  t o  a  s h a r e  lock  on a  
node ( s e e  below). 

W e  r ecognize  one f u r t h e r  re f inement  of modes, namely s h a r e  and 
i n t e n t i o n  exc lus ive  mode (SIX). Suppose one t r a n s a c t i o n  wants t o  
read an  e n t i r e  s u b t r e e  and t o  upda te  p a r t i c u l a r  nodes of that 
sub t r ee .  Usinq t h e  modes provided so f a r  it would have t h e  op t ions  
of :  (a)  r eques t ing  exc lus ive  acces s  t o  t h e  r o o t  of t h e  s u b t r e e  and 
doing no f u r t h e r  lock ing  o r  (b)  reql les t ing i n t e n t i o n  exc lus ive  
acces s  t o  t h e  r o o t  of t h e  s u b t r e e  and e x p l i c i t l y  locking t h e  lower 
nodes i n  i n t e n t i o n ,  sha re  o r  exc lus ive  mode. A l t e r n a t i v e  ( a )  has 
low concurrency. I f  on ly  a  sma l l  f r a c t i o n  of t h e  read nodes a r e  
updated t h e n  a l t e r n a t i v e  (b) has  high lock ing  overhead. The 
c o r r e c t  access mode would be s h a r e  acces s  t o  t h e  s u b t r e e  theraby  
a l lowing  t h e  t r a n s a c t i o n  t o  read a l l  nodes of t h e  s u b t r e e  without 
f u r t h e r  lock ing  i n t e n t i o n  exc lus ive  a c c e s s  t o  t h e  s u b t r e e  



thereby  al lowing t h e  t r a n s a c t i o n  t o  set, exc lus ive  l o c k s  on those  
nodes i n  t h e  s u b t r e e  which a r e  t o  be updated and I X  o r  SIX locks  
on t h e  i n t e r v e n i n g  nodes. Since t h i s  i s  such a common case,  SIX 
mode i s  introduced f o r  t h i s  Furpose. I t  is compatible wi th  I S  mode 
s i n c e  o t h e r  t r a n s a c r i o n s  r eques t ing  I S  mode w l l l  e x p l i c i t l y  lock 
lower nodes in I S  or  S mode thereby  avoid ing  any updates  ( I X  or X 
mode) produced by t h e  SIX m o d e  t r a n s a c t i o n .  However SIX mode is 
n o t  compatible w i t h  I X ,  S ,  SIX o r  X mode r eques t s .  Table  1 g ives  
t h e  c o m p a t i b i l i t y  of t h e  r e q u e s t  modes. (Mote t h a t  c o m p a t i b i l i t y  
is n o t  t r a n s i t i v e . )  

Table 1 .  C o m p a t i b i l i t i e s  among access  modes. 

I C OH FAT1 B I  LI TY 
I 1 IS  I X  S SIX X 
I IS ( YES YES YES YES NO 
( I X  I YES YES NO NO NO 
I S I YES NO YES NO NO 
I S I X  ( YES NO NO NO NO 
1 x 1 NO NO NO NO KO 

To summarize, w e  recognize  f ive  modes of access  t o  a resource:  

S: Gives exc lus ive  a c c e s s  t o  t h e  reques ted  node and t o  a l l  
descendants  of t h e  r q u e s t  ed node wi thout  s e t t i n g  f ur-ther 
locks .  ( I t  i m p l i c i t l y  s e t s  X l ocks  on a l l  descendants . )  

S: Gives sha re  a c c e s s  t o  t h e  reques ted  node and t o  a l l  descendants 
of t h e  reques ted  no2e wi thout  s e t t i n g  f u r t h e r  l ocks .  (It 
i m p l i c i t l y  s e t s  S locks on a l l  descendants of t h e  requested 
node .) 

I X :  Gives i n t e n t i o n  e x c l u s ~  access  t o  t h e  reques ted  node and 
al lows t h e  r eques to r  t o  e x p l i c i t l y  lock descendants i n  X, S ,  
S I X ,  I X  o r  I S  mode. (It  does no i m p l i c i t  locking.)  

I S :  Gives i n t e n t i o n  s h a r e  access  t o  the r eques t ed  node =d al lows 
t h e  r eques to r  t o  lock  descendant  nodes i n  S o r  IS  mode. (It 
does no imp1 i c i t  lock ing  .) 

S I X :  Gives s h a r e  and i n t e n t i o n  exc lus ive  acces s  t o  t h e  requested 
node. I n  p a r t i c u l a r  it i q l i c i t l y  l ocks  a l l  descendants of the 
node i n  s h a r e  mode an2 a l lows  t h e  r eques to r  t o  e x p l i c i t l y  lock 
descendant nodes i n  X ,  SIX, o r  I X  mode. (Locking lower nodes 
i n  S o r  IS mode would g ive  no inc reased  access . )  



IS  mode is  t h e  weakest form of acces s  t o  a  resource.  I t  c a r r i e s  
fewer p r i v i l e g e s  t h a n  I X  o r  S  modes. I X  mode allows IS,  I X ,  S,  
S I X ,  and X mode locks  t o  De set on descendant nodes while  S mode 
a l lows  r e a d  on ly  a c c e s s  t o  a l l  descendants of t h e  code without  
f u r t h e r  locking.  S I X  mode c a r r i e s  t h e  p r i v i l e g e s  of S and of I X  
mode (hence t h e  name SIX).  X mode i s  t h e  most p r i v i l e g e d  form of 
acces s  and a l lows  r ead ing  and w r i t i n g  of a l l  descendants of a  node 
wi thout  f u r t h e r  locx ing .  Hence t h e  modes can be ranked i n  t h e  
p a r t i a l  o rde r  ( l a t t i c e )  of p r i v i l e g e s  shown i n  F igure  2. Noto t h a t  
it i s  nor  a  t o t a l  o rde r  s i n c e  I X  and S  a r e  incomparable. Given two 
rvodes, t h e  l e a s t  node g r e a t e r  t h a n  o r  equa l  t o  them i n  F igu re  2 i s  
c a l l e d  t h e i r  supremum ( s e e  Table 3) . 

Figure  2. The p a r t i a l  ordering of modes by t h e l r  p r i v i l e g e s .  

Rules f o r  reques  t i n q  nodes: - -- 
The i m p l i c i t  l ock ing  of nodes w i l l  no t  work i f  t r a n s a c t i o n s  a r e  
allowed t o  l e a p  i n t o  t h e  middle of  the t r e e  and begin  locking 
nodes a t  random. The i m p l i c i t  lock ing  implied by t h e  S  and X modes 
depends on a l l  t r a n s a c t i o n s  obeying t h e  fo l lowing  protocol :  

(a )  Before r eques t ing  a n  S  o r  IS lock on a  node, a l l  ancos to r  
nodes of t h e  r eques t ed  node must be he ld  i n  I X  o r  IS mode by 
t h e  r eques to r .  

(b) Before r eques t ing  an X, SIX, o r  I X  l ock  on a  node, a l l  
a n c e s t o r  nodes of t h e  reques ted  node n u s t  be h e l d  by t h i s  
r eques to r  i n  SIX o r  I X  mode. 

(c) l a c k s  should be r e l ea sed  e i t h e r  a t  t h e  end of t h e  t r a n s a c t i o n  
( i n  any order )  o r  i n  l e a f  t o  roo t  o rder .  I n  p a r t i c u l a r ,  i f  
l ocks  a r e  no t  he ld  t o  t h e  end of t r a n s a c t i o n ,  one should n o t  
ho ld  a  lower lock  a f t o r  r e l e a s i n g  i t s  ances tor .  

To paraphrase t h i s ,  l ocks  are r eques t ed  r o o t  to l e a f ,  r e l e a s e d  
l ea f  t o  r o o t .  Notice t h a t  l e a f  nodes a r e  never r eques t ed  i n  - -- 
i n t e n t i o n  mode s ince  they have no descendants.  



Seve ra l  examples: 

It may be i n s t r u c t i v e  t o  give a  few examples of h i e r a r c h i c a l  
r e q u e s t  sequences: 

To lock record R f o r  read:  
1 oc k data-  base  w i t h  mode = IS 
l ock  a r e a  con ta in ing  R wi th  mode = IS  
l ock  f i l e  con ta in ing  R with mode = I S  
lock  record  F. wirh mode = S 

Don't panic ,  t h e  t r a n s a c t i o n  probably a l r e a d y  has t h e  d a t a  base, 
a r e a  and f i l e  lock.  

To lock  record R f o r  wr i t e - exc lus ive  access:  
lock  dara-base w i t h  mode = I X  
lock a r e a  con ta in ing  R w i t h  mode = I X  
l ock  f i l e  con ta in ing  R wi th  mode = I X  
l ock  record  R wi th  mode = X 

Note t h a t  i f  t h e  records  of t h i s  and t h e  previous example a r e  
d i s t i n c t ,  each r eques t  can be g ran ted  s imul taneous ly  t o  d i f f e r e n t  
transactions even though b o t h  r e f e r  t o  t h e  same f i l e ,  

To lock a f i l e  P f o r  r e a d  and w r i t e  access :  
l ock  data-base wi th  mode = I X  
l ock  a r e a  con ta in ing  F with mode = I X  
l ock  f i l e  F wi th  mode = X 

S ince  t h i s  r e s e r v e s  e x c l u s i v e  a c c e s s  t o  t h e  f i l e ,  i f  t h i s  r e q u e s t  
uses  t h e  same f i l e  as  t h e  prev ious  t w  examples i t -  o r  the o t h e r  
t r a n s a c t  ions  w i l l  have t o  wa it. 

TO lock  a  f i l e  F f o r  complete scan  and occas iona l  update: 
lock  data-base wi th  mode = I X  
l ock  a rea  con ta in ing  F wi th  mode = IX 
l ock  f i l e  F w i th  mode = S I X  

T h e r e a f t e r ,  p a r t i c u l a r  records  i n  F can be locked f o r  update by 
locking  records  in X mode. No t i ce  t h a t  (un l ike  t h e  prev ious  
example) t h i s  t r a n s a c t i o n  i s  compatible with t h e  f i r s t  example. 
This  i s  t h e  reason f o r  i n t roduc ing  SIX mode. 

To qu ie sce  t h e  d a t a  base: 
l ock  d a t a  base with  mode = X 

Note t h a t  t h i s  l ocks  everyone e l s e  ou t .  



Direc ted  a c y c l i c  graphs cf l c cks :  

The no t ions  s o  f a r  in t roduced  can be gece ra l i zed  t o  work f o r  
d i r e c t e d  a c y c l i c  graphs (DAG) of resources  r a t h e r  t h a n  simply 
h i e r a r c h i e s  of r e sou rces .  A tree i s  a  s imple  DAG. The key 
obse rva t ion  i s  t h a t :  -co i m p l i c i t l y  o r  e x p l i c i t l y  l cck  a  nodo, lock 
a l l  t h e  pa ren t s  of t h e  node i n  t h e  DAG and s o  by induc t ion  lock - 
a l l  a n c e s t o r s  of t h e  node. In p a r t i c u l a r ,  t o  lock a  subgraph one 
musc i m p l i c i t l y  o r  e x p l i c i t l y  l ock  a l l  a n c e s t o r s  of  t h e  subgraph 
i n  t h e  a p p r o p r i a t e  mode ( f o r  a t ree  t h e r e  i s  on ly  one paren t )  . To 
g i v e  an example of a  non-h ie ra rch ica l  s t r u c t u r e ,  imagine t h e  locks  
a r e  organized a s  i n  Figure  3 .  
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F igure  3.  A nan-h ie ra rch ica l  l ock  graph. 

W e  p o s t u l a t e  t h a t  a r e a s  a r e  "physical"  no t ions  and t h a t  f i l e s ,  
i n d i c e s ,  and r eco rds  a r e  l o g i c a l  notions.  The d a t a  base i s  a  
c o l l e c t i o n  of a r e a s .  Each a r e a  is a  c o l l e c t i o n  of f i l e s  and 
i n d i c e s .  Each f i l e  has a  corresponding index  i n  t h e  same area.  
Each r eco rd  belongs t o  some f i l e  and t o  i ts corresponding index. A 
record  i s  comprised of f i e l d  va lues  and some f i e l d  i s  indexed by 
t h e  index  a s s o c i a t e d  with the f i l e  con ta in ing  t h e  record.  The f i l e  
g i v e s  a s e q u e n t i a l  a c c e s s  path t o  t h e  r eco rds  and t h e  index g ives  
an a s s o c i a t i v e  a c c e s s  pa th  t o  t h e  r eco rds  based on f i e l d  va lues .  
S ince  i n d i v i d u a l  f i e l d s  a r e  never  locked, t h e y  do n o t  appear i n  
t h e  lock graph. 

To w r i t e  a r e c o r d  R in f i l e  F w i th  index I: 
lock  d a t a  base  with mode = 
l ock  a r e a  c o n t a i n i n g  F with mode = 
l ock  f i l e  F with mode = 
l ock  index I 
lock  record  R 

wi th  mode = 
w i t h  mode = 

Note t h a t  all paths  t o  record  R a r e  
could lock  F and I i n  exc lus ive  mode 

IX 
IX 
IX 
IX 
X 
locked. A l t e r n a l t i v e l y ,  one 
thereby  implic  it l y  locking 3 

i n  exc lus ive  mode. 



To q i v f  a  more complete explana t ion  w e  observe t h a t  a  node can be 
locked e x p l i c i t l y  (by r9cjuestinq it) o r  i m p l i c i t l y  (by a p p r o p r i a t e  
e x ~ l i c i t  locks  on the a n c e s t o r s  of t h e  node\ i n  one of f i v e  modes: 
IS; I X ,  S, S I X ,  X .  Zowever, t h e  d e f i n i t i o n '  of i m p l i c i t  l ocks  and 
t h e  p ro toco l s  f o r  s e t t i ~ g  e x p l i c i t  locks  have t o  b e  extended a s  
fol lows:  

A node is i m p l i c i t l v  g ran ted  in 
l e a s t  one of i t s  p a r e n t s  i s  ( imp l i c  - -- 
t h e  t r a n s a c t i o n  i n  S. SIX. o r  X mocia 
a t  l e a s t  one of t h e  node's  a n c e s t o r s  
S,  SIX, o r  X mode t o  t h e  t r a n s a c t i o n  

mode t o  
itly o r  
. By ind 

m w t  be 

a  t r a n s a c t i o n  i f  at 
e x p l i c i t l y )  g ran ted  t o  
u c t i o n  t h a t  means t h a t  

e x p l i c i t l y  g ran ted  i n  

A node i s  G ~ l i c i t l y  q ran ted  i n  X mode i f  of i t s  p a r e n t s  a r e  
( i m p l i c i t l y  o r  e x p l i c i t l y )  g ran ted  t o  t h e  t r a n s a c t i o n  i n  X mode. 
By i nduc t ion ,  t h i s  is  e q u i v a l e n t  t o  the cond i t i on  t h a t  a l l  nodes 
in some cut s e t  of t h e  c o l l e c t i o n  of a l l  pa ths  lead ing  from t h e  
node t o  t h e  r o o t s  of rhe graph a r e  d x p l i c i t l y  grari ted t o  t h e  
t r a n s a c t i o n  i n  S mode and a11 ances to r s  of nodes i n  %he c u t  s e t  
a r e  e x p l i c i t l y  gran ted  i n  I X  o r  SIX node. 

From Figure  2 ,  2 node i s  i m ~ l i c i t l y  gran ted  i c  I S  mode i f  it i s  
i m p l i c i t l y  g ran ted  i n  S mode, and a  node is i m p l i c i t l y  gran ted  i n  
I S ,  I X ,  S, and S I X  mode i f  i t  i s  i m p l i c i t l y  g ran ted  i n  X mode. 

f o r  - e x p l i c i t l y  r e  ques t i n q  locks  on a  DAG: - - - 
(a )  Before r eques t ing  an  S  o r  I S  lock 3n a node, r e q u e s t  a t  l e a s t  

one pa ren t  (and by induc t ion  a path t o  a  r o o t )  i n  IS  ( o r  
g r e a t e r )  mode. A s  a  consequence none of  t h e  a n c e s t o r s  a long 
t h i s  path can be gran ted  r o  ar,ot!!er t r a n s a c t i o n  i n  a  mode 
incompat ible  with IS .  

(b) Before r e q u e s t i n g  I X ,  S I X ,  o r  X node access  t o  a  node, r eques t  
a l l  p a r e n t s  of t h e  node i n  I X  (o r  g r e a t e r )  mode. A s  a 
consequence a l l  a n c e s t o r s  w i l l  Se held  i n  I X  ( o r  g r e a t e r  
mode) and carinot be  he ld  by o the r  t r a n s a c t i o n s  i n  a  mode 
incompat ib le  with I X  (i .e.  S, SIX, X) . ' 

(c) Locks should be r e l ea sed  e i t h e r  a t  t h e  end of t h e  t r a n s a c t i o n  
( i n  any o rde r )  o r  i n  l e a f  t o  root  order .  I n  p a r t i c u l a r ,  i f  
locks  a r e  no t  he ld  t o  t h e  end of t r a n s a c t i o n ,  one should n o t  
ho ld  a  lower lock a f t e r  r e l e a s i n g  i t s  ances to r s .  

Given t h i s  p ro toco l ,  one can prove the i c v a r i a n t  condi t ion:  

I f  a  node i s  gran ted  i m p l i c i t l y  o r  e x p l i c i t l y  t o  a  t r a n s a c t i o n  
then it i s  n o t  g ran ted  t o  ano the r  t r a n s a c t i o n  ( i m p l i c i t l y  o r  
e x p l i c i t l y )  i n  an  incompat ible  mode. 



C l e a r l y  i f  a n c e s t o r s  were locked by bo th  t h e  s h a r e  mode lock 
p ro toco l  and by the e x c l u s i v e  mode l o c k  p ro toco l  t h e n  t h e  pro tocol  
would work. However, i n  t h e  above p ro toco l ,  on ly  exc lus ive  locks  
need l o c k  a l l  ances to r s .  The s h a r e  lock p ro toco l  need lock  only a  
s i n g l e  pa th  t o  a  s i n g l e  r o o t .  This  i s  because t h e  exc lus ive  access  
p ro toco l  w i l l  g e t  a  c u t  s e t  of a l l  pa ths  t o  a l l  r o o t s  e x p l i c i t l y  
q ran ted  i n  X mode and a l l  a n c e s t o r s  of che c u t  set a r e  e x p l i c i t l y  
g ran ted  t o  t h e  t r a n s a c t i o n  i n  I X  mode. Such a c u t  s e t  w i l l  p revent  
any pa ths  from t h e  node t o  t h e  r o o t  from con ta in ing  a  node 
i m p l i c i t l y  o r  e x p l i c i t l y  g ran ted  t o  any o t h e r  r r a n s a c t i o n  i n  X o r  
s mode. 

To g ive  an  example us ing  Figure 3,  a s e q u e n t i a l  s c a n  of  a l l  
r eco rds  i n  f i l e  F need n o t  use a n  index s o  one can g e t  an i m p l i c i t  
sha re  lock on each r e c o r d  i n  t h e  f i l e  by: 

l ock  d a t a  base  w i t h  mode = I S  
lock  a r e a  con ta in ing  F with  mode = I S  
l ock  f i l e  F w i t h  mode = S 

T h i s  g ives  i m p l i c i t  S mode a c c e s s  t o  a l l  r e o r d s  i n  F. Conversely,  
t o  r e a d  a r e c o r d  i n  a  f i l e  v i a  t h e  index  I f o r  f i l e  F, one need 
n o t  g e t  an i m p l i c i t  o r  e x p l i c i t  lock on f i l e  F: 

l ock  d a t a  base  wi th  mode = IS 
lock  a r e a  c o n t a i n i n g  R with mode = IS  
lock  index I wi th  mode = S 

This  aga in  g i v e s  i m p l i c i t  S mode acces s  t o  a l l  r eco rds  i n  index I 
( i n  f i l e  F) . I n  bo th  t h e s e  c a s e s ,  only one pa th  was locked for 
reading .  

Eut t o  i n s e r t ,  d e l e t e ,  o r  update a  record  R i n  f i l e  F w i t h  index I 
one must g e t  an i m p l i c i t  o r  e x p l i c i t  l ock  on a l l  a n c e s t o r s  of R. 

The f i r s t  example of t h i s  s e c t i o n  showed how an e x p l i c i t  X l o c k  on 
a  record i s  obta ined .  To g e t  an i m p l i c i t  X lock on a l l  records  i n  
a f i l e  s imply lock  t h e  index and f i l e  i n  X mode, or  l ock  t h e  a r e a  
i n  X mode. The l a t t e r  examples a l low bulk load  o r  update of a  f i l e  
without  f u r t h e r  lock ing  s i n c e  a l l  r eco rds  i n  t h e  f i l e  a r e  
i m p l i c i t l y  g ran ted  i n  X mode. 



Dvnami c lock q r a  phs: 

Thus f a r  w e  have pretended t h a t  t h e  lock graph i s  s t a t i c .  However, 
examination o f  Figure  3 sugges t s  otherwise .  .Areas, f i l e s ,  and 
i n d i c e s  a r e  dynamically c r e a t e d  and des t royed ,  and of course  
r eco rds  a r e  c o n ~ i n u a l l y  i n s e r t e d ,  updated, and d2 le ted .  ( I f  t h e  
d a t a  base  i s  o n l y  read ,  then t h e r e  i s  no need f o r  lock ing  a t  a l l . )  

The lock p ro toco l  f o r  such o p e r a t i o n s  is  n i c e l y  demonstrated by 
t h e  i m p l e k n t a t i o n  of index i n t e r v a l  locks.  ga the r  t h a n  being 
fo rced  t o  l ock  e n t i r e  i n b c e s  o r  i n d i v i d u a l  r e c ~ r d s ,  w e  would 
l i k e  t o  be a b l e  t o  lock a l l  r e c o r d s  with  a c e r t a i n  lndex va lue ;  
f o r  example, l ock  a l l  records  i n  t h e  bank account  f i l e  wi th  t h e  
l o c a t i o n  f i e l d  equa l  t o  Napa. Therefore ,  t h e  index i s  p a r t i t i o n e d  
i n t o  l ockab le  key v a l u e  i n t e r v a  1s. Each indexed record  wbelongslv 
t o  a p a r t i c u l a r  index interval and a l l  r eco rds  ir! 3 f i l e  wi th  t h e  
same f l e l d  va lue  on a n  indexed f i e l d  m l l  belong t 3  t h e  same key 
va lue  i n t e r v a l  ( e  a Napa accounts w i l l  belong t o  t h e  same 
i r z e r v a l ) .  This  new s t r u c t u r e  i s  dep i c t ed  i n  f i g u r e  4 .  
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Figure  4 .  The lock  graph w i t h  key i n t e r v a l  locks .  

The o n l y  s u b t l e  a s p e c t  of F igu re  U i s  t h e  dichotomy between 
indexed and un-indexed f i e l d s  and the f a c t  t h a t  a key v a l u e  
i n r e n a l  i s  t h e  p r e n t  of both t h e  r e c ~ r d  and i t s  iridsxed f i e l d s .  
S ince  t h e  f i e l d  va lue  and record  i d e n t i f i e r  ( d a t a  base  key! appear 
i n  t h e  index, one can r e a d  t h e  f i e i d  d i r e c t l y  ( i . e .  wi thout  
touching  'Lhe record . )  Hence a key value i n t e r v a l  i s  a p a r e n t  of 



t h e  c o r r e s p o ~ d i n g  f i e l d  va lues .  On the o t h e r  hand, t h e  index 
( (po in ts f1  v i a  r e c o r d  i d e n t i f i e r s  t o  a l l  r e c o r d s  wi th  t h a t  va lue  and 
so  i s  a  paren t  of a l l  r e c o r d s  with  t h a t  f i e l d  value. 

Since F igure  4 d e f i n e s  a  DAG, t h e  p ro toco l  of t h e  previous s e c t i o n  
can be used t o  l o c k  ths nodes of t h e  graph. However, it should be 
extended a s  fol lows.  When an indexed f i e l d  i s  updated, it and i t s  
pa ren t  r eco rd  move from one index i n t e r v a l  t o  another .  So f o r  
example when a  Napa account  i s  moved t o  t h e  S t .  Helena branch, t h e  
account  record  and i t s  l o c a t i o n  f i e l d  l l leavew t h e  Napa i n t e r v a l  of 
t h e  l o c a t i o n  index and N j o i n q *  t h e  S t .  Helena index i n t e r v a l .  When 
a  new r e c o r d  i s  i n s e r t e d  it " j o i n s u  t h e  i n t e r v a l  con ta in ing  t h e  
new f i e l d  va lue  and a l s o  it " jo ins f t  t h e  f i l e .  Dele t ion  removes t h e  
r eco rd  from t h e  index i n t e r v a l  and from t h e  f i l e .  

The lock p r o t o c o l  f o r  changing t h e  p a r e n t s  of a  node is: 

(dl Before moving a  node i n  t h e  l o c k  graph, t h e  node must be 
i m p l i c i t l y  o r  e x p l i c i t l y  g ran ted  i n  X mode i n  b t h  i t s  o l d  and 
i t s  new p o s i t i o n  i n  t h e  graph. Fur ther ,  t h e  node musc no t  be 
moved i n  such  a  way a s  t o  c r e a t e  a  c y c l e  i n  t h e  graph. 

So t o  c a r r y  o u t  t h e  example of t h i s  s e c t i o n ,  t o  move a  Napa bank 
account  t o  t h e  S t .  Helena branch one would: 

l ock  d a t a  base  i n  mode = I X  
l ock  a rea  con ta ing  accounts  i n  mode = I X  
lock accounts  f i l e  i n  mode = I X  
l o c k  l o c a t i o n  index i n  mode = I X  
l ock  Napa i n t e r v a l  i n  mode = I X  
l ock  S t .  Helena i n t e r v a l  i n  mode = I X  
lock  record  i n  mode = I X  
l ock  f i e l d  i n  mode = X. 

A l t e r n a t i v e l y ,  one could get an  i m p l i c i t  lock  on t h e  f i e l d  by 
r eques t ing  e x p l i c i t  X mode l o c k s  on t h e  record  and index 
i n t e r v a l s .  



I V .  S C H E D U L I N G  AND G F A N T I N G  R E Q U Z S T S :  - 
~ h u s  f a r  w e  have descr ibed  t h e  semant ics  of r h e  v a r i o u s  r e q u e s t  
modes and have desc r ibed  t h e  p r o t o c c l  t h a t  t h e  r e q u e s t o r s  must 
fol low.  To complete t h e  d i s c u s s i o n  we must e x p l a m  haw r e q u e s t s  
a r s  scheduled and granted. 

The set of a l l  r e q u e s t s  f o r  a p a r t i c u l a r  r e s o u r c e  a r e  kept  i n  a 
queue s o r t e d  by some f a i r  schedule r .  3y I f f  a i r v  we mean t h a t  no 
p a r t i c u l a r  t r a n s a c t i o n  w i l l  be delayed i c d e f i n i t e l y .  F i r s t - i n  
f i r s t - o u t  i s  t h e  s i m p l e s t  f a i r  schedule r  and w e  adopt  such a 
s chedu le r  f o r  z h i s  d i s c u s s i o n  modulo deadlock preemption 
dec i s ions .  

The group of mutua l ly  compat ible  r eques r s  f o r  a resource  appear ing 
a t  t h e  head of  t h e  queue is c a l l e d  the qran t ed  qrouE. A l l  t h o s e  
r e q u e s t s  can be q ran t ed  concu r r en t ly .  Assuming t h a t  each 
t r a n s a c t i o n  has a t  most one r eques t  ic t h e  queue t h e n  t h e  
c o m p a t i b i l i t y  of two r e q u e s t s  by d i f f e r e n t  t r a n s a c t i o n s  dspends 
only on rhe  modes of me r e q u e s t s  and may be computed us ing  Table  
1 .  Associated with  t h e  g ran t ed  group i s  a group mode which i s  she  
supremum mode of the msmbers of t h e  group which i s  computed us lng  
F igure  2 o r  Table  3 .  Table 2 g i v e s  a l i s t  of t h e  p o s s i b l e  t y p e s  of 
r e q u e s t s  t h a c  can c o e x i s t  i n  a group and t h e  corresponding mode of 
t h e  group. 

Table 2 .  P o s s i b l e  r e q u e s t  groups and t h e i r  group mode. S e t  
b r a c k e t s  i n d i c a t e  t h a t  s e v s r a l  such r e q u e s t s  may be 
p r e s e n t .  

I MODES OF 1 MODE OF 1 
REQUESTS 1 GROUP 

X X 
I 

I I 
S I X , { I S )  ( SIX 

I 
I 
I s,EsltEIsl I s 

I 
I 

Figure  5 d e p i c t s  r h e  queue f ~ r  a paLrt icular  r e sou rce ,  showing t h e  
r e q u e s t s  and t h e i r  modes. The g ran t ed  group c o n s i s t s  a f  s i x  
r e q u e s t s  and has  group mode I X .  The n e x t  r e q u e s t  i n  t h e  queue i s  
f o r  S mode which i s  incompat ible  wi th  t h e  group mode I X  and hence 
must wai t .  

***************+************ * * * *  
* GRANTED GROUP: GROUPMODE = I X  * 
* ~ I s ~ - - ~ ~ x ~ - - ~ ~ s ~ - - ~ x s ~ - - ~ ~ s ~ - - * - ~ s ~ - ~ ~ ~ ~ - ~ ~ ~ - ~ ~ ~ l - l ~ x  
**A***** .................... ***** 

Figure  5. The queue of reques2s f o r  a resource  

When a new r e q u e s t  f o r  a resource  a r r i v e s ,  t h e  s chedu le r  appends 
it t o  t h e  end of t h e  queue. There a r e  two cases  t o  cons ider ,  
e i t h e r  somsone i s  a l r eady  w a i t i n g  o r  a l l  ou t s t and iqg  r e q u e s t s  f o r  



t h i s  r e s o u r c e  a r e  g ran ted  (i. e .  no one i s  wa i t i nq ) .  I f  no one is 
wa i t i ng  and t h e  new r e q u e s t  i s  compatible wi th  t h e  gran ted  group 
mode t h e n  t h e  new r e q u e s t  can be g ran ted  immediately. Otherwise 
t h e  new reques t  must w a i t  i t s  t u r n  i n  the queue and i n  t h e  c a s e  of 
deadlock it may preempt some incompat ible  r e q u e s t s  i n  t h e  queue. 
( I n  Figure  5 a l l  t h e  r e q u e s t s  decided t o  wai t . )  When a p a r t i c u l a r  
r e q u e s t  l eaves  t h e  g ran ted  group the group mode of t h e  group may 
change. If t h e  mode of t h e  nex t  r e q u e s t  i n  t h e  queue i s  compatible 
wi th  t h e  new mode of  t h e  g ran ted  group, ther, t h e  wa i t i ng  r eques t  
i s  gran ted .  I n  F igure  5,  i f  t h e  I X  r eques t  l e a v e s  t h e  group, then  
t h e  group mode becomes IS  which i s  compatible wi th  S and so t h e  S 
may be qranted. The new group mode w i l l  be S and s i n c e  t h i s  i s  
compat ible  wi th  I S  mode t h e  IS r e q u e s t  fo l lowing  the  S r e q u e s t  may 
a l s o  j o i n  t h e  g ran ted  group. This produces t h e  s i t u a t i o n  depic ted  
in Figure  6 :  

............................ ********** 
* GRANTED GROUP GROUPMODE = S * 
" 1IS(--IIs(--(Is(--psp-pl--I Is(--'-~x[-~ IS(-11x1 
* * * * * * * * * * * * A * * *  ...................... 

Figure 6 .  The queue a f t e r  t h e  I X  r e q u e s t  i s  re leased .  

The X r e q u e s t  of F igu r s  6 w i l l  not be g ran ted  u n t i l  a l l  t h e  
r e q u e s t s  l eave  t h e  g ran ted  group s i n c e  it i s  n o t  compat ible  with 
any mode. 



B r r a n s a c t i o n  might r e - r eques t  t h e  same o b j e c t  f o r  s e v e r a l  
reasons: Perhaps it has  f a r g o t t e n  t h a t  it a l r eady  has acces s  t o  
t h e  record ,  a f t o r  a l l  i f  it i s  s e t t i n g  many locks  it may be 
s impler  t c  j u s t  always r e q e s t  access  t o  t h e  record  r a t h e r  than  
f i r s t  asking i t s e l f  "have I seen t h i s  record  &fo reu .  The lock 
subsystem has  a l l  t h e  informaxion t o  answer t h i s  ques t ion  and it 
seems was te fu l  t c  d u p l i c a t e .  A l t e r n a t i v e l y ,  t h e  t r a n s a c t i o n  may 
know i t  has access  t o  t h e  record ,  b u t  want t o  i n c r e a s e  i ts  acces s  
mode ( f o r  example from S to  X mode i f  it i s  i n  a read,  t e s t ,  and 
sometimes update scan of  a f i l e ) .  So che  lock  subsystem must be 
prepared f o r  r e - r eques t s  by a t r a n s a c t i o n  f o r  a lock.  We c a l l  such 
r e - r eques t s  convers ions.  

Whm a r e q u e s t  i s  found t o  b e  a convers ion,  t h e  o l d  (gran ted)  mode 
of t h e  requesxor  t o  t h e  resource  and t h e  newly reques ted  mode a r e  
compared us ing  Table 3 t3 c o m ~ u t e  t h e  9 mode which i s  t h e  
supremum of t h e  o l d  and t h e  reques ted  mode ( r e f .  Figure  2) . 

Table 3 .  The new mode g iven  t h e  reques ted  and 

1 \T - 7  %ODE 

I 1 1s IX S SIX X 
1 IS 1 IS M S SIX X 
I IX 1 rx IX SIX SIX x 
I S  I S  SIX s SIX X 
1 SIX 1 SIX SIX SIX SIX x 

o l d  mode. 

So f o r  example, i f  one has TX mode ar.d r e q u e s t s  S mode then t h e  
new mode i s  SIX. 

If t h e  nsw mode is equa l  t o  t h e  o l d  m a d e  (no te  it ;s never  w l e s s ~ ~  
rhan t h e  o l d  mode) t h e n  t h e  r eques t  can be g ran ted  l m e d i a t e l y  and 
t h e  g r a n t t d  mode i s  unchanged. If t h e  new mode i s  compat ible  wlth 
t h e  group mode o f  t h e  g t h e r  members of  t h e  gran ted  group (a 
r e q u e s t o r  i s  always compat ible  with  h imse l f )  then aga in  che 
r e q u s s t  can be gran ted  immediately. The g r a n t e d  mode i s  t h e  new 
mode and che group mode is roconputed using Table 2 .  I n  a l l  o t h e r  
ca ses ,  t h e  reques ted  conversion must wa i t  u n t i l  t h e  group mode of 
t h e  o t h e r  g r a n t e d  r e q u e s t s  is compatible wl th  t h e  new mode. Note 
t h a t  t h i s  immediate g ran t lng  of convers ions over  wa i t i ng  r e q u e s t s  
i s  a minor v i o l a t i o n  of f a i r  schedul ing.  

I f  two convers ions  a r e  wai t ing  each  o f  which is i x o m p t i b l e  with 
an a l r eady  g ran ted  r e q u e s t  o f  t h e  c t h e r  t r a n s a c t i o n  t h e n  a 
deadlock e x i s t s  and t h e  a l r eady  gran ted  a c c e s s  cf one must be 
preemp~ed.  Otherwise t h e r e  i s  a consistent way of  s c h e d u l i ~ g  che 
wai t ing  convers ions:  namely, g r a n t  a convers ion when it i s  
compatible w i th  a l l  o t h e r  g ran ted  moees i n  t h e  g r a n t e d  group. 
(Since =here  i s  no deadlock c y c l e  t h i s  Is always poss ib l e . )  



The fo l lcwing  example may help t o  c l a r i f y  t h e s e  p o i n t s .  Suppose 
che queue is: 

MOW suppose t h e  f i r s t  t r a n s a c t i o n  wants t o  conver t  t o  X mode. It 
must wa i t  f o r  t h e  second (a l ready  granted)  reques t  t o  l eave  t h e  
queue. I f  it dec ides  t o  wai t  t h e n  +he s i t u a t i o n  becomes: 

No new r e q u z s t  may e n t e r  t h e  g ran ted  group s i n c e  t h e r e  i s  now a 
convers ion r e q u e s t  wai t ing .  In genera l ,  convers ions a re  scheduled 
before  new r eques t s .  I f  t h e  second t r a n s a c t i o n  now conve r t s  t o  I X ,  
S I X ,  o r  S mode it may be gran ted  immediately s i r c e  t h i s  does no t  
c o n f l i c t  w i t h  t h e  qran ted  (IS) mode of t h e  f i r s t  t r ansac t io r , .  When 
che second t r a n s a c t  ion  even tua l ly  l e a v e s  t h e  queue, t h e  f i r s t  
convers ion can be made: 

.............................. 
* GROUPMODE = X * * 1x1 ---- .................................. 
***************************v** 

Figure 9.  The second t r a n s a c t i o n  l eaves  and t h e  convers ion i s  
granted.  

However, i f  t h e  second t r a n s a c t i o n  t r i e s  t o  conver t  t o  exc lus ive  
mode one o b t a i n s  t h e  queue: 

.............................. 
u GROUPMODE = IS * * I IS->Xl--- I IS->Xl----------------------- 
******** .................... ** 

Figure  1 0 .  Two c o n f l i c t i n g  convers ions  a r e  wai t ing.  

S ince  X is incompat ible  w i t h  I S  (see Table  1 )  , t h i s  s i t u a t i o n  
imp l i e s  t h a t  each t r a n s a c t i o n  i s  wa i t i ng  f o r  t h e  o t h e r  t o  l eave  
t h e  queue ( i .e .  deadlock) and so one t r a n s a c t i o n  must be 
preempted. I n  a l l  o t h e r  c a s e s  ( i . e .  when no c y c l e  exists) t h e r e  is 
a way t o  schedule  t h e  convers ions so that no a l r eady  gran ted  
access  is  v i o l a t e d .  



Deadlock l o c k  

IJhenever a t r a n s a c t i o n  wa i t s  f o r  a r e q u e s t  t o  be  q ran t sd ,  i r -  runs  
t h e  r i s k  of w a i t i n g  fo reve r  i n  a deadlock c y c l e .  For t h e  purposes  
of deadlock d e t e c t i c n  it is i n p o r t a n t  t o  know who i s  w a i t i n g  f o r  
whom. The r z q u e s t  queues g ive  t h i s  informatiori :  Consider any 
wa i t i ng  r e q u e s t  R. =he re  ars two cases:  I f  R i s  a wa i t i ng  
convers ion t h e n  it i s  WAITING-FOR incompat ib le  (with t h e  new mode 
of R) gran t ed  r eques t s  L? t h e  g ran t ed  group. If R i s  n o t  a 
convers ion  it i s  NAITING-FOR a l l  i n c o m ~ a t i b l e  r e q u e s t s  ahead of it 
i n  the queue. Given t h i s  WAITING-FOR r e l a t i o n  computed f o r  a l l  
wa i t i ng  r e q u s s t s ,  t h e r e  is no  deadlock i f  and on ly  i f  WAITING-FOR 
i s  a c y c l i c .  

The WAITING-FOR r e l a t i o n  may change whenever a r eques t  o r  r e l e a s e  
occurs  and when a convers ion i s  granted.  I f  a t r a r s a c t i o n  can wai t  
f o r  a t  m o s t  ons  r eques t  a t  a t ime then che deadlock s t a t e  can only 
change when some process  dec ides  t o  wai t .  In t h i s  s p e c i a l  c a s e ,  
only w a i t s  r e q u i r e  recomputation of t h e  WAITING FOR r e l a t i o n .  If 
deadlock i s  improbable, deadlock t e s t m g  can be-done p e r i o d i c a l l y  
r a t h s r  t h a n  on each w a i t ,  t he reby  f u r t h e r  reducir-g computat ional  
overhead.  

One new r e q u e s t  may f o r a  many c y c l e s  and each such c y c l e  must be 
broken. When a c v c l e  i s  d e t e c t e d ,  t o  break t h e  c y c l e  some g ran t ed  
o r  wa i t i ng  r e q u e s t  must be preempted. The lock schedule r  should 
choose a minimal c o s t  s e t  of v i c t ims  t o  preempt, so  t h a t  a l l  
c y c l e s  a r e  broken, undo a l l  t h e  chanues t o  t h e  da t a  base  made by 
t h e  v i c t ims  s i n c e  t h e  p r e e m ~ t e d  resources  were g ran t ed ,  and t h e n  
preempt t h e  r e sou rce  and s i g n a l  t h e  v i c t ims  t h a t  t h e y  have been 
backed up. 

The i s s u e s  d i s cus sed  s o  fa r - - lock  schedul ing ,  d e t e c t i n g  and 
breaking deadlocks--are  very low l e v e l  schedul ing  d e c i s i o n s .  They 
must be connected wi th  a high l e v e l  t r a n s a c t i o n  schedule r  which 
r e g u l a t e s  t h e  l oad  on t h e  system axd r e g u l a t e s  t h e  e n t r y  and 
progress  of t r a n s a c t i o n s  t o  p revent  long wa i t s ,  high p r o b a b i l i t y  
of wa i t i ng  ( l ock  t h r a s h i n g )  , and deadlock. By a n a l q y ,  a page 
management system wi th  on ly  a low l e v e l  page frame schedule r ,  
which a l l c c a t e s  and preempts page francs i n  a f a i r l y  na ive  way, i s  
l i k e l y  t o  produce page t h r a s h i n g  u n l e s s  it is  coupled w i th  a 
working s e t  s chedu le r  which r e g u l a t e s  t h e  number and c h a r a c r e r  of 
p rocesses  competing f o r  page frames. 



V. LOCK HIERARCHIES 3 EXISTING SYSTEE4S: - - 
Soms of t h e  major enhancements of I M S N S  [ 2 ]  a r e  in c h e  a r e a s  of 
lock ing  f o r  enhanced concurrency. With t h e  proqram i s o l a t i o n  
feaxure ,  IMS/VS has a two l e v e l  l o c k  h ie ra rchy:  seqment t ypes  
( s e t s  of records)  , and segment i n s t a n c e s  ( r eco rds )  w i th in  a  
segment type.  Segment t ypes  may be locked i n  EXCLUSIVE (E) mode 
(which corresponds t o  our  exc lus ive  (X) mode) o r  i n  EXPRESS READ 
(R) , 2ETRIEVE ( G ) ,  o r  UPDATE (U) (each of which correspond t o  ou r  
no t ion  of  i n t e n t i o n  (I) mode). Segment i n s t a n c e s  can be locked i n  
s h a r e  o r  exc lus ive  mode. Segment t y p e  r eques t s  are a l l  made a t  
t r a n s a c t i o n  i n i t i a t i o n ,  u s u a l l y  i n  i n t e n t i o n  mode. S e g m n t  
i n s t ance  locks  a r e  dynamically set a s  t h e  t r a n s a c t l o n  proceeds.  
I n  a d d i t i o n  IMS/VS has u s e r  c o n t r o l l e d  s h a r e  locks  on segment 
i n s t a n c e s  ( t h e  *Q opt ion)  which a l low o t h e r  r e a d  r e q u e s t s  but  n o t  
o t h e r  *Q o r  exc lus ive  r e q u e s t s .  IMSNS has no no t ion  of S or  SIX 
l ocks  on segment t ypes  (which would al low a scan of a l l  members of 
a segment t y p e  concur ren t  wi th  o t h e r  r eade r s  but wi thout  t h e  
overhead of lock ing  each segment i n s t a n c e )  . Since  IMS/VS does n o t  
support  S mode on segment t y p e s  one need n o t  d i s t i n g u i s h  t h e  two 
i n t e n t i o n  modes IS and I X  ( s e e  t h e  section in t roduc ing  IS  and I X  
modes) . 
The ideas  presen ted  here  were developed i n  rhe  process  of 
des ign ing  and implementing a n  experimental  d a t a  base system a t  rhe  
IBM San Jose  Research Laboratory.  ( W e  wish t o  emphasize t h a t  t h i s  
system i s  a  v e h i c l e  f o r  r e s e a r c h  i n  d a t a  base  a r c h i t e c r u r e ,  and 
does n o t  i n d i c a t e  p lans  f o r  f u t u r e  IBM products .  ) A subsystem 
which provides  t h e  modes of l o c k s  he re in  descr ibed ,  p lus  t h e  
neces sa ry  l o g i c  t o  s chedu le  r e q u e s t s  and convers ions,  and t o  
d e t e c t  and r e s o l v e  deadlocks has  been implemented as one component 
of t h e  da t a  manager. The lock  subsystem i s  i n  t u r n  used by t h e  
da t a  manager t o  au toma t i ca l ly  lock t h e  nodes of i t s  lock graph 
( see  F igure  11) . U s e r s  can be unaware of  t h e s e  l ock  p ro toco l s  
beyond t h e  ve rbs  l1 begin t r ansac t ion t1  and "end t r ansac t ion1* .  

The d a t a  base is broken i n t o  s e v e r a l  s t o r a g e  a reas .  Each a rea  
c o n t a i n s  a  set of  r e l a t i o n s  ( f i l e s ) ,  t h e i r  i n d i c e s ,  and t h e i r  
t u p l s s  ( records)  a long  with  a  c a t a l o g  of t h e  a r e a .  Each t u p l e  has a  
unique t u p l e  i d e n t i f i e r  (da t a  base key) which can be  used t o  
qu ick ly  ( d i r e c t l y )  add res s  t he  t up le .  Each t u p l e  i d e n t i f i e r  maps 
t o  a  se t  of f i e l d  va lus s .  A l l  t u p l e s  a r e  s t o r e d  t o g e t h e r  i n  an 
area-wide heap t o  a l l w  phys ica l  c l u s t ~ r i n g  of t u p l e s  from 
d i f f e r e n t  r e l a t i o n s .  The unused s l o t s  i n  t h i s  heap a r e  r ep re sen ted  
by an area-wide pool  of f r e e  t u p l e  i d e n t i f i e r s  (i. e. i d e n t i f i e r s  
n o t  a l l o c a t e d  t o  any r e l a t i  on) . Each t u p l e  %elongsw t o  a  unique 
r e l a t i o n ,  and a l l  t u p l e s  in  a  r e l a t i o n  have t h e  same number and 
t y p e  of f i e l d s .  One may c o n s t r u c t  an  index  on any s u b s e t  of t h e  
f i e l d s  of  a  r e l a t i o n .  Tuple i d e n t i f i e r s  give f a s t  d i r e c t  acces s  t o  
t u p l e s ,  whi le  i n d i c e s  g i v e  f a s t  a s s o c i a t i v e  access  t o  f i e l d  
va lues  and t o  t h e i r  corresponding t u p l e s .  Each key va lue  i n  an 
index is made a  l ockab le  o b j e c t  i n  o rde r  t o  s o l v e  t h e  problem of 
nphantomsl* [ 1 ] without  lock ing  t h e  e n t i r e  icdex. we d o  n o t  
e x p l i c i t l y  l ock  i n d i v i d u a l  f i e l d s  o r  whole i n d i c e s  so t h o s e  nodes 



appear  i n  F igure  1 1  on ly  f3r pedagogical  reasons .  F igu re  71 g i v e s  
only t h e  w l o g i c a l l l  l c c k  graph,  t h e r e  is a l s o  a  graph f o r  phys i ca l  
page l o c k s  and f o r  oxher l c w  l e v e l  rLa a C ~ u r ~ e s  . 
A s  can be seen,  ~ i g u r e  11 is c o t  a -Joe.  Heavy u s e  i s  made of t h e  
t echn iques  mentioned i n  t h e  s e c t i o n  on lock inq  DAG's. For example, 
one can read v i a  t u p l e  i d e n z i f i e r  wi thout  s e t t i n g  any index  l x k s  
bu t  t o  l ock  a  f i e l d  f o r  u @ a t e  i t s  t u p l e  i d e n t i f i e r  and t h e  o l d  
and new index key va lues  cove r ing  t h e  updated f i e l d  must be locked 
ic X mode. Further, t h e  t r e e  i s  n o t  s t a t i c ,  s i n c e  d a t a  base keys 
a r e  dynamically a l l o c a t e d  r-o r e l a t i o n s ;  f i e l d  va lues  dynamically 
mt?r, rove around i n ,  and l eave  index v a l u e  i n t e r v a l s  when 
r eco rds  a r e  i n s e r t e d ,  updated,  and de l e t ed ;  r e l a t i o n s  and i n d i c e s  
a r e  dynamically c r e a t e d  and des t royed  w i t h i n  a r e a s ;  and a r e a s  a r e  
dynamical ly  a l l oca t ed .  The implementation of such ope ra t i ons  
observes  t h e  lock  p r o t o c o l  p resen ted  i n  t h e  s e c t i o n  on dynamic 
graphs:  When a  ilode changes pa ren t s ,  a l l  o l d  and new p a r e n t s  must 
be h e l d  ( e x p l i c i t l y  o r  i m p l i c i t l y )  i n  i x t e n t i o n  exc lus ive  mode and 
the node t o  be moved must be h e l d  i n  exc lus ive  mode. 
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Figure 11. A lock graph. 



We g r a t e f u l l y  ac knar lsdge nany h e l p f u l  d i s c u s s i o ~ s  wi th  Jim ??ehl 
and 3rad Wade on how iockinq works in e x i s t i n g  syszerns and how 
chese r e s u l t s  might be b n t e r  p resen ted .  W e  are e s p c i a l l y  
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