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Whatôs a Cloud Service Data Center?

Å Electrical power and economies of scale determine total data center 

size: 50,000 ï200,000 servers today

Å Servers divided up among hundreds of different services

Å Scale-out is paramount: some services have 10s of servers, some 

have 10s of 1000s
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Tutorial Goal:

A data center is a factory that transforms and stores bits

Weôll seek to understand them by

ÅSurveying what runs inside data centers

ÅLooking at what demands these applications place on the 

physical plant

ÅExamining architectures for the factory infrastructure

ÅSurveying components for building that infrastructure
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Agenda ïPart 1

ÅApplications

ïHow are they structured, provisioned and managed?

ÅTraffic and Load Patterns

ïWhat is the load on the infrastructure that results from 

the applications?
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Cloud Services?

Software as a Service (SaaS)

ïSearch, Email, Social Networking, Data Mining, Utility Computing

The Cloud is the infrastructure

ïData Center hardware and software



Hoping You Take Away

What cloud services look like

Core challenges

A better way?



Cloud Components

Data Centers
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Internet
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Cloud Service Components

Internet | Front Ends | Back Ends

ïFront Ends may be in small satellite data centers or Content 

Distribution Networks

ïBack Ends may be in large data centers hosting service specific 

and shared resources

FEs

BE service specific resources

BE shared resources



Challenges

High scale

ï10ôs to 100ôs of thousands of servers

Geo-distribution

ï10s to 100s of DCs, CDN or satellite data center sites

Stringent high reliability and perf requirements

ï99.9th  percentile SLAs

ïCost per transaction / cost per data ñunitò

ïInexpensive components, stripped of internal redundancy

Complexity

ïPlethora of components: Load Balancers, DNS, BGP, operating 

system, middleware, servers, racks  é

ïPlethora of  SW and HW failures
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A better way?
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Contact List Service

Why?

ïEmail, IM, Sync, Gaming, Music, é.

What?

ïContacts, social network info, auth info, invitations, notifications

How big?

ïOrder 1B contact lists, 100K transactions per sec (TPS)

Reliability and Perf?

ïAt the heart of popular interactive services



Observations

Transactions Per Second (TPS)

ïCorrelates with revenue

ïCorrelates with infrastructure spend 

100K TPS is not too large

ïCannot afford to throw memory at the problem

ïHave to go to disk, which is less than ideal

ÈTakes an eternity

ÈFailure prone, slow and complicated 

ïHard to model, non-deterministic with congestion effects

ÈDatabases offer little help

ïNot relational data

ïExpensive and hard to maintain referential integrity



Architecture

Front End Tier

ïServers fronted by load balancers

ïPartitioned by Access partner and access method 

Fast Lookup Tier

ïPartitioning by User ID Ą mapping user to storage

Storage Tier

ïBusiness Logic + Blob Store

ÈBlob = Binary large object

ïBlob Store a shared component

ïIdentity and authentication service another shared component



Solution Characteristics

Significant work on deloading storage

ïAffinitizing clusters of FEs, BEs, Stores

ïClient side caching, delta synchronization

ïDB optimization

ïIn memory compressed data structures

Significant work on systems resilient to storage failures

Significant work on operations automation

A mix of enterprise and purpose built software



Hoping You Take Away
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Cloud Operating System?

No cloud operating system 

ïHandling discovery, deployment, repair, storage, resource 

management, é.

ïAll service developers grabbling with switches, routers,  NICs, load 

balancing,  network protocols, databases, disks 

Creating one is a huge challenge

ïWill we have 4?

Werner Vogelôs remark regarding SaaS dev: fraction of time spent on 

getting the infrastructure right, versus creating new features: 

70% of time, energy, and dollars on undifferentiated heavy lifting



Building it Better?

Two General, Useful Building Blocks

ïAutopilot ïMicrosoftôs Recovery Oriented Computing System, 

supporting Live Search (Bing)

ïGFS ïGoogleôs Distributed File System
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Autopilot Goals

Service developer productivity

ïGet management stuff out of devôs hair

Low cost

ïCommodity infrastructure

ï8x5 ops (not 24x7) with better reliability

High performance and reliability

ïAt massive scale; plethora of SW and HW failures

The 3 motivators of most infrastructure projects 



How?

Automated data center management platform covering

ïProvisioning

ïDeployment

ïFault Monitoring

ïRecovery

Fundamental, and fundamentally different than how 

enterprises and networks are managed today



Autopilot Approach

Fault tolerance philosophy

ïRecovery Oriented Computing (RoC)

ïCrash-only software methodology

Service developer expectation

ïOK to crash any component anytime (for example, by autopilot 

itself), without warning

Not 

ïAutonomic computing 

ïStatistical machine learning

ïByzantine fault tolerant



Fault tolerant services

Applications written to tolerate failure with

ïNo user impact, no data loss, no human interaction

ïAbility to continue with some proportion of servers down or 

misbehaving

ïCapacity to run on low cost, commodity infrastructure

Autopilot incents good habits for distributed systems dev



Autopilot Software Architecture

ÅDevice Mgr

ïSmall strongly consistent 

shared state (the truth)

ÅSatellite Servers

ïWatchdog, Provisioning, 

Deployment, Repair

ÈUse replicated weakly 

consistent state

ÈMonitors alignment of the data 

center intent:  roles and 

behaviors with data center 

reality



Automation

ÅHealth Monitoring ÅFault Recovery

ÅService roles, manifests enforced
ÅWhere misalignment is detected, 

Autopilot fixes it. Makes it so!

ÅRepair escalation: Ignore, Reboot, 

Reimage, RMA

ÅReplicate data, migrate sessions 

before reboot

ÅIgnore?

ÅRMA?

ÅReturn to Manufacturer

ÅData Centers make us rethink 

supply chain mgt



Autopilot Lessons Learned

Ask of the service developer is large, but the return is huge 

(more profound than the automationé)

ïReliability and high perf at scale

ïRefactoring of applications for autopilot increased overall reliability 

Guard rails needed

ïOver sensitive watchdogs or busted logic can trigger too much 

repair (false positives)

ÈFailing limits (repair should not be not worse than the disease)

Autopilot is ñslow twitchò 

ïDetection and repair in 10s of minutes

ÈTransient spurious failures more likely than real ones

ÈThere are places where this doesnôt worké
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Distributed File Systems

Cosmos (MSFT), GFS* (GOOG), Hadoop (Apache)

ï100s of clusters

ïPBs of data on disk

Goals (again)

ïService developer productivity

ÈGet storage management out of their hair

ïVery low cost

ÈSATA as opposed to SCSI drives

ïHigh performance and reliability

ÈAt massive scale, ongoing HW failures

ïSW relatively stable

ÈEvery disk is  somewhere in the midst of corrupting its data and 

failing

*SOSP 2003



But FirstéWhat About SANs?

Storage Area Networks

ïThe Good

ÈVirtualized Storage

ÈAPI: read, write small fixed size blocks  (e.g., what SQL sever 

expects)

ïThe Bad

ÈSpecialized hardware

ÈFiberchannel, Infiniband  0 loss networking

ïThe Ugly

ÈHead nodesïspecial machines blessed to access the SAN

Good abstraction, expensive execution

ïPopular in the enterprise

ïUnpopular in the cloud



GFS

Designed to meet common case workload

ïVery large file (multi-GBs) processing

ÈE.g., search logs, web documents, click streams

ïReads to large contiguous regions

ïWrites that append to rather than overwrite data

Familiar API

ïcreate, delete, open, close, read, and write files



GFS Architecture

One giant file system

ïA network share (append only)

How to write good apps on GFS

ïMove work to the storage (access local replicas)

ÈGreat sequential IO on SATA drives

ïMap Reduce



Observations

Large Chunk Size

ïReduced frequency of client:master, client:chunkserver interaction

ïIncreased IO efficiency

Decouple flow of data from flow of control

ïSingle master for metadata, reliably persisting a log

ÈCentralized system-wide decisions (optimized chunk 

placement) 

ïSingle master (chunkserver) for each chunk, serializing updates to 

the chunk

ÈHeavy lifting done by the chunk servers

Simplicity

ïAppending more efficient and resilient to failures than overwriting

ïJust a file system that works; optimized for the common case

ÈGFS abstracts data reliability and data distribution



Lessons Learned

Within the trust domain, devs still step on each other

ïSolutions: ACLs, copy on write (can roll back), encryption

Silent data corruption Ą GFS level checksums

ïHard to drive out weird corner case bugs

ÈOS drivers, firmware

ÈWill spend significant time on these

Big win not just the technology but the habits that comes with

ïOptimizing for serial IO (Map Reduce, Big Table)



Perspective

What cloud services look like
ïUser -> DC traffic management

ïFront ends, DOS/DDOS protection, load balancing, etc

ïBack end processing

ïStorage

Some of the core challenges
ïReliability

ïPerformance

ïCost per transaction / cost per data ñunitò

Is there a better way?
ïHigh scale is the way out

ïLights out operations + fault tolerant software

ïAmortized storage, redundancy

ïLoosely coupled services

ïAggressive timeouts and ñoptionalò elements
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Measuring Traffic in Todayôs Data Centers

80% of the packets stay inside the data center

ïData mining, index computations, back end to front end

ïTrend is towards even more internal communication

Detailed measurement study of data mining cluster

ï1,500 servers, 79 ToRs

ïLogged: 5-tuple and size of all socket-level R/W ops

ïAggregated in flows ïall activity separated by < 60 s

ïAggregated into traffic matrices every 100 s

ÈSrc, Dst, Bytes of data exchange



Flow Characteristics

Median of 10 

concurrent 

flows per server

Most of the flows: 

various mice

Most of the bytes: 

within 100MB flows

DC traffic != Internet traffic



Traffic Matrix Volatility

- Traffic pattern changes 

nearly constantly

- Run length is 100s to 

80% percentile; 99th is 

800s

- Collapse similar traffic 

matrices (over 100sec) 

into ñclustersò

- Need 50-60 clusters to 

cover a dayôs traffic



Today, Computation Constrained by Network*

*Kandula, Sengupta, Greenberg,Patel

Figure: ln(Bytes/10sec) between servers in operational cluster 

Great efforts required to place communicating servers under the same 

ToRČ Most traffic lies on the diagonal 

Stripes show there is need for inter-ToR communication



Latency

Propagation delay in the data center is essentially 0

ïLight goes a foot in a nanosecond; 1000ô = 1 usec

End to end latency comes from

ïSwitching latency

È10G to 10G:~ 2.5 usec (store&fwd); 2 usec (cut-thru)

ïQueueing latency

ÈDepends on size of queues and network load

Typical times across a quiet data center: 10-20usec

Worst-case measurement (from our testbed, not real DC, with all2all 

traffic pounding and link util > 86%): 2-8 ms

Comparison:

ïTime across a typical host network stack is 10 usec

ïApplication developer SLAs > 1 ms granularity



What Do Data Center Faults Look Like?

Need very high reliability near top 

of the tree

ïVery hard to achieve

ÈExample: failure of a 

temporarily unpaired core switch  

affected ten million users for four 

hours

ï0.3% of failure events knocked out 

all members of a network 

redundancy group
Ref: Data Center: Load Balancing Data Center Services , 

Cisco 2004
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Congestion: Hits Hard When it Hits*

*Kandula, Sengupta, Greenberg, Patel



But Wait Thereôs More
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Agenda ïPart 2

ÅComponents for Building Networks

ïSwitches

ïLinks

ÅRequirements

ïWhat does the DC infrastructure need to provide to 

best support the applications?

ÅNetwork Architectures

ïConventional

ïModern Proposals

ÅPhysical Plant & Resource Shaping

ïPower provisioning and utilization
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Conventional Networking Equipment

Ports

ï8 port 10G-X - $25K

ï1GB buffer memory

ïMax ~120 ports of 10G 

per switch

Integrated Top of Rack 

switches

ï48 port 1GBase-T

ï2-4 ports 1 or 10G-x

ï$7K

Load Balancers

ïSpread TCP connections 

over servers

ï$50-$75K each

ïUsed in pairs

Modular routers

ïChassis $20K

ïSupervisor card $18K

Total price in common configurations: $150-200K (+SW&maint)

Power: ~2-5KW



48

Switch on Chip ASICs

Å24 ports 10G Eth (CX4 or SFP+) - $4K to $10K

ï2MB of buffer memory, 16K IPv4 fwd entries

ï~100W power

General purpose CPU

for control plane

Switch-on-a-chip ASIC


