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New botnet enslaves millions of PCs In
just three months
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4  Anewly-discovered botnet is ‘practically indestructible’, security researchers say.
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Main modules

*‘MBR infector — bypass drivers digital signatures
protection

*x64 rootkit — TDSS works on every modern
Windows system

*Clicker — clicks banners and links

*Target on Black SEO — promoting web site via
Google, Bing, Altavista and more
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Affiliate Network

)
R
PLATINUM

GangstaBucks.com - it on time!
= We pay for all inga‘ayl?s!

» Two Affiliate Networks are spreading TDSS
« 20 - 200 USD for 1 000 installs
« Affiliates installs TDSS via SPAM, Worms, Exploits and etc.

KASPLRKY



Malicious DHCP
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Boot

BEGLLLE LR

seqdoo: 0e3F HookedInt13h:

seqOoB:8683F 9C pushf

seqdfo: 0648 88 FC 62 cmp ah, 2 ; Read Sectors From Drive

seqBBf: 8043 74 OB jz short ifRead ; save function number

§ DDODOOOOG : HD cfg.ini 1ve
0DOOOO] - I2 @ IT
DDOOO0E D = @z UIS ;/Embr
nOOOOO3 0 : B 8 wox
MO m = E:lIS;;Zhckfg.tmp
DOOOOOS 0 : ) * Bk
DDOOOOE o - JrUSTEcmd .d1l 0 [
DOOOOO 0 - ~ % UD
DOOOOOE 0 = 0:US7E1ldr16
DDOOOOT O - ™ 4 *x
DDOOOOAD H; S E1dr32
e >2 b Ty [
DOOOOOCH = I USHE1dr64
nnooOOODo : HR = €A
DDOOOOED - LIS iEdrubd
DOOOOOFD : bl E  Hw
DOOOO1 0o - HK S 57Ecmdb4.d11
DDOOO1 1 0= 0 u fo
DDOOO1 20 : aCUS Edru 32 ;
000001 30: v 0 DOt [
DOOOO]1 40 = ECUS &
DDOOO150 -

seqB00:088a 68 pusha

seqO0B: 06888 9C pushf

seqB80:0688C 2E AD E3 B3 mov al, cs:3E3h

seqOfp: 06898 3C 42 cmp al, : B

seqbop:pp92 75 1E jnz short notExtendedRead

(L LU L ILL LU By Y L LLULLI R L L LUy LU L LY R LI L LT Sy UL LR LU L LY S L1 L Ry L1 Ll G U T LTS L L LT Ry L L LTSy U L1y LU L Sy U1 L LISy LI L LBy L L LY

000001 Fm: OO 00 00 D0-00 00 00 00-00 00 00 O00-00 00 @O0 G
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Reversing TDSS
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Client to Server

1. Original request

command|noname|30127|0]0.03|0.15]5.1 2600 SP2.0|en-us|iexplore|351|0 and
Benchmark(20000000:md5(1))}1614895754

2. RC4 or its modification where Key is the targeted host name

Xb7U>tojl\+ 3—/CUY>Ko|H>4LxoYu@_ P F_Mlaw?:blp—d;_fi @ §ov0ssl
3. BASE64
riwrit0aLOPIWZtL7hntuzRMB3hv0/cUQL4QRrxNIeB3

4. Additional trash
4EszDdXaN1U+dP5qgrlwritOaLOPIWZtL7hntuzRMB3hvO0/cUQL4QRrxNIeB3DDr

5. HTTPS
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Server to Client

1. Set Name parameter — additional unique key for RC4 or its modification

h J
BN
SetHamePram:
HE8 push 8
GEC mou edi, offset aSetname ; ""SetHame"
B6C mov esi, ebx
ooc pop ecx
008 =or eax, eax
608 repe cmpsb
008 jnz short loc_100062759
]
 J Yy
BEENLL BERNLL
HE8 movu eax, offset WiteBSH
008 jmp short loc_1808276C loc_18882759: ; 1pProcHame

668 push ebx
HUC push [esprHCh+3tr1] ; Stri

610 =or eax, eax
610 call LoadLib
668C push eax ; hHodule

610 call GetProcAddress
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ANALYZING FUNCTIONALITY
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Analyzing p2p functionality

KAD.DLL algorithm:

1. Share encrypted file named as “ktzrules”

2. Upload kad.dll on TDSS infected PCs

3. Kad.dll loads public nodes.dat file with KAD Client/Servers IPs
4, Kad.dll searchs for “ktzrules” file in public KAD network

5. Kad.dll downloads “ktzrules” and executes commands

© X - @

Shared files Messages  Statistics Preferences Import About

d.dil(4) K tkad.dll(4)
File Name ize ource e FilelD
kad.dll n CBE511902C63842F153B568482A3FA3B
kad.dll 25k Any 33DC32895EC0831842CB8012B5A87D77
kad.dll ny AD48EAD3EOA4458E4CATED712A4C60A
kad.dll ny C522DE42B450FF9777F1B8529D642B02
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Analyzing p2p functionality

KAD.DLL functions:

1.

2.

. ConfigWrite — write In
. Search — find specified file

. Publish — publish specified

SearchCfg — find “ktzrules”
fille with commands
LoadExe — Find and
download exe file from KAD

Public KAD Net TDSS KAD Net

Nodes.dat with
Clean and Infected
users IPs

Default
nodes.dat.

configuration file
in KAD

file

. Knock — download new

nodes.dat file
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BIG BROTHER

13 WATCHING
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active bot
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Installs and proxy

e T

PrROXY
The faztest anonymous proxies

proxy, proxy Server, free proxy, ancnymous proxy

Private and nuhlic nraviae far a froa toet |
@ Preferences | AWM Prosxy Tml_s_ ‘..‘ == _th]

2 &

hain Additional

| I'm AWM Proxy client! Free test
Login: Register
Password: Lost password?
Authorization method: | Login and passwerd (recommended) -

¥ Use quality filter for HTTP/50CKS

Minimal uptime: 255 min.
Minimal speed: 1001 kB/sec.
Maximum proxy count: 300~

OK ] |F{estoreDefauIt5| | Cancel |
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Anti-Virus

*Gbot
o/euS
Clishmic
*Optima

Full list includes
~30 malware
families name

me :18882C4D
me -10882C4D
me :18882C4D
me :18882C4E
me :18882C4F
me :18062C58
me :10882C52
me -108082C53
me :1080862C58
me :188682C5D
me :180882C62
me :180882C67
me :10882C60
me - 18882CaD
me :180882C72
me :1808682C73
me :1080882C78
me :188682C7D
me :10882C7E
me :1080862C83
me :10062C88
me :1080862C89
me :180882C8A
me :108682C8F
me :168862C98
me :1808682C95
me :180862C9A
me :180862C98
me :18062CA0
me :10882CA5
me -10882CAR
me :18882CAF
me :18882CB4
me :1808682CB5
me :1080882CBA
me :10882CBF
me -18882CCY
me :188682CC9
me :188682CCE
me :18882CCF
me :188682CD4%
me :108682CD5
me :188682CDA
me :18882CDF
me :18882CE4
me :18882CE5
me :10882CE6
me :10882CE7
me :18882CE7
me :18882CE7
me :18062CES
me :100882CES
me :10862CES

age
ags
aag
anec
aac
810
014

a1c
aza
aac
a1a
g1a
814
618
818
a1c
aza
aac
g1a
814
618
a1c
aza
aac
g1a
814
818
a1c
aza
aac
g1a
814
818
a1c
aza
aac
g1a
814
818
a1c
aza
aac
088
a8y
aaa

18
67

11}

L)
45

45
Fi

11

43
Fu4

2B
45
45
45
Fu4

2B
45
45
45
Fu4

2n
ny

46
Fh4

a8
FF

10
FF

18

FindOthreBots proc near ; CODE XREF: runme:1880340a)p
push ebx
push esi
push edi
%xor ebx, ebx
push ebx
push offset sub_10002B8D
push offset aSuchost_exe ; "+#suchost.exe”
push offset aSvchost ; “suchost™
push offset aRegistryMach_3 ; "“‘\registryvimachinei\SOFTUAREN\Hicr
call ChkReg
push ebx
mou edi, offset sub_10886829BC
push edi
push offset aShell_exe ; "=shell._exe”
mov esi, offset aShell ; "Shell"
push esi
push offset aRegistryUserSo ; "‘wregistryiiuseri\is \SOFTUAREN\Micr
call ChkReg
push ebx
push edi
push offset asc_100841D8 ; "=
push esi
push offset aRegistryMach_1 ; "‘\registryiimachinei\SOFTUAREN\Mick
call ChkReg
push ebx
push offset sub_10002BE3
push offset aDwm_exe ; “=dun.exe’”
push offset aload ;5 "Load"
push offset aRegistryUser_8 ; "‘iregistryiiuseri\is \SOFTUAREN\Micr
call ChkReg
push ebx
push offset ChkProxyEnable
push offset aHttp127_6_6_ 15 ; "hitp=127.08.0.1:56370"
push offset aProxyserver ; "ProxyServer”
push offset aRegistrylUser_1 ; "‘wregistryiiuseryis \SOFTUARE N\ Micr
call ChkReg
push ebx
push offset sub_10002AB6
push ebx
push offset aProxyenable ; "ProxyEnable™
push offset aRegistryMach_4 ; "““‘registryvimachine W SYSTEHY =\ Har
call ChkReg
pop edi
pop esi
pop ebx
retn
FindOthreBots  endp
; s============== § UBROUTIMNE
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Getting stats
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Getting CnC stats

60 proxy CnCs
3 MySQL DBs Other

25%

2% BR
2%

5I\/I mfected PCS In 3. months

wwB0,/sPIIC/+Nsg 53 2
© 2%
4.0 |:.:|:|"|'[:|Elt'i|':|- 2y I o
2%

TH mx
2% 39 T
_ - 3%
beﬂd1ng_reque5t... ’
Processing HTTP response

HTTP - o

HTTP h s C 5 Mar 2011 16:41:08 GMT> cader: <Content-Type: text/html= cade

Encrypted datsz
{"res u1f IUS":"631925 X' 2" 592 1= : :'F¥6R31L3, "IN 71901, "FR"
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Summary

‘MBR infector — bypass drivers digital signatures protection
*x64 rootkit — TDSS works on every modern Windows
system

Clicker — click banners and links

*Target on Black SEO — promoting web site via Google, Bing,
Altavista and more

*P2P botnet — no servers, no centers, sophisticated crypto
protection for command file in hidden KAD network.

Own AV — detects more then 30 malware families
Clients Proxy —additional anonymizer via infected PCs

5 millions infected computers
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http://www.facebook.com/KasperskyConference
http:/lwww.kaspersky.com/educational-events
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