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Search Engine Basics

• Crawler

– Crawling policy

• Page classification & indexing

• Static ranking

• Query processing

• Document-query matching & dynamic ranking

– Diversity



• Goals of web crawling

– Retrieve web page content seen by browser users

– Classify and index the content for search ranking

• What is a monkey?

– Automation program that mimics human user 
behavior



Stateless Static Crawling

• Assumptions

– Input to the web server: the URL

• Stateless client

– Output from the web server: page content in 
HTML

• Static crawler ignores scripts



Stateful Static Crawling

• We all know that Cookies affect web server 
response 

• HTTP User-Agent field affects response too

– Some servers may refuse low-value crawlers

– Some spammers use crawler-browser cloaking

• Give crawlers a page that maximizes ranking (=traffic)

• Give users a page that maximizes profit



Dynamic Crawling

• Simple crawler-browser cloaking can be 
achieved by returning HTML with scripts

– Crawlers only parse static HTML text that 
maximizes ranking/traffic

– Users’ browsers additionally execute the dynamic 
scripts that maximize profit

• Usually redirect to a third-party domain to server ads

• Need browser-based dynamic crawlers to 
index the true content



Search Spam Example: Google search “coach handbag”
Spam Doorway URL = http://coach-handbag-top.blogspot.com

http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/


http://coach-handbag-top.blogspot.com/ script execution led to 
redirection to topsearch10.com



Static HTML text indexed by a static crawler



Link spam from a spammed forum



Changing the Battleground

• Traditional static 
crawler

• Static page-content 
index: spammers’ 
preferred battleground

Spammed
Forums

Spam
Doorway

99% Static
Bogus Page

Link to

Spam
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1% Dynamic
Script

1% Dynamic
Script

Redirection
Domain

Redirect

New Battleground

• Strider dynamic crawler
• Dynamic program-behavior index:
 Redirection traffic analysis -

“Follow the Money” to their 
headquarters - our preferred battleground



Simple Obfuscation



Advanced Obfuscation



Challenges in Scalable Dynamic Crawling

• Asynchronous, stateful crawling

• Caching of shared secondary-URL pages

• UI/screen display issues

• Enhanced index containing visual information

• Re-trained ranking components



Non-redirection Spam Examples 

http://www.google.com/notebook/public/18342072077318071616/BDQKlIgoQx-nSn6cj

http://groups.google.com/group/obfs-1/web/craiglist

http://www.google.com/notebook/public/18342072077318071616/BDQKlIgoQx-nSn6cj
http://www.google.com/notebook/public/18342072077318071616/BDQKlIgoQx-nSn6cj
http://www.google.com/notebook/public/18342072077318071616/BDQKlIgoQx-nSn6cj
http://groups.google.com/group/obfs-1/web/craiglist
http://groups.google.com/group/obfs-1/web/craiglist
http://groups.google.com/group/obfs-1/web/craiglist


• Click-Through Cloaking (CTC)

• Search click-through visitors and direct visitors see 
different pages

• Server-side cloaking

• Web server checks Referer field of HTTP header

• Advanced cloaking: distinguish spam investigation-
style queries from regular search queries
– Ignore click-throughs from “url:” (or “info:”), “link:”, 

“linkdomain:”, “site:” queries

• But client can fake HTTP Referer field

Interactive Dynamic Crawling



• Client-side cloaking

• Client-side script checks local browser’s document.referrer
variable

var url = document.location + ""; exit=true;
ref=escape(document.referrer); 
if ((ref.indexOf('search')==-1) && (ref.indexOf('google')==-1) 
&& (ref.indexOf('find')==-1) && (ref.indexOf('yahoo')==-1) 
&& (ref.indexOf('aol')==-1) && (ref.indexOf('msn')==-1) 
&& (ref.indexOf('altavista')==-1) && (ref.indexOf('ask')==-1) 
&& (ref.indexOf('alltheweb')==-1) && (ref.indexOf('dogpile')==-1) 
&& (ref.indexOf('excite')==-1) && (ref.indexOf('netscape')==-1) 
&& (ref.indexOf('fast')==-1) && (ref.indexOf('seek')==-1) 
&& (ref.indexOf('find')==-1) && (ref.indexOf('searchfeed')==-1) 
&& (ref.indexOf('about.com')==-1) && (ref.indexOf('dmoz')==-1) 
&& (ref.indexOf('accoona')==-1) && (ref.indexOf('crawler')==-1)) 
{ exit=false; } if (exit) { p=location; r=escape(document.referrer); 
location='http://ppcan.info/mp3re.php?niche=Evans, Sara&ref='+r }



• Advanced cloaking

Function is_se_traffic() {
if ( document.referrer ) {

if ( document.referrer.indexOf(“google”)>0
|| document.referrer.indexOf(“yahoo”)>0
|| document.referrer.indexOf(“msn”)>0
|| document.referrer.indexOf(“live”)>0
|| document.referrer.indexOf(“search.blogger.com”)>0
|| document.referrer.indexOf(“www.ask.com”)>0) 

{
If ( document.referrer.indexOf( document.domain )<0

&& document.referrer.indexOf( “link%3A” )<0
&& document.referrer.indexOf( “linkdomain%3A” )<0
&& document.referrer.indexOf( “site%3A” )<0  ) 

{ return true; }
}

}
return false;

}



Cloaking Examples



Cloaking Examples



Combo cloaking with obfuscation
mywebpage.netscape.com/superphrm2/order-tramadol.htm

• Extract document.referrer and report it to spam 
server (which hides cloaking logic)

<script> var params="f=pharmacy&cat=tramadol";

function kqqw(s) {
var Tqqe=String("qwertyuioplkjhgfdsazxcvbnmQWERTYU
IOPLKJHGFDSAZXCVBNM_1234567890");

var tqqr=String(s); var Bqqt=String("");
var Iqqy,pqqu,Yqqi=tqqr.length;
for ( Iqqy=0; Iqqy<Yqqi; Iqqy+=2) { 

pqqu=Tqqe.indexOf(tqqr.charAt(Iqqy))*63;
pqqu+=Tqqe.indexOf(tqqr.charAt(Iqqy+1));
Bqqt=Bqqt+String.fromCharCode(pqqu);

}
return(Bqqt);

}

eval(kqqw('wKwVwLw2wXwJwCw1qXw4wMwDw1wJqGqHq8qHqSqHw_  …
Bw1qHqSqHq0qHqFq7'));        </script>

http://mywebpage.netscape.com/superphrm2/order-tramadol.htm
http://mywebpage.netscape.com/superphrm2/order-tramadol.htm
http://mywebpage.netscape.com/superphrm2/order-tramadol.htm


Strider SearchMonkey

• Find an appropriate query string

– Anchor text, URL ‘subcomponent’, etc.

• Submit the query to a search engine

• Insert the to-be-crawled URL, if necessary

• Click through the URL



Comprehensive Dynamic Crawling

• Drive-by downloads
– When a vulnerable browser visits a malicious Web 

page
• Code Obfuscation

• Third-Party Redirection
– Content Provider  Exploit Provider

• Vulnerability Exploits

• Malware Installation

– All without any user interaction



Drive-by Download Examples



Strider HoneyMonkey



HoneyMonkey versus Honeypot

• Traditional honeypots
– Passive, server-side honeypots that mimic vulnerable 

network services
• Wait for attacks from malicious client machines

• Strider HoneyMonkeys
– Active, client-side honeypots that mimic humans using 

vulnerable client software (e.g., browsers)
• Seek attacks from malicious server machines

– Need a list of URLs to visit

– Precise attribution for detected exploits
• Exploit URLs can be passed on to others for repro
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• Behavior-based detection: detect software 
installation following a successful vulnerability exploit
– Wait a couple of minutes and check for files created 

outside IE sandbox

– Strider systems management approach to cybersecurity

• Can capture both known-vulnerability and zero-day 
exploits

• Use a pipeline of Virtual Machines (VMs)
– Each with a different patch level to determine the strength 

of an exploit

– Ease clean-up & automation

Key Idea: Black-box Exploit Detection
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The HoneyMonkey Pipeline
Different Client-side Software Versions
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SUMMARY

• Adversarial web crawling

– “Web program”, not just “web page”

– “Program behavior”, not just “page content”

– Dynamic crawling – scripts & redirections

– Interactive crawling – mimic targeted audience

– Stateful crawling – client machine state as input

– Comprehensive web program behavior analysis
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Spam Double-Funnel
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