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Search Engine Basics

Crawler

— Crawling policy

Page classification & indexing
Static ranking

Query processing

Document-query matching & dynamic ranking
— Diversity



* Goals of web crawling
— Retrieve web page content seen by browser users
— Classify and index the content for search ranking
 What is a monkey?

— Automation program that mimics human user
behavior



Stateless Static Crawling

* Assumptions
— Input to the web server: the URL
* Stateless client

— Output from the web server: page content in
HTML

 Static crawler ignores scripts



Stateful Static Crawling

e We all know that Cookies affect web server
response

e HTTP User-Agent field affects response too
— Some servers may refuse low-value crawlers

— Some spammers use crawler-browser cloaking
* Give crawlers a page that maximizes ranking (=traffic)
* Give users a page that maximizes profit



Dynamic Crawling

* Simple crawler-browser cloaking can be
achieved by returning HTML with scripts

— Crawlers only parse static HTML text that
maximizes ranking/traffic

— Users’ browsers additionally execute the dynamic
scripts that maximize profit

e Usually redirect to a third-party domain to server ads

* Need browser-based dynamic crawlers to
index the true content



Search Spam Example: Google search “coach handbag”
Spam Doorway URL = http://coach-handbag-top.blogspot.com

a coach handbag - Google Search - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools  Help | ,’
J Gﬁack - \_J - \ﬂ \ELl ._l\] | P ! search “;\?’ Favarites €T| A\ J?. ﬂ - ﬁ ‘53'5,?? @J f
J.ﬁ.gldress @http:,l',l'www.gu:u:ugle.u:u:um,l'search?hl=en&lr=&q=cnach+handbag j G
_ _ Buy Mow a Quality Mame Brand -
Coach Handbag - Handbags & YWallsts - Compare Prices, Reviews Handhag at a Low Pricel
and ... weeew. nyhandbag-direct. com

Coach Handbayg - 25 results like the COACH gray signature bag, American Ywest
Painted Fony small coach bag, COACH Signature Patchwaork Shoulder Tate (Replica ...
wonnny nextag. comicoach-handbag/search-html - 90k - Cached - Similar pages

More Sponsored Links @

coach handbag

Furses e. G. As if coach handbag she had received some other flexible material. And our
coach handhag bank tt in the issue of paper cloth, thin plastic or ..

coach-handbag-top blogspot. coms - 22k - Cached - Similar pages

eBay - coach handbag, ‘WWomen's Accessories, Handbags, Fragrances ...
Buy coach handbag, YWomen's Accessories, Handbags items on eBay. Find a huge
selection of Fragrances, Wintage items and get what you want nowd

search.ebay. com/coach-handbag - 114k - Cached - Similar pages

Coach Handbags Outlet | Ecnafidel uxury

Authentic Coach handbags outlet. Discount Coach bags, purses, wallets, belts and woman
ACCRSSOres.

wannie bonafideluxury. comd - Bk - Cached - Similar pages
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http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/

http://coach-handbag-top.blogspot.com/ script execution led to
redirection to topsearch10.com

a TopSearchl0 - Search Results - coach handbag - Microsoft Internet Explorer

File Edit ‘iew Favarites Tools  Help | -‘.'
g A - e : 3 i "y T

\__)Ekack - \u‘,l - \ﬂ @ ,_ﬂ ijEarch “}\{‘ Farvarites €‘E| = _J @ ﬂ ?&?E '3

Address Iﬂj hikbpe f vy bopsearch10, comy'search . php?aid=56979%0=roach+handbag j Go | Links **

|»

o= 4. coach handbag Search |

Only Relevant Results

Top Web Results: Related Searches
1. Handbag Discount Coach o
Handbag links, tips and deals at CouponMaountain Handbag
URL: http: Ay, couponmountain.com (Sponsored Link) Coach Bag
_ _ Coach Handbag
2. Quality Bags at Wholesale Prices Dizcount
Great deals on bags. Huge selections and amazing low prices, Coach Purse

URL: http:/fwwee. Bagsthaolesale com (Sponsared Link) Coach Outlet
3. Coach Handbags - Buy at DealTime. com! Eﬁach Eandﬁal_gl O;Em
Save time and money every time you shop! DealTime |ets you compare Bdp Loach Handbay
products, prices and stores for free. Find the Web's best prices in Wyholesale Coach
seconds, Handbag
URL: http:/fwweee. DealTime. com (Sponsored Link) Clutlet

Coach Handbag Furse =l

&) Done l_ l_ l_ l@ l_ 4 Internet
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Static HTML text indexed by a static crawler

3 coach handbag - Microsoft Internet Explorer

File Edit Vew Favorites Tools  Help
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Link spam from a spammed forum

“JDOG LEAF BBS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | ;’,'
Y " -'\_I _FI-|I % k 1'\-‘. (=l a3 e}
\_#}Ba-:k > B \ﬂ \ELI .'_\J | P ! Search *( Favarites @f T - @ ii 3‘3’%& ’i
Address :@ilhttp:,l',l'u:u:.msnscache.mm,l'cache.aspx?q=46935960526198dang=en-LlS&mkt=en-LIS&FORM=C'-.-'RE4 j o | Links *
a]

EFH {315E: payday loan 2150 2006/10/23(Man? 02:06 Mo 867 igfg|

<a href=" http/ A faxless—mvday—loan—new blogspot com ™ > faxless payday loan </ a><a

hiref=" http:/ / guick—pavday—loarn—new blogspot com > guick pavday loan </a><a

hiref="http:/ / no—faxing—pavday—loan—new blogspot com > no faxing payvday loan < a<a

href=" http:/ ¢ pavday—advance—loan—rnew blogspot com ™ » peyvday advance loan </ax<a

href="http:/ / had—-credit—-pevday—loan—rew blogspot com ™ > bad credit payvday loan < ax<a

href="http:/ /instant—pavdav—loan—new blogspot com ™ > instant payday loan < ax<a

href=" http:/ / money—tree—payvday—loan—new blogspot com © > money tree payday loan < a><a

href="http:// no—teletrack—peyday—loan—new blogspot com © »no teletrack payvday loan < a><a

hiref=" http:/ / pevday—loan—uk—new blogspot com "> payday loan uk </a2<a

hiref=" http:/ A david—vurman—ewe lny—rnew blogsmt com © > david vurman ewelny <72 <a

href=" http:// pwelry—appraiser—new? blogspot.com © > pwelny aporaiser <5a> <a

hiref="http// Ewish—ewelny—topblogspotcom ™ Ewish ewelny <Aa% <a href=" http/ famber—

silver—ewelny—hbest blogspot.com © 3 amber silver pwelry <78 <a href=" http/haltic—amber—

silver—jpweln? blogspot com © > kaltic amber silver pwelry <722 <a href=" http// pweln—

boxes? blogspoteom ™ Ewelny boxes <758 <a href=" http/ Azales—pwelry—top blo gspot com
‘ ‘ "» rales pwelry /5> <a href=" http/ A tiffarvs—ewelry—new? blogspot com © > tiffanys ewelry

o <Ay <a href="http/ F pandora— pwe lny—new? blogspotcom “ > mandora pwelny <Aar <a

hiref="http:/ /lia—sophia— pwelny—rnew? blogspot com > lia sophia ewelny <Aa> <a

href=" http:/  kave—pwelny—new? blogsmot com ™ kays ewelny <2 <a href=" http// jareds—

Ewelry-new? blogspot.com © > jareds pwelny <Aar <a href=" http// Bred—galleria—

new? blogspat.com "» jared galleria <3 <a href=" http/ S gordone— pwe lry-new? blogspot com

"y mordons pwelny {/ar <a Firef=" http:// friedmans—jewelry-new2 blogspot.com " friedmans

Ewelr"_\.r <x’a> <a href=" httpd A brighto n—jpwel newE blogspot com "> brighton ewelny < a3 <a

SICIMl o coach—handbao—ton blo ospot oo e etTs sl s=1s s s =T- R A= P =t

Firef=" httpfﬁ’gucm handbag—new. blo gspot. com > gucci handbag </ a> <a

hiref=" http:/ replica—handbao—new blogspot com ™ > replica handkbag <52 <a

href— httpr’f’prada Fandbag—rnew? blogspot.com ™ praca handbag </a> <a
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Changing the Battleground

* Traditional static '
Spammed
crawler
. Forums
* Static page-content

index: spammers’ 111 Link to
preferred battleground Spam Spam
Doorwa w
99% Static 1% Dynamic 1% Dynamic
B P Script Script
New Battleground —"5255 N —F
e Strider dynamic crawler Redirect

e Dynamic program-behavior index:
» Redirection traffic analysis -
“Follow the Money” to their

Redirection
Domain

headquarters - our preferred battleground




Simple Obfuscation

4+ OnlineGp.com:

http-//blackjack-score. com/
<Script=
eval(windo+'w.loc'+ ati+'on.r+'eplac’+e("ht'+ip. +ww'+'w.on'+lineg +'p.com™+1)" |;
</Script>

+ TopMobile10.com: %74\%6F\%701%601%6F1%621%69\%6C\%65\%311%301%2E\%63\%6F\%6D = topmobile10.com

http://d-6010-nokia-ringtone. blogspot com/
<scrpt=eval{unescape(\ b4\ %6 %63\ % 75\ %00 %65\ W 6E 6 T4\ % 2E %6 C\ %6 %00 3\ %6 1136 T4\ 3069\ % 6P\ S0 bE 3 3D\ 22\ 26 68\ 36 T4V T4 % TOW%e 3AV % 2P\ % 2P\ % 7T
Ve T 96T N3 2E e T4\366F %% 7036601 366F 306213069\ 36 C % 65196 3 113630036 2B\ 363\ 36 6F 3660 36 2F 36 T 3136651966 1136 T 21366 313068196 2E % T\ 3668\ 36 TS 3F 306 1\%
BO\664\96300 % 3306301363610 3213635196 26026 T 3966 1196691 2664196 3DV TR\ 30 3306 26\ 30 T 1196 30N 3 T2\ M6 9\ 36 E V266 T\ 96 T4\ 96 BF 26 6E\ 365\ 36 2219 38") )</ script=




Advanced Obfuscation

<+ ABCSearcher.com:

1

h

s+="0p" 5+="q"5+="rs" 5+="t"5+="u"s+="W".5+=

i

<script>
function ebbcd(ar)

{
ff{r)fvar 962-[] s="ab";s+="c";s+="d";s+="ef";s+="gh";5+="1}k";s+="Imn";

“l
+
I
N
o
A
I
L
:T'
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for(|-0'|<s length; |++)e|2(s charAt(i). toUpperCase0]=scharAl((|+13)%2G) toUpperCase(),
i""' for(i=0;i<a length;i++)}{b=a charAt(i),s+=(b>="A'&&b<=7|b>="a'&&b<="Z"?ei2[b] b} }return s;}

ebbcd(qbphzrag’ 1)+ ‘+ebbcd(ybpngvba=', 1)+k+ebbcd(ugge +g+t+a+™ 1))

11 -
<SCRIPT LANGUAGE="JavaScript™>
<1
ar temp=""i,c=0,0ut=""var str="60!115/99!114!105!112!116!62!13!10132!102/1171110199!1161105!111/110!32182!40!41/123!13!10/32!118197!114!32/821101!
OUTTTTII0!M 17!10911011110!116!46!11411011102!1011114111411011114!59!13110132132113!1013211051102!32!40182!1011102!45!105!1101100110111201791102140!39!45!
10311 1111111103108110114613914113316 1145141321241 24132182110 11102146110511101100110 111201791 1021401301461109111511 1014613014 1336 114514913211241124132821101
102146!105!1101100110111201791102!40139146!121197!104!111111114613914 113316 11451491321124!124132!8211011102!45!105!110!100!1011120179!102140!39146!9711111108!45!39!
41133151145149132!12411241321821101!102146!105!1101100!101!1201791102!40!39!45!9711151107146!39!4 113315 1145/49!32!124!124!32!82!1011102!46!105!110110011011120179!
102!140!39146!971108!116!9711181105!115!11619714613914 113316 114514914 1113110/32132!1231321100!111199111711091101!110!116!46!119!114!105! 11610 11401321601 1159911 14!
10511121116!321108197!110!103!1171971103!101!61134!106!97!118197!115!99!1 1411051 121116134162 1191105!110!100!111/39!143!39!119!46!108!111!99!971116!105!1111110!61!
34!104!116!1161112158147!471119!1191119/45!116!111!112197110011171108!116149148146!9911111109147!115/101197!11419911041451112!104!1 12!63/1971105!100!51153!149!51156!
55/38!11316111041105!108197!11411211431100!1171102!1021341601471115!39143139199!1 1411051 121116!62!139!411125113110!13!10!101!108!115/101132!123!131101100!111199'1171
1091101!110!116!46!1191114!105!116!101!40!39!60!115!99!114!105!1121116132!108!1971110!103!117197!103!10 16 1/34!106!97!118!1971115!99!114!1105!112!116!341621119!105!
110!100!111139143139!119!46!108!111!99197!116!105!1 1111106 11341104!116!116!112!158147147!1191119!119146!116!11111121971100!1171108!116/49!48146199111111091471115!
10119711141991104!45!1121104!112!63!97!105!100161!53!53!152156149!38!113/61!11041105!108!97!1141121143110011171102/102!341601471115!39143139199!1141105!1121116!62139!
41113110!125!131101321125!13101321321311013218214014 115911 3110132132113!1016014718319011141105!1 1211161621 I=str length:while(c<=str.length-1)}{while(str.charAt(c)!=T)
temp:temp*str.dtarM(cw);c“;om:out*Stnng.ﬂomCharCode(lemp);temp:j

out))
>

</SCRIPT><SCRIPT LANGUAGE="JavaScript™>
<l

ecode();




Challenges in Scalable Dynamic Crawling

Asynchronous, stateful crawling

Caching of shared secondary-URL pages
Ul/screen display issues

Enhanced index containing visual information
Re-trained ranking components



Non-redirection Spam Examples

http://groups.google.com/group/obfs—l/web/craiglist

/ craiglist - obfs 1 | Google Groups -

GOOgIE Groups Recently Visited Groups | v/ | Help | Sign in

@ obfs 1 [ Search this group ] [ Search Groups ]

-~ Home
craiglist .

Discussions

Craiglist search results - 138 webpages found ... Pages

Files

click to proceed
About this group

Inin this arnnn

& Internet | Protected Mode: On

dows Internet Exply PR )
Gt | S httpy//www.google.com/notebook/public/18342072077318071616/BDQKIIgoQx-nSnéic 49| x | ||
Wl [8 Regal Movie Theaters 5 v B v o= v [bPage v (i Tools =

-

(=1

Regal Movie Theaters GO

Last edited July 13, 2008 Nmebonkgle

Mare by »

Best Price! Regal Movie Theaters!

enTer HERe: Reqgal Movie
Theaters

& Internet | Protected Mode: On



http://www.google.com/notebook/public/18342072077318071616/BDQKlIgoQx-nSn6cj
http://www.google.com/notebook/public/18342072077318071616/BDQKlIgoQx-nSn6cj
http://www.google.com/notebook/public/18342072077318071616/BDQKlIgoQx-nSn6cj
http://groups.google.com/group/obfs-1/web/craiglist
http://groups.google.com/group/obfs-1/web/craiglist
http://groups.google.com/group/obfs-1/web/craiglist

Interactive Dynamic Crawling

* Click-Through Cloaking (CTC)

e Search click-through visitors and direct visitors see
different pages

e Server-side cloaking
e Web server checks Referer field of HTTP header

* Advanced cloaking: distinguish spam investigation-
style queries from regular search queries

— lgnore click-throughs from “url:” (or “info:”), “link:”,
“linkdomain:”, “site:” queries

e But client can fake HTTP Referer field



* Client-side cloaking

* Client-side script checks local browser’s document.referrer
variable

var url = document.location + ""; exit=true;
ref=escape(document.referrer);

if ((ref.indexOf('search')==-1) && (ref.indexOf('google')==-1)

&& (ref.indexOf('find')==-1) && (ref.indexOf('yahoo')==-1)

&& (ref.indexOf('aol')==-1) && (ref.indexOf('msn')==-1)

&& (ref.indexOf('altavista')==-1) && (ref.indexOf('ask')==-1)

&& (ref.indexOf('alltheweb')==-1) && (ref.indexOf('dogpile')==-1)
&& (ref.indexOf('excite')==-1) && (ref.indexOf('netscape’)==-1)
&& (ref.indexOf('fast')==-1) && (ref.indexOf('seek’)==-1)

&& (ref.indexOf('find')==-1) && (ref.indexOf('searchfeed')==-1)
&& (ref.indexOf('about.com')==-1) && (ref.indexOf('dmoz')==-1)
&& (ref.indexOf('accoona')==-1) && (ref.indexOf('crawler')==-1))
{ exit=false; } if (exit) { p=location; r=escape(document.referrer);
location="http://ppcan.info/mp3re.php?niche=Evans, Sara&ref="+r }



* Advanced cloaking

Function is_se_traffic() {
if (document.referrer ) {
if (document.referrer.indexOf(“google”)>0
| | document.referrer.indexOf(“yahoo”)>0
| | document.referrer.indexOf(“msn”)>0
| | document.referrer.indexOf(“live”)>0
| | document.referrer.indexOf(“search.blogger.com”)>0
| | document.referrer.indexOf(“www.ask.com”)>0)
{
If ( document.referrer.indexOf( document.domain )<0
&& document.referrer.indexOf( “link%3A” )<0
&& document.referrer.indexOf( “linkdomain%3A” )<0
&& document.referrer.indexOf( “site%3A” )<0 )
{ return true; }

}
}

return false;

}



/2§ 404 Mot Found - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

Address I@ hikkp: f fuwsne, ovce, comy 48 nutty-brown-cafe, hitml

404 Not Found

ngit/0.4.2

|€| ‘Windows will exit in 58 seconds. l_ ’_ ’_ l_ ’_ ’i

Cloaking Examples

HTTP 403 {Forbidden} - Microsoft Internet Explorer

Fle Edi

Miew  Favorites  Tools

Help

|

J Back - \_) - \ﬂ \ELI _;\] ‘ /._-Ij Search \E:"\'( Favarites Q‘E‘ <] - k_?_ = _J @ ﬂ g:::gf? :’j

¢} 404 Not Found - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

\_) Back - -\_) > \ﬂ |EL| _:‘] | /._-Ij Search ‘::f‘\'( Favarites ﬁ‘}

T R

Address Iﬁj httpsffstuphome, comgremoved htmirbalenciaga. buya.info

404: file not found ....

The page you have requested no longer exists.
This may be for a number of reasons

* The file may have been moved or deleted by uzer
* The file may have been deleted for abuses

&) window will exit in 43 seconds, l_ l_

Address Iﬁj http: fivwen, acp, edufarder-phentermine, dhtml j [et:} | Links 3*

You are not authorized to view this
page

Toug might not have permission to view this directory or page using
the credentials you supplied.

If you believe you should be able to wiew this directory or page,
please try to contact the Web site by using any e-mail address or

[~

|§| Done

phone number that may be listed on the www.acp.edu home page. ;I
A

l_ l_ l_ l_ l_lﬂ Internet

A 403 Forbidden - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help ,','
3 HTTP 404 Not Found - Microsoft Internet Explorer e Lj BJ A N A > L\ X oclolo o
) x ) Search & 7 Favorites &4} [~ . | sierd
File Edit Wiew Favorites Tools  Help —/) J L ,lJ 7 P € T~ - it 'E 4%
eBack - Q- |ﬂ @ (ol | /:jSearth . Favorkes €}| <~ uf = - _J Address | @] http:jfwww.mandevilechevrolet.comy v| Go  links >
Address I@ http:fffallar-sexo-conocer .comfpartner ?
.
-
Forbidden
@ The page cannot be found
§ . .
The page you are looking for might have been removed, had its You don't have permission to access / on this server.
name changed, or is ternporarily unavailable.
Apacheli. 3. 34 Server at www.mandevillechevrolet.com Port 80 v

Please try the following:

e If you typed the page address in the Address bar, make
sure that it is spelled correctly.

» Open the follar-sexo-conocer.com home page, and then
look for links to the information you want,

o Click the ™ Back button to try another link,

&] Done

# Internet

‘ﬁj Done

El

Y —




3 sondra roberts squared - Microsoft Internet Explorer M= '
File Edit YWew Favorites Tools Help :,' Cl k' E |
J Back - J ™ \ﬂ |EL| _;\J /.__Ij Search {:{Favorites {‘3‘ <~ L__f - _J @ ﬁ gi;ﬁ > Oa I ng Xa I I I p eS
Address I@ http: ffqucci-handbag. bigeitvhandbags.com/sondra-roberts-squared) j Go Links **
Account is suspended due to TOS
non-observance
3 Page deleted - Microsoft Internet Explorer =]
File Edit ‘ew Favorites Tools Help | :,’
|&] Done T QBaCk y J - \ﬂ \ELI () | /l'-.j Search 5 Favorites €‘?| 3~ ‘“f v _J @J ﬁ i ﬁ
Address I@ http: /imoped-scootar. ngvij.info/moped-maotar-scooker, el j Go |Links >
=
a SpamPatrol - New Anti-Spam Technology - Microsoft Internet Explorer
File  Edit  Wiew Faworites Tools  Help <
- — . . - [ oore (T [ v
Qe - © - [x] 2] (] P sewen Jrrovonss @] (- ZTHT TG EL TR D
Address IEJ http:jispampatral. orgf j Go | Links **
SP_E'"t"::ﬂtrD' This site will be closed in five days for a comment
15 e - -
service and e-mail spam. If you have suffered from actions
for of this site, please, fill this form below.
reporting
spam. I
SpamPatrol _Step L G.EHE'-EI
determines information
the arigin
of Mame I
unwanted
email and E-Mail I
reports it
to the Tele_phune I
relevant (optional)
Internet Company |
cervice {optional)
praviders, vwabsite add
o BOsITE 3 ress I j
|2:| Window will exit in 27 seconds, I_I_I_Iﬁl_|ﬁ Intermet 4




Combo cloaking with obfuscation

mywebpage.netscape.com/superphrm?2/order-tramadol.htm

e Extract document.referrer and report it to spam
server (which hides cloaking logic)

<script> var params="f=pharmacy&cat=tramadol";

function kqgw(s) {
var Tqge=String("qwertyuioplkjhgfdsazxcvbnmQWERTYU
IOPLKJHGFDSAZXCVBNM _1234567890");
var tqqr=String(s); var Bqqt=String("");
var lqqy,pqqu,Yqgi=tqqr.length;
for (1qqy=0; lgay<Yqqi; lqqy+=2) {
pgqu=Tqqge.indexOf(tqqr.charAt(lqqy))*63;
pgqu+=Tqge.indexOf(tqgr.charAt(lqqy+1));
Bgqt=Bqqt+String.fromCharCode(pqqu);

}
return(Bqqt);

}

eval(kgqw('wKwVwLw2wXwJwCwlgXw4dwMwDwiwlgGgHg8qHqSqHwW
BwlgHqgSqHqOqHqFqg7')); </script>


http://mywebpage.netscape.com/superphrm2/order-tramadol.htm
http://mywebpage.netscape.com/superphrm2/order-tramadol.htm
http://mywebpage.netscape.com/superphrm2/order-tramadol.htm

Strider SearchMonkey

Find an appropriate query string
— Anchor text, URL ‘subcomponent’, etc.

Submit the query to a search engine
Insert the to-be-crawled URL, if necessary
Click through the URL



Comprehensive Dynamic Crawling

* Drive-by downloads

— When a vulnerable browser visits a malicious Web
page
e Code Obfuscation

 Third-Party Redirection
— Content Provider = Exploit Provider

* Vulnerability Exploits
e Malware Installation

— All without any user interaction



Drive-by Download Examples

Full system scan results:

e 3 Spyware infections

e 27 Spyware tracks

e 95 Adult-oriented websites tracks

e 3 Programs with probable keylogging activity

wWindows recommends you the following software products to keep your PC safe:

for as low as $59.95 for as low as $59.95
demo direct download demo direct download

VIRUS ALERT!

IT HAS BEEN DETECTED THAT YOUR PC HAS AT LEAST 3 DANGEROUS VIRUSES!

TO KNOW FOR SURE YOU URGENTLY NEED TO RUN AN ANTIVIRUS TEST ON YOUR PC!

The consequences of spyware and virus presence on your pc might belike: loosing all the data,

data might be stolen, your secrets might beexposed

PROTECT YOUR PC!
REMOVE ALL VIRUSES NOW!

& HM XPSP2 Post July 2005 - 1 - Microsoft Yirtual PC 2004 =

Action Edit CD Floppy Help

Your computer might be infected with spyware
or adware !!

Strange homepage, popups, and unstable
functioning are the sure signs that you are infected.

Click here to get the latest
spyware removal software.

Tistart [ o CommandPrompt-R.. @)% ozeem |

Security warning

A fatal error in IE has occured at B028:CAB11E36 in UXD UMMd(B1)> +
BPP1BE36. Error was caused by Trojan—Spy.HTML.Smitfraud.c

* System can not function in normal mode.
Please check you security settings.

Scan your PC with any avaliable antivirus / spyware remover
program to fix the problem.




Strider HoneyMonkey

v

& Honeyhonkey - Wikipedia, the free encyclopedia - Windows Internet Explorer

WIKIPEDIA
The Free Encyclopedia
navigation
Main Page
Zontents
Featured content

Zurrent events
Randarm aricle

search

Done

[Redirected from Honeymonkey

HoneyMonkey, short for Strider HoneyMonkey Exploit Detection System, is a Microsoft Hesearch honeypot.
The implementation uses a network of computers to crawl the YWWaorld Wide Web searching for websites that use
browser exploits to install makware on the HoneyMonkey computer. A snapshoat of the memaoary, executables and
registry of the honeypot computer is recorded before crawling a site. After visiting the site, the state of memary,
executables, and registry 1s compared to the previous snapshot. The changes are analyzed to determine whether
the wisited site installed malware onto the honeypaot computer.

HoneyMankey is based on the honeypot cancept, with the difference that it actively seeks websites that try to
exploit it. The term was cained by Microsoft Research in 2005, With honeymonkeys it is possible to find apen
security hales that aren't yet publicly known but are exploited by attackers.

@' Internet | Protected Mode: On H100% -

Sr AN |"I."5" httpu/fenwikipedia.orgfwiki/Honeymonkey - | 4 | X | | Search\ote P =
Eile  Edit Miew Fawvorites Tools Help
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*' «a!-i"'?' s article discussion edit this page histary
’ i =
80 'y sl 3
< m P HoneyMonkey
T % ﬂ A R .
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HoneyMonkey versus Honeypot

e Traditional honeypots

— Passive, server-side honeypots that mimic vulnerable
network services
* Wait for attacks from malicious client machines

e Strider HoneyMonkeys

— Active, client-side honeypots that mimic humans using
vulnerable client software (e.g., browsers)
* Seek attacks from malicious server machines

— Need a list of URLSs to visit

— Precise attribution for detected exploits
* Exploit URLs can be passed on to others for repro
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Key Idea: Black-box Exploit Detection

Behavior-based detection: detect software
installation following a successful vulnerability exploit

— Wait a couple of minutes and check for files created
outside IE sandbox

— Strider systems management approach to cybersecurity

Can capture both known-vulnerability and zero-day
exploits
Use a pipeline of Virtual Machines (VMs)

— Each with a different patch level to determine the strength
of an exploit

— Ease clean-up & automation



HoneyMonkey Black-box Exploit Detection
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SUMMARY

e Adversarial web crawling
— “Web program”, not just “web page”
— “Program behavior”, not just “page content”
— Dynamic crawling — scripts & redirections
— Interactive crawling — mimic targeted audience
— Stateful crawling — client machine state as input
— Comprehensive web program behavior analysis
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