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The Traffic-to-Money Converter & 

The STC Generation

ÅThe Traffic-to-Money Converter

Traffic-to-Money

Converter
Traffic Money

ÅSTC = Search, Type, and Click

ïThe STC generation collectively generates a 

lot of web traffic

ÅTraffic-to-money converter for the web

ïMass-market ads syndication programs

ïMass-market exploit affiliate programs
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Web Analytics &
Advertising Syndication
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Mass-Market
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<img alt="" border="0" name="DCSIMG" width="1" height="1"

src="http://statse.webtrendslive.com/DCSArO55rNH8I36lrbe6wexE5_5B8I/njs.gif?

dcsuri=/nojavascript&amp;WT.js=No"/>



Whereôs The Bug?

1x1 transparent-gif web bug magnified



Web Bug



http://WhatIsMyIP.com/



http://ip-address.domaintools.com/



Web Analytics: Example #1

Primary URL on Primary Domain

Secondary URL on

Third-Party Domain

Primary URL

statse.webtrendslive.com/.../dcs.gif

Show nothing



Web Analytics: Example #2

Primary URL: http://www.aidsmeds.com/

Secondary URL on

Third-Party Domain

Primary URL

google-analytics.com/__utm.gif

ssl.google-analytics.com/urchin.js



http://www.aidsmeds.com/

Secondary URL on

Third-Party Domain

Primary URL

google-analytics.com/__utm.gif

ssl.google-analytics.com/urchin.js



Advertising Syndication

Primary URL: http://www.aids.org/factSheets/

Secondary URL on

Third-Party Domain

Primary URL

pagead2.googlesyndication.com

/pagead/show_ads.js

Before ads are

displayed; even

without clicking

any ads

Show small ads



Potential Security and Privacy Concerns

ÅScripts executed without user permission
ïRedirection to third-party domains happened without 

user knowledge

ÅNot all URLs get recorded in browser history
ïDonôt know what, when, and why

ÅMany consumer machines have fixed IP 
addresses
ïLike car license plate number for information highway

ÅCorporate proxy IP addresses necessarily identify 
the company
ïLike company logo on company vans

ÅRedirected-to third-party domains can set cookies
ïCan ID <IP address, account> pair
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Traffic Cameras for the Information Highway

One camera in every 8th street corner



Domain Parking &
Typo - squatting

Type

MerchantsNon-Merchants

Target web pages

Advertisement
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Typo Domain

Ads-Portal

Page

The Ugly



Secondary URL on

Third-Party Domain

Primary URL

apps5.oingo.com/apps/domainp

ark/domainpark.cgi

Zero content

Show full-page ads

Domain Parking

Primary URL: http://VictorasSecret.com/



It used to be much uglieré (oingo.com)



DomainSponsor.com



Internet Real Estate Business

ÅRule of thumb: every unique visitor is worth 5 
cents on average
ï$7.00 / 365 / $0.05 = 0.38 unique visitors/ day

ÅHow to attract traffic:
ïGeneric name domains
ÅSex.com ($12 million), Diamond.com ($7.5 million), 

Business.com ($7.5 million in 1999), Sweatpants.com 
($8,500)

ïTypo-squatting domains
Åhttp://VictorasSecret.com/

ïTrademark domains
Åhttp://www.MicrosoftPowerpoint.com/



When typo of 

slashdot got 

slashdottedé



Strider Typo-Patrol

ÅTypo generation algorithm

ïMissing-dot typos
ÅwwwSouthwest.com

ïCharacter-omission typos
ÅMarthStewart.com

ïCharacter-permutation typos
ÅNYTiems.com

ïCharacter-replacement typos
ÅDidneyWorld.com

ïCharacter-insertion typos
ÅWashingtonPoost.com



Top Typo-squatting Domain Parking Servers
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Strider URL Tracer with Typo-Patrol
http://research.microsoft.com/URLTracer

One in every six active typo domains

was owned by Unasi/Domaincar

Overall, one in every four active typo 

domains was parked with oingo.com



For More Information

ÅñThe Web's Million-Dollar Typosò
ï http://www.washingtonpost.com/wp-

dyn/content/article/2006/04/29/AR2006042900279_pf.html

ÅñStrider Typo-Patrolò
ïhttp://research.microsoft.com/URLTracer

ÅñStrider Typo-Patrol SRUTIò
ïUsenix SRUTIô06 workshop

http://www.washingtonpost.com/wp-dyn/content/article/2006/04/29/AR2006042900279_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/04/29/AR2006042900279_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/04/29/AR2006042900279_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/04/29/AR2006042900279_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/04/29/AR2006042900279_pf.html
http://research.microsoft.com/URLTracer


Search Spam

Search
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Google search ñcoach handbagò



Spam Doorway: http://coach-handbag-

top.blogspot.com/Ą topsearch10.com



Content



Links



Redirection Spam

Primary URL: http://coach-handbag-top.blogspot.com/ 

Secondary URL on

Third-Party Domain

Primary URL

http://www.topsearch10.com/se

arch.php?aid=56979...

Redirect to full-page ads; cloaking



Spam Detection

ÅContent-based approach

ïInformation retrieval-based ranking

ïApplied to too many fake pages that are never 
shown to any users (i.e., cloaking) 

ÅBehavior-based approach

ïStrider SearchMonkeys: mimicking human 
browsing in full fidelity

ïComment-spam hunting, cloaking detection, 
tracking redirection to known-spammer 
domain, etc.

ïTurn search spam problem into system 
security problem



Strider Search Ranger System
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Spammer-Targeted Categories
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Top Spam Doorway Domains
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Spam Percentages
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At least 3 out of 4 were spam!



Top .gov/.edu Doorway Domains
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Universal Redirectors

Åwww.google.com/url?q=http://evetamthes.the.forthnet.gr/login.htm

Å rds.yahoo.com/_ylt=/*http://frft.networkforbestever.org/ps/

Åstore.adobe.com/cgi-bin/redirect/n=14630?http://rme19-funny-

ringtones.blogspot.com

Åwww.usaid.gov/cgi-bin/goodbye?http://xanax.anothervision.info

Åwww.ihs.gov/PublicInfo/Publications/Kids/safety/IHS
_DisclaimerKids_prod.cfm?link_out=http://waypossible.com/dr/cas

ino

Åwww.fmcsa.dot.gov/redirect.asp?page=http://maxpages.com/tro

ctrocbas

Åserifos.eecs.harvard.edu/proxy/http://pharmacy-goods.com/r/tramadol

Åwww.library.drexel.edu/cgi-bin/r.cgi?url=http://replica-

watches.20six.co.uk



Top Redirection Domains
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Malicious Websites
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Google search ñpain killerò



Malicious Spam

Primary URL: http:// www. blogigo. de/ pain_killer

Vulnerability exploits;

Sometimes window closed

http:// biopharmasite. info/ 

directory.php

Secondary URL on

Third-Party Domain

Primary URL









Exploit failedé Click here to installé



TheRegister.com Malicious Banner


