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The Traffic-to-Money Converter &
The STC Generation

A The Traffic-to-Money Converter

: Traffic-to-Money
Traffic -
Converter

) \loney

A STC = Search, Type, anc

Click

I The STC generation collectively generates a

lot of web traffic

A Traffic-to-money converter for the web

I Mass-market ads syndicat

lon programs

I Mass-market exploit affiliate programs
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Whereodos The Bug

2} Welcome to the White House - Microsoft Internet Explorer
File Edit Yiew Favorites Tools Help | #
4 = i ' 4 T
) - | - b ) L i £ - | ]l - | "
o Bark T (g \ﬂ \EI] |/ Search )~ Favorites {% = @ i 1 mﬁ .A‘i
Address @ Ci\Documents and Settings)SearchDefenderiiy Documentsiwhitehouse_MiewSource. htm j a Go | Links *
@ To help protect wour security, Internet Explorer has restricked this File From showing active content that could access wvour computer, Click here For K
opkions. ..
— _ _ _ » =]
President | Vice President | First Lady | Mrs. Cheney | Mews & Policies
History & Tours | Kids | Your Government | Appomntments | Jobs | Contact | Text only
A ccessibility | mearch | Povacy Policy | Help
-
4| i B
|® [ane | J My Computer L

1x1 transparent-gif web bug magnified



Web Bug
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Web Analytics: Example #1
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Web Analytics: Example #2
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Advertising Syndication
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Potential Security and Privacy Concerns

A Scripts executed without user permission

I Redirection to third-party domains happened without
user knowledge

A Not all URLs get recorded in browser history
i Dondot know what, when, and

A Many consumer machines have fixed IP
addresses
I Like car license plate number for information highway
A Corporate proxy IP addresses necessarily identify
the company
I Like company logo on company vans
A Redirected-to third-party domains can set cookies
I Can ID <IP address, account> pair



Traffic Cameras for the Information Highway
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Domain Parking
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Internet Real Estate Business

A Rule of thumb: every unique visitor is worth 5
cents on average

i $7.00/ 365/ %$0.05 = 0.38 unique visitors/ day

A How to attract traffic:

I Generic name domains

A Sex.com ($12 million), Diamond.com ($7.5 million),
Business.com ($7.5 million in 1999), Sweatpants.com
($8,500)

I Typo-squatting domains
A http://VictorasSecret.com/

I Trademark domains
A http://www.MicrosoftPowerpoint.com/
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Strider Typo-Patrol

A Typo generation algorithm

I Missing-dot typos
Awww Southwest.com

I Character-omission typos
AMarth Stewart.com

I Character-permutation typos
ANYTiems.com

I Character-replacement typos
ADidneyWorld.com

I Character-insertion typos
AWashingtonPoost.com




Top Typo-squatting Domain Parking Servers
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Strider URL Tracer with Typo-Patrol

http://research.microsoft.com/URLTracer

Overall, one in every four active typo
domains was parked with oingo.com
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Spam Detection

A Content-based approach
I Information retrieval-based ranking
I Applied to too many fake pages that are never
shown to any users (i.e., cloaking)
A Behavior-based approach

I Strider SearchMonkeys: mimicking human
browsing in full fidelity

I Comment-spam hunting, cloaking detection,
tracking redirection to known-spammer
domain, etc.

I Turn search spam problem into system
security problem
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