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Part 1: Background
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Principles http://www.microsoft.com/interop/principles:

1. Open Connection to Microsoft Products

ï Open Protocols 
Å http://msdn2.microsoft.com/en-us/library/cc216514.aspx

ï Χ

2. Support for Standards

3. Data Portability

4. Open Engagement
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Microsoftôs Technical Document 

Quality Assurance Efforts

ÅDocument review and test suite development is 

focus of this talk
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Test-driven QA of documents in a nutshell 
(with MBT as a sample)
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Scope and Constraints

ÅIn close sync with regulatory agencies in US 
and EU

Å250+ protocols in Windows alone (~ 30,000 
pages of documentation)
ïScope is extending (Office, .NetΣ Χύ

ÅClean-room approach 
ïVendors in India and China do test suite 

development

ïGreater than 200 person years of effort
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Final phase
Final review

Design phase
Design review

Plan phase
Plan review 

Study phase
Strategy review
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Protocol Quality Assurance Process (PQAP)
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Protocol Quality Assurance Report 
(PQAR)

ÅTemplate based document which is 
incrementally produced

ÅCentral point of documentation of progress

ÅAfter finalization, turns into test suite 
documentation for sustained
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Verification 
Comment

Use this column to explain the reason why the requirement is non-verifiable or unverified (for Normative, 
Server requirements).
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3.2.5When a peer receives a 
Failure-Request message, if 
the embedded MSCHAPv2 
packet indicates a password 
expiration error, the peer MAY 
reply with a Change-Password-
Response message.

Non-
extension

Protocol Client p2 Normative Unverified Client 
behavior
not 
verified.

MS-
CHAP-
15

3.3.1In addition, the authentication 
phase is terminated by 
sending an EAP-Success/EAP-
Failure packet to the peer.

S1,S2,S3,
S4,S5,S6

Non-
extension

Protocol Serverp2 InformativeTest Case

MS-
CHAP-
16

3.3.5An EAP server MUST transmit 
a Challenge-Request message 
to initiate an Extensible 
Authentication Protocol 
Method for Microsoft CHAP 
authentication procedure.

S1,S2,S3,
S4,S5,S6,
S7,S8

Non-
extension

Protocol Serverp0 Normative Test Case

Requirements Specification
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ωDocument study

ωTest strategy

ωRequirements 
spec (initial)

ωEstimates of Effort

Study

ωRequirements 
spec (final)

ωTest plan

ωArchitecture

ωScenarios

Plan ωTest design

ωModel, or

ωTest case 
descriptions

ωAdapter

ωDesign

Design

ωTest case code

ωGenerated, or

ωManual

ωAdapter

ωImplementation

ωTest logs and 
report

ωNetwork captures

ωTest setup 
artifacts

Final

PQAP Deliverables

Protocol Quality Assurance Report (PQAR)
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PQAP Review Process

ÅCertified reviewers sign-off on phases of the 
PQAP
ïInternal and external industry experts which act 

independently
ïFormalized certification process via apprenticeship 

model with existing CRs

ÅDispositions: re-review, conditional (after 
changes), accept
ïQuality not deadline oriented
ïQuality bar contains measurements like initial state of 

document, estimated relevance for document users, 
etc.
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Part 2: Model-Based 
Test Suite Development

3/30/2008 12 Model-Based Quality Assurance of Microsoft Protocol Documentation



Copyright © 2008 Microsoft Corporation

Process Drilldown

Understand Protocol

Define Actions Define Adapters

Model & Explore

Generate Tests Implement Adapters

Run Tests
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Model-Based Test Suite Development Process 
Understand Protocol

Understand Protocol

Define Actions Define Adapters

Model & Explore

Generate Tests Implement Adapters

Run Tests

Potential 

dependency

on data types
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Protocol Understanding
SMB2 Spec Sections
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Examples
17%

Server Details, 
21%

Client Details, 
24%

Messages, 35%

Intro, 3%

Behavioral modeling

Scenarios (slicing)

Scenarios (slicing)

Adapter for testing

% pages
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Protocol Understanding
Requirement Gathering

ÅPredefined template and guidelines for 
ïIdentifying requirements in the spec

ïClassifying them according to 
Åverifiability criteria

Åverification strategy (manual, model, adapter)

ÅRequirement gathered from spec alone
ïGatherers are not expert in the particular protocol

ïAny ambiguity or clarity issue filed as TDI

ïResulting Requirement Spec reviewed by the reviewing team

ïWindows-specific behavior listed as separate requirements

ÅRequirement Spec used as input for model design
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Model-Based Test Suite Development Process 
Adapters

Understand Protocol

Define Actions Define Adapters

Model & Explore

Generate Tests Implement Adapters

Run Tests
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