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ABSTRACT

Sometimes, it is necessary to remove author names and aher p
sonally identifiable information (PII) from documents befgub-
lication. We have implemented a novel defensive tool foedet

ing such data automatically. By using the detection tool haee
learned about where PIl may be stored in documents and haw it i
put there. A key observation is that, contrary to commondbeli
user and machine identifiers and other metadata are not eiedbed
in documents only by a single piece of software, such as a word
processor, but by various tools used at different stagdseofidcu-
ment authoring process.
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D.2.5 [Software engineering: Testing and debugging
; 1.7.2 [Document and text processinfj Document preparation
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1. INTRODUCTION

Itis well known that digital documents may contain inforiat
that is not visible when the document is printed or viewed hmy t
user. Most of the time, the information is there for good opas
It is needed by authoring and publishing tools to store patara
(e.g., printer settings, author identifiers, etc.) thatreveimmedi-
ately parts of the visible document. It enables differeeicps of
software in a tool chain to communicate such parametersdb ea
other. Automatically generated metadata also makes iee#si
index and search documents in ways that are natural for hgiman
such as by who created the document and when.

While it is good that computers do things automatically fog t
user, there is the danger that, if the user is not aware ofrdsepce
of metadata or cannot control it, secret or private infoiaratay
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be revealed unintentionally. Sometimes, the informat®stored
not because it is needed but because it is available. White it
good software engineering practice to leave hooks that makgle
future features, the propagation of unnecessary infoomatan be
detrimental to user privacy. Information leaks caused btadeta
may also violate an organisational security policy.

In this paper, we are mainly concerned with personally ident
fiable information (PIl) and other identifiers stored in a doent
without the user’s knowledge or ability or remove them. Aayne,
serial number or identifier that pinpoints a unique useraoizp-
tion, computer or software installation may be used to trdoek
document back to the persons and organisations that creepeith-
lished it. In this paper, we use the wagrdblicationin a broad sense
to mean either posting the document for public viewing odgsm
it to selected recipients outside the authors’ trustedecirc

We will describe a novel tool for detecting PIl in digital dec
ments. The tool is defensive in the sense that it can only bd us
for looking for offending data in one’s own documents. Thisice
enabled us to make the tool relatively automatic and gend&ited
tool first harvests the user’s sensitive identifiers basedasious
heuristics and then searches for them in given documentsvin s
eral common encodings. Each document is treated as a flat byte
stream that may contain strings at arbitrary locations analrii-
trary encodings. This means that, unlike most Pll-detactind
removal tools, ours does not need to know where to look. Tole to
was originally developed to test the PIl removal mechanisntise
current and beta versions of Microsoft Office. We report aress
case-studies done using our tool. We looked at an ad-haactiolh
of documents, at a typical publication process where themeat
is composed with Microsoft Word and published as PDF, and, fi-
nally (mainly for fun) at a collection of anonymized confece
submissions.

The PDF case study shows that several widely held beliefstabo
PIl removal are invalid. Firstly, the problems are oftenihtited
to a single piece of authoring software, such as a word psoces
and most tools for Pl removal are aimed at only one document
format. Secondly, it is common wisdom that PIl in metadatais
moved when a document is converted from the native formateof t
authoring tools to a print- or display-oriented format sashPost-
script, Portable Document Format (PDF) or HTML. We know of
at least one major corporation that has a policy of not phivigs
or emailing word-processing documents; they must be cten¢o
PDF. Unfortunately, we found that unique identifiers areeited
into documents at many stages in the authoring processhasd t
identifiers often survive format conversions. The identifimay be
added by software components from different vendors whaoiare
aware of each other's metadata, and the components may be com
bined in ways unexpected by their authors. This means that, i



order to prevent metadata from appearing in a publishedrdenty
one must control its insertion and propagation througheeicom-
plete document lifecycle.

The rest of the paper is structured as follows: We first look at
some motivating examples and related work. Section 2 explai
the architecture of our PII detection tool, including thevelovay

or user with a high security level to one with a lower level. &ih
information is intentionally released to a lower level,stdown-
graded or declassified. Before downgrading, the data caarie s
tised. Using this terminology, we can think of the publioatof a
document as downgrading and purging of the metadata ag&sanit
tion. Hidden data in the document forms a kind of covert cleinn

in which the search strings are harvested and how we deal with that might bypass sanitization. (For an introduction to patar

variable encodings. The following three sections repatrésults
from our case studies. Finally, section 6 concludes therpape

1.1 Motivating examples

The goal of this section is to motivate our work by providing e
amples of real-world situations where users may want toynae
documents.

security models, see, for example, [4].)

Apart from compliance with security policies in the presein¢
adversaries, the user may be worried about accidentalodisd
and privacy. Privacy is a broad concept with many definitidns
the context of this paper, it means that users want to know and
control where their personal information is stored and pgaped.
The user may wish to remain anonymous or pseudonymous [19].

Reports and policy documents published by governments usu- Unwanted metadata in digital documents can cause viokidn

ally do not identify the individual non-elected officialsathhave
been involved in their preparation. Anonymity shields thiblx
servants from the pressures of publicity and other undasiria-
fluence. In a recent much-publicised case, the United Kingdo
government released a report on the Iraq war that accidhizd
the names of the authors left in the metadata [21]. This es¢gptize
authors to undesired public scrutiny.

Commercial companies may have similar requirements far the
published documents to represent the entire company rtther
the individual contributors. Often, the author names ameonaed
as a matter of general policy. Sometimes, there are speeifsons
such as preventing negotiation partners from gaining ligeeice
on the company’s internal decision procedures, or makingpite
difficult for competitors to hire its key personnel.

When secret military documents are declassified, they aem of
purged of confidential details including codenames, theewaoi
specific persons, and identifiers that might indicate osginal
structure.

One application of anonymity that is probably familiar teth
reader is the anonymized review procedure of many scientifie
ferences. The authors are required to remove their nanfés, af
ations, and obvious references to themselves from the sidoimi
papers in order to allow the referees to assess the merite siib-
mission without regard to the authors’ reputation in theeagsh
community. While no strong anonymity is required (it is offgos-
sible to guess the authors anyway), the authors may wanttove
not only visible occurrences of their names or organisatmrn also
any metadata with similar content.

In some universities, examination papers are anonymizimteoe
grading. This reduces the possibility of (unintentionafjshby the
graders who may know some students personally. If coursearor
examination papers are submitted in electronic formatjghtrbe
necessary to remove from the files all data that obviouslgtifies
the student.

The types of information that one might want to remove from
documents include the following:

e user names and identifiers
e device names and identifiers,
e organisation names and identifiers, and

e online-services used in the authoring process.

1.2 Background and related work

Early computer security research mostly considered infion
leaks within operating systems and in the context of meltel se-
curity, where classified information must not leak from aqess

both organisational security policy and user privacy.

The information leaks related to digital documents thatehay
ceived most publicity have not been caused by Pl or metdugta
by inadequate attempts to redact secret documents befbliegu
tion. For example, in 2000, the New York Times published an th
web a secret CIA document about a coup in Iran [20]. The newspa
per intended to erase the names of the persons involveddtliidi
by painting white rectangles over them with a PDF editor. i©bv
ously, the names were left in the document and could be reedve
easily. In a similar case, the Washington Post blacked outditc
card number and other details when it published a ransowr lett
from the Washington sniper in 2002 [9]. The U.S. Departmént o
Defense has made the same mistake: in a recently published re
port on a checkpoint shooting in Iraq, parts had been ceddnre
covering them with black rectangles in the PDF [12].

Documents created with old versions of Microsoft Office have
also been known to retain fragments of deleted data in theryin
file. Considering our discussion of embedded objects in@edt3,
the most interesting case is that of embedded OLE objedtsaha
tained fragments of deleted data from the source documéit [1
Murdoch and Dornseif [17] discovered another common cHanne
for information leaks: thumbnails embedded in digital-gediles.
These small images are intended for preview and should Ingiide
cal to the main image. Unfortunately, some image editing/soke
does not update the thumbnail when the main image is modified.
This means that the thumbnail contains an uncropped or tatedi
version of the image.

An early example of unique identifiers in digital documestthie
GUIDs that were used in Microsoft Office documents prior t© th
year 2000. They included the hardware address of a netwtaik in
face on the author's computer to guarantee global uniqegi&s.

(In later versions of the software, the GUIDs are generattidety
randomly and we did not encounter the old type identifierdiig t
work.) The privacy concerns about the GUIDs and other unique
identifiers, such as those of wireless and embedded devites,
croprocessors and digital media, are summarised well bykdffar
[14].

Apart from forbidding the use of specific document forméts, t
first solution to the discovery of offending data items is to-p
vide instructions for removing them (see, e.g., [16]). Bhare also
many software tools for cleaning documents of metadataalllyjn
the current and future versions of Micrsoft Office provide!thin
features for removing any metadata. The common weaknehg of t
metadata-removal mechanisms is that they only remove data f
known locations in the document.

In most cases reported in the literature, the offending'médion
has been found in an ad-hoc manner, by searching or browsng t
document contents with a tool other than the software witiciwvh
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Figure 1: PII detection tool architecture

it was created. Even when there is a reason to think that the in
formation has been found by a systematic search, the goakof t
adversary has been to find a few pieces of embarrassing diaga ra
than to find and remove them all. Byers [6] presents the resfilt

a more systematic search for hidden data in Word documents. |
particular, he compares the strings in the file to the onébleitn

the document. The advantage of this approach is that it cactde
data in locations that the user and the tool creator are nateaof.
Our tool gains an additional advantage from the fact thatptirely
defensive and knows which strings to search for. This esale

to consider various data encodings that might not be easgtézd
with a simple string-extraction tool.

One preventive approach to information leakgagting, i.e.,
tracking the propagation of private data that must not bé @eta
side a confined system. The idea originates from a shord-kve
periment in Javascript 1.1 [18]. Chow et al. [7] apply taigtito
track the propagation of sensitive data in web servers. |&ilyi
one could mark PIl and any data values derived from it asadint
and prevent the sending of tainted data out of the systens ahi
proach is probably too inefficient to work in a production idep
system but could be used to detect information leaks durifig s
ware testing.

2. PIIDETECTION TOOL

This section describes the tools that we developed for tetec
ing Pl in digital documents. More specifically, the purpagehe
tools is to detect identifiers in documents that could be tséwce
a document back to the persons, machines, services andsargan
tions that were involved in authoring the document. Whikr¢hare
many ways to approach such a task, we made the followingmlesig
decisions:

e We want to detect identifiers in locations that are previpusl
unknown to us. Indeed, the first reason to build the tool was
to discover where Pl is hidden in documents and to audit the
results of software that promises to remove metadata. This
constraint leads us to look at string search for known iden-
tifiers. It also means that we could not use any of the many
metadata removal tools on the market because they only find
data in known places in the document.

The searching should be as automatic as possible. In particu
lar, it should not require the user to manually enter thectear

;' IdHarvester @@
Collect Identifiers Automatically

I [=]
Identifier Description Ignore -
pe-tuomas. europe.microsoft.com Full host name and suffix r
Microsoft Research Ltd Active directory company r
tuomaura@microsoft. com Active directory mail r
europe.microsoft.com Suffix of full DNS domain r
microsoft.com Suffix of full DNS domain r

Tuomas Aura User full name r
RESEARCHER Active directory title r
PC-TUOMAS Computer name [
tuomaura User name f_

Tuomas Part of full user name r
EUROPE User domain name W -:]
Load as Text | Save as Text Clear | Save Close

Figure 2: IdHarvester automatically collects search strirgs

strings. How this was achieved will be explained in section
2.1.

e The tool should be able to cope with various character en-
codings, including more than one layer of encoding. Never-
theless, it should have acceptable performance even aam larg
document sets. The challenges and the trade-off that we
found will be described in section 2.2.

Figure 1 shows the tool architecture. The main componehgis t
LeakHunter that searches for a given set of strings fromlactadn
of documents. The set of search strings is provided by anothe
component called IdHarvester. The output of the searchépart
of the matched identifiers and their context.

2.1 Automatic harvesting of search strings
Our tool needs to know which strings to look for. We do not,

however, want the user to manually enter the search strihgs.
stead, we provide an automated mechanism for collectingnpot
tially compromising strings from the user’s computer arairirthe
Active Directory (AD), which is an administrative databasea
Windows domain and contains various pieces of Pll and osgani
tional data. The collected data items include, for example:

e user's real name, username, domain, security id

computer’s NetBIOS name, domain, DNS name and suffix

user’s email addresses, mailing addresses and telephone nu
bers

organization name

names and addresses of various online servers such as do-
main controllers, email and webmail servers, instant mes-
saging servers, file and document servers, print servers and
printers

The list of places to obtain these identifiers is built inte thol
and can be easily extended. Although we have kept adding new
heuristics for finding and deriving potentially offendirdentifiers,
most information leaks in real documents are of the obvieso
like the username.

These strings are broken up into substrings based on spages a
other delimiters. For example, the name “John Smith” wiltbe-
verted to three search strings: “John”, “Smith” and “Johnit8n



Layered encoding means that the text has been encoded first in
rosoft.com” creates additional strings “europe”, “miafis and one way and then in another way. This is common, for example,
“microsoft.com”. (The top-level domain “com” is excluded) when URLs are stored as Unicode strings and contain URL %-
The user is also allowed to enter new strings manually or to im escapes. When we remember that both the URL and the A—F digits
port them from a file. Figure 2 shows a screenshot of the ID Har- in the hexadecimal escape sequence may be in upper and lower

Internet domain names are treated in a similar way, so “eunoig-

vester.

2.2 Searching various data encodings

case, there are already four layers of encoding. Ideallystvoeild
support any number of encoding layers and either arbitranyi-
nations or all sensible combinations of encodings. Thatweamsild,

The LeakHunter search engine is designed to work even whenhowever, be equivalent to parsing the document with a cofiteg

the document encoding is unknown. Thus, it must try seversd p
sibilities. The main challenge is to find an appropriate hedéabe-
tween efficiency and supporting a large number of string dzd-c
acter encodings. We have implemented the following:

e upper and lower-case characters

e 8-bit ASCII characters, Unicode UTF-16 (little and big en-
dian), UTF-8

e URL %-escapes, XML entity references and character refer-
ences [2], C string escapes

e replacing accented characters with unaccented and visa ver
e common character variations, such as “a” written as “ae”

e replacing whitespace with other whitespace

e binary strings (e.g., IP and MAC addresses)

e NetBIOS machine names [1]

Other encodings that should be supported in the future &e IS
8859 encodings, EBCDIC, and internationalised domain isgBje

The four main difficulties that we encountered were non-uejq
variable-length, unaligned and layered encodings. Byumtigue,

grammar, which has a worst-case complexitygh?®) wheren is
the length of the document. Although parsing is faster ircfica,
it would still be too slow for large sets of documents (longftand
encodings (large grammar).

In order to find an acceptable compromise, we experimented
with two types of search algorithms, described in the foltmpwo
sections, which both have their advantages and limitations

2.3 Fast string-search algorithms

For a single search string, the fastest known algorithm igeBo
Moore [5]. The Aho-Corasick algorithm [3], which uses a afpre
tree-like automaton, is more efficient for large sets of&eatrings
and, thus, faster in most of our experiments. These algositiook
for exact matches of one or more search strings in the teisttriv-
ial to modify these algorithms to match both upper and lovase
characters but, in general, handling a large number of éngsds
problematic. In the general case, we create all possibledimgs
of the search string using a particular encoding method,tlaexl
consider each encoding as a different search string. Thitires
search can be very fast but slows down (almost) linearly ti¢h
number of encoding combinations. In practice, we can sefarch
each string in ASCII format and in the various Unicode enogsdj
and match characters case-insensitively. It would not lssipte
to support the almost infinite number of combinations caused

we mean that the same string can be encoded in many differentvarious escape sequences.

ways. In the worst case, the number of encodings may be mfinit
The simplest example is that the search should work for bpth u
per and lower-case strings. When searching for “John Smitb”
ought to match also “JOHN SMITH", “john smith”, “john SMith”
etc. Even larger numbers of combinations are caused by @seap
quences, such as the URL encoding. “John Smith” ought tolmatc
“John%20Smith” and even strings like “J%6fhn%20Smit%68".
Another problem is created by variable-length charactenpén
ings, such as UTF-8. It is impossible to know the length of an
encoded string without decoding each character separatéiis
makes it impossible to use some efficient string-searctrighgas,
such as Boyer-Moore [5], that aim to skip strings without mak
ing any comparisons. The obvious solution is to encode thecke
string first in UTF-8 and then search for it as binary data.sTifi
possible if there are only a few different encodings to tlye Tame
solution does not work for non-unique variable-length elicgs

2.4 Regular-expression matching

Regular expressions provide a more compact way of express-
ing the combinations created by non-unique and layeredimgs.
Figure 3 shows how each character in the search stringsandeg
into a regular expression. For each layer of encoding, thieadlet
in the previous regular expression is replaced with sulyesgions.
The regular expression length grows exponentially withrtben-
ber of encoding layers, which is why we only show 4 layers & th
figure.

The search strings are expanded into regular expressiotaby
catenating the regular expressions for each charactera Ber of
strings, we structure the expressions in the form of theptede.
Depending on the number and length of search strings, anldeon t
number of encoding layers, the resulting regular expressim be
thousands or even millions of characters long. This is qdifte

such as the escape sequences demonstrated above becatise théerent from the more typical use of regular expressions,reviae

are too may combinations to search for.

relatively short expression is typed in by a human.

Since we do not want to assume anything about the document’s The regular expression is converted into a nondeterminfiti

encoding and do not try to guess it based in the document tyge,
cannot assume that the strings or characters are aligney &pa-
cific word boundaries. For example, in the UTF-16 encodiaghe
character is represented by two bytes. The document might co
sist of UTF-16 text preceded by a header in a different foyieuad

nite automaton (NFA). The fastest search algorithms furtioen-
pile the NFA into a deterministic finite automaton (DFA). Tlaée
ter step is, however, impossible for us because the sizeedDEA
may grow exponentially with the size of the NFA (and the sike o
the regular expression). Computer memory is clearly thé&itim

the header might contain an odd or even number of bytes. Thus,factor in this type of regular expression search but, as &sthe
we need to match UTF-16 characters aligned to both odd and eve NFA fits into the memory, the search happens at acceptabézispe

byte boundaries. Moreover, short UTF-16-encoded strirmgsamp-
pear at unpredictable offsets anywhere in the document s&ime
problem applies to any multi-byte character set.

We implemented our own regular expression library to cop wi
large expressions and because of the fact that we ultimatetyto
search binary data, not text. We did not, however, find antiqar



original character

k

upper and lower case

(Kl k)

URL %-escapes

((%4b) | (¥6b) | K| k)

upper and lower case

((%4(B[ b)) | (%6(B| b)) | K| k)

ASCII, UTF-8, little and big-Endian UTF-16

(((\x25] (A x25\x00) | (\ x00\ x25)) (\ x34| (\x34
\ x00) | (\ x00\ x34)) (\ x42| (\ x42\ x00) | (\ x00\ x42)
[\ x62| (\ x62\ x00) | (\ x00\ x62))) | ((\x25] (\ x25
\ x00) | (\ x00\ x25)) (\ x36] (\ x36\ x00) | (\ x00

\ x36) ) (\ x42| (\ x42\ x00) | (\ x00\ x42) | \ x62|
(\x62\ x00) | (A x00\ x62))) |\ x4b]| (\ x4b\ x00) |

(\ x00\ x4b) | \ x6b] (\ x6b\ x00) | (\ xO0\ x6b) )

Figure 3: Regular expressions for encodings of ‘k’

ular techniques to handle huge regular expressions andlittézy
about them is said in the literature.

The theoretical limitation of regular expressions in congzm
to context-free grammars is that the number and order ofrtbece
ing layers has to be fixed. In practice, we can cope with uppér a
lower case characters; replacing whitespace with othetesbace;
replacing accented characters with unaccented and visavaher
common character variations; the URL, XML and C escape se-
qguences in upper and lower case; and the ASCII and Unicode cha
acter encodings. Making the different types of escapesnaltige
rather than layered on top of each other (i.e., combiningthrto
one layer) leaves us some scope for adding new encodingslayer
Otherwise, with the current algorithms, it is not possitdeatid
further layers without a significant performance hit caulsgax-
cessive memory consumption. Typically, the creation ofNifé&\
and the search take minutes. The advantage compared toatte ex
string-search algorithms is that a large number of encedargd
combinations of encodings is exhaustively considered.

We do not currently support decryption or decompressiorat#.d
When the data is encrypted, the encyption usually prevesis d
leaks anyway. We are only trying to detect accidental d&ales
of PII; we are not trying to detect malware that uses encoyptd
covertly leak PII. Support for compressed documents, omther
hand, is left for future work. Similar to compression are heec
nisms that encode binary data as ASCII, such as the Base6d-enc
ing commonly used for email attachments [10]. Although othe
wise not difficult to decode, strings in this encoding do roys
start at a byte boundary.

2.5 False negatives, positives and other limita-
tions

It is difficult to know how many false negatives there are,,i.e
how many privacy-compromising strings are missed by thechea
This is because we can only search for the kinds of identiéints
encodings that we know about. Clearly, this type of tool ceven
be guaranteed to find all unwanted data in documents. It caw, h
ever, be argued that our tool looks for many more identifieas1t
a user would consider in an ad-hoc search, and that the regula
pression search covers exhaustively all combinationsrisfgsén-
codings composed of the supported layers. Thus, our toulges
significant additional assurance compared to previousrdeatiin-
spection techniques. It complements other tools and pescand
can find information leaks that we otherwise would be unawére

The lack of guarantees means that our tool is not suitablalffor
applications. For example, it is not suitable for redactitagssi-
fied documents, although it can be used for auditing the tseslul
the current form, it cannot be used for anonymizing medieakc
reports because the patient is not the author of the medicai-d
ments. That is, we only address situations where the aushtiei
person who requires anonymity. Often, the style and costathe
document may be sufficient to recognise the author of a dosyme
such as a novel or a political declaration. We obviously ocaaie-
tect such leaks. In legal documents, professional inteapos is
required to determine what must and what must not be distlose
and no automated tool can make the decisions. Sometimes,ishe
no need for sanitization. For example, when the data is ethtéa
a simple text interface like a web form, it is easy to avoidisgv
any metadata. Currently, we have only considered offlineatien
of PIl and the tool is not suitable for online detection inwetks.
With further development it may, however, be possible tegnate
leak detection to an application-layer firewall, documesier, or
email gateway.

False positives are also a major challenge to the usabflitiyeo
search tool. The main techniques for dealing with them aseda
on heuristics that sometimes require user interventioneXtéide
search strings that are known to cause problems, such asdh® “
or “net” at the end of DNS names. The most problematic iden-
tifier in our tests was “microsoft”, which is not only the cent
authors’ organization but also appears in the name of mamy co
mon authoring tools and, thus, could be found in almost akfil
This is, fortunately, a special case that does not applyl tasaks.
Very short strings (e.g. the “TU” from “TU Miinchen”) causany
false positives because they are common parts of Englisbtexe
likely to occur by chance in binary data. To avoid this probleve
usually set a minimum length of three characters for sedruigs
and allow the user to fine tune the set of search strings tadeabr
exclude short names and acronyms.

Another way to deal with false positives is to present thedea
results in such a way that the user can easily see the comtext i
which the identifiers were found and ignore any unintergstases.
We currently provide hexadecimal and text dumps of the data s
rounding the match.

3. WHERE PII'|S HIDDEN

We first looked at a collection of miscellaneous documenisdo
on our own computers. In this section, we list various laradiin
which metadata was found. Although we afterwards foundrrefe
ences to all these types of metadata in the literature owaodt
documentation, some were surprises to us.

Human-readable metadata&ffice tools, including word pro-
cessing software, include features for entering metadatediocu-
ments. This metadata typically includes the document tilg¢hor,
author’s affiliation, keywords, etc. The metadata may beaggeed
automatically or added by the user. It is used mainly forc@ag
and indexing documents, and to store information about ¢ticeid
ment’s history that may be helpful to the user. Authoringwafe
typically allows the user to scrub this kind of explicit masa from
the document.

Machine-readable metadatauthoring software may store
information about the history of the document automatycalhis
information is needed mainly to remember user choices, asch
print or style settings. It is also used to facilitate codedtion,
for example, by correlating revisions of the same documém-



expectedly, we found little evidence that these types ofadeh
cause any real harm to privacy. The reasons are that the atetiad
often stored outside the document, in the file system, Wisdeg-
istry or an application-specific database, and that the GUiged

to identify documents in Windows are now random numbers (see
sec. 1.2).

Easily ignored printable data itemswvhile the authors tend
to carefully review the main text of the document, some aolakt
parts, such as the page header and footer, may be accigegtall
nored. Some of these data items may be printed only in spstial
ations, such as when producing handouts for a presenté&tu-
nately, authoring software increasingly warns users atiositype
of data.

Tracked changesludging by anecdotal evidence, the type of
hidden data that has caused most embarrassment is trackegbsh
or undo information (see sec. 1.1). Such information is eded
while the document is being edited but should obviously betdd
before publication. The problem is that authoring toolsenaot
always made much difference between saving a document ffier co
tinued editing or for publication.

Human-created commentBocuments often contain com-
ments that are not printed with the rest of the text. For examp
presentations are accompanied by a script for the speakif e
hidden from the audience. We found that fractions of the leprésa
scripts were sometimes left in place when slides were cupasted
from one presentation to another or when one presentatisiused
as a template for others. Word-processing documents mayreals
clude comments that are not printed.

Machine-generated commentgachine-readable parts of a
document may also contain comments. Their purpose may be to f
cilitate debugging, help product or add-on developmento ctore
metadata that is not a part of the original document format: F
example, Postscript files routinely contain the name of tifisvaire

that was used to create the document, the creation dateheufitet
name of the source document. Sometimes, they contain the use
name of the document creator. HTML files also tend to be full of
comments that may reveal unwanted facts about the documents
history.

Hyperlinks. Hyperlinks are addresses of other documents such
as web pages. The problem with them is that the addressesdb wh
they point are typically not visible when the document isf&d.

This means that they may be ignored when the document is re-
viewed for publication. Yet, the addresses in unintentigna-
tained links may refer to web sites within the author’s orgation.

Metadata in embedded objectgpical documents have not
been created with a single piece of software but contain dodue
tables, figures and other types of objects. The tool with tviie
main document is created, such as a word processor, oftemchas
knowledge of the format or contents of the objects. Instdiagl,
editing and printing of the embedded objects is delegatexdter
pieces of software, possibly from different vendors. Ongetpf
embedded object that deserves special attention is digitajes.
Images often contain metadata such as the date on whichdhe pi
ture was taken, the model of the camera, exposure informdtie
author name, and a thumbprint image for preview. (We willdhav
more to say about embedded objects in section 4.3.)

Names and paths of embedded or linked objemited-
ded objects are often linked to their source documents xtimele,
for the purpose of keeping the object up to date with any chang
made to the source. These links are similar to hyperlinkggixc
that they typically point to a file on the local disk ratherrta the
web. The link reveals the name and path of the file from whieh th
embedded item was copied. The path often contains the userna
of the document author.

Template and style namesSimilar to embedded objects, doc-
uments contain links to templates, style sheets (CSS) amef ot
types of external style information such as background esamnd
sounds.

Macros and scripts Documents may contain or link to macros
and scripts, which are essentially program code. The cadedas
comments, variable names and other programming idiomgehat
veal more information than is necessary for the functiepahat

it implements. Moreover, macros are sometimes collecteldau-
ment templates just in case they might be needed. Macrosare u
ally associated with Microsoft Word and Excel but other wafte
packages have similar features. For example, PDF may contai
Javascript and Emacs allow macros to be stored at the enef ev
file. (Indeed, the latter feature was used in typesettirgghper.)

4. COMPLETE AUTHORING PROCESS

As a case study, we looked at a typical authoring process that
starts from a word processor or text editor and ends in a gl
PDF document. This example was chosen partly because itris co
mon wisdom that documents should be published in PDF format
rather than as word processing documents, such as thosecptbd
by Microsoft Word. The main observations are summarisetién t
following sections.

The important insight that we gained from this study is that t
process in which metadata is added to documents is far mare co
plex than is usually thought. It involves numerous softwamapo-
nents from various vendors that may all add their own pietdata
into the document. The document authoring process depends o
tool chain that is used for creating and transforming coreptsof
the document, which are then compiled into one publishattiéye
This final document may again be transformed by several .tools
The final document may be used as a component in future eglition
which means that the document lifecycle does not end at thie pu
cation.

Figure 4 shows the particular processes that we considared i
this study and the kinds of metadata that was found. The dlotte
arrows show the lifespan of the data from where they are tieder
to the last file in which they appear. Figure 4(a) shows amtiae-
ally constructed worst-case scenario with Microsoft Wod02 as
the main authoring software. Note that we used the Word featu
for removing PII. Figure 4(b) shows a typical process foeastific
publishing with LaTeX. It should be noted that the two scésar
are not comparable; we could have constructed the same kind o
worst-case scenario for LaTeX as for Word. Instead, we clmse
demonstrate that even the minimal process has some leaks.

4.1 Printer driver

The first major observation made in this case study was that,
even if the authoring software carefully removes all metadi@m
the document, Postscript printer drivers may unintentlgrut it

Printer drivers usually send to the printer metadata intamdio
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.......................................................
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(no Word-specific = doc printer ps Distiller_/ = pdf
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s Lat . RN dvi Ghost-
tex TP Latex 1 g P dvies [P .ps script > pdf
AN
fig > XFig P> .eps
(b)

Figure 4: Two examples of a PDF authoring process

the visible contents of the document. This data typicallgtams
the name or username of the user who invoked the printing func
tion. The printer needs to know the name, for example, to ntake
easier to browse and delete print jobs from the printer ugter-i
face. Since this feature is well understood by users, it negyns
unlikely that any privacy issues would arise from such peact
Postscript printer drivers are, however, commonly usedideatthe
original context for which they were developed. The drivars
used for converting documents into Postscript files whiehthen
published electronically, rather than being sent to a Iqcaiter.
Often, the physical printer is not even present on the sys#im
though not intended for that purpose, Postscript is useddasa
ment interchange format.

Postscript contains the same metadata regardless of wlisthe
sent to the printer or saved as a file. For example, the fafigwi
headers (i.e., comments) are from Postscript files createxlii
tests using different printer drivers.

%Wditle: Mcrosoft Word - Testing. docx
9%/4r eati onDate: 1/23/2006 19: 30: 21
9%/4-or . tuomaura

%€ D ATT_JOB OMNER "t uomaura”;

%€ D_ATT_JOB _NAME "M crosoft Word -
Testi ng. docx";

9%r eat or:  Cor el DRAW 10

%wditle: test-figures.ps

%/r eati onDat e: Thu Apr

%4-or: M chael Roe

14 14:32:47 2005

As can be seen above, the Postscript files contain the drfgaa
name and the name or username of the person that created them.
Since the Postscript headers are manufacturer-specifigriater
drivers produce slightly different comments. The alarmibger-
vation is that this metadata appears in the Postscript fda éall
metadata is carefully purged from the original documerghéuld
be noted that different Postscript printer drivers behafferéntly
and it is possible to find ones that do not store any metadata.

Clearly, the authoring software does not, and cannot, krimwta
the metadata added by the printer driver. The printer matufer,
on the other hand, has no reason to consider printing to adile a
a significant application of the driver. This kind of looseupbing
between the software components means that the ultimgtensis
bility for managing metadata is left to the end-user or oizgtion.

4.2 PDF conversion

While Postscript can still be used for online publishing ohp
able documents, it has been mostly replaced by the Portaiite D
ument Format (PDF). We tested multiple methods for corverti
documents to PDF. This is often done by printing the document
into a Postscript file and then using special conversiomso# to
turn the Postscript into PDF. We tested two common conwversio
tools: Adobe Acrobat Distiller and Ghostscript. By defatdoth
copy the metadata from Postscript comments into the PDFafile (
though for Ghostscript this appears to be version depepdEnt
example:



/Title(Mcrosoft Wrd - Testing. docx)
/ Aut hor (t uormaur a)

Thus, the metadata from printer drivers may be propagated to

the final PDF file. The conclusion is that publishing docuraeag

PDF does not guarantee freedom from unwanted metadatasunles

the creator has complete control over every stage in theecsion

process or cleans the final document of metadata with a PDF ed-

itor. In general, when the final document is produced witha to
chain that includes components from multiple vendors, sagh
printer manufacturer and different software publishergtadata
may be introduced at any stage in the process. It is necebaary
not sufficient for privacy to be able to clean out metadatahi t
main authoring tool such as the word processor.

One solution would obviously be a more integrated process fo

producing the final document. For example, XFig avoids the pi
falls associated with printer drivers because it has loitupport
for Postscript output. For another example, we experintewi¢h

a save-as-PDF feature in a word processor and did not find it to
insert any unwanted metadata. While this may be the best solu

tion for the particular problem of PDF conversion, it is cl¢iaat
there will always be situations where it is desirable to ushain
of independent tools and software components. In such cases
important to consider the privacy implications.

In the LaTeX-based process of Figure 4(b), similar problems
curred in document conversion. Depending on how it is in ke
the dvipsconversion tool adds either the DVI file name or its full
name and path to the Postscript output. The file path usuafly c
tains the username. This information is propagated all tag to
the PDF thought Ghostscript.

4.3 Embedded objects

Complex documents often contain embedded objects that have

been produced with a different authoring tool. The objectsy m
contain metadata that is not detected and cannot be remgubé b
software that processes the main document. In this studiested
three types of embedded content: Embedded Postscript (iERS)
ures, JPEG digital photographs and Object Linking and Emiingd
(OLE) objects, all of which were added to Word documents. All

three kinds of embedded content were found to hide some meta-

data.
Embedded Postscript objects, just as any other Postsaripi- d

ments, can contain headers and comments. When the main docu

ment is printed, the EPS is simply copied into the output Tileus,
any metadata in the EPS file will also be in the output Pogtscri
The embedded headers are not converted to PDF metadatghthou
because those values are taken from the main document.

Digital images contain metadata inside the image file in thié E
format [11]. Most of the data is put there by the digital caaer
such as the date when the picture was taken and exposurmasfor

file path and name of the source file of the object and the userna

of the person who did the embedding. The file path is needed as
long as the object is linked to the original file while the usene

is clearly unnecessary information. It is possible to bréeklink

to the object file and, thus, remove the file information. Feitu
versions of Word also avoid storing the username in the Oli& da
structures.

5. ANONYMOUS CONFERENCE SUBMIS-
SIONS

Out of curiosity, we used the PIl detection tool on anonymize
conference submissions from two computer-security cenfegs
where privacy was a topic of interest. Clearly, it is a prablénat
we need to know which strings to look for. Since we did not want
to breach the anonymity of the submissions, the test was dbne
ter the publication of the conference program. As seardéhgsty
we used the names, affiliations and email addresses (whieh of
contain the username) of the authors of the accepted pajées.
searched for these strings in the original, supposedlyyanouas,
submissions in Postscript and PDF formats. Any matchesean th
list of references or other printable text were ignored ahsac-
currences are typically intentional.

We found that 3 out of 43 submissions had not been anonymized
correctly. One PDF document contained the authors’ namtwin
\ Aut hor field, one Postscript file contained the author’'s name in-
side an EPS figure, and another one contained the authors use
name and name in an EPS figure. Another Postscript submission
was found to contain the file path of the source DVI file, inahad
the author’'s username, but our tool did not detect it becawsas
not given the right search string.

This sample is by no means representative of all conferanze s
missions and the number of mistakes found was, in fact, |tkaer
expected. As the anonymization is only intended to proteairest
inadvertent bias (not a malicious attacker), authors mayhage
been as careful to anonymize their submissions as they viawiel
been in a different situation. Therefore, we will not try tae con-
clusions based on the exact number of incorrectly anonydpze
pers. However, it does show that when asked to produce ary-anon
mous electronic document, even security experts don'tyavget
it right. In normal operation, a tool like ours would be run ting
submissions web site or, preferably, by the authors. Indh@ér
case, the search strings could be obtained from the sulomifesin
while, in the latter, they could be collected from the authoom-
puter.

6. CONCLUSION

We described a tool for auditing documents for PII, inclgdim-
intentionally hidden identifiers, that could be used toérte doc-

tion. Photographers may add other notes such as the name of th ument back to the authors or their organisation. The toohrasvel
artist. When the JPEG file is embedded in a Word document, all feature for automatically collecting potentially offendiidentifiers

this metadata is retained. When printing the main docunmat t
Postscript file, the information is lost, however.

OLE objects can be produced with any software that is compati
ble with the specification. If the main document and the erdbdd
object are produced by software from different vendorss gen-
erally impossible for one to know about the metadata in therot
Thus, the data must be purged separately from each objeétand
the main document. There is clearly a need for a standard inte
face for propagating the instructions for metadata-dateto the
objects. Moreover, the data structures for embedding tbjaay
contain information that exists neither in the original mdbcu-
ment nor in the embedded object. This information includes t

and it searches for them in various encodings anywhere ithcbe-
ment without needing to know anything about the documentstr
ture. We used the tool to discover where and why user, machine
and organisation identifiers are left in published documevithile
most of the literature focuses on the shortcomings of sipiglees
of software, we found that the modern document authoringgs®
typically involves a chain of tools and software compongstsh
as format converters and printer drivers, that are ofted usways
not envisioned by their developers. Each software tool onpm
nent may contribute to the metadata in the document. Therefo
in order to create documents without identity-revealintadane
must carefully consider every part of the authoring process
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