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Preface

This document contains the course notes for the course PMAT 429: Cryptography – The design of ciphers.

PMAT 429 is a 13-week course, with a midterm and a final exam.

The objective of the course is to explain the basic mathematical ideas underlying modern cryptographic

systems. Some background knowledge about groups, rings and fields is assumed, and Chapter 1 should be

seen as a summary of this background.

A feature of these course notes is the large set of exercises . Doing exercises is vital for understanding

mathematics. There are more exercises in these notes than a student can do in the 13 weeks of the course,

and every student should decide for himself how much exercises he can do, with a minimum of 3 exercises

each week.

Most mathematics is covered in chapters 1 and 5, the other chapters are mostly ‘applications’ of the

concepts introduced there. Chapter 7 is an exception to this rule, and should be seen as an advanced ‘optional

topic’.

Section 5.4 could be skipped, its main purpose is to provide mathematical background for Sections 6.3

and 6.4.

There are undoubtedly errors in these notes, both typographical mistakes and mathematical mistakes.

Every next version of the notes contains hopefully less mistakes than the current version. Please e-mail all

mistakes to the instructor.





1
Introduction

1.1 Group theory review

An operation on a set G is a map
G×G→G

(a, b) 7→ a ◦ b,

i.e., a function that associates a composition a ◦ b to every pair (a, b) of ordered elements of G. Instead of ◦,
we can use any symbol, like + or ·, to denote the operation. No purpose is served by using exotic symbols

like & or ℵ for an operation, and we will often write a + b or even ab to denote the composition of a and b.

An identity element for an operation is an element e ∈ G with the property that for every a ∈ G we

have e ◦ a = a ◦ e = e.

EXERCISE 1. Prove that the identity element is unique if it exists. Does every operation admit an identity

element?

1.1 DEFINITION. A set G together with an operation ◦ is called a group if it satisfies the following three

conditions.

(G1) G has an identity element for the operation ◦;
(G2) For every three elements a, b, c of G we have the associativity relation

a ◦ (b ◦ c) = (a ◦ b) ◦ c;

(G3) For every element a in G there exists an element a−1 with the property

a ◦ a−1 = a−1 ◦ a = e.

By exercise 2 below, the element a−1 in (G3) is uniquely determined by a. It is called the inverse of a.

EXERCISE 2. Let (G, ◦) be a group. Prove that the inverse a−1 is uniquely determined by a.

If a group G has the additional property that we have a ◦ b = b ◦ a for every a, b ∈ G, the group is said

to be abelian, after the Norwegian mathematician Hiels Hendrik Abel (1802–1829). Abelian groups are

much easier to study than non-abelian groups, and the groups we need for this course are typically abelian.

Examples of abelian groups include (Z, +), (Q∗, ·), (R∗, ·) and (Z/nZ, +) for integers n ∈ Z≥1.

EXERCISE 3. Give four non-abelian groups.

For every element σ ∈ G, the powers . . . , σ−2, σ−1, σ0 = e, σ, σ2, . . . form a subgroup 〈σ〉 ⊆ G of G. If we

have G = 〈σ〉 for some σ ∈ G, the group G is said to be cyclic, and σ is called a generator . Cyclic groups
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typically have multiple generators. As an example: the group (Z/10Z, +) is cyclic with generators 1, 3, 7,

and 9.

The number of elements of G is called the order of G and is denoted by #G or |G|. As the examples

above show, the order can be both finite or infinite. The order of an element a ∈ G is the smallest integer

n ∈ Z≥1 for which we have an = e in case it exists. If such an n does not exist, we say that a has infinite

order.

In a finite group, every element has finite order. It can be shown – see a previous Algebra course – that

the order of an element divides the order of the group in this case. The proof relies on Lagrange’s Theorem.

For abelian groups there is a much simpler proof, see exercise 4.

The exponent of a finite group is the smallest non-negative integer n for which we have an = e for all

a ∈ G. It divides the order of the group. The group (Z/nZ, +) has exponent n for instance. We will prove

in Section 1.3 that, for primes p, the group ((Z/pZ)∗, ·) has exponent p− 1.

EXERCISE 4. Let (G, ·) be a finite abelian group and let a ∈ G be arbitrary. Prove that we have
∏

g∈G ag =∏
g∈G g and derive that the order of a divides the order of G.

The ‘natural’ maps between groups are homomorphisms , i.e., maps that respect the group operation. More

formally, a map f : G1 → G2 is called a homomorphism if we have f(xy) = f(x)f(y) for all x, y ∈ G1.

As an example: the ‘calculus properties’ of the exponential map show that exp : (R∗, ·) → (R, +) is an

homomorphism. In case f is bijective, it is called an isomorphism. Informally phrased: isomorphic groups

are ‘the same’, the identification between the two is given by the map f .

1.2 Ring theory review

For cryptography we sometimes need groups with additional structure. The group (Z, +) also admits a

natural ‘multiplication’, and it is this idea that we generalize in the concept of a ring.

1.2 DEFINITION. Let A be an additively written abelian group. The triple (A, +, ·) is called a ring if it

satisifies the following three conditions.

(R1) A has an identity element 1 for the multiplication;

(R2) For every three elements a, b, c of A we have the associativity relation

a(bc) = (ab)c

(R3) For every three elements a, b, c of A we have the distributive laws

a(b + c) = ab + ac and (a + b)c = ab + ac.

If we have ab = ba for all a, b ∈ A, the ring is said to be commutative.

We insisted that the group A is abelian. This is no restriction: if a non-abelian group A admits an operation ·
for which (R1)–(R3) hold, is it automatically abelian.

EXERCISE 5. Prove this.

The requirements (R1) and (R2) are the same as (G1) and (G2). We do not demand that every element of

A has a multiplicative inverse, and the multiplicative structure is ‘not as nice’ as for groups. The set of units

A∗ = {a ∈ A | there exists a† ∈ A with aa† = a†a = 1}



Introduction 7

is ‘by definition’ a group under multiplication. It can be a lot ‘smaller’ than A itself as the example Z∗ = {±1}
shows.

A map f : A → B between rings is called a ring homomorphism if it a homomorphism between the

underlying additive groups that satisifies

1 f(1A) = 1B;

2 for all x, y ∈ A: f(xy) = f(x)f(y).

If f is bijective, it is called a ring isomorphism. Just as for groups, isomorphic rings can be considered to

be ‘the same’.

One of the most important rings in this course is the residue ring Z/nZ for a non-negative integer n. It

has n elements, and is almost by definition commutative. Its unit group (Z/nZ)∗ is the group of invertible

elements modulo n. An element a ∈ Z/nZ is invertible if and only if there exists an element x ∈ Z/nZ with

ax = 1, which means that the equation ax = 1 + ny has an integer solution. This in turn means – by the

Euclidian algorithm basically, see below – that a and n have to be coprime. We see that we have

(Z/nZ)∗ = {a ∈ Z/nZ: gcd(a, n) = 1}.

The order |(Z/nZ)∗| is denoted ϕ(n), and the function ϕ : Z≥1 → Z is called the Euler ϕ-function, after

Leonhard Euler (1707–1783).

It is convenient to reformulate the ‘middle school definition’ of greatest common divisor: the smallest

non-negative generator of the cyclic subgroup aZ+bZ ⊆ Z is called the gcd of a and b. The reader is advised

to check that this definition indeed coincides with the ‘old’ definition.

In order to compute efficiently in the group (Z/nZ)∗, we need a way of computing inverses. This means

that we must find a way of explicitly solving the equation ax + ny = 1 in integers x, y.

1.3 ALGORITHM. (Euclidian Algorithm) Define for integers a, b the non-negative integers r0, r1, . . . by

r0 = |a|, r1 = |b| and

ri+1 = (remainder upon division of ri−1 by ri) for ri 6= 0.

Then there exists an index k > 0 with rk = 0, and we have gcd(a, b) = rk−1.

Proof. Since the non-negative integers ri get smaller for increasing i, there exists an integer k with rk = 0.

We have rk−1 = gcd(rk−1, 0) = gcd(rk−1, rk) and as we have gcd(a, b) = gcd(r0, r1) is suffices to prove the

equalities

gcd(r0, r1) = gcd(r1, r2) = . . . = gcd(rk−1, rk).

In other words we have to prove that for a and b 6= 0, we have gcd(a, b) = gcd(b, r) with r the remainder of

division of a by b. This in turns means that we must prove the equality

aZ + bZ = bZ + rZ

of subgroups of Z. We simply note that a = qb + r is contained in the right hand side, and that r = a− qb

is contained in the left hand side. �

The extended Euclidian algorithm not only gives the gcd of a and b, but also gives integers x, y with ax+by =

gcd(a, b). We choose x0 = ±1, y0 = 0, x1 = 0 and y1 = ±1 such that we have
x0a + y0b = r0 = |a|
x1a + y1b = r1 = |b|.
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The division in the Euclidian algorithm gives us integers qi with ri−1 = qiri + ri+1. This means that

from the two equations above, we can make equations

xia + yib = ri for i = 0, 1, 2, . . . ,

where the (i + 1)-th equation is obtained by substracting the i-th equation qi times from the (i − 1)-th

equation. Or: the integers xi and yi satisfy the relations xi−1 = qixi + xi+1 and yi−1 = qiyi + yi+1. We get

xk−1a + yk−1b = rk−1 = gcd(a, b).

EXERCISE 6. Compute the gcd of your birthday and your phone number.

The following fact about prime numbers will be essential in the next section. Its proof is based on the

existence of the Euclidean algorithm.

1.4 LEMMA. Let a, b be integers, and let p be a prime dividing the product ab. Then p divides a or p

divides b.

Proof. Suppose that p does not divide b. Because p is prime, we then have gcd(p, b) = 1. By the Euclidean

algorithm, there exist integers x, y ∈ Z with xp + yb = 1. Write a = a(xp + yb) = axp + yab. We see that p

divides both terms on the right hand side, and p divides therefore a as well. �

In order to better understand the ring (Z/nZ) and its unit group (Z/nZ)∗, we have a classical result that

‘decomposes’ (Z/nZ) into a product of rings. Here, the product of two rings A and B is defined in the

‘logical’ way: the underlying set is the cartesian product A×B and the operations are coordinate wise.

1.5 THEOREM. (Chinese remainder theorem.) Let m and n be integers with gcd(m, n) = 1. Then the

natural map

ϕ:Z/mnZ
∼−→ Z/mZ × Z/nZ

(x mod mn) 7−→ (x mod m, x mod n)

is a ring isomorphism. It induces an isomorphism

ϕ∗ : (Z/mnZ)∗
∼−→ (Z/mZ)∗ × (Z/nZ)∗

on the unit groups. In particular, we have ϕ(mn) = ϕ(m)ϕ(n).

Proof. First we note that ϕ is well-defined: if x, x′ ∈ Z both satisfy x ≡ x′ mod mn, then we have

(x mod m, x mod n) = (x′ mod m, x′ mod n). It is trivial that ϕ is a ring homomorphism.

Since m and n are coprime, there exist integers r, s with rm+sn = 1. The residue classes of rm = 1−sn

and sn = 1 − rm are mapped to (0, 1) and (1, 0). As these generate the additive group of Z/mZ × Z/nZ,

the map ϕ is surjective. Since Z/mnZ and Z/mZ × Z/nZ both have mn elements, the map ϕ is injective

as well. It is therefore a ring isomorphism.

The unit group of Z/mnZ is mapped isomorphically onto the unit group of Z/mZ × Z/nZ, which is

(Z/mZ)∗ × (Z/nZ)∗. Relating the orders of the groups involved yields the relation ϕ(mn) = ϕ(m)ϕ(n). �

The group (Z/nZ)∗ is abelian, and exercise 4 yields the following classical results.

1.6 THEOREM. (Euler) For a and n ≥ 1 coprime, we have aϕ(n) ≡ 1 mod n.
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1.7 THEOREM. (Little Theorem of Fermat) For p prime and a ∈ Z we have

ap ≡ a mod p.

Proof. For a ≡ 0 mod p, the result is trivial. If a and p are coprime, we get ap−1 ≡ 1 mod p by Euler’s

result. Multiplying both sides by a yields Fermat’s result. �

The last ‘class’ of rings we will need are polynomial rings. If A is a ring, we can define the polynomial

ring A[X ] in the variable X in the standard way. The elements of A[X ] are formal expressions
∑

k≥0 rkXk

where only finitely many k are non-zero. The addition and multiplication rules are the same as those in high

school. If A is commutative, the ring A[X ] is commutative as well.

1.3 Field theory review

A commutative ring K with the property K∗ = K \ {0} is called a field . Examples of fields are Q,R,C and

the previous section shows that the ring Z/nZ is a field if and only if n is prime. For n = p prime, the finite

field Z/pZ is usually denoted Fp. The finite fields Fp resemble fields like R and C in the sense that many

results from linear algebra about matrices and determinants are true for arbitrary ‘ground fields’. This will

be of key importance in symmetric key cryptography.

1.8 LEMMA. Let K be a field, and let f = Xn + an−1X
n−1 + . . .+ a1X + a0 ∈ K[X ] be a polynomial. Then

f has at most n zeroes in K.

Proof. We apply induction to the degree of f . For n = 1 and f = X + a0, the only zero is −a0 as inverses

are unique in the additive group of K.

Now suppose that f has degree n > 1 and let x ∈ K be a zero. We can write f = (X − x)g(x) with g a

polynomial of degree ≤ n− 1. Indeed, since Xk − xk is divisible by X − x for k ≥ 1 we have

f(X) = f(X)− f(x) =

n∑

k=0

ak(Xk − xk) = (X − x)

n∑

k=1

ak

k−1∑

j=0

xk−1−jXk.

If y 6= x is a second zero of f , we have (x− y)g(y) = 0. As we have x− y 6= 0, we can multiply by (x− y)−1

to derive g(y) = 0. We see that the other zeroes of f are the zeroes of g. The induction hypothesis tells us

that g has at most n− 1 zeroes, and we are done. �

Note that it is essential in this lemma that K is a field: the polynomial X2 − 1 has eight zeroes in the ring

Z/24Z. As a consequence of the lemma, we derive the following classical result.

1.9 THEOREM. Let p be prime. Then the unit group (Z/pZ)∗ is cyclic of order p− 1.

Proof. Let d be the exponent of the group (Z/pZ)∗. The p − 1 elements of (Z/pZ)∗ are then zeroes of

Xd − 1, so d is at least p− 1. Since it also divides p− 1, we must have d = p− 1 and (Z/pZ)∗ is cyclic. �

An ideal in a commutative ring A, such as the ring K[X ], is an additive subgroup I of A with the property

r ∈ A, x ∈ I =⇒ rx ∈ I,

i.e., I is closed under multiplication by elements of A. The factor group A/I has a natural ring structure:

the product of x + I and y + I is given by xy + I.
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EXERCISE 7. Check that the product is well-defined.

For A = Z, examples of ideals are the subgroups nZ for integers n. We encountered the factor ring Z/nZ in

the previous section already. For every commutative ring, every element x ∈ A generates a principal ideal

(x) = {rx | r ∈ A}. The principal ideal (x) equals the entire ring A if and only if x is a unit.

As an example of factor rings, we (re)prove that Z/nZ is a field if and only if n is prime.

1.10 LEMMA. The residue ring Z/nZ is a field if and only if n is prime.

Proof. First suppose that Z/nZ is a field, and suppose that we have a factorization n = ab with a, b

positive integers. If a is not equal to n, the element a ∈ (Z/nZ)∗ has an inverse, and we see

a−1ab = 0 ∈ Z/nZ,

and we see that b is zero. We derive b = n, and n is prime.

Now suppose that n is prime, and let x be a non-zero element of Z/nZ. We have to prove that x has a

multiplicative inverse. This will follow if we show that the map mx : y 7→ xy is surjective. Or: since Z/nZ

is a finite ring, that the map mx is injective. Suppose that mx is not injective, and let y, z be elements of

Z/nZ with xy = xz. We have x(y− z) = 0 ∈ Z/nZ and therefore x̃ ˜(y − z) = kn ∈ Z for some integer k. We

see that the prime n divides the product of two integers, and by lemma 1.4 from Section 1.2, it divides one

of the factors. Since x is non-zero, n does not divide x̃. We see that y − z is zero in Z/nZ and we derive

y = z. �

Let K be a field, and let f be an element of the polynomial ring K[X ]. The polynomial f is called irreducible

if it is not a unit and if it has the property

f = gh with g, h ∈ K[X ] =⇒ either g or h is a unit.

Note that this resembles the ‘classical definition’ of prime numbers as integers that cannot be factored.

EXERCISE 8. Show that we have K[X ]∗ = K∗.

We can perform division upon remainder on polynomials in the same way as for integers: given polynomials

f, g, there exist polynomials q, r with f = qg + r with 0 ≤ deg(r) < deg(g). One could say that the degree

deg(r) is a measure for the ‘size’ of the polynomial r. Looking at the Euclidean algorithm for integers, we

see that the only essential ingredient is that we can perform division upon remainder. We see that we have

an Euclidean algorithm for polynomials as well. In the remainder of the section we study the factor ring

Fp[X ]/(f).

1.11 LEMMA. The quotient ring Fp[X ]/(f) is a finite field if and only f is irreducible.

Proof. The quotient ring A = Fp[X ]/(f) is finite as every element can be written in the form

x = a0 + a1X + . . . + anXn

with ai ∈ Fp and with n = deg(f)− 1. The proof of the lemma is highly similar to the proof of the lemma

above that Z/nZ is a field if and only if n is prime.
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Suppose first that A is a field, and suppose that we have a factorization f = gh. If g is not equal to uf

for some u ∈ F∗
p, the element g ∈ A has an inverse. We derive g−1gh = 0 ∈ A, and h is zero. Hence h equals

uf for some u ∈ F∗
p and f is irreducible.

Now suppose that f is irreducible, and let x be a non-zero element of A. Just as for the ‘Z/nZ-proof’,

we need to show that mx : y 7→ xy is injective. If we have xy = xz, then f divides the product x̃ỹ − z.

In the ‘Z/nZ-proof’ we invoked lemma 1.4 to derive that n divided ỹ − z. Looking at the proof of lemma

1.4, we see that all that we need there is the existence of the Euclidean algorithm. As remarked above, this

algorithm exists for polynomials as well. Hence, the polynomial analogue of lemma 1.4 is true, and we derive

that f divides ỹ − z, and we have y = z. The map mx is therefore injective, and x has an inverse. �

For an irreducible polynomial f , the field Fp[X ]/(f) has a natural structure as a vector space over Fp. Just

as in the proof of the lemma, every element can be uniquely as

x = a0 + a1α + . . . + anαn

with α a formal zero of f . In particular, we see that Fp[X ]/(f) has pdeg(f) elements. All finite fields have

prime power order, and one can show that fields with q = pf elements are ‘unique’: they are isomorphic.

Moreover, for every prime p and for every non-negative integer n there exists an irreducible polynomial of

degree n over Fp. In other words: for every prime power q there exists exactly one finite field with q elements.

It is denoted Fq.

Computing in finite fields proceeds just as one would expect. To multiply x, y ∈ Fq, we write x, y in

terms of a basis, multiply and reduce the result modulo the polynomial f . We refer to the exercises for

examples.

EXERCISE 9. Let Fq be the finite field with q elements. Prove that the unit group F∗
q is cyclic of order

q − 1.

1.4 Basic complexity theory

In this course we do not go into the formal definition of an algorithm, which would involve Turing machines,

etc., etc. Fortunately, one can work with algorithms for years without having ever seen a formal definition

as everyone has a ‘intuitive notion’ of what an algorithm is. One point to stress though is that in this course

algorithms are allowed to be probabalistic, i.e., an algorithm can ‘flip coins’.

We do insist that the output of an algorithm is proven to be correct however. In particular, ‘algorithms’

for which the output can be incorrect with small probability are not considered algorithms in this course.

This is a matter of personal taste, and it should be noted that not everyone makes the same choice here. It

is good to be aware of this when reading the (cryptographic) literature.

Besides proving the correctness of an algorithm, we are interested in bounding the run time. The bound

is usually an upper bound, where it is an art in itself to make the bound as tight as possible.

1.12 DEFINITION. Let f, g : Z>0 7→ R>0 be two functions. We say that f is O(g) if there exists n0 ∈ Z>0

and c ∈ R>0 such that for every n > n0 we have f(n) ≤ cg(n).

Informally phrased: we have f = O(g) is f is bounded from above by g expect possibly for a ‘finite start’.

As an example: we have n3 +n2 log n+343 = O(n3) as may be checked easily. The equality sign in f = O(g)

suggests that the right hand side conveys the same amount of information as the left hand side. This is
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not the case however. We have 3 = O(log n) = O(n) = O(n2) = O(exp n) for instance. The O-notation is

therefore only useful to give upper bounds on run times!

EXERCISE 10. Suppose f, g : Z>0 7→ R>0 satisfy limn→∞
f(n)
g(n) = c for some c ∈ R. Prove that f is O(g).

The run time estimate of an algorithm is usually given in terms of the length of the input, i.e., the number

of bits we need to specify the input. The length of an integer n is O(log n) for instance. Note that it not

relevant here which logarithm we mean by the log-notation: the constant by which two choices differ is

absorbed into the O-notation.

EXERCISE 11. Express the number of bits of n! in the number of bits of n using the O-symbol.

We analyze the run time of two basic algorithms: adding and multiplying two integers. Adding the (binary)

integers 1111000 and 0011110 is done as follows for example.

1 1 1 1 0 0 0
0 0 1 1 1 1 0

1 0 0 1 0 1 1 0

As the example indicates, the time it takes to add two integers is the maximum of their lengths. Adding an

k- and and l-bit integer takes time O(max{k, l}).
The ‘middle school rule’ for multiplying the (binary) integers 11101 and 1101 gives the following ‘mul-

tiplication table’.
1 1 1 0 1

1 1 0 1

1 1 1 0 1
1 1 1 0 1

1 1 1 0 1

1 0 1 1 1 1 0 0 1

In general, for an k-bit integer m and an l-bit integer n, we get k rows. Adding two rows takes l−1 additions.

We get O(kl− k) additions, and the time needed to multiply m and n is O(kl). In particular, if both m and

n have the same number of bits, multiplying takes time O((log m)2).

There are in fact asymptotically much faster multiplication algorithms. The fastest known algorithm is

FFT, which stands for Fast Fourier Transforms. Multiplying two k-bit integers takes time O(k log k log log k),

i.e., almost linear in k.

Almost every algorithm uses a kind of multiplication algorithm as ‘subroutine’. It depends a bit on the

context which multiplication subroutine one should use for the analysis of the algorithm. If we are interested

in an asymptotic analysis we should use FFT. This is typically the case in mathematics. If we are interested

in the behaviour of the algorithm for ‘real life inputs’, we mostly use the middle school algorithm. This is

typically the case in cryptography: FFT is only faster for much larger inputs than used in cryptographic

practice. For this reason, we shall use the middle school algorithm in this course.

Another basic algorithm is the Euclidean algorithm from Section 1.2. To analyse it, we need a good

bound on the number l of steps we have to do on input of two positive integers a > b > 0. For 1 ≤ i ≤ l we

have

ri−1 = qiri + ri+1 ≥ ri + ri+1 ≥ 2ri+1,

i.e., the remainders halve after two steps. We therefore get l = O(log a), and the Euclidean algorithm takes

time O(log a log b). In fact, there exists variants of the Euclidean algorithm that are almost linear in the
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input size. The same remark as for the multiplication algorithm applies here.

EXERCISE 12. Prove that the extended Euclidean algorithm also takes time O(log a log b).

As a corollary from the exercise above, we see that we can compute the inverse of a ∈ (Z/nZ)∗ in time

O((log n)2).

The Euclidean algorithm is used a lot in cryptographic practice, and for this reason we zoom in on the

constant in the O-symbol. Let Fn be the n-th Fibonacci number.

EXERCISE 13. Prove that two consecutive terms in the Fibonacci sequence are coprime.

It follows from the exercise above that we need n steps in the Euclidean algorithm on input of Fn+1 and

Fn+2.

1.13 LEMMA. (Lamé) Let a > b > 0 be integers with b < Fn+1. The number of steps in the Euclidean

algorithm for a and b is strictly less than the number of steps for Fn+2 and Fn+1, i.e., is strictly less than n.

Proof. Suppose that we need n steps to calculate gcd(a, b). In the last step we get rn−2 = qn−1rn−1.

We have qi ≥ 1 and qn−1 ≥ 2 as we have rn−1 < rn−2. We derive rn−1 ≥ 1 = F2, rn−2 ≥ 2rn−1 = F3,

rn−i ≥ rn−i+1 + rn−i+2 ≥ Fi + Fi+1 and hence b = r0 ≥ r1 + r2 ≥ Fn + Fn−1 = Fn+1. �

Putting α = 1+
√

5
2 , an easy induction proof shows that we have Fn+1 > αn−1.

1.14 THEOREM. The number of steps in the Euclidean algorithm needed to find gcd(a, b) is not more than

5 times the number of decimal digits in the smallest of the two integers a and b.

Proof. Let n be the number of steps needed in the Euclidean algorithm. By Lamé’s result, we have

b ≥ Fn+1 > 1+
√

5
2

n−1
. We have log10(

1+
√

5
2 ) > 1/5, and log10(b) > log10(α

n−1) = (n − 1) log10(α) > n−1
5 .

This finishes the proof. �

1.5 Operations modulo n

In order to compute in the residue class ring Z/nZ, we must agree on a choice of representative x̃ ∈ Z of

x ∈ Z/nZ. No purpose is being served by taking an exotic choice like x̃ ∈ {12345n, . . . , 12346n− 1}, and we

will either take x̃ in the interval {0, . . . , n− 1} or in the interval {−(n− 1)/2, . . . , (n− 1)/2}. In particular,

we need O(log n) bits to specify an element x ∈ Z/nZ.

To compute a + b mod n we first compute a + b ∈ Z. If we have 0 ≤ a + b < n (or more generally: if

a + b lies in the interval we choose our representatives from) we are done. If not, we compute (a + b)− n,

which will lie in the interval {0, . . . , n}. The total cost of this operation is 2 log n = O(log n).

To compute ab mod n we first compute ab ∈ Z. Again, if we have 0 ≤ ab < n, we are done. If not, we

do division with remainder to computed ab mod n. The total cost of this operation is O((log n)2).

Another important operation for cryptography is ‘exponentiation mod n’, i.e., to compute am mod n.

The naive approach of computing a1, a2, a3 = a2 · a, . . . , am is very slow: it takes time exponential in log m.

We can significantly improve upon this by using a trick known as repeated squaring and adding. First we

write m in binary expansion:

m = b0 + b12 + b22
2 + . . . + bk2k
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with bi ∈ {0, 1}, and we note that we have

am = ab0(a2)b1(a4)b2 · · · (a2k

)bk .

We compute the powers a2, a4, a8, . . . , a2k

, and then compute am using the relation above. Of course, we

reduce every ‘intermediate results’ in this process modulo n to keep the numbers small.

To analysis the run time of this algorithm, we note that we do ⌊log2 m⌋ squarings, and then at

most ⌊log2 m⌋ multiplications. (For practical purposes it is worth noting that on average we expect to

do 1/2⌊log2 m⌋ multiplications, as half of the bits of a ‘random integer’ will be zero.) The total cost of the

algorithm is therefore at most 4 log2 n(log2 m)2 = O(log n(log m)2).

In case m is larger than the group order ϕ(n) of (Z/nZ)∗, we may reduce m modulo ϕ(n) before

computing am. Indeed, Euler’s result from Section 1.2 shows that we have aϕ(n) = 1 ∈ (Z/nZ)∗.

EXERCISE 14. Compute 513 mod 17 and 7123 mod 17. Give all your intermediate results.

1.6 Operations in Fq

Recall that we represent an element of Fq = Fpn = Fp[X ]/(f) as a polynomial in Fp[X ] of degree at most

n− 1. We therefore need n elements of Fp to represent elements of Fq: the coefficients of the polynomial.

Adding two elements in Fq takes time O(n log p) = O(log q) since adding elements in Fp takes time

O(log p).

Multiplying elements in Fq is a bit more involved. To compute ab ∈ Fq we first compute the ‘polynomial

product’ ab ∈ Fp[X ]. This requires n2 multiplications of elements in Fp, and n − 1 polynomial additions

of polynomials of degree n − 1. The multiplications take time O(n2(log p)2) and the additions take time

O(n2 log p).

Next we perform division with remainder on ab by f . The polynomial ab ∈ Fp[X ] has degree at most

2n − 2, so this will require n(n − 1) multiplications in Fp and (n + 1)(n − 1) substractions in Fp. Just as

before, we spend time O(n2(log p)2) for the multiplications, and O(n2 log p) for the substractions.

Putting it all together, we can compute the product ab ∈ Fq in time O(n2(log p)2) = O((log q)2).

Finally, computing am ∈ Fq takes time O((log q)3). Indeed, this is exactly the same as for Z/nZ since

our ‘multiplication cost’ is the same!

1.7 Exercises

EXERCISE 15. Check whether the operation ∗ gives a group structure on X in the following cases, and if

so, if the group is abelian.

1. a ∗ b = ab for X = R∗ = R \ {0};
2. a ∗ b = a + b− 1 for X = R;

3. a ∗ b = alog b for X = R>1;

4. a ∗ b = max{a, b} for X = R.

EXERCISE 16. Suppose that we have (ab)n = anbn for all a, b ∈ G and all n > 1. Prove that G is abelian.

EXERCISE 17. Suppose that we have a2 = e for all a ∈ G. Prove that G is abelian.

EXERCISE 18. Does there exist a non-abelian group G with the property a3 = e for all a ∈ G?
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EXERCISE 19. Prove that all groups of order 2 are isomorphic. Are all groups of order 3 isomorphic?

EXERCISE 20. Let f : G→ G′ be a homomorphism. Prove that Ker(f) = {x ∈ G : f(x) = e′} is a subgroup

of G.

EXERCISE 21. Let f : G → G′ be a homomorphism. Prove that Im(f) = {f(x) : x ∈ G} is a subgroup

of G′.

EXERCISE 22. Compute ϕ(n) for n ≤ 20.

EXERCISE 23. Determine an integer x ∈ Z satisfying the congruence conditions x ≡ 12 mod 34 and

x ≡ 45 mod 67.

EXERCISE 24. Prove that we have a13 ≡ a mod 2730 for all integers a.

EXERCISE 25. Prove that X2 + X + 1 ∈ F2[X ] is irreducible. Put F4 = F2[X ]/(X2 + X + 1). Compute

X ·X + 1 ∈ F4.

EXERCISE 26. The polynomial f = X5−X−1 ∈ F5[X ] is irreducible. Compute X2 + X + 1·X4 + X − 2 ∈
F5[X ]/(f) = F25.

EXERCISE 27. Let p 6= 2 be prime. Prove that there is an element x ∈ Fp that is not a square.

EXERCISE 28. For each of the following functions, give the letter of the best estimate among the following:

(by best we mean the smallest function for which it is still true)

(a) O(ln n) (b) O(ln2 n) (c) O(ln3 n)
(d) O(n) (e) O(n2) (f) O(n3)
(g) O(2n) (h) O(n!) (i) O(nn)

(a)
(
n
3

)

(b) 20 ln3 n + 2n2

(c) The number of polynomials in x of degree at most n whose coefficients are all either 0 or 1.

(d) The number of polynomials in x of degree at most n− 1 whose coefficients are integers in Z/nZ.

(e) The amount of memory space a computer requires to store the number n.

(f) The amount of memory space a computer requires to store the number n2.

(g) The sum the first n positive integers.

(h) The number of bits in the sum of the squares of the first n positive integers.





2
Symmetric key cryptography

2.1 Rijndael

In 1997, the ‘National Institute of Standards and Technology’ (NIST) close to Washington DC asked for

possible replacements of the ‘Data Encryption Standard’ (DES). The winner was Rijndael , developed by

John Daemen and Vincent Rijmen. Both Daemen and Rijmen are alumni of the Katholieke Universiteit

Leuven in Belgium. Rijndeal was announced as the ‘Advanced Encryption Standard’ (AES) in 2001.

Rijndael uses linear algebra over finite extensions of the finite field F2 of 2 elements. A bit is an element

of F2, and eight bits form one byte. In this section we give a (rather mathematical) description of Rijndael,

based on a description given by H. W. Lenstra.

We identify the space F8
2 of all bytes with {f ∈ F2[X ] : deg f < 8} by (b7b6b5b4b3b2b1b0) =

∑7
h=0 bhXh.

(This is just an identification of sets.) Define the map λ : F8
2 → F8

2 by

λ(f) ≡ (X4 + X3 + X2 + X + 1) · f + X6 + X5 + X + 1 mod (X8 + 1).

Note that we again end up in F8
2 ↔ {f ∈ F2[X ] : deg f < 8} because we take the remainder upon divison by

a polynomial of degree 8. We have λn(f) = (X4 + X3 + X2 + X + 1)nf + (X4 + X3 + X2 + X + 1)n−1(X6 +

X5 + X + 1) + . . . + (X4 + X3 + X2 + 1)1(X6 + X5 + X + 1) + (X6 + X5 + X + 1) mod (X8 + 1), and we

check that we have λ4 = id. In particular, the inverse λ−1 is given by

λ−1(f) = λ3(f) ≡ (X6 + X3 + X) · f + X2 + 1 mod (X8 + 1).

All other operations on {f ∈ F2[X ] : deg f < 8} will not be done modulo X8+1 but modulo the (irreducible)

polynomial m = X8 + X4 + X3 + X + 1, so that F8
2 becomes identified with the field F256 = F2[X ]/(m).

Define the map σ : F256 → F256 by σ(a) = λ(a254). Since F∗
256 is cyclic of order 255, we have a254 = a−1 for

a 6= 0, i.e., σ ‘usually’ outputs the λ of the inverse. We have σ−1(a) = (λ−1(a))254.

Four bytes form one word . The map from the space F4
256 = F32

2 of all words to itself sending (ai)
3
i=0 to

(σ(ai))
3
i=0 is by abuse of notation again denoted by σ. Define the ‘shift map’ ξ : F4

256 → F4
256 by

ξ((ai)
3
i=0) = (σ(ai+1))

3
i=0 indices mod 4.

Write c = (X, 1, 1, X + 1) ∈ F2[X ]/(m) = F256 and d = (X3 + X2 + X, X3 + 1, X3 + X2 + 1, X3 + X + 1) ∈
F2[X ]/(m) = F256, and identity F4

256 with {g ∈ F256[Y ] : deg g < 4} by (a0, a1, a2, a3) =
∑3

i=0 aiY
i. Define

µ, ν : F4
256 → F4

256 by µ(g) ≡ c · g mod (Y 4 + 1) and ν(g) ≡ d · g mod (Y 4 + 1). The reader may check that

we have ν = µ−1 = µ3.

Four words form one state. The maps from the space S = (F4
256)

4 = F128
2 of all states to itself sending

(wj)
3
j=0 to (µ(wj))

3
j=0, to (ν(wj))

3
j=0, and to (σ(wj))

3
j=0 are again denoted by µ, ν and σ respectively. Define

ρ : S → S by

ρ(((ai,j)
3
i=0)

3
j=0) = ((ai,i+j)

3
i=0)

3
j=0 indices mod 4.



18 Symmetric key cryptography

If a state is written as a 4× 4-matrix, each column being a word, then ρ shifts the entries in row i cyclically

i places to the left (0 ≤ i ≤ 3); similary, ρ−1 = ρ3 shifts row i cyclically i places to the right. We have

ρσ = σρ. For s ∈ S, the map τs : S → S is defined by τs(x) = x + s, i.e., τs is a translation. We have

τ−1
s = τs and µτs = τµ(s)µ.

The key space K equals S. For a fixed key k = (wj)
3
j=0 ∈ K, we define inductively w4, w5, . . . , w43 ∈ F4

256

by wj = wj−1 + wj−4 if j 6≡ 0 mod 4 and wj = ξ(wj−1) + wj−4 + (X(j−4)/4, 0, 0, 0) if j ≡ 0 mod 4, and we

put kl = (w4l, w4l+1, w4l+2, w4l+3) ∈ S for 0 ≤ l ≤ 10. This process is known as key expansion.

Encryption. Messages are divided in blocks of 128 bits each. Each block belongs to S. Given a key k ∈ K,

a block is encrypted by means of the encryption function εk : S → S defined by

εk = τk10
ρσ τk9

µρσ τk8
µρσ τk7

µρσ τk6
µρσ τk5

µρσ τk4
µρσ τk3

µρσ τk2
µρσ τk1

µρσ τk0
,

where the composition is from right to left. We see that there are three steps: first we apply the map τk0
,

then we have nine ‘rounds’ of the composed map τki
µρσ, and then we have a final round omitting µ.

Decryption. The corresponding decryption function ε−1
k is given by

ε−1
k = τk0

ρ−1σ−1 τν(k1)νρ−1σ−1 τν(k2)νρ−1σ−1 τν(k3)νρ−1σ−1 τν(k4)νρ−1σ−1 ◦
◦τν(k5)νρ−1σ−1 τν(k6)νρ−1σ−1 τν(k7)νρ−1σ−1 τν(k8)νρ−1σ−1 τν(k9)νρ−1σ−1 τν(k10)νρ−1σ−1,

a check that we leave as an exercise to the reader.

Dictionary. Here are the names used for some of Rijndael’s ingredients.

AddRoundKey: one of the maps τkl

MixColumns: the map µ defined on S
Round key: one of the elements kl of S
Round transformation: one of the maps τkl

µρσ

S-box: the map σ defined on F256

ShiftRows: the map ρ

SubBytes: the map σ defined on S

2.2 Pohlig-Hellman

Every finite abelian group G can be used as basis for a ‘cryptographic system’ in the following way. Suppose

that both parties, usually called Alice and Bob, know a secret integer e ∈ Z that is coprime to the group

order |G|. To encrypt a message m ∈ G, Alice computes me ∈ G. To decrypt the message, Bob computes

the inverse d = e−1 ∈ (Z/|G|Z)∗, and then computes (me)d. Note that we have

(me)d = med = m1+n|G| = m1 · (m|G|)n = m1 · 1n = m,

so Bob can retrieve the message.

In order for this system to be practical we need that we can perform the group operation efficiently.

By repeating squaring and adding, we can then compute me and (me)d in a reasonable amount of time.

Furthermore, we need to be able to compute the inverse d ∈ (Z/|G|Z)∗ quickly. We have seen that the

Euclidean algorithm runs in time polynomial in log |G|, so as long as G has a number of elements that we

can ‘still write down’ this is not a problem.

To analyze the ‘security’ of this system, we must agree on what an attacker, usually called Eve, is

allowed to do. If Eve only sees the message that Alice sent to Bob, and is not allowed to do anything, then
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Eve only sees a random element of G. All she can do is guess the message m, and she will succeed with

probabilty 1/|G|. So, for ‘large’ groups this system will be secure.

It is a bad idea to restrict the capacities of an attacker. Let us now assume that Eve can feed messages

to the system, i.e., she also knows a pair (m′, m′e). If she can recover e from this, she can find the inverse d

and compute (me)d = m ∈ G. The mathematical problem she faces is known as the discrete log problem.

2.1 DISCRETE LOG PROBLEM. Let G be a finite abelian group, and let a, b be elements of G. Determine

an integer x with ax = b in case such an integer exists.

EXERCISE 1. Give an example where an integer x as above does not exist.

The hardness of the discrete log problem depends heavily on the group G and how we ‘represent’ elements

of G. Consider G = (Z/nZ, +), where the reader may choose his own favourite positive integer n. The

discrete log problem in this additively written group is to, given a, b ∈ Z/nZ, find an integer x with xa = b ∈
Z/nZ. This is easy however. Let us for simplicity assume that a is coprime to n. In this case, we can compute

the inverse a−1 ∈ (Z/nZ)∗ using the Euclidean algorithm, and we compute x = x · 1 = xaa−1 = ba−1. We

have seen in Chapter 1 that the Euclidean algorithm takes time polynomial in log n, so if we want that the

computation of a−1 takes infeasibly long, we should take n extremely large. If we do this however, then it

will also take infeasibly long to compute the encrypted message! This is a general phenomenon: we want to

find a group G for which it is easy to encrypt (polynomial time in terms of some parameter) and hard to

solve the discrete log problem (exponential time in terms of the same parameter).

As a second example, consider the group G = ((Z/pZ)∗, ·) where p is your favorite prime number. Recall

that G is cyclic of order p − 1, cf. Chapter 1. The discrete log problem in G is to, given a, b ∈ (Z/pZ)∗,

find an integer x with ax = b. First we note that both encryption and decryption can be done ‘fast’ in this

group. Indeed, both operations take time O((log p)3).

The discrete log problem for (Z/pZ)∗ is believed to be harder than for Z/nZ. We should ensure however

that the integer x involved is ‘large’ to avoid the simple attack of trying x = 1, 2, . . . until we find an x that

works. This holds true for any group of course: we need to ensure that x is of roughly the same size as |G|
to make this naive attack infeasible.

The hardness of the discrete log problem for (Z/pZ)∗ depends on p in the following way. By the Chinese

remainder theorem, we have

(Z/pZ)∗ ∼= (Z/qe1

1 Z)∗ × (Z/qe2

2 Z)∗ × . . .× (Z/qek

k Z)∗

where
∏k

i=1 qei

i = p − 1 is the prime factorisation of the group order |G| = p − 1. If we can solve the

discrete logarithm problem in the groups (Z/qei

i Z)∗, we can combine all these solutions to find a solution in

G = (Z/pZ)∗. We explain the Pohlig-Hellman algorithm in Section 3.6 to compute discrete logarithms this

way.

The hardness of the discrete log problem for (Z/pZ)∗ depends on the ‘smoothness properties’ of p− 1.

In cryptography, one typically chooses a prime p for which p−1 has no small prime factors to avoid an attack

based on the Chinese remainder theorem. We will return later to the question of the best known attack for

primes p for which p− 1 is not very smooth.

The astute reader may have realised that since (Z/pZ)∗ is cyclic of order p− 1, we have

((Z/pZ)∗, ·) ∼−→ (Z/(p− 1)Z, +).

We claimed that the discrete log problem is ‘hard’ for the group on the left, and easy for the group on the

right. Yet, the two groups are isomorphic, and can therefore considered to be ‘the same’. . .
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The key to this paradox is that it requires a lot of time to compute the images f(a) and f(b) under the

isomorphism f : (Z/pZ)∗
∼−→ (Z/(p− 1)Z). The isomorphism is determined by the condition f(g) = 1 for

our favorite generator g of (Z/pZ)∗, so the isomorphism is certainly ‘explicitly given’. However, if we want

to compute f(a) and f(b) we need to first write a and b as powers of the generator g. This means that in

order to compute f we must solve a discrete logarithm problem! We see that we must be careful if we say

that the hardness of the discrete logarithm problem depends on the group involved: it is also very much

dependent on the way we represent elements of the group!

So far, we have seen that we should take p ‘large’ such that p− 1 has not too many small prime factors,

and that we should be a little bit careful in how we represent the elements of (Z/pZ)∗. The best known attack

for (Z/pZ)∗ is subexponential however. Informally speaking, this is somewhat ‘halfway’ between polynomial

and exponential. Define for α, β ∈ R>0 the function Ln(α, β) by

Ln(α, β) = O(exp(β(log n)α(log log)1−α)).

Algorithms with run time Ln(1, β) are called exponential , and algorithms with run time Ln(0, β) are called

polynomial . The names are self explaining by plugging in the two values for α in the formula above. Any

algorithm with run time Ln(α, β) with 0 < α < 1 is called subexponential .

The first subexponential algorithm to solve the discrete logarithm problem for (Z/pZ)∗ was given by

Adleman in 1979. At the moment, the best known algorithm has a run time Ln(1/3, 1.923). It is capable

of solving the discrete log problem for a prime p of 120 decimal digits in roughly two weeks using ‘normal

computers’.

We see that the best known attack for (Z/pZ)∗ is both far from exponential, and far from polynomial.

For cryptographic practice this means that we should take our prime p of moderate size, say p ≈ 10200, to

be safe against the subexponential attack. However: the fact that we do not know any ‘good attacks’ for the

discrete logarithm problem in this group, does not imply that such attacks do not exist! It could in principle

be that someone in Zimbabwe finds a polynomial time algorithm tomorrow to break the discrete logarithm

problem. One could say that the security of this cryptographic system – and of many, many others – is

based on the ignorance of mathematicians. . .

EXERCISE 2. Suppose that you find a polynomial time algorithm to solve the discrete logarithm problem for

(Z/pZ)∗. Give some serious thought to the question of what you should do with that algorithm: announce

it or not? Please keep the summary of your thoughts that you hand in as solution to this exercise under half

a page. . .

2.3 Massey-Omura

A variant of the Pohlig-Hellman system is the Massey-Omura protocol. Let G be a finite abelian group for

which the discrete logarithm problem is supposed to be reasonably hard. The reader may take G = F∗
q as

example, in Chapter 7 we will have a look at another group. Let m ∈ G be the message that Alice wants to

send to Bob.

Suppose that both Alice and Bob have chosen a secret integer, say eA and eB, that is coprime to |G|.
Alice computes the inverse dA = e−1

A ∈ (Z/|G|Z)∗, and Bob computes dB = e−1
B ∈ (Z/|G|Z)∗. The protocol

is as follows: Alice computes meA ∈ G and sends that to Bob. Bob computes (meA)eB and sends that back

to Alice. Next, Alice computes ((meA)eB )dA = (meAdA)eB = (m1+n|G|)eB = meB and sends that to Bob.

Finally, Bob computes (meB )dB = m ∈ G.

The advantage of this protocol over Pohlig-Hellman is that Alice and Bob do not have to ‘agree’ on a

common secret key. The disadvantage is that the time spent on sending m ∈ G to Bob is doubled. The fact
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that two ‘encrypted messages’ are sent also has the consequence that the system is weaker in some sense.

Indeed, suppose that the attacker Eve only intercepts the messages and is not capable of feeding messages

to the system. Eve knows meA and (meA)eB , so if she can efficiently compute discrete logarithms in G, the

system is broken. So, Eve needs less access to the system than for Pohlig-Hellman to break the system.

2.4 Exercises

EXERCISE 3. Find two integers x ∈ Z with 2x = 15 ∈ F∗
19.

EXERCISE 4. Find two integers x ∈ Z with 4x = 5 ∈ ((Z/7Z), +).

EXERCISE 5. Do all the computations that Alice and Bob do for the Pohlig-Hellman system using G =

(Z/17Z)∗, m = 5 and e = 3.

EXERCISE 6. Do all the computations that Alice and Bob do for the Pohlig-Hellman system using G =

(Z/19Z)∗, m = 5 and e = 5.

EXERCISE 7. Do all the computations that Alice and Bob do for the Massey-Omura system using G =

(Z/17Z)∗, m = 5, eA = 3 and eB = 5.

EXERCISE 8. Do all the computations that Alice and Bob do for the Massey-Omura system using G =

(Z/19Z)∗, m = 5, eA = 4 and eB = 5.
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Public key cryptography

3.1 Diffie-Hellman key exchange

In order to use the Pohlig-Hellman symmetric key cryptographic system, we need that Alice and Bob have

a common secret key. If they have access to a ‘private channel’ this is easy to arrange. However, this is

typically not the case. Indeed, Alice can be a company selling items over the internet and Bob can be a

customer. In this case, the only channel available to them is the internet, which is far from private.

The solution to this key exchange problem is given by the Diffie-Hellman key exchange protocol from

1976. It resembles the Massey-Omura system from Section 2.3.

In the Diffie-Hellman protocol, Alice and Bob agree on a finite abelian group for which (a) the discrete

logarithm problem is believed to be hard and (b) in which the group operation can be performed efficiently.

They make the group G and an element g ∈ G public.

1. Alice chooses a secret integer a ∈ Z>0, and sends ga ∈ G to Bob.

2. Bob chooses a secret integer b ∈ Z>0, and sends gb ∈ G to Alice.

3. Alice computes (gb)a = gab ∈ G, and Bob computes (ga)b = gab ∈ G.

We see that both Alice and Bob know gab ∈ G, and they can use this as secret key for a symmetric key

protocol. An attacker Eve knows the group G and the elements g, ga, gb ∈ G. It is believed that the only

way she can compute gab is by computing the discrete log for either ga or for gb, a task which is infeasible

if the subgroup 〈g〉 ⊆ G is large enough.

The problem Eve faces is sometimes called the ‘Diffie-Hellman problem’: given G and g, ga, gb ∈ G,

compute gab ∈ G. The discrete log problem is certainly harder than this problem, we do not know if the

Diffie-Hellman algorithm is easier than the discrete log problem.

3.2 Man in the middle attack

The Diffie-Hellman key exchange protocol is ‘secure’ if Eve can only intercept messages. As said in Chapter

2 already, it is in general a bad idea to restrict the capacities of an attacker. In this section we give Eve

some more access to the system, and we explain what is known as the man in the middle attack .

Eve chooses an integer c ∈ Z>0 and intercepts the messages ga, gb ∈ G sent while Alice and Bob perform

the Diffie-Hellman key exchange protocol. By intercept we mean that Eve not only knows ga and gb but she

also prevents Bob from receiving ga and Alice from receiving gb.

Eve computes gc and sends that to both Alice and Bob. Alice and Bob think that they have received

gb and ga respectively. Hence, Alice computes (gc)a = kA and Bob computes (gc)b = kB , thinking that they

agree on a secret key. Eve can compute (ga)c = kA and (gb)c = kB as well!

If Alice and Bob use their ‘common secret key’ to send a message m, Eve can do the following. She

can decrypt messages sent by Alice since she knows Alice’s secret key kA. Furthermore, she can change the
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message, ‘re-encrypt’ is and send it to Bob. Bob will therefore receive a different message, and Eve will see

the original message sent by Alice.

3.3 ElGamal

If Alice wants to send a message to Bob, it is not needed to first apply the Diffie-Hellman key exchange

protocol and then use a symmetric key protocol to send the message. Instead, we can use the ElGamal

cryptographic system. As usual, we let G be a finite abelian group for which the discrete logarithm problem

is believed to be hard and in which the group operation can be performed efficiently. Let a ∈ G be such

that the subgroup 〈a〉 ⊆ G is large, meaning that the discrete logarithm problem is hard for this subgroup

as well. If G is cyclic, we can take a to be a generator of G for instance.

Bob chooses a secret integer x that is coprime to |G|, and computes b = ax ∈ G. He makes b public.

The public information in this protocol is: the group G and the elements a, b ∈ G.

To send a message m ∈ G to Bob, Alice does the following. She chooses a secret integer k that is

coprime to |G|. She computes r = ak ∈ G and t = bkm ∈ G. She sends the pair (r, t) ∈ G×G to Bob.

To recover the message m, Bob does the following. He computes r−x = (ak)−x = a−kx ∈ G, and then

computes

tr−x = bkma−kx = (ax)kma−kx = aak−akm = m ∈ G

to recover the message m.

The attacker Eve has the following information: the group G, a ∈ G, b ∈ 〈a〉 ⊆ G, r = ak ∈ 〈a〉 and

t = bkm ∈ G. If Eve can compute discrete logarithms in 〈a〉 ⊆ G, she can compute k, x ∈ Z. She then has

the same information as Bob, and can decrypt the message.

However, if Eve can compute axk from knowing ak = r and ax = b, she can compute a−kx and therefore

ta−kx = m ∈ G. We see that the system is broken is Eve can solve the Diffie-Hellman problem. One

can prove in fact that if Eve can break the system – by only observing the messages, no other ‘tampering’

is allowed – then she can solve the Diffie-Hellman problem efficiently. The ElGamal is an example of an

semantically secure system: breaking it is equivalent to solving a mathematical problem that is believed to

be hard.

In the ElGamal protocol, Bob computes the message m ∈ G. However, all he can derive from this is

that someone sent him this message. He has no proof that it was Alice who sent the message.

3.4 ElGamal Signature

A variant of ElGamal deals with the following problem: how can Alice send a public message to Bob such

that Bob can be sure that only Alice can have sent the message? Whereas ElGamal works for any finite

abelian group G, the signature variant is restricted to the case G = (Z/pZ)∗.

Let p be a prime such that the discrete logarithm problem for (Z/pZ)∗ is hard. We have seen in Chapter

1 that the group operation in this group can be performed efficienlty: multiplying two elements takes time

O((log p)2). The (publicly known) message that Alice wants to send to Bob is denoted by m, which is an

element of the interval {0, . . . , p− 1}. This is different from before, as we will see below, this time we need

to agree on representatives of elements of Z/pZ. Alice wants to sign the message, such that Bob can be sure

that it was sent by Alice and by no one else.

The group is (Z/pZ)∗ is cyclic, and we let a be a generator. Alice chooses a secret integer x coprime to

|(Z/pZ)∗| = p− 1, and computes b = ax. She makes the triple (p, a, b) public. This step is performed only

once, it can be used to sign multiple messages.



Public key cryptography 25

To sign the message m, Alice does the following. She chooses a secret integer k coprime to p− 1, and

computes r = ak ∈ (Z/pZ)∗. Next she computes the inverse of k ∈ (Z/(p−1)Z)∗, denoted k−1. Note that this

inverse exists because we assumed that k is coprime to p− 1. Alice then lifts r to an integer r̃ in the interval

{0, . . . , p− 1}, computes m− xr̃ and reduces that modulo p− 1. She puts s = k−1(m − xr̃) ∈ Z/(p− 1)Z.

In the end, she sends the triple (m, r, s) ∈ ({0, . . . , p− 1}, (Z/pZ)∗,Z/(p− 1)Z) to Bob.

To verify that the received message is sent by Alice, Bob does the following. First he looks up Alice’s

public triple (p, a, b), and then he checks if the relation

am = br̃rs̃ ∈ (Z/pZ)∗

holds, and if so, accepts the ‘signature’. The tilde above r indicates that we take the lift of r to the interval

{0, . . . , p − 1}. For s̃ we may take any lift of s – recall that s is an element of Z/(p − 1)Z and we have

rp−1 = 1 ∈ (Z/pZ)∗.

We claim that Bob will accept the signature if is was sent by Alice. Indeed, notice that we have

br̃rs̃ = (ax)r̃rk−1(m−xr̃) = axr̃(ak)k−1(m−xr̃) = axr̃am−xr̃ = am.

Here, we have akk−1

= 1 ∈ (Z/pZ)∗ since we can write kk−1 = 1 + y(p− 1) for some y ∈ Z and the required

equality ap−1 = 1 ∈ (Z/pZ)∗ follows from the fact that a has order p− 1.

We investigate what Eve needs to do to ‘forge’ Alice’s signature. Suppose that she sends the triple

(m, l, t) to Bob. Writing l = au, Bob accepts the signature if the relation

m = xau + ut̃ ∈ Z

holds. If Eve would know the integer x it is easy to construct a forgery, and people believe that the only

way Eve can forge signatures is to compute discrete logarithms in the group (Z/pZ)∗.

3.5 Baby-step Giant-step

So far, the best algorithm we have seen to compute discrete logarithms in an arbitrary finite abelian group

G is ‘enumeration’. More precisely, to find an integer x ∈ Z with

ax = b

for given a, b ∈ G we simply try x = 1, 2, . . . , |G| − 1. If b lies in the cyclic subgroup 〈a〉 ⊆ G generated by a,

we are bound to find a value of x with ax = b. The run time of this algorithm is exponential in the input

size O(log |G|) since we typically need to try ≈ |G| values of x.

For special groups there are better algorithms. For G = (Z/nZ, +) we can use Euclid’s algorithm from

Chapter 1. This algorithm is polynomial time. As remarked in Chapter 2, for G = (Z/pZ)∗ there exists

subexponential algorithms. In this section we explain an algorithm, known as Shank’s Baby-step Giant-step

algorithm, that works for any finite abelian group and is substantially faster than the enumeration algorithm.

As we will see, the ‘price’ we have to pay is that we have to store many elements of G in memory.

The idea of the algorithm is that the integer x we are looking for can be written as x = qm + r with

0 ≤ r < m for any m. We have

b(a−m)q = ar

and if we choose a smart value for m, we can compute a list of ‘small powers’ a1, a2, . . . , am as possible values

for the right hand side. We then try various q until we find a solution to the equation above.
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The algorithm is as follows.

3.1 ALGORITHM.

1. Put m← ⌈
√
|G|⌉.

2. Compute and store all pairs (j, aj) for 0 ≤ j < m.

3. Compute a−m.

4. Put y ← b, and i← 0.

4a. Check is y is the second component for any element (j, aj) in the stored table. If so, return im + j

and halt.

4b. Put y ← ya−m, i← i + 1 and go to step 4a.

For the run time analysis, we note that we have to do O(m) = O(
√
|G|) group operations. There is a pitfall

however: in step 4a need to search if y is in the stored table. We need to do this at most m times, and

we look in a list of m elements. The naive approach would require m2 = O(|G|) comparisons. Even if the

group operation is much slower than a comparision, this will ultimately dominate the run time, and Shank’s

algorithm would be just as fast as the enumeration method.

To avoid the pitfall, we should sort the list in step 2. There are algorithms, such as heapsort, that take

time O(m log m). A search in a sorted list only takes time O(log m), and the run time of Shank’s algorithm

is dominated by performing O(
√
|G|) group operations.

For cryptographic purposes, we need that we can efficiently compute in the group G, meaning that one

operation takes time O((log |G|)n) for some integer n. We say that the run time of Shank’s algorithm is

Õ(
√
|G|). Here the Õ-notation indicated that terms that are of logarithmic size in the main term have been

disregarded.

Although Shank’s method is still exponential time in log |G|, it is much faster than the enumeration

approach. The price we have to pay is that we have to store roughly
√
|G| group elements.

3.2 EXAMPLE. Let G = F∗
2017. We want to find x ∈ Z with 3 = 5x.

We put m ← 45 in step 1, and compute {(0, 1), (1, 5), (2, 5), (3, 125), (4, 625), . . . , (43, 1212), (44, 9)} in

step 2. We have 5−45 = 762 in step 3.

We put y = 3 in step 4, and see if this element is in the list. It is not, so we put y ← ya−45 = 269. This

element is also not in the list, we put y ← ya−45, etc. For i = 40 we find y = 639 which is in the list for

i = 22. We return 22 · 45 + 40 = 1030.

In this algorithm we have performed 45 + 40 = 85 multiplications. The naive enumeration approach

would have taken 1030 multipliciations.

3.6 Pohlig-Hellman attack

In Section 2.2 we hinted that groups G of ‘smooth order’ are unsafe to use in a cryptographic protocol. In this

section we explain the Pohlig-Hellman algorithm to solve discrete logarithms in such groups. Traditionally,

this algorithm is presented for the group G = (Z/pZ)∗, but there is no need to restrict to this group. To

exclude silly counterexamples, we assume that G is cyclic. Let a be a generator. The goal is to, given b ∈ G,

find an integer x with ax = b.

We write n for the group order |G|, and we assume that we know the prime factorisation n = pe1

1 · · · pek

k .

The idea behind the algorithm is that we have isomorphisms

G
∼−→ Z/nZ

∼−→ Z/pe1

1 Z× Z/pe2

2 Z× . . .× Z/pek

k Z.
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Here, the first isomorphism maps ax ∈ G to x ∈ Z/nZ, and the second isomorphism is given by the Chinese

Remainder Theorem. If we can find the value x mod pe1

i , we can use the Chinese Remainder Theorem to

find x.

It suffices to show how to find x mod pk with pk a divisor of n. First we explain how to find x mod p.

The crucial observation here is that we have

bn/p = (ax)n/p = (an/p)x ∈ G.

We compute an/p by repeated squaring and adding, and then try x = 0, 1, . . . , p− 1 until we find a solution

to the equation. We claim that there is only x in this interval that yields a solution. Indeed, suppose that

we have (an/p)x1 = (an/p)x2 . This yields

(an/p)x1−x2 = 1,

and since a is a generator of G, the integer x1−x2 must be divisible by p. We conclude that we can compute

x mod p.

We did not use that p was prime, and the approach given above works equally well to find x mod pk.

However, we then need to try pk values of x. There is a smarter approach. We can write

x = x0 + x1p + x2p
2 + . . . + xkpk

and we will determine the integers xi one at a time. For x0 we use the method described above. To find x1

we compute

b1 = ba−x0 = axa−x0 = (ap)x1+x2p+...+xkpk−1

and

(b1)
n/p2

= (an/p)x1+x2p+...+xkpk−1

= (an/p)x1 · (an)x2+...xkpk−2

= (an/p)x1 .

We try x1 = 0, 1, . . . , p − 1 until we find a solution to the equation above. So, to find both x0 and x1 we

need to try only 2p values. We continue with induction to find x3, x4, . . . , xk.

Once we have computed x mod pk, we move on to the next prime in the factorization of n. In the end

we combine the result using the Chinese Remainder Theorem.

3.3 EXAMPLE. We illustrate the algorithm by computing an integer x with 2x = 74 in the group G = F∗
101.

We factor 101− 1 = 100 = 22 · 52, so we must find x modulo 22 = 4 and 52 = 25. First modulo 2: we

have 74100/2 = 100 ∈ G, and 2100/2 = 100. We see that x must be congruent 1 modulo 2 – in other words,

it is odd.

Next we put b1 = 74·2−1 = 37 ∈ G, and compute 37100/4 = 3725 = 1 and we still have 2100/2 = 100 = −1.

We must have x1 = 0, so x is congruent to 1 + 0 · 2 = 1 modulo 4.

The computation of x mod 25 proceeds exactly the same. We have 74100/5 = 36 ∈ G, and 2100/5 = 95 ∈
G. The equality 952 = 36 ∈ G yields x0 = 2. Now put b1 = 74 · 2−2 = 69 ∈ G, compute 69100/25 = 95 and

compare which exponent x1 we should take to get 95x1 = 95. We get x1 and x is therefore congruent to 7

modulo 25.

Chinese remaindering now yields that x is congruent to 57 modulo 100, so we may take x = 57.

3.7 Pollard-rho for discrete logarithms

The disadvantage of Shank’s Baby-step Giant-step algorithm for computing discrete logarithms is that it has

a large memory requirement : we need roughly
√
|G| bits of storage. In this section we explain an algorithm
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known as ‘Pollard-rho’ that requires less storage. The run time of this algorithm is believed to be Õ(
√
|G|)

as well, where the word ‘believed’ will be given a more precise meaning in this section.

As usual, let n be the order of G, and let a, b ∈ G satisfy ax = b. We want to compute the integer

x ∈ Z. The idea is that we want to compute integers s 6= S, t 6= T with

asbt = aSbT .

We then have as−S = bT−t and we can must have s − S = x(T − t) mod n, an equation that we can solve

for x if t− T is coprime to n. To find the integers we will use a kind of ‘random walk’.

Let G = G1 ∪G2 ∪G2 be a partition of G. Define the map f : G→ G by

f(y) =





y2 for y ∈ G0

ay for y ∈ G1

by for y ∈ G2.

Furthermore, we define maps g, h : G× Z→ Z by

g(y, m) =

{
2m mod n for y ∈ G0

m + 1 mod n for y ∈ G1

m for y ∈ G2

and

h(y, m) =

{
2m mod n for x ∈ G0

m for x ∈ G1

m + 1 mod n for x ∈ G2.

The functions g and h ‘keep track of the exponents’. More precisely, if we have yi = asibti , then with

si+1 = g(yi, si) and ti+1 = h(yi, ti) we have f(yi) = asi+1bti+1 .

The idea is now that if we start with y0 = 1 ∈ G, the sequence f(y0), f(y1), . . . behaves like a sequence

of ‘random elements’ if the three subsets Gi ⊂ G are of almost equal size. We can therefore hope to find a

collision, and that will give us the integers s, t, S, T we are looking for.

To reduce the storage requirement, we only keep two elements in memory: yi and y2i. The algorithm

becomes as follows.

3.4 ALGORITHM.

1. Put s0 ← 0, t0 ← 0, y0 ← 1 ∈ G, i← 1.

2. Put yi ← f(yi−1), si ← g(yi−1, si−1), ti ← h(yi−1, ti−1).

3. Put y2i ← f(f(y2i−2))), s2i ← g(f(y2i−2), g(y2i−2, s2i−2)), t2i ← h(f(y2i−2), h(y2i−2, t2i−2)).

4. If yi 6= y2i, put i← i + 1 and go to Step 2.

4a. Put B = ti − t2i mod n.

4b. If gcd(B, n) 6= 1, go to Step 2. Else compute B−1 ∈ (Z/nZ)∗.

4c. Return B−1(s2i − si) and halt.

Before ‘analysing’ the run time, we explain why this algorithm is called Pollard rho. The Pollard part is

easy: it was discovered by J. Pollard. The rho can be explained as follows. Suppose that we have a collision

in Step 3. If we would continue with making new elements yi, we will continue to walk in a loop. So, we

first have a finite ‘start’ and then we have a loop. This is exactly how you write the Greek letter ρ.

We cannot give a rigorous run time analysis of this algorithm. The problem is that we need to assume that

f behaves like a ‘random function’, which strictly speaking makes no sense. This is where heuristics enter

cryptography. Heuristics are unproven, yet plausible looking, statements.
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All we need to do is make a reasonable guess for the number of times we enter Step 3. We let T be the

random variable describing the number of group elements chosen until the first collision occurs. Assuming

that f is a ‘random function’, one can show (see also Section 4.5) that the expected value of T is roughly

equal to
√

πn/2. This means that we expect to have a collision afer O(
√

n) steps, and the heuristic run time

of the algorithm becomes Õ(
√
|G|).

3.5 EXAMPLE. We illustrate the algorithm by computing x ∈ Z with 2x = 19 ∈ F∗
107 = G. Before

starting with Pollard’s algorithm, we break the problem into two pieces using Pohlig-Hellman: we have

107− 1 = 106 = 2 · 53, so we need to compute x mod 2 and x mod 53.

We find that x is even, and for the ‘53-part’ we need to solve 4x = 40 mod 107. A simple way of

decomposing G into three subsets is Gi = {α ∈ G | α ≡ i mod 3}. Here, we choose the lift of α that lies in

the interval {0, . . . , 106} and reduce that modulo 3. The functions become:

f(y) =





y2 for y ≡ 0 mod 3
4y for y ≡ 1 mod 3
40y for y ≡ 2 mod 3

g(y, m) =

{
2m mod 53 for y ≡ 0 mod 3
m + 1 mod 53 for y ≡ 1 mod 3
m mod 53 for y ≡ 2 mod 3

h(y, m) =

{
2m mod 53 for y ≡ 0 mod 3
m for y ≡ 1 mod 3
m + 1 mod 53 for y ≡ 2 mod 3.

We initialize y0 = 1, s0 = 0, t0 = 0, and for the first few steps we get y1 = 4, s1 = 1, t1 = 0, and

y2 = 16, s2 = 2, t2 = 0. We then get y4 = f(f(16)) = f(64) = 42, s4 = g(f(16), g(16, 2)) = g(64, 3) = 4,

t4 = h(f(16), h(16, 0)) = h(64, 0) = 0. Continuing like this, we get

yi si ti y2i Si Ti

4 1 0 16 2 0
16 2 0 42 4 0
64 3 0 101 9 0
42 4 0 34 18 2
52 8 0 90 19 3
101 9 0 61 23 12
81 9 1 44 48 24
34 18 2 57 43 50

and
yi si ti y2i Si Ti

29 19 2 23 13 41
90 19 3 42 14 42
75 38 6 101 29 31
61 23 12 34 5 11
30 24 12 90 6 12
44 48 24 61 24 48
48 48 25 44 50 43
57 43 50 57 47 35.

We have 4434050 = 57 = 4474035, and we hence obtain 449 = 4038. We compute 38−1 = 7 ∈ (Z/53Z)∗ and

conclude that we should take x = 7 · 49 = 25 mod 53.

Using the Chinese remainder theorem with x = 0 mod 2 and x = 25 mod 53 yields the value x = 78

that we were looking for.
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3.8 Reduction of discrete logarithm problem

So far, there exists no really efficient algorithm to compute discrete logarithms for the group F∗
p = (Z/pZ)∗.

The best result takes subexponential time in log p. We cannot prove that there does not exist a polynomial

time algorithm. What we can do, is try to ‘reduce’ the discrete logarithm problem to another problem. In

this section we give an example of this idea.

Recall that for p ≡ 1 mod 4, we can efficiently determine the discrete logarithm x modulo 4 of ax. One

naturally wonders if there is a similar approach to determine x modulo 4 in case p ≡ 3 mod 4. In turns out

that if we can solve this ‘partial disctete logarithm problem’ efficiently, we can efficiently determine x. As

the idea has nothing to do with the group (Z/pZ)∗, we again take the general setting of a finite abelian group

G of order n in which the group operation can be performed efficiently. We assume that n is congruent to 2

modulo 4.

Assume that we have an algorithm that quickly computes x mod 4, say in time polynomial in log n. Let

x = x0 + x12 + . . . + xk2k be the binary expansion of x. We know x0 and x1.

We can compute ba−(x0+x12) = a22(x2+...+xkxk−2), and we have

(ba−(x0+x12))
n+2

4 = (a4(x2+...+xkxk−2))
n+2

4 = a2(x2+...xk−2

k
) = b′ ∈ G,

where we used the relation an = 1 for the last equality. We can use our efficient algorithm to compute the

discrete logarithm of b′ modulo 4, i.e., we can compute 2(x2 + . . . xk−2
k ) mod 4. This means that we can

compute 2x2 mod 4 and therefore x2. We see that we can compute the next bit in the binary expansion of

x in polynomial time. We continue with induction to compute x3, x4, . . . , xk. This yields a polynomial time

algorithm to compute x.

We conclude that for group orders n ≡ 2 mod 4, finding the discrete logarithm modulo 4 is just as hard

as finding the discrete logarithm itself.

3.9 Exercises

EXERCISE 1. Perform the Diffie-Hellman protocol with G = (Z/17Z, +) and g = 7 ∈ G. You may choose

a, b ∈ Z>0 yourself.

EXERCISE 2. Perform the Diffie-Hellman protocol with G = ((Z/17Z)∗, ·) and g = 7 ∈ G. You may choose

a, b ∈ Z>0 yourself.

EXERCISE 3. Perform the Diffie-Hellman protocol with G = ((Z/21Z)∗, ·) and g = 11 ∈ G. You may choose

a, b ∈ Z>0 yourself.

EXERCISE 4. Is it really necessary that the group G is abelian in the Diffie-Hellman protocol? If yes, prove

it. If no, perform the protocol with G = D3 = S3 and g an element of order 3. You may choose the integers

a, b ∈ Z>0 yourself.

EXERCISE 5. Can you also perform Diffie-Hellman for G = GL2(R)? If no, why not? If yes, would it be a

good idea for cryptography?

EXERCISE 6. Let G = (Z/16Z, +). Perform the ElGamal protocol to send the message m = 5 ∈ G. You

may choose the ‘public elements’ a, b ∈ G from Section 3.3 yourself. Show all your computations.
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EXERCISE 7. Let G = ((Z/19Z)∗, ·). Perform the ElGamal protocol to send the message m = 5 ∈ G. You

may choose the ‘public elements’ a, b ∈ G from Section 3.3 yourself. Show all your computations.

EXERCISE 8. Is it really necessary that the group G is abelian in the ElGamal system?

EXERCISE 9. Put p = 23. Alice wants to sign the message m = 7 ∈ (Z/pZ)∗. Perform all the necessary

steps of the ElGamal signature scheme. Show all your computations and choices.

EXERCISE 10. Suppose Alice signs two distinct messages with the ElGamal signature scheme, and uses the

same value k for both messages. Can Eve detect this? If so, can she use this information to potentially

break the system? (Really think this through!)

EXERCISE 11. Use Shank’s Baby-step Giant-step algoritm to compute x ∈ Z with x5 = 9 ∈ Z/61Z.

EXERCISE 12. Use Shank’s Baby-step Giant-step algoritm to compute x ∈ Z with 5x = 9 ∈ (Z/61Z)∗.

EXERCISE 13. Use Pohlig-Hellman to compute x ∈ Z with 5x = 9 ∈ (Z/61Z)∗.

EXERCISE 14. Use Pohlig-Hellman to compute x ∈ Z with x5 = 9 ∈ Z/48Z.

EXERCISE 15. Use Pollard-rho to compute x ∈ Z with x5 = 9 ∈ Z/61Z.

EXERCISE 16. Use Pollard-rho to compute x ∈ Z with 5x = 9 ∈ (Z/61Z)∗.

EXERCISE 17. Let G be a finite abelian group of order n. Suppose that n satisfies n + m ≡ 0 mod m2 for

some small integer m > 0. We know that we can efficiently compute a discrete logarithm x mod m. Suppose

however that we also have an efficient algorithm that computes x mod m2. Can we adapt the approach from

Section 3.8 to efficiently compute x itself?

EXERCISE 18. Let G be a cyclic group of order n. Prove that there are exactly ϕ(n) generators of G.

EXERCISE 19. Let G be an abelian group, and suppose that G contains elements of order n and m. Prove

that G contains an element of order lcm(n, m).

EXERCISE 20. Find the smallest six primes p > 2 for which 5 mod p is a generator of F∗
p. Do you notice

anything about the last digits of these primes?
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RSA and hash functions

4.1 RSA

The RSA cryptographic system – named after its discoverers Rivest, Shamir and Adleman – is not based

on the hardness of the discrete logarithm problem, but on the believed hardness of factoring integers . The

idea is that it is easy to compute the product n = pq of two primes p and q, but that it is hard to find the

factors p, q when only the product pq is given.

The setup of RSA is as follows. Bob chooses two primes p, q and computes the product n = pq. By the

Chinese remainder theorem, we have

(Z/nZ)∗ ∼= (Z/pZ)∗ × (Z/qZ)∗,

and we compute ϕ(n) = ϕ(p)ϕ(q) = (p − 1)(q − 1). Bob selects a random integer e that is coprime to the

group order (p− 1)(q − 1) of (Z/nZ)∗. He makes the pair (n, e) public and keeps the primes p, q secret.

To encrypt a message m ∈ Z/nZ, Alice computes me ∈ Z/nZ and sends that to Bob.

To decrypt the received message, Bob first computes the inverse d of e ∈ (Z/ϕ(n)Z)∗, for instance by

using the extended Euclidean algorithm. He then computes

(me)d = med = m1+r(p−1)(q−1) = m ·mr(p−1)(q−1) = m.

Here, the last equality follows, in case m is coprime to n, from the fact that the order of m ∈ (Z/nZ)∗

divides (p− 1)(q − 1). The case that either p or q divides m is left as an exercise to the reader.

The security of this system is based on the idea that Eve needs to compute the inverse of e modulo

(p− 1)(q − 1). The only way she can do that is probably by factoring n.

There are various tricks to speed up RSA. We discuss a very simple one, based on the Chinese remainder

theorem. To decrypt me, Bob needs to raise me to his secret exponent d. Let dp, dq be the residues of d

modulo p− 1, q − 1 respectively. Bob computes

mp = (me)dp mod p and mq = (me)dq mod q,

and then uses the Chinese remainder theorem to recover m ∈ Z/nZ as the element with m = mp mod p and

m = mq mod q.

Using the decryption method, we need to compute powers in the groups (Z/pZ)∗ and (Z/qZ)∗. This

takes roughly log2(p) + log2(q) operations. Typically, the size of p and q are more or less
√

n, and we see

that we need to roughly log2(n) operations. This is the same as for the ‘classical’ decryption method, but

this time we are working with much smaller numbers, and this method is therefore slightly faster.

We have only given the basic idea behind RSA. In order for it to be useful in practice, one should be careful

with the choice of the parameters. Of course we should take n large to avoid ‘factoring attacks’. History
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shows that every so many years, there is a new factoring algorithm that is faster than older ones. Factoring

challenges from the 1980’s are ‘trivial’ to solve nowadays.

If (p − 1) is relatively smooth, we can factor n using a method known as Pollard’s p − 1-method . We

explain this algorithm in Section 5.3.

Besides being careful in selecting n, we should also take care with picking the integer e. For e = ϕ(n)+1

we have me = m ∈ Z/nZ for instance. . . Less obvious is that if the inverse d satisfies d < 1
3n1/4, we can

efficiently find it. We do not go into the details here, and leave it at the remark that bells and whistles

should be added before using RSA in practice.

4.2 RSA for digital signatures

We can adapt RSA to sign messages: Alice wants to send a public message m to Bob in such a way that

Bob can be sure it was really Alice who sent it. Assume that they are using RSA with ‘public pair’ (n, e)

and ‘private’ exponent d, only known to Alice.

Alice computes s = md ∈ Z/nZ and sends the pair (m, s) to Bob. Bob then computes se = mde = m ∈
Z/nZ. Only if Bob receives a pair (m, s) with se = m, he is convinced that the message was sent by Alice.

A variant of this idea solves the harder problem of signing a secret message. Now we need two RSA pairs

(nA, eA) and (nB, eB). Alice knows dA and Bob knows dB.

Alice computes s = (mdA)eB ∈ Z/nZ and t = meB ∈ Z/nZ, and sends those to Bob. Bob computes

sdB = mdA and tdB = m. Because of the relation (sdB )eA = m, he can be sure the message was sent by

Alice. Only if he receives a pair (s, t) with (sdB )eA = tdB , he is convinced the message was sent by Alice.

There are some problems with this scheme however. Consider the following idea. Eve selects some s ∈ Z/nZ,

computes t = seA and sends the pair (s, t) to Bob. Bob now computes tdB and thinks this is the message.

To check if it was sent by Alice, he computes

(sdB )eA = (seA)dB = tdB ,

which convinces him. We see that it is easy for Eve to impersonate Alice.

Furthermore, the message we want to sign is typically much larger than the integer n we use for the

signing scheme. We can ‘break up’ the message in blocks of length less than n and sign these blocks

separately. This leads to the problem of how to decide if the message Bob receives is the ‘complete message’.

An example where this is important is for instance signing a contract with a few clauses. The solution to

these two problems is provided by hash functions .

4.3 Hash functions

The messages we use are bitstrings of an arbitrary finite length. We view them as elements of the space

{0, 1}Z – the bitstrings of infinite length – in the natural way. Let n be a positive integer. Any function

h : {0, 1}Z → Z/nZ

is called a hash function. In order for hash functions to be useful in cryptography, we need to impose some

conditions on h. The first condition is that it should be ‘easy’ to compute the function value h(x).

A hash function with this property solves the second problem from Section 4.2: instead of signing

m ∈ {0, 1}Z, we sign h(m) ∈ Z/nZ. The signing algorithm becomes: Alice computes s = h(m)dA and sends
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the pair (m, s) to Bob. Bob in return computes seA and checks that that is equal to h(m). Note that this

time the message m is public.

If Eve wants to impersonate Alice, she needs to find a message m ∈ {0, 1}Z and an element s ∈ Z/nZ

with m ∈ h−1(seA). We see that Eve must be able to find pre-images for the hash function h. The difficulty

of this problem depends of course on the function involved – consider the map h that maps every bitstring

to 0 – and we impose the following informally phrased condition on a hash function: For essentially all

pre-specified values s ∈ Z/nZ, it is ‘computationally infeasible’ to find a value m ∈ {0, 1}Z with h(m) = s.

Hash functions satisfying this property are called pre-image resistant . It is a bit of a vague notion, and there

are examples of proposed hash functions that turned out not to be that pre-image resistant as one originally

thought.

Assume now that Eve intercepts a valid pair (m, s), i.e., s is the signature of h(m). She computes

y = h(m). If she can find m′ with h(m′) = y = h(m), then (m′, s) is also a valid pair. We therefore impose

the extra condition that h should be weak collision resistant : Given m ∈ {0, 1}Z, it is ‘computationally

infeasible’ to find m 6= m′ with h(m) = h(m′).

Weak collision resistant functions are not good enough yet. Indeed, suppose that Eve finds two messages

m 6= m′ with h(m) = h(m′) and tricks Alice somehow to sign h(m). She now has a valid signature for h(m′).

We therefore want hash functions that are strong collision resistant : It is ‘computationally infeasible’ to find

m 6= m′ with h(m) = h(m′).

This is not an exhaustive list of required properties of hash functions, but we will not go into further details

in this course. It is a hard problem to come up with a ‘good hash function’. A function known as SHA-1

was used for years until it turned out it was not really collision resistant.

4.4 Example of hash function

We can use the believed hardness of the discrete logarithm problem for the group (Z/pZ)∗ to build a hash

function that is collision resistant. Let p be a prime with the property that q = (p− 1)/2 is also prime, and

let α, β ∈ (Z/pZ)∗ be two distinct generators. Define the function h : Z/q2Z→ Z/pZ by

h(m) = αx0βx1 with m = x0 + x1q (0 ≤ x0, x1 ≤ q − 1).

The inputs of h have size q2 and not arbitrary size as required for a hash function, we will come back to this

issue at the end of this Section.

4.1 FACT. The function h above is collision resistant if it is computationally infeasible to compute x ∈ Z

with αx = β.

Proof. Suppose that h is not collision resistant, and let m 6= m′ be two messages with h(m) = h(m′).

Writing m = x0 + x1q and m′ = x′
0 + x′

1q, we have

αx0βx1 = αx′

0βx′

1 ∈ (Z/pZ)∗.

Let x ∈ Z be such that αx = β. We need to show that we can efficiently compute such x. We have

α(x0−x′

0)−x(x′

1−x1) = 1 ∈ (Z/pZ)∗.
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Since α is a generator, the integer (x0 − x′
0)− x(x′

1 − x1) is a multiple of p− 1. We derive

x0 − x′
0 = x(x′

1 − x1) mod p− 1.

We know that x′
1−x1 is at most q− 1, so for x′

1−x1 6= 2, we can multiply the left hand side of the equation

by (x′
1 − x1)

−1 to find x mod p − 1. Otherwise, we know 2x = x0 − x′
0 mod p − 1, and we can check each

possibility for x mod (p− 1)/2. �

To extend the function h to a function on {0, 1}Z, we apply a trick known as Merkle-Damgard-strengthening,

or MD-strengthening for short. Let h be a collision resistant function that maps (n + r)-bit inputs to n-bit

outputs. First we break up the message m ∈ {0, 1}Z, say of bitlength b, into blocks of r bits each. If need

be, we ‘fill up’ the last block with zeroes. We denote the blocks by x1, . . . , xt, and we let xt+1 be the binary

representation of b stretched to a block of r bits by adding zeroes on the left.

The hash function H is made as follows. Put H0 = 0n, a string of n zeroes. For 1 ≤ i ≤ t + 1, we put

Hi = h(Hi−1||xi), where the || stands for concatenation. Finally, we put H(m) = Ht+1(m) = h(Ht||xt+1).

One can prove that the new function H is also collision resistant.

MD-strenghtening is used in almost every hash function. The function based on the discrete logarithm

problem is not however. The reason is that it takes too much time to compute h(m): modular exponentiations

are too slow in practice. It is a relatively new area of research to find ‘fast’ hash functions for which a collision

leads to an efficient algorithm for the discrete logarithm problem.

4.5 Birthday attack

One way of finding a collision for a hash function is to try random values x1, . . . , xk, compute their hash

values and check for a collision. The number of k needed for this approach to work is smaller than what one

might naively expect. It is related to the birthday paradox : how many people do we need to need to have a

50% chance that two people will have the same birthday? The answer is 23, which is quite small compared

to the 365 days in a year.

We apply birthday paradox to the problem of finding a collision in the following way. Let h : (Z/mZ)→
(Z/nZ) be a hash function, and assume that we have

|h−1(z)| ≈ m

n
.

This is a reasonable assumption: if the size of the inverse images is not approximately equal, the probability

of a collision will increase.

We try random values xi ∈ Z/mZ and compute their images zi = h(xi) ∈ Z/nZ. We view the zi as

random elements of Z/nZ. The probability that z1 and z2 are distinct is then ¶(z1 6= z2) = 1−1/n. Looking

at the first 3 elements, we have ¶(z3 6= z2, z3 6= z1|z1 6= z2) = 1 − 2/n. In general, the probability of no

collisions is

(1− 1

n
)(1− 2

n
) . . . (1− k − 1

n
) =

k−1∏

i=1

(1− i

n
).

From calculus we know that for a small real number x, we have exp(−x) ≈ 1 − x, and our non-collision

probability becomes
k−1∏

i=1

(1 − i

n
) ≈

k−1∏

i=1

exp(
−i

n
).
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We rewrite the right hand side a little as

exp(log(

k−1∏

i=1

exp(
−i

n
))) = exp(

−i

n

k−1∑

i=1

i) = exp(
−i

n

k(k − 1)

2
) = exp(

−k(k − 1)

2n
).

If we fix a real number ε > 0, and solve the equation 1− exp(−k(k−1)
2n ) = ε for k, we get

k ≈
√

2n log(
1

1 − ε
).

For n = 365 and ε = 0.5, we find the birthday paradox value k ≈ 23. In general, we need roughly
√

n values

to find a collision. This means that we should take our integer m large to avoid this ‘birthday attack’.

4.6 Exercises

EXERCISE 1. The integers p = 10100 + 267 and q = 10100 + 949 are consecutive primes. Why is it unwise

to use n = pq as basis for the RSA system? Is it in general a good idea to use consecutive primes?

EXERCISE 2. Show how to compute p and q if we know both n = pq and ϕ(n) = (p − 1)(q − 1). Factor

250093 = pq using the value (p− 1)(q − 1) = 249088.

EXERCISE 3. Encrypt 25 for the RSA-pair (n, e) = (77, 13). Also decrypt it again. Give all your computa-

tions.

EXERCISE 4. Encrypt 27 for the RSA-pair (n, e) = (65, 7). Also decrypt it again. Give all your computa-

tions.

EXERCISE 5. Use the RSA-signature scheme to send the public message 7, using (n, e) = (55, 13). Give all

your computations.

EXERCISE 6. Use the RSA-signature scheme to send the private message 7, using (nA, eA) = (55, 13) and

(nB, eB) = (77, 17). Give all your computations.

EXERCISE 7. Discuss the advantages and disadvantages of using the hash function h : {0, 1}Z → Z/nZ

defined by h(m) = m mod n.
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5.1 Primality testing

In the previous chapters, we have repeatedly assumed that we easily find ‘large’ primes. In Sections 5.1 and

5.2 we explain how hard it is to find large primes. First we recall that there are infinitely many primes, a

classical result due to Euclid.

5.1 THEOREM. There are infinitely many primes.

Proof. Suppose that there are finitely many primes, say p1, p2, . . . , pn. Let p > 1 be the smallest divisor

of N = p1p2 · · · pn + 1. Because every divisor of p is a divisor of N as well, p is prime. Hence, p is one of

the finitely many primes pi. We see that p divides both N and p1p2 · · · pn, and it therefore divides their

difference, 1. Contradiction. �

EXERCISE 1. Are the integers p1p2 · · · pn + 1, with p1, p2, . . ., pn the first n primes, all prime?

EXERCISE 2. Prove that there are infinitely many primes p ≡ 3 mod 4.

The fact that it is ‘easy’ to construct large primes is based on the following ‘quantative version’ of Euclid’s

result. This theorem was already conjectured by Gauß before 1800, and was proved in 1896 by Hadamard

and De la Vallée-Poussin.

5.2 THEOREM. (Prime number theorem) Let π(x) be the number of primes less than x for x ∈ R>0. Then

we have

lim
x→∞

π(x)

x/ log(x)
= 1.

Proof. The proof uses complex-analytic techniques for the Riemann zeta-function, which is defined for

s > 1 by ζ(s) =
∑∞

n=1 n−s, and which can be continued analytically to C \ {1}. The proof is too advanced

for this course. �

We expect that around a large number x, roughly one out of every log x integers is prime. For x = 10100

that is 1 out of 100 log 10 ≈ 230. As the prime number theorem is an asymptotic statement , this expectance

is of a rather heuristic nature. It could in principle be that there is a large ‘gap’ between primes around

10100. In practice there are no problems however. The first 10 primes larger than 10100 are 10100 + k with

k = 267, 949, 1243, 1293, 1983, 2773, 2809, 2911, 2967 and 3469. The distance between the primes varies from

790 to 36.
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The paragraph above implicity shows that it is ‘easy’ to test if a large integer is prime. In the remainder

of this section we focus on primality tests: given an integer n ∈ Z>1, how do we decide if n is prime?

A first naive algorithm would be to try all integers d = 2, 3, . . . , n− 1 and test if d divides n. If it does

for some d, we know that n is not prime. If it does not all for all d, we have proven that n is prime. Every

‘divisibility test’ is easy, but we have to do n− 2 tests. The run time of this algorithm becomes Õ(n), where

we use the Õ-notation to indicate that logarithmic factors – the divisibility tests – have been disregarded.

This exponential time algorithm is much to slow to be useful in practice. One can improve the algorithm by

noting that if n has a divisor d, we may as well assume that d satisfies d ≤ √n. Indeed, if d happens to be

larger, we know that n/d is at most
√

n. This observation leads to a Õ(n1/2)-algorithm. Much better than

before, but of course still too slow to be useful.

What we are looking for is an algorithm that decides in polynomial time if n is prime or composite. Note

that we do not ask for a factor of n – as we implicitly do in the 2 algorithms above. Such algorithms exist,

and it a recent result that we can test primality in deterministic polynomial time, i.e., the algorithm does not

rely on any ‘coin flips’. If one does allow for coin flips, there are algorithms that are asymptotically faster.

However, so far these polynomial time algorithms are too slow ‘in practice’. This means that we cannot use

it to test primality of 10100 + 267 and expect to have the answer before Easter. For cryptography we are

more interested in algorithms that are fast in practice, and in the next Section we will give an algorithm

that is widely used in practice and ‘almost’ tests primality.

5.2 Miller-Rabin test

Let n ∈ Z>0 be the integer we want to test for primality. We have seen that if n is prime, the group (Z/nZ)∗

is cyclic of order n− 1. If n is not prime, then the group (Z/nZ)∗ has order strictly smaller than n− 1. It

follows that n is prime if and only if there exists an integer a ∈ Z that has order n− 1 in (Z/nZ)∗.

A necessary condition for a to have order n− 1 in (Z/nZ)∗ is

an−1 ≡ 1 mod n.

If we find for an integer a that an−1 is not congruent to 1 modulo n, we have proven that n is not prime.

To prove that 6 is not prime for instance, we note that −15 = −1 6= 1 mod 6. Note that we have not found

a factor of 6 (or of n in general).

An equality an−1 ≡ 1 mod n only tells us that the order of a ∈ (Z/nZ)∗ divides n− 1, is does not mean

that a indeed has order n− 1. Even if we have the equality an ≡ a mod n for all a ∈ (Z/nZ)∗, we have no

guarantee that n is prime. Composite integers n with this property are called Carmichael numbers. They

are relatively rare, but since a few years we know that there are infinitely many of them.

EXERCISE 3. Prove that n = 561 = 3 · 11 · 17 and n = 1729 = 7 · 13 · 19 are Carmichael numbers.

However, if we find an−1 = 1 mod n for a few values of a, we might be inclined to believe that n is prime.

If we are not sure yet, we might try some more values. One can prove that for composite n, at least half

of the values a < n yield an−1 6= 1. Hence, if our integer n survives k tests, the probability that n is still

composite is less than 2−k. This simple algorithm is called the Miller-Rabin primality test .

As mentioned, if we find an a with an−1 6= 1 mod n, we have a rigorous proof that n is composite.

Otherwise, we only know that n is a ‘probable prime’. For cryptographic purposes this is enough however.

Informally, if an integer n survives a Miller-Rabin test, it behaves enough like a prime to let all protocols

work. Mostly all integers that are used in cryptographic practice are probable primes, and no one ever

bothered to really prove that they are prime.
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We analyze the run time of the Miller-Rabin test. Just as in Section 1.5, one exponentiation an−1 takes

time O((log n)3). The number of exponentiations we need to do depends a bit on when we are ‘convinced’

that n is prime. One might do a constant number like 10, or one might want to grow the number slowly

as n gets larger. With log log n exponentiations, the run time becomes Õ((log n)3) for instance. This test

suffices for all practical situations.

To recapitulate: in order to find a large prime close to x, say x = 10100, we try random integers near x

and apply a Miller-Rabin test. By the prime number theorem, we expect that we need to try roughly log x

integers. The run time of this ‘prime finding algorithm’ becomes Õ((log x)4).

5.3 Pollard’s p− 1-method

An entire different ballgame is to find a factor of a composite integer n. There is no algorithm known

that solves this problem in polynomial time. ‘Trial-division’, which takes time Õ(
√

n), can be significantly

improved. Depending on the size of n, one might choose to use the elliptic curve factoring method , the

quadratic sieve, or the number field sieve. The run time of these algorithms is subexponential in log n. We

do not discuss these algorithms here, they require a substantial amount of mathematical background not

covered in this course.

For integers of a ‘special nature’ there do exist fast algorithms. A trivial example are even integers: the

integer 2 is a factor. In general, it is easy to find a factor of a ‘smooth’ integer by just trying a few small

primes. More surprisingly, also for the hard case of RSA-moduli there are fast algorithms if the primes p, q

of n = pq have been carelessly chosen. In this section we explain Pollards p− 1-method to factor an integer

n = pq with the property that p− 1 is ‘smooth’.

Let B a positive integer, and assume that p−1 is B-powersmooth (meaning that if we write p−1 =
∏

i pei

i

we have pei

i ≤ B). Let p1, . . . , pL be the primes less than B and choose integers e1, . . . , eL with

pei

i ≤ B < pei+1
i .

Put M =
∏L

i=1 pei

i . By construction, p − 1 divides M . Furthermore, if pe divides M , then pe ≤ B. Since

p − 1 divides M , we have aM ≡ 1 mod p for all integers a that are coprime to p. Because p divides n, this

means that we have

gcd(aM − 1, n) > 1.

If this gcd is not equal to n, we have found a factor of n and we are done. If the gcd equals n, we try another

value of a.

It is clear from the description above that B should be small for this approach to be practical. As we

do not know p− 1, we have to try a random small value of B and see if we find a non-trivial factor of n. If

the gcd we compute equals 1, we simply increase the bound B a bit and start again.

5.4 Computing square roots

Let p be an odd prime, and pick x ∈ F∗
p. In this section we consider the following question: how do we decide

if x is a square, and if so, how do we compute a square root? The naive way of trying y = 1, 2, . . . , p − 1

and test if y2 = x holds can be significantly improved and we give an algorithm that computes square roots

in time polynomial in log p.

5.3 LEMMA. Let p be prime, let n > 1 be an integer, and let Fpn be the finite field with pn elements. Then:

y ∈ Fpn is an element of Fp if only if we have

yp = y.
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Proof. Suppose that y is an element in Fp. For y = 0, the relation yp = y trivally holds. For y 6= 0, we

have yp−1 = 1 and therefore yp = y.

Conversely, if we have yp = y, then y is a zero of

f = Xp −X ∈ Fpn [X ].

Since Fpn is a field, Lemma 1.8 tells us that f has at most p zeroes. On the other hand, we know p zeroes:

the elements of Fp. We see that the zeroes of f are precisely the elements of Fp, and since y is a zero, the

relation y ∈ Fp follows. �

5.4 LEMMA. For x ∈ F∗
p to be a square, it is necessary and sufficient that we have x(p−1)/2 = 1.

Proof. Adjoin a square root y to Fp and consider the field Fp(y). We have

yp−1 = x(p−1)/2 = ±1 since xp−1 = 1.

For x to be a square, it is necessary and sufficient that y lives in Fp, which by Lemma 5.3 means yp−1 = 1.�

For ease of notation, we put x(p−1)/2 =
(

x
p

)
. The symbol

(
x
p

)
is called the Legendre symbol . It equals +1

if and only if x is a square. We can compute it in time O((log p)3). It is actually possible to compute a

Legendre symbol in time O((log p)2) by using quadratic reciprocity. We do not go into this faster algorithm

here, the O((log p)3)-approach suffices for our purposes.

In the remainder of this section, we let x ∈ F∗
p be a square. For primes p congruent to 3 modulo 4, it is

very easy to compute a square root y as the choice y = x(p+1)/4 works. Indeed, we have x(p−1)/2 = 1, and

therefore

y2 = x(p+1)/2 = x · x(p−1)/2 = x.

In general, we first note that the group F∗
p is cyclic of order p− 1, and the elements of 2-power order in

F∗
p form a subgroup S. Writing

p− 1 = 2e · n n odd,

the order of S equals 2e. Furthermore, the group S is cyclic. Assume that we can find a generator z ∈ F∗
p

of S. The squares in S have order dividing 2e−1 and are even powers of z. The element xn is also a square,

and because we have

x(p−1)/2 = (xn)2
e−1

= 1,

it lies in the subgroup S. Hence, there exists an integer k with

xnzk = 1.

Putting

y = x(n+1)/2zk/2,

we easily check y2 = x. If we want to turn this into an algorithm, we need to be able to compute a generator

z of S and then compute the integer k. Finding z is relatively easy: if we pick a random element r ∈ F∗
p and

set z = rn, then z is a generator of S, meaning z2e−1

= −1, if and only if r is not a square. Therefore, with

probability 1/2, we will find a generator of S this way. Computing the exponent k is a bit more tricky, and

this method follows from the complete square root algorithm below.
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5.5 ALGORITHM. Input: a prime p > 3 and an element x ∈ F∗
p. Output: a square root y of x in case x is

a square, and a message saying that x is not a square otherwise.

1. Write p−1 = 2en with n odd. Try random values r ∈ F∗
p until we find one with

(
r
p

)
= −1. Put z ← rn.

2. Put c← z, s← e, y ← x(n−1)/2, b← xy2, y ← xy.

3. If b ≡ 1 mod p, output y and terminate. Otherwise, find the smallest exponent m ≥ 1 with b2m ≡
1 mod p. If m = s, output a message saying that x is not a square.

4. Set t← c2s−m−1

, c← t2, s← m, y ← yt, b← bc, and go to Step 3.

At the beginning of Step 3, we always have the congruences

xb = y2 c2s−1

= −1 b2s−1

= 1.

If Ss is the subgroup of elements whose order divide 2s, this means that c is a generator of Ss and that b lies

in Ss−1, i.e., that b is a square in Ss. Since s is strictly decreasing at each loop of the algorithm, the number

of loops is at most e. This shows that the algorithm terminates. The runtime analysis of this algorithm

is not hard, and it turns out that the expected runtime is O((log p)4). The only probabilistic step in the

algorithm is Step 1: finding a non-square in F∗
p.

This algorithm, known as the Tonelli-Shanks algorithm, behaves quite well in practice, and it occurs in

many computer algebra packages.

5.6 EXAMPLE. We illustrate the Tonelli-Shanks algorithm by computing a square root of −1 ∈ F∗
41. Note

that we have −1(41−1)/2 = −120 = 1, so −1 is indeed a square modulo 41.

We write 20 = 8 · 5 so we have e = 3 and n = 5. The value r = 3 ∈ F∗
41 is not a square, and we put

z = rn = 35 = 38. In Step 2 we put c = 38, s = 3, y = (−1)2 = 1, b = −1 · 12 = −1 and y = −1 · 1 = −1.

We have b 6= 1 in Step 3, and we compute m = 1 in Step 3: we have b21

= 1. We have m 6= s = 3, so

we continue with Step 4.

In Step 4, we put t = c2s−m−1

= 3821

= 9, c = t2 = 40, s = m = 1, y = yt = −1 · 9 = 32 and

b = bc = −1 · 40 = 1.

This time, in Step 3 we do have b = 1 and we output the square root y = 9.

5.5 Exercices

EXERCISE 4. Suppose that we know the prime factorization of n− 1, and suppose that 1 < a < n satisfies

an−1 = 1 mod n. Give an algorithm that rigorously (dis)proves primality of n, and analyse its run time.

EXERCISE 5. Write n−1 = qkR with q ∤ R prime. Suppose that a satisfies the two equalities an−1 = 1 mod n

and gcd(a(n−1)/q − 1, n) = 1. Prove that every prime factor of n is congruent to 1 modulo qk. (This result

is known as Pocklington’s theorem.)

EXERCISE 6. Let the notation be as in exercise 5. Prove that if we have qk > R, then n is prime.

EXERCISE 7. Suppose n can be written as n = k2m + 1 with k < 2m. Prove that if there exists an integer

a with a(n−1)/2 = −1 mod n, then n is prime. Hint: use exercises 5 and 6.

EXERCISE 8. Prove that we have gcd(aM − 1, n) = gcd(aM − 1 mod n, n).
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EXERCISE 9. Factor 1924 using Pollard’s p− 1-method. Show all your computations.

EXERCISE 10. Analyze what happens if both p− 1 and q − 1 are B-powersmooth in Pollard’s algorithm.

EXERCISE 11. Let p ≡ 5 mod 8 be prime, and let x ∈ F∗
p be a square.

(a) Prove that we have x(p−1)/4 = ±1.

(b) Suppose we have a +-sign in part (a). Prove that x(p+3)/8 is a square root of x.

(c) Suppose that we have a −-sign in part (a). Let it be given that 2(p−1)/2 = −1 holds for prime p ≡
5 mod 8. Use this to prove that 2x · (4x)(p−5)/8 is a square root of x.

EXERCISE 12. Use the Tonelli-Shanks algorithm to compute a square root of −1 ∈ F∗
13.
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6.1 Merkle-Hellman cryptographic system

The Merkle-Hellman cryptographic system from 1978 is based on the ‘Knapsack problem’, a problem which

is in general NP-hard. We explain this problem and the cryptographic protocol in this section. The knapsack

problem has ‘easy’ and ‘hard’ instances, and the idea is that if we know the private key we are in an easy

instance, and if we do not we are in a hard instance. This is certainly a very elegant idea, but unfortunately

(or not of course!) the system was broken by Shamir in 1982. This shows for instance that one should be

careful with believing that a system is safe!

Let S ⊂ Z>0 be a finite subset of the integers, and let a positive number m be given. The Knapsack problem

is to determine whether there exists a subset S0 ⊆ S with

∑

i∈S0

i = m,

i.e., such that the sum of the elements in S0 equals m, and if so, give S0. This problem is proven to be

NP-hard for |S| tending to infinity.

For special subsets S the problem is easy however. Let a1, a2, . . . , an be positive integers with

ai >

i−1∑

j=1

ai−1.

A sequence (a1, . . . , an) like this is called a superincreasing sequence. If the set S in the knapsack problem

consists of a superincreasing sequence, the problem is easy to solve. Indeed, if we have an ≤ m, then an

must be contained in a hypothetical set S0. Conversely, for an > m, we of course have an 6∈ S0. Suppose

that an is at most m. If we have an−1 ≤ m−an, we put an−1 in the set S0 and look if an−2 ≤ m−an−an−1

holds. With induction we check all elements ai, and we have an algorithm that decides if S0 exists that runs

in linear time.

The Merkle-Hellman system runs as follows. In the ‘key generation phase’, Bob chooses a superincreasing

sequence (a1, a2, . . . , an) and an integer s with

s >
n∑

i=1

ai.

He then chooses a random positive integer r ≤ s− 1 with gcd(r, s) = 1, and a random permutation τ ∈ Sn.

Bob computes

ki = raτ(i) ∈ Z/sZ.
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His public key is (k1, . . . , kn) and his private key is (τ, r, s, (a1, . . . , an)).

To encrypt an n-bit message m, Alice writes m in binary expansion

m = (m1, . . . , mn)

and sends c =
∑n

i=1 miki to Bob.

To decrypt the received message, Bob does the following. He computes d = r−1c ∈ Z/sZ and he solves

the knapsack problem for S = {a1, . . . , an} and m = d. In other words, he obtains integers xi ∈ {0, 1} with

d =

n∑

i=1

xiai.

We have

d =

n∑

i=1

r−1miki =

n∑

i=1

r−1miraτ(i) =

n∑

i=1

aτ(i)mi

by definition of d and

d =

n∑

i=1

xiai =

n∑

i=1

xτ(i)aτ(i)

from the fact that τ ∈ Sn is a permutation. We conclude that Bob can recover m = xτ(1)xτ(2) · · ·xτ(n).

6.1 EXAMPLE. Take n = 7. Bob chooses the superincreasing sequence (a1, . . . , a7) = (1, 2, 4, 8, 16, 32, 70)

and s = 200. As secret integer r he picks 27, which is indeed coprime to s. For τ ∈ S7 he chooses the map

defined by (1, 2, 3, 4, 5, 6, 7) 7→ (7, 4, 5, 6, 3, 2, 1). The public key he computes is

(k1, . . . , k7) = (raτ(i))
7
i=1) = (90, 16, 32, 64, 108, 54, 27) ∈ (Z/200Z)7.

His private key is (τ, 27, 200, (1, 2, 4, 8, 16, 32, 70)).

To encrypt m = 1010011, Alice computes

c =
7∑

i=1

kjmj = 203

and sends that to Bob.

To decrypt this, Bob computes d = r−1c = 163 · 3 = 89 mod 200 and solves the knapsack problem as

89 = 70 + 16 + 2 + 1 =

7∑

i=1

xiai.

He now knows m1 = xτ(1) = x7 = 1, etc.

6.2 Chor-Rivest system

Many cryptosystems have been proposed that are based on the knapsack problem. Among them, the system

proposed by Chor and Rivest is one of the few that has not been broken.

For the key generation we do the following. Pick a prime p, and a positive integer n. We generate an

irreducible polynomial f ∈ Fp[X ] of degree n. Writing q = pn, we represent the field Fq as

Fq = Fp[X ]/(f).
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Choose a positive integer h > 1 and an irreducible polynomial g ∈ Fq[Y ] of degree h. We write

Fqh = Fq[Y ]/(g).

Next we choose a random element t ∈ Fqh with Fq(t) = Fqh . Choose a positive integer s ≤ q and write

S = {1, 2, . . . , s}. Pick a random injective map π : S → Fq. Determine a generator r of the group F∗
qh and

for each i ∈ S calculate the integer bi mod (qh − 1) with

rbi ≡ t− π(i).

This step amounts to solving s discrete logarithm problems in the group F∗
qh and in order for this to be

feasible – we are in the key generation phase – the integers q and h should be selected with care. Lastly, we

choose an integer d mod (qh − 1) at random, and for each i ∈ S we calculate

ci ≡ bi + d mod (qh − 1).

Bob’s public key is q, h, s, c1, c2, . . . , ck and his private key is t, π, r, d. A message m in this system is a

sequence m = (m1, . . . , ms) of non-negative integers with

s∑

i=1

mi = h.

To encrypt m, we compute the integer e in the interval 0, . . . , qh − 1 satisfying

e ≡
s∑

i=1

mici mod (qh − 1).

Alice sends e to Bob.

To decrypt e, Bob does the following. He expresses Y mod g in the basis 1, t, . . . , th−1 of the vector

space Fqh over Fq. This can be done by solving linear equations over Fq. We can now use Horner’s rule to

express any element
∑h−1

i=0 yiY
i mod g in the basis 1, t, . . . , th−1. More precisely, we have

h−1∑

i=0

yiY
i = ((· · · (yh−1Y + yh−2)Y + yh−3)Y + · · ·+ y2)Y + y1)Y + y0.

We compute re−hd − th ∈ Fqh and we express it in the basis 1, t, . . . , th−1:

re−hd − th =
h−1∑

i=0

wit
i (wi ∈ Fq).

We claim that we can compute mi as the multiplicity of π(i) as a zero of

Zh +

h−1∑

i=0

wiZ
i ∈ Fq[Z].

To prove this claim, we have to prove that the integers w′
i ∈ Fq defined by

s∏

i=1

(Z − π(i))mi = Zh +

h−1∑

i=0

w′
iZ

i
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satisfy w′
i = wi. This follows from

re−hd = r(
∑

s

i=1
mici)−hd = r

∑
s

i=1
mibi

=
s∏

i=1

(rbi )mi =
s∏

i=1

(t− π(i))mi .

6.2 EXAMPLE. We start with p = 3 and take f = X2 + 1 ∈ Fp[X ]. This degree 2 polynomial is irreducible

since it has no roots. Indeed, a root would be an element of F∗
p of order 4, but the group in question only

has 2 elements. We write Fq = Fp[X ]/(f) for the field with q = 9 elements.

Choosing h = 2, the polynomial g = Y 2 + (X − 1)Y + 1 ∈ Fq[Y ] of degree h is irreducible: it has no

roots in Fq. We put Fqh = Fq[Y ]/(g). As random element t with Fq(t) = Fqh we take t = Y .

We take s = 5 and the injective map π : {1, . . . , 5} = S → Fq is defined by π(1) = X +1, π(2) = X +2,

π(3) = 0, π(4) = 1 and π(5) = 2. Next we need to select a random generator r of the group F∗
qh . Taking

r = Y does not work since r now has order 5. The ‘small adjustment’ r = Y + 2 does work.

For i = 1, . . . , 5, we solve the discrete logarithm problem

rbi = t− π(i) ∈ F∗
qh

and get b1 = 77, b2 = 35, b3 = 32, b4 = 1 and b5 = 26. We take the random value d = 43 and compute

ci = bi + d mod (qh − 1). We get c1 = 40, c2 = 78, c3 = 75, c4 = 44 and c5 = 69.

The sequence m = (m1, . . . , m5) = (1, 0, 1, 0, 0) forms a valid message and to decrypt it, we compute

e =
5∑

i=1

mici mod (qh − 1) = (40 + 75) mod 80 = 35.

Alice sends e = 11 to Bob.

To decrypt e, Bob writes re−hd − th in the basis {1, t} of Fqh over Fq. He computes

r35−2·43 − t2 = r29 − t2 = (t + 2)29 − t2 = 3 + (−X + 5)t,

and forms the polynomial

p = Z2 + (−Z + 5)Z + 3 ∈ Fq[Z].

The factorization

p = (Z − 0)(Z − (X + 1))

tells us that π(1) and π(3) have multiplicity 1 and the other π-values have multiplicity 0. We recover the

message m = (1, 0, 1, 0, 0).

6.3 Zero knowledge proofs

In this section we give a short introduction to zero knowlegde proofs. The idea behind a zero knowledge proof

is that Alice wants to convince Bob she knows a secret without revealing the secret. An important remark

is that zero knowledge proofs are not proofs in the mathematical sense, it is more a matter of convincing

than proving.

Zero knowledge proofs are based on challenge-responses: if Alice responds correctly to Bob’s challenge,

Bob might be convinced that Alice indeed knows the secret. The classical example is as follows. Suppose

that there is a tunnel with a door as in the picture below. Alice wants to prove to Bob that she can open
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the door. The protocol proceeds as follows: Alice enters the tunnel and chooses a random side to go down,

either left or right. Bob then enters and shouts ‘Left’ or ‘Right’ to Alice. It is Alice’s job to come out of the

tunnel on the side Bob shouted. If Alice cannot open the door, she only has a 50% chance that she comes

out of the right side of the tunnel: she had to choose the side of the tunnel that Bob would have shouted a

little bit later. Hence, if they repeat this process k times, the probability that Alice cannot open the door

and responds correctly to every challange is 2−k. It is a matter of personal taste of course which value of k

Bob should use to be convinced.

There are many mathematical versions of the procedure above. We will explain one that is based on the

Chinese remainder theorem. Let n = pq be a product of two large primes, one could take n to be an

RSA-modulus for instance. If x mod n is a square, it has four square roots. Indeed, we have an isomorphism

Z/nZ
∼−→ Z/pZ× Z/qZ,

and if a mod n is a square root of x, then we can put minus signs in front of both a mod p and a mod q.

There are 4 different ways to combine the values ±a mod p and ±a mod q to a square root of x mod pq.

First we show that being able to compute all four square roots of x mod n implies that we can factor n.

Let ±a,±b be the four square roots of x. We have a ≡ b mod p and a ≡ −b mod q or vice versa. We see

that p divides a− b and q does not. This means that we have

gcd(a− b, n) = p,

and we can apply Euclid’s algorithm to compute this gcd. Conversely, if we know the factorization n = pq,

we can efficiently computes square roots. Indeed, we apply the Tonelli-Shanks algorithm from Section 5.4 to

compute a square root modulo the primes p and q and we combine these two square roots using the Chinese

remainder theorem. We see that factoring n as a product of two primes is ‘equivalent’ to finding all square

roots of a square x mod n.

For the zero knowledge protocol, Alice claims to know a square root of x mod n, and Bob wants to

verify that this is true. Note that by the previous paragraph, finding square roots modulo n is hard . Let

a ∈ Z/nZ be the square root that Alice knows.

Alice chooses a random element r ∈ (Z/nZ)∗, and sets s = ar−1. She computes r2 and s2 and sends

those to Bob. Bob in turns checks that we indeed have r2s2 = x. He selects r2 or s2 at random and asks

Alice for a square root of it, and checks that the response given by Alice is an actual square root. This

challenge-response procedure is repeated until Bob is convinced that Alice indeed knew a square root of x.

Let’s investige what happens if Alice is cheating and does not know a square root a. She can still send

elements α, β ∈ (Z/nZ) with αβ = x of course. If she knows a square root of α and a square root of β, she
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knows a square root of x as well. Since we assumed for a moment that she did not know a square root of

x, at least half of the time, Bob is going to ask her for a square root she doesn’t know. The best way for

Alice to compute the requested square root is probably by factoring n, something which is assumed to be

computationally infeasible.

Note that Bob doesn’t learn much about the root a that Alice (probably) knows: all he sees are square

roots of random squares in (Z/nZ)∗.

6.4 Flipping coins over the telephone

In this section we give a way to ‘flip coins’ over the telephone. Doing this the old-fashioned way would mean

that say Alice flips a coin and tells Bob whether it was head or tails. The problem with this protocol is that

Bob cannot be sure that Alice didn’t cheat. The solution to this problem is quite similar to the one we used

in Section 6.3 and relies once more on the Chinese remainder theorem.

Alice chooses two large random primes, p and q. She keeps the primes secret and sends the product

n = pq to Bob. Bob selects a random element x ∈ Z/nZ and sends y = x2 to Alice. He keeps x secret.

We have seen in Section 6.3 that y has four square roots, say ±a, ±b. One of these four elements is x,

Alice does not know which one. Alice knows the factorization of n, so she can compute all square roots of y.

She then chooses one at random, say b, and sends it to Bob. If Bob sees that b = ±x ∈ Z/nZ holds, he tells

Alice that she wins. If he sees b 6= ±x, he tells Alice that she loses.

To guarantee that Bob doesn’t lie, Alice asks the factorization of n if Bob tells her she lost. If Bob told

the truth, he knows all square roots of y: he already knew ±x and Alice just told him ±b. Just as in Section

6.3, this means that he can efficiently factor n. If Bob lied however, he has no chance of factoring n.

We investigate the ‘cheating possibilities’ a little. If Bob cheated and did not send a square to Alice, Alice

will notice that and tell Bob he cheated. If Alice tries to cheat by sending Bob a random number instead

of a square root of y, Bob will be unable to factor n. So, Bob should check that the square of the number

Alice sent is indeed equal to y ∈ Z/nZ.

Suppose Alice cheated in the ‘construction’ of n: she took a product of three primes. One possiblity is

that Bob just asks Alice for the factorizion of n at the end and checks the result for primility. However, it

is a bad idea for Alice to do this in the first place. If n is the product of 3 primes, there are eight square

roots of y: just apply the Chinese remainder theorem again. Forgetting about the sign of the square roots,

leads Alice now to four possible roots. Three of them are wrong, and one of them is right. So, her chances

of winning have gone down.

This protocol does not prevent Bob to lose if he chooses to want to however. Indeed, Bob can just claim

that the value he received equaled ±x. If it did not, he can factor n and compute x, so there is nothing

Alice can do about this. There are variants of the protocol that prevent Bob from doing this, we do not go

into this here.

6.3 EXAMPLE. Take p = 43 and q = 47. Alice computes n = 2021 and sends that to Bob. He in turn selects

the random value x = 773 ∈ Z/nZ and sends its square y = 1334 to Alice.

Alice computes 1334 mod p = 1 and 1334 mod q = 18. The square roots of 1 mod p are easy: ±1.

To compute the two square roots of 18 mod q, she notes that she conveniently chose q ≡ 3 mod 4, so

18(47+1)/4 = 1812 = 21 mod q is a square root of 18 ∈ Z/qZ. Using the Chinese remainder theorem, she

finds the square roots

±214,±773 ∈ Z/nZ.
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Alice selects 214, and Bob tells her she lost. He computes gcd(773− 214, n) = 43 to convince Alice he didn’t

cheat.

6.5 Exercises

EXERCISE 1. Do the Merkle-Hellman protocol with n = 7, (a1, . . . , a7) = (1, 2, 4, 8, 16, 34, 71), s = 200,

r = 29, τ = (1, 2, 3, 4, 5, 6, 7) 7→ (2, 4, 5, 1, 7, 3, 6). Encrypt m = 1010011 and decrypt the encrypted message

again. Show all your computations.

EXERCISE 2. Let p be a large prime, let α ∈ F∗
p be a generator and set β = αx. We make p, α, β public.

Alice wants convince Bob she knows x without revealing it. They agree on the following protocol.

1. Alice chooses a random r mod (p− 1).

2. Alice computes h1 = αr and h2 = αx−r and sends those to Bob.

3. Bob selects i = 1, 2 at random and asks Alice to send r1 = r or r2 = x− r.

4. Bob checks h1h2 = β and hi = αri .

5. These steps are repeated until Bob is convinced.

(a) Suppose Alice doesn’t know x. Why will she sometimes be unable to produce numbers that convince

Bob?

(b) If they repeat the procedure k times, and Alice does not know x, what is the probability that Alice

convinces Bob?

(c) Suppose Charles tries a variant of the protocol. He chooses a random r as above, but does not send

h1, h2. Bob asks for ri and Charles sends it. They do this several times. Why is Bob probably not convinced

of anything? What is the essential difference with the protocol that Alice uses?

EXERCISE 3. Do the coin-flipping protocol with p = 7, q = 19 and x = 11. Show all your computations,

just like the example in the text.
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Elliptic curves

7.1 Definitions and properties

Any finite abelian group G can be used as a basis for a cryptographic system. The security of the system

depends mostly on the hardness of the discrete logarithm problem in G: given a ∈ G and b ∈ 〈a〉 ⊆ G, find

an integer x ∈ Z with ax = b. For G = Z/nZ, this problem is ‘trivial’ as Euclid’s algorithm solves it in

time polynomial in log n. For G = (Z/nZ)∗, the problem is a lot harder and no polynomial time solution

is known. As mentioned in chapter 3, there does exist a subexponential attack. In other words: there are

better attacks than the ‘generic’ Baby step-Giant step attack that works for any group. In this chapter we

discuss a crypto system that is based on a group for which we do not know a subexponential attack.

The group in question is the ‘point group of an elliptic curve over a finite field’. The study of elliptic

curves is firmly rooted in abstract mathematics, and to treat them ‘properly’ – whatever that means – would

require more mathematics than we can cover before Christmas. Fortunately, all the abstract mathematics

is in the end not really needed if one just wants to work with elliptic curves and is willing to take a few

theorems on faith. First we focus on elliptic curves that are defined over the field R of real numbers.

Any elliptic curve over R can be given by an equation of the form

Y 2 = X3 + aX + b (a, b ∈ R),

known as a Weierstraß equation. Conversely, every pair a, b ∈ R gives an equation of the shape above, and

for 4a3 + 27b2 6= 0, this equation actually defines an elliptic curve. The condition 4a3 + 27b2 6= 0 should be

seen as a technical condition, it is not really important for cryptographic purposes. In the picture below we

plotted the solutions to the equation Y 2 = X3 −X .

Y 2 = X3 −X

The equation X3 −X has the property that it has three real zeroes. In general, every cubic equation

X3 + aX + b has at least one zero. The picture above is typical in the sense that for every choice of a, b we

will see the ‘hyperbola’ on the right. The ‘circle’ on the left only appears if the equation in question has

three real roots.

We want to define a ‘sum’ of two points P, Q of an elliptic curve in such a way that the whole set of solutions

to the equation Y 2 = X3+aX +b becomes an abelian group. The picture gives the definition of two ‘typical’
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points P, Q. We draw the line through P and Q. This line intersects the curve in a unique third point, and

we define the sum P + Q to be the reflection in the x-axis of this third point.

Y 2 = X3 −X

P

Q
P ⊕Q

Y 2 = X3 −X

P

Q

P ⊕Q

Before moving to the special case P = Q, we prove that for P 6= Q, the line always intersects the

curve in a unique third point. Let Y = αX + β be the equation for the line. Writing P = (xP , yQ) and

Q = (xQ, yQ), we have yP = αxP + β and yQ = αxQ + β for instance. To compute the intersection points

of the line with the curve, we put

(αx + β)2 = x3 + ax + b

and solve this equation for x. We see that this amounts so finding the zeroes of a cubic polynomial g(X) ∈
R[X ]. It is not true that every degree 3 polynomial has three real zeroes, but in this case we already know

that xP and xQ are zeroes. We can therefore write

g(X) = (X − xP )(X − xQ)(X − t) ∈ R[X ]

and by comparing coefficients we see that t must be real as well. The real number t is the x-coordinate of

the requested third intersection point.

The case P = Q is a bit special, as we need to agree on what ‘the line through P and P ’ is. The only

logical thing to do is taking the tangent line at P . If this line is not vertical, we don’t have to change the rest

of the definition. Just as before, the line will intersect the curve in a unique third point, and the reflection

of this point in the x-axis is defined to be P + P = 2P .

Y 2 = X3 −X

P

2P = P ⊕ P
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Just by staring at the picture, one notices that the tangent line is only vertical for the points on the

x-axis. This line does not appear to intersect the curve in a unique third point. Our proof above does not

break down, as vertical lines correspond to the case α =∞, and then the polynomial g above does not have

real coefficients anymore. The solution for the problem of the missing intersection point is quite simple:

we just formally add a point to the curve, lying infinitely high/low on the y-axis. This point is usually

denoted O. Our next step in finding the sum P + P was to reflect the third point in the x-axis. In this

special case, we see that we again get O itself and we therefore define P + P = O.

Y 2 = X3 −X

P

O = P ⊕ P = 2P

Having added one point to the curve, we are led to investigate the sum P + O for a random point P on

the curve. The reader is advised to draw the corresponding picture while reading this paragraph. The line

through P and O is vertical this time, and again intersects the curve in a third point. We take the reflection

of this point in the x-axis and see that we get the point P back. Or in other words, we have

P + O = O + P = P,

i.e., O acts a ‘neutral element’.

It turns out that the set E(R) of all solutions to the equation E : Y 2 = X3 + aX + b forms an abelian

group for which the special point O is the neutral element. Proving this is more involved than one might

naively think. Once we have proven that we get a group, it is a trivial remark that the group is abelian: the

line intersecting P and Q is the same as the line intersection Q and P . The hard part is to show that E(R)

forms a group. Let’s check the group axioms. We have already proven that O can be taken to be the neutral

element. Every point also has an inverse: the inverse of (xP , yP ) is (xP ,−yP ), a check which we leave to the

reader. Life gets complicated if we want to show that the operation is associative. One can imagine that the

corresponding picture gets a bit messy. Besides that, there are many cases to consider: are some of the lines

tangent lines and are they vertical? This leads to a lengthy and messy case-by-case check. Not many people

have done this in fact, and the way to prove that the operation is associative uses quite different techniques.

We do not go into this and leave it at the remark that E(R) becomes an abelian group.

7.2 Elliptic curves over finite fields

Elliptic curves over the real numbers are not useful for crytography. The group E(R) is infinite and perhaps

more important, one can show that the discrete logarithm in this group is ‘easy’. In this section we make

the step from elliptic curves over R to elliptic curves over finite fields.

In the picture below we plotted the solutions to the same equation Y 2 = X3 −X as before, but now

we worked over the field F7 instead of over R. We see that our definition of the sum of two points breaks

down: what should ‘the line through P and Q’ mean?
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Y 2 = X3 −X

To remedy this, we note that we can also derive a formula for the sum P + Q: the line Y = αX + β

can be more explicitly given once we notice that

α =
yP − yQ

xP − xQ
and β =

xP yQ − yP xQ

xP − xQ

hold for P 6= Q. Next we set (αX + β)2 = X3 + aX + b and derive

X3 − α2X2 + (a− 2αβ)X + b = 0.

We also know

(X − xP )(X − xQ)(X − xP+Q) = 0,

and by comparing the X2-coefficient in the left hand side of both equations, we derive α2 = xP +xQ +xP+Q

and therefore

xP+Q = α2 − xP − xQ

and of course we trivially have

yP+Q = −αxP+Q − β.

Similar formulas can be derived for the case P = Q.

EXERCISE 1. Derive these.

A feature of these formulas is that they also make sense over the finite fields: all we are doing are multiplica-

tions and additions and these can be done in any field. This does not immediately imply that if we define the

sum of two points P, Q ∈ E(F7) in the picture above via these formulas we automatically get a group again.

Fortunately, it is true nonetheless. In other words: the set of solutions {(x, y) ∈ F2
7|y2 = x3 + ax + b} ∪ {O}

forms an abelian group with the operation given by the formulas above. It can be proven that the ‘formula

definition’ works for any field K that does not contain F2 or F3.

The astute reader may have already noticed that something goes might go wrong for the cases F2 and F3:

we had a ‘technical condition’ 4a3 + 27b3 6= 0 in Section 7.1. This is a bit funny if either 2 or 3 equals zero.

Indeed, we need to adjust things a bit in these cases. In general, an elliptic curve over any field K can be

given by an equation of the form

Y 2 + a1XY + a3Y = X3 + a2X
2 + a4X + a6

with ai ∈ K. If both 2 and 3 are non-zero, we can transform this equation to an equation of the form

Y 2 = X3 + aX + b. Also for the ‘general equation’ the addition law can be expressed using formulas. We do

not give these formulas here.
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From a higher point of view, the labelling of the coefficients ai is not so strange as it may seem. There

is an easy way to remember them: if we assign ‘weight’ 2 to Y , and ‘weight’ 3 to X , the label i of ai should

be the difference between the weight of the term and 6.

7.3 The group order

Let E be an elliptic curve defined over the finite field Fq. If we want to use the group E(Fq) as basis for a

cryptographic system, we need at least to exclude the generic attacks from Chapter 3. First we zoom in on

the size |E(Fq)| of the group.

As we by definition have O ∈ E(Fq), we at least have one point. A trivial check shows that we also

have the upper bound |E(Fq)| ≤ q2 + 1. A classical result by Hasse from 1933 gives much better bounds:

7.1 THEOREM. Let E be an elliptic curve over Fq. Then we have

||E(Fq)| − q − 1| ≤ 2
√

q.

Proof. The proof of this theorem is beyond the scope of this course. �

The ‘Hasse bound’ shows that for prime powers q, and for E over Fq arbitrary, the group order E(Fq) is

‘roughly’ equal to q: the deviation is at most a multiple of
√

q. This means that if we take q large enough, the

group E(Fq) will automatically have large enough order to exclude the ‘enumeration attack’ x = 1, 2, 3, . . .

to find the discrete logarithm x.

The Pohlig-Hellman attack works for any group G, so if the group order |E(Fq)| is smooth, the resulting

cryptographic system is insecure. If we fix q and let E vary over all possible elliptic curves over Fq, there is

no reason to believe that the group orders |E(Fq)| are really less random than arbitrary integers of size q.

Hence – by the prime number theorem – if we write down roughly log q elliptic curves, we expect that one

of them has prime order or almost prime order. The obvious question is: how to single out this curve? Or,

in other words: given an elliptic curve E, how do we compute the group order |E(Fq)|?
The naive way of computing |E(Fq)| proceeds by trying all values (x, y) ∈ F2

q and seeing if they form

a solution to the equation. This clearly leads to an algorithm with runtime Õ(q2), which is completely

impractical, expect for really small examples. One can improve this algorithm, for gcd(q, 6) = 1 say, by first

making a list of all the squares in Fq, then loop over the ‘x-values’ and see whether

x3 + ax + b

is in the constructed list of squares. This algorithm has a runtime Õ(q). A lot better than before, but still

only useful for ‘small’ examples.

Perhaps surprisingly, there also exists an algorithm with a runtime that is polynomial in log q. In 1985,

Schoof gave an algorithm that computes the order |E(Fq)| that runs in time O((log q)5). This algorithm is

too complex to be covered in this course. Summarizing, we see that we can find an elliptic curve of large

prime order in heuristic time O((log q)6).

We close this section with some general remarks. Elliptic curves have a lot of additional structure: they

are much more than just an equation. There are therefore many curves one should definitely not use for

cryptography. Elliptic curves over Fp that have p points are just one example: there we can efficiently

transform the discrete logarithm problem on E(Fp) to a discrete logarithm problem for the additive group

Z/pZ, and then we can use Euclid. . . Another example: curves over Fp with p + 1 turn out to have much
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more structure than curves with a different number of points. Since these curves are ‘less generic’ people

tend not to use them. There are more examples than this, and we leave it at the remark that in selecting

an appropriate curve one should be even more careful than in selecting the primes p, q to be used in RSA.

7.4 Exercises

EXERCISE 2. Let E be the elliptic curve over F5 defined by Y 2 = X3 + X + 1.

(a) Check that P = (3, 4) and Q = (2, 1) lie on the curve.

(b) Compute the sum P + Q and check that this point lies on the curve.

(c) Compute the order of the group E(F5).

EXERCISE 3. Let E be the elliptic curve over F7 defined by Y 2 = X3 + 2X + 3.

(a) Check that P = (3, 6) and Q = (2, 1) lie on the curve and compute the sum P + Q.

(b) Compute the order of the group E(F7).

(c) Does there exist a point P ∈ E(F7) with 2P = O? If so, find it. If not, why not?

EXERCISE 4. Does the equation Y 2 = X3 + 4X + 5 define an elliptic curve over F7? And over F5?

EXERCISE 5. Let E be the elliptic curve over F7 defined by Y 2 = X3 + 5X + 1.

(a) Check that P = (6, 4) and Q = (3, 6) lie on the curve and compute the sum P + Q.

(b) Compute the order of the group E(F7).

(c) Does there exist a point P ∈ E(F7) with 5P = O? If so, find it. If not, why not?

EXERCISE 6. Let p ≡ 2 mod 3 be an odd prime, let b ∈ F∗
p be given, and let E be the elliptic curve over

Fp defined by Y 2 = X3 + b. Prove that E(Fp) has order p + 1.

EXERCISE 7. Let p ≥ 5 be prime.

(a) Prove that the product αβ ∈ F∗
p of two non-squares α, β ∈ F∗

p is a square.

(b) Let E be the elliptic curve over Fp defined by Y 2 = X3 + aX + b for some a, b ∈ Fp. Put t = p + 1−
|E(Fp)| ∈ Z, and let g ∈ F∗

p be a non-square. Prove that the elliptic curve E′ defined by Y 2 = X3+g2aX+g3b

has p + 1 + t points over Fp.
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EXERCISE 1. Let X be a set, and let P (X) be the collection of all subsets of X . Define the product of two

elements A, B ∈ P (X) as the symmetric difference A∆B = (A∪B) \ (A∩B). Prove that this product turns

P (X) into an abelian group.

EXERCISE 2. Let it be given that f = X7 − X − 1 ∈ F7[X ] is irreducible. Compute X3 + X + 1 ·
X5 + X2 −X + 1 ∈ F7[X ]/(f) = F77 .

EXERCISE 3. Use Shank’s Baby-step Giant step algorithm to compute x ∈ Z with 11x = 51 ∈ (Z/103Z)∗.

EXERCISE 4. Use the Pohlig-Hellman algorithm to compute x ∈ Z with 13x = 72 ∈ (Z/109Z)∗.

EXERCISE 5. Use the Pollard-rho algorithm to compute x ∈ Z with 21x = 75 ∈ (Z/103Z)∗. Use the same

function f as in the course notes. It is your choice if you want to ‘break up’ the problem using Pohlig-Hellman

as well.

As usual, give all your computations, and introduce notation before you use it.

Deadline: Monday February 26 2007, 11:00 am. Good luck!
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EXERCISE 1. Let G be a cyclic group of order n. Suppose that f : G
∼−→ Z/nZ is an isomorphism with

the property that, for any x ∈ G, the value f(x) can be computed in time O((log n)5). Give an algorithm

to compute discrete logarithms in the group G that runs in time polynomial in log n.

EXERCISE 2. Let G be a cyclic group, and let S ⊆ G be a subgroup. Prove that S is cyclic.

EXERCISE 3. Let n = pq be the product of two distinct primes that are congruent to 1 modulo 3.

(a) Prove that there exactly 8 elements of order 3 in (Z/nZ)∗.

(b) Suppose we know these 8 elements. Give an algorithm that factors n in time polynomial in log n and

prove that your algorithm works.

EXERCISE 4.

(a) Compute the order of the group G = (Z/1998Z)∗.

(b) Prove: every x ∈ G has an order dividing 36.

EXERCISE 5. Warning: 200720072007

= 2007(20072007) 6= (20072007)2007 = 2007(20072).

Compute the last two digits (in decimal notation) of (20072007)2007 and 200720072007

.

You are allowed to use your course notes and graded exercises. The use of calculators and laptop computers

is not permitted.

Show all your computations. Introduce notation before you use it.

Good luck!


