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Abstract PCs are kept on in this way for a variety of reasons

. . . (see Section 2), including ensuring remote access to lo-
Reducing the energy consumption of PCs is becom-_ . .
N : . - cal files, remote access to the desktop user interface,
ing increasingly important with rising energy costs and - " o . .
. roviding reachability for users via incoming email, in-
environmental concerns. Sleep states such as S3 (sus: . : . .
Stant messaging (IM) or voice-over-IP (VolP) clients, file
pend to RAM) save energy but prevent the PC from re- X o
. ; sharing/content distribution, and so on. Unfortunately,
sponding to network traffic, for example remote desktop,

. ; o this remote access is not compatible with current power-
logins, file transfer requests, or content distribution-pro P P

; i h h 4, in which the PC i
tocols such as bittorrent. We conducted a backgroungavIng schemes such as S3/S4, in whic t_e_ C is not
.Tesponsive to remote network events. Existing solu-

survey showing that having these applications running Sions for sleep-mode responsiveness such as Wake-On-
the reason why many users leave PCs on even when idle.

; . AN [15] and others (see Section 7) have not proven
we prt_asent Somniloguy, an ar_chltecture that augr_nent§uccessful “in the wild” since they rely on infrastructure
network interfaces to allow PCs in S3 to be responsive tq, application-level support or manual user action, pre-
network traffic, Fransparently to remote appllcan_ons_ andsenting barriers to deployment and use.
to the network itself. We show that many applications : .
can be supported without application-specific code in the we presen_t an arch|.tecture fqr network interfaces,
augmented network interface, including file sharing, re_called Somniloquy, which significantly reduces PC

mote desktop and VOIP. We show that a further clasPOWer consumption during the largely idle periods when

of applications can be supported with modest processt_here is no local user present, but without compromising

ing and memory resources in the network interface, in-the remote accessibility enjoyed by always-on systems.

cluding instant messaging presence and file sharing, fo'f,'hsvlskd.ort]efby emb;ar:jdtlr_lg funct(;onallt%/ Ilnto the PCSt
example downloading using bittorrent while the PC jg Network Interface so that It can adequately process ne
asleep. work traffic autonomously. This allows other subsystems

Our prototype implementation of Somniloquy using a(CPU, disk, display, I/0 buses etc.) to be powered down.

USB peripheral showed significant energy saving poten-The network interface is capable of signalling a wake-up

tial in experiments, with 24x less power draw for desk- event when _n.etwork traffic are received matching config-
urable conditions.

tops and 11x for laptops compared to an idle power-on i . L
state. The key benefit of Somniloquy over existing systems
is that it is transparent to the user, to the remote appli-
cations and to the networking infrastructure. It relies on
1 Introduction additional functionality in each client to accomplish this
but the added materials cost is minimal as many current
Many personal computers (PCs) are left on for much ometwork interfaces already have significant general pur-
all of the time, even when a user is not present, despit@ose processors embedded. Depending on the applica-
the existence of low power modes such as suspend-tdion, new application-specific functionality may some-
RAM (S3) and hibernate (S4). The resulting electric-times be required in the network interface; in Section 3
ity usage is having an increasing cost, both in monewe present examples representing two classes of appli-
tary terms and at a cost to the environment. Both ofcations supported by Somniloquy. Since Somniloquy is
these costs may be increased further by the use of air-
conditioning in places where the PCs are located. Lsomniloquy: the act or habit of talking in one’s sleep.




entirely client-based, it can be incrementally deployedin &
new PCs with a built-in Somniloquy-capable network in-
terface, or legacy hardware can be upgraded by using
peripheral network interface.

This paper makes the following contributions:
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e We present Somniloquy, a network interface archi-
tecture that enables connectivity to PCs even when
they are asleep. In contrast to prior automatic wake-
up systems (see Section 7), Somniloquy is transpar-g
ent to the network. It does not require changes to”

f respondents stating reason fol
computer on regularly
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devices.

Figure 1: Survey respondents’ reasons for leaving their
e We present a proof-of-concept prototype showingPCs on when nobody is using them.
that Somniloquy can be realized today, using a USB

based low power network interface that consumes
little power (Section 4). We show how a number of

applications, such as file sharing, remote desktop,
VoIP, instant messaging and bittorrent can be imple-
mented without requiring any changes to the infras-
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tructure. Furthermore, our prototype also demon- B
strates the ease of providing legacy support to ex- B
isting PCs, requiring just an external peripheral and
software drivers. '
e We evaluate our system in a testbed setting (Sec-§
tion 5), in which energy consumption is reduced _— :

24X for deSktopS and 11X for |apt0p5 Wh|le InCUI’- Filesharingclient ~ Email/IM client Net:\;or;l;stt‘elr;:r of Otherapplication
ring an extra latency of just 4 to 7 seconds for an

application-layer operation such as retrieving a file g 0 2. Applications cited by survey respondents as
on the sleeping PC. active when nobody is using the PC.
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2 Survey on use of low power modes _
survey respondents come from user groups which could

Anecdotal evidence suggests that users often leave conkenefit significantly from power saving for their PCs, and
puters powered on even when they are largely idle. Fokve use the responses to motivate our work.
example, the authors are aware of many desktop PCs that Nearly all our respondents (99%) are aware of PC
are habitually left switched on overnight “just in case” sleep modes, and 74% regularly use some form of sleep
the main user of that machine needs remote access to on at least one PC (N=107). In comparison, just 45% of
In order to validate our intuition that this is common- respondents are familiar with Wake-On-LAN (29% for
place, and to get data on when and why people do orespondents who do not work in the IT field), and just
do not use low-power modes, we conducted an informaB% make use of it (none for users not in the IT field)
web-based survey. We distributed the survey by askingN=105). This supports our intuition that the existing
friends to answer it and to pass it on to their friends inWake-On-LAN solution is not widely used.
turn. We gathered 107 usable responses, of which 65% We asked respondents about both their home PC use
are from the USA, 29% are from Europe, and 6% areand their PC use at work. Respondents have an average
from other countries (N=102). 74% of respondents areof 2.8 PCs in their homes, and 30% of these are regularly
male (N=105), the median age is 28.5 (min 21, max 58)]eft on even when nobody is using them (N=99). At work
and 60% work in IT-related fields (N=98). respondents use an average of 1.6 PCs per person, 75%
We do not claim that this survey provides a statistically of which are regularly left on even when nobody is using
significant view of all PC users because it was conductedhem. This indicates that both the home and the office
using a very informal distribution method and we have ascenarios are important targets for Somnilogquy, as both
relatively small sample size. However, we do believe thehave significant proportions of always-on behavior.
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applications running was less of a motivation for leaving

# Home (N=83) the PC on for office users. Instead, remote access was
= Office (N=32) more often cited as a reason for leaving office PCs on

than for home PCs, which tallies with the authors’ anec-
dotal experiences. Removing the need to leave the office
PC on “just in case” remote access is required is one of
our key motivations for developing Somniloquy.
I Figure 3 shows the reasons that respondents gave for
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using low-power modes. The most frequently cited rea-
son by far was the energy and environmental cost of leav-

computer in sleep mode/off regularly
B
o

[
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%ge of respondents stating reason for leaving

o m ing PCs on. For home PCs, respondents also reported

Energycost  Default  Improve  Noise/heat  Corporate that noise/heat and device lifetimes were important con-

or behaviour  PC/battery policy siderations, though these were less of a concern for of-
environment lifetime

fices. Interestingly, relatively few respondents saideher

i ) .was a corporate policy concerning low-power modes,

Figure 3: Survey resp_ondgnts’ reasons for turning thei, 4 some respondents actually reported that the policy

PCs off when nobody is using them. was to leave PCen despite the energy cost, so that the
PCs could be kept up-to-date with the latest software
patches.

We further asked respondents why they kept their PCs |y summary, our survey strongly motivates the devel-
on and what applications they left running when usersspment of an architecture that can enable PCs to go into
were absent. The responses are shown in Figures 1 apd|ow-power mode and yet still be responsive to net-
2. The majority of the respondents who leave homeyork traffic due to applications such as email, IM, remote
PCs on do so because they are running applications ifesktop, remote file access and file sharing. A system
the background, the most popular of which are file sharyyjit in this way would significantly reduce the overall

ing/content distribution clients such as bittorrent. Re-energy usage of PCs at home and in the office without
CeiVing email and IM notifications are aISO popular rea'compromising the needs of users.

sons for leaving home PCs on followed by the need for

access to a network server on the machine, most often

as a media server in the case of the home. As we shaB The Somniloquy Architecture

describe in later sections, we have designed Somniloquy

to address all three of these scenarios. A variety of otheBomniloquy is an architecture for network interfaces,
applications which fall outside the three main categoriesvhich allows PCs to be put into a low power sleep state
of file sharing, email/IM and network server access werg(namely S3) without compromising remote accessibility.
cited by a small proportion of respondents, with no obvi- This gives users a practical alternative to leaving their
ous categorization. PCs switched on when not in use. Our primary aims dur-

Following “running applications in the background”, g the development of Somniloquy were:
the next most popular reason given for leaving a PC on
in the home was quick availability, and another related
reason given was that sleep modes were unreliable. The
issue of how quickly and reliably PCs can enter and leave
low-power modes is not something that we directly ad-
dress with Somniloquy. However, the desire for quick
availability does motivate the continuing enhancement

of sleep modes and this is something that Somniloquy \ye accomplish this by augmenting the PC’s network
intrinsically leverages. interface hardware with an always-on, low power embed-
Responses for office PCs differ from those for homeded CPU. Despite consuming significantly less power
PCs in a few major ways. File sharing clients are rarelythan the host processor, tliecondary processas still
used (almost never cited as the reason for leaving officeapable of running an embedded operating system in-
PCs on), but the use of always-on email/IM clients andcluding an entire networking stack. When the host PC is
network servers are more prevalent. The range of othegpowered on, the secondary processor does little; the PC
(miscellaneous) applications was also wider, includingruns its regular networking stack which communicates
some applications such as batch servers which are nairectly with the network interface hardware as normal.
conducive to low-power execution. But overall, leaving However, when the host processor is asleep, power to the

e to enable a computer in a sleep state (such as S3) to
be reachable across the network and

e to do this transparently to network routers and
servers, so that it requires no new hardware or soft-
ware in the network.
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network interface and the associated secondary proce&igure 5: Somniloguy software components on the host
sor is maintained, allowing it to perform many network PC and the secondary processor, and their interactions.
operations autonomously. This forms the basis for Som-
niloquy’s ability to maintain the PC’s presence on the
network, and hence preserve a level of reachability, evef@ining to the current network connection, such as the
when the host processor is Suspended_ Figure 4 ShOV\@:HCP lease details and the current IP address. The dae-
the basic architecture of Somniloquy. mon also specifies which events will trigger wake-up of
Of course, the secondary processor in Somniloquy i$he host (Section 3.2), and which application stubs need
not able to deal with all classes of network traffic au-to be run (see Section 3.3).
tonomously, and it is sometimes necessary to wake up Following the transfer of this information to the sec-
the host PC. However, we have designed Somniloguy iPhdary processor, the host enters suspend as normal. Of
a way that minimizes such wake-ups for many applica-course, any applications running on the host will be sus-
tion scenarios. In particular, there is enough intelligenc pended at this point, and any active connections will
in the network interface to support autonomous operatiorfonsequently be dropped. However, new connection re-
for most of the scenarios highlighted in Section 2. quests will now be received by the network stack running
In the rest of this section we describe in more detailon the secondary processor since it is operating with the
what we mean by “autonomous operation” and in partic-Same configuration as the host. In this way the PC’s tran-
ular how we can implement “application stubs” to pro- sition into suspend will be transparent to remote hosts on
cess network traffic on the secondary processor for &he network.
number of popular applications. We also consider the
conditions under which the host processor must be won
ken up. But first we describe in more detail what happens
when the host is put into sleep mode. To maintain reachability while the host processor is
suspended, the secondary network interface processor
clearly needs to support a level of autonomous operation.
At the most basic level it should handle traffic at the link
Ultimately, Somniloquy is intended to enable users to putand network layers, such as ARP requests, pings, DHCP
their PCs into a low power state such as suspend to RAMand so on — thereby maintaining basic presence on the
(S3) more frequently than they currently do. To achievenetwork. However, in addition to this, the secondary
this, we have not introduced any new approaches to iniprocessor is also able to run packet filters which are de-
tiating the state transition in PCs. We rely on existing signed to compare the contents of incoming packets with
approaches such as initiation manually, or automaticallya set of pre-configured trigger conditions. A match of
after a period of inactivity and/or based on time-of-day. one of these conditions will cause the host processor to
Whatever mechanism is used to initiate sleep, a Somnilbe woken from suspend. Filters may be created at the
oquy daemon running on the host processor first ensurdik layer, network layer, transport layer or application
that the secondary processor has a copy of the state pdayer, with progressively higher complexities and higher

.2 Triggering wake-up

3.1 Putting the host to sleep



capabilities. TN -

At the link layer, the secondary processor can be told Sleep detection Ft'I(')DSIeLrJiZB ]
to wake the computer when it detects a particular MAC e Wakepsignal__| | converter | cystom PCB
layer packet, such as the magic packets used by Wak UsB I
on LAN. But more significantly, it is possible to create | ™™ = ( J
an analogous trigger condition at the network layer. For TCP/IP link thumbstix
example, a special “ping of life” ICMP packet can be (USB and breakout board)

used to mimic the magic packet of WoL, but operating ~N

at an Internet scale through standard routers rather tha| | Somnioduy Somniloquy

being limited to a single subnet. device XScale
Trigger conditions at the transport layer may also be sofware || processor

specified; incoming traffic directed at specific TCP and W{;‘Igf’;’“ Emggsged

UDP ports can be detected by the secondary processc

in order to wake up the host. Filtering only for speci- \_ connex-200xm_/

fied ports has the obvious side effect that traffic on other - I N

ports will be rejected. Somniloquy also provides the abil- | peskiopiiaptop Ezg‘;;’ée;l':')c _

. . C. \ J etherstix

ity to set up further trigger conditions for example only \

causing wake-up when traffic from certain IP addresses

is received. Figure 6: Block diagram of the Somniloquy prototype
Although the host will wake up within a few seconds, system - Wired-1NIC version. The figure shows various

it will not receive the packet(s) which triggered the wake-components of the gumstix and the USB interfaces to the

up. Somniloquy leverages the robustness of many prohost laptop.

tocols designed for Internet use, which are designed to

cope with packet loss through automatical retransmis-

sion. For examp|e1 any protoc0| using TCP as the transbeat” paCketS a."OWing the presence information in IM to

port layer will retransmit automatically at exponentially remain current. These can be handled by the secondary

increasing intervals, so a retransmitted packet will evenProcessor without waking the main processor. Second,

tually be received by the computer even if resume fromthe use of application code means that event filters can

sleep takes several seconds. Of course, the longer tH@ecify events at this layer, e.g. wake on incoming VoIP

computer takes to resume, the larger the subsequent déalls only from my friends outside work hours and not

lay before another retransmission will be. my work colleagues, or wake only for software patch up-
This simple packet filter based approach to triggeringdates that are deemed critical.

wake-up has the advantage that application-specific code The application stubs are written separately for each

does not need to be executed on the secondary procedpplication. They are required to support four APIs.

sor. None-the-less, it is sufficient to support many scefirst, they need to support login for the particular ap-

narios such as remote file and desktop access requesBdication, including the credentials and the encryption

However, for some applications a more sophisticated apmechanism used by the application. Second, every stub

proach is needed to maintain reachability without caushas to handle messages that do not require the host pro-

ing spurious wake-ups. This is described in the followingCessor to be woken up. These include keep-alive mes-
section. sages, or messages that update the state of the applica-

tion, such as a presence update for an IM application.

. . Third, stubs need to implement wake-up on application

3.3 Autonomous operation at the applica-  gyents, such as a VoIP call from a specific contact. Fi-
tion layer nally, the stubs need to implement transfer of state when

L Lo the main processor is woken up, such as the transfer of
To support the full range of applications highlighted by files for apbittorrent stub. We r?ave implemented these

our informal user survey, we require the secondary pro- . ;
Y q u o y,P stubs for an IM client supporting a number of IM proto-
cessor to run what we refer to as “application stubs” —

code that performs a subset of the functionality of Spe_cols and for a bittorrent client, as described in Section 4.

cific applications running on the host. An application

stub is more powerful than simply using port-level trig- 4 Prototype Implementation

gers for a number of reasons. First, many application

protocols such as those for instant messaging (IM) andVe have prototyped Somniloquy usiggimstix a low
email may require periodic activity on the client side in power modular embedded processor platform manufac-
order to maintain the connection, e.g. sending “hearttured by Gumstix Inc. We chose a gumstix-based solu-



tion due to low power consumption, small form factor
and the wide range of processors and peripherals suj
ported.

4.1 Somniloquy Hardware and Software

The gumstix components we use for Somniloquy in-
clude a connex-200xm processor board, an etherstix ne
work interface card (NIC) (for wired Ethernet), a wifistix
NIC (for Wi-Fi), and a thumbstix combined USB in-
terface/breakout board. The processor on the conney
200xm is a low power 200 MHz PXA255 XScale pro-
cessor with 16 MB of non-volatile flash and 64 MB of
RAM. The etherstix provides a 10/100BaseT wired eth-
ernet interface plus an SD memory slot to which we have
attached a ZGI.B SD card. -The thumbstix provides a l.JSBFigure 7: Photograph of the gumstix-based Somniloquy
connector, serial connections and general purpose mputrotot e - Wired-1NIC version
and output (GPIO) connections from the XScale. P yp '
We added USB-to-serial functionality to the above
components using a custom designed PCB that incorposs discussed in Section 3.
rates a single chip — the FT232RL from FTDI. This is
attached to the computer via a second USB port and to
the thumbstix module (and thence to the XScale proces4.2 Maintaining Network Reachability
sor) via a two-wire RS232 serial interface plus two GPIO )
lines. One GPIO line is connected to the FT232RL’s ringWe now describe how our prototype ensures network
indicator input to wake up the computer, and the secondachability when the computer is asleep. We have ac-
GPIO line is connected to the sleep output for detectinguU@lly implemented three versions of Somniloquy which
when the computer is in S3 state. are appropriate for different scenarios. These are de-
As mentioned above (and shown in Figure 6), the comScribed below.
puter is connected to the secondary processor via two
usB connectipn;. One of these provides power and tw94_2_1 The augmented network interface
way communications between the two processors. It is
configured to appear as a point-to-point network inter-Our first Somniloquy prototype provides an external net-
face (“USBNet"), over which the gumstix and the host work interface with an embedded secondary processor.
computer communicate using TCP/IP sockets. The secFhis is based on a gumstix with a wired Ethernet inter-
ond USB interface provides sleep and wake-up signalingface and a ThumbStix USB interface which is used to
and a serial port for debugging. The use of two USB in-connect it to the host PC. We call this implementation
terfaces is not a fundamental requirement, it is simply forthe Wired-1NIC version. The architecture is shown in
ease of prototyping. Figure 6, and a photograph of the prototype is shown in
Our hardware works on any desktop or laptop with Figure 7.
USB, and support either a wired or wireless network con- When the host computer is awake, this is configured
nection (depending on the gumstix NIC used). We run arto act as a layer 2 bridge between the USBNet interface
embedded distribution of Linux on the gumstix that sup-to the host PC and the Ethernet interface of the gumstix.
ports a full TCP/IP stack, DHCP, configurable routing We disable the host's internal Ethernet interface, thus all
tables, a configurable firewall, SSH and serial port com-+raffic passes through the gumstix. When the host com-
munication. This provides a flexible prototyping plat- puter goes to sleep, it transfers state to the gumstix, in-
form for Somniloquy with very low power operation. cluding its IP address. The gumstix then stops the bridg-
We have implemented the Somniloquy host on Win-ing functionality, resets the MAC address of its network
dows Vista. We use Vista’s power management APIs tdnterface to be the same as that of the host computer’s
trap a suspend event, and invoke the Somniloquy daemodSBNet interface, and sends a DHCP renew packet with
before the host goes into the S3 state. This transfers thime host’s IP address. It consequently appears to the rest
network state required (MAC address, IP address, and iof the network as the host processor with the same IP
the case of the wireless prototype, the SSID of the AP)address, MAC address, and hosthame. On detecting the
and other state needed to configure the wakeup triggetsost computer waking up (which may occur due to the




gumstix waking it up, or due to the host PC being wo-4.3  Application stubs and filters
ken by a user), the gumstix immediately resets its MAC

address and enables bridging. We have implemented support for two classes of applica-

tions and have tested both with a variety of applications

We have implemented this system with etherstix, . .
which has the SMC91x 100 Mbps Ethernet interface ALOD all three versions of the prototype. The first class of
' ___applications require transport layer based wakeup of the

though we have a 100 Mbps interface, the above proto: o L
- . host computer, and do not need application specific code

type is limited by the speed of the USBNet |mplementa-t0 be running on the qumstix. The second class of appli-

tion of the gumstix and the overhead of bridging traffic cation:rel ugi]re a Iic?elljtion I;t.ubs on the qumstix ppll

using the PXA processor. As we shall see, this limits q P 9 '

bandwidth significantly. Ultimately, the ideal solution is .

to build a complete network interface from scratch, in-4.3.1 Transport-layer triggers

terfacing the host PC directly to the network mterfaceWe have implemented a flexible packet filter on the gum-

hardware for high performance and glso enablmg an eMgyy using the BSD raw socket interface. Every applica-
bedded secondary processor to do interface to it for lo

Thi Id for f he bandwidth botl Yion in this class is associated with a regular expression
power. This would not suffer from the bandwidth bottle- ¢, packet matching that can trigger host wakeup. For

gﬁﬁ(k:s of qurv(\;ired NIC.%rOtOtyp.fH Howe\?er,fthe VVi”?[d'fexample, handling incoming remote desktop requests
VErsion does provide us with a proot-of-concept o might require the host to be woken up when the gum-

an augmented network mte_rfa_c e which, as we \.N'" ShOW'stix receives a TCP packet with destination port equal to
allows us to demonstrate significant power savings. 3389. The packet filter applies regular expression filters
to the received packets, and wakes up the host computer
4.2.2 Systems with pre-existing network interface on an expression match.
We note that waking the host computer is not enough;
An alternative to engineering a single NIC with a fast he jncoming connection request must somehow be con-
data path is to make use of the fact that existing PCgeyed to it. We accomplish this by using the iptables fire-
already have Ethernet ports. We can use the existing || on the gumstix to filter any response to TCP packets
port for networking while the computer is awake and theinat the gumstix does not handle itself. Thus, the packets
gumstix's Ethernet port while the computer is asleep. Wegre not acknowledged by the gumstix, and the TCP stack
have also prototyped thisfired-2NICversion, whichre- o the remote client will send retries. After the host has
quires minor changes in the gumstix software. That softyesymed, one of the retries will very likely reach it (since
ware never enables bridging, but it still copies the MAC jt js ysing the same IP and MAC addresses) and it can re-
address of the host PC when it is asleep (and uses a difpond. Using port-based filtering, we have implemented
ferent one when it is awake). The MAC address copiedyake-up triggers for four applications: remote desktop
is not that of the USBNet interface, but that of the hOSt'Srequests (RDP), remote secure shell (SSH), file access

own Ethernet interface. The gumstix again uses DHCRgquests (SMB), and voice over IP calls (SIP/VOIP).
to acquire the same IP address as the sleeping host, and

again wakes it up using the USB connection when suit-4 32 Applicati tub
able trigger conditions are met (described later). " pplication Stubs

We have implemented application stubs for two com-
mon applications as proofs-of-concept: instant messag-
ing (IM) and bittorrent content distribution/downloading

In addition to the two wired prototypes outlined above, For the IM stub, we used a console-only based ver-
we have also implemented a wireless version of Somnilsion of an IM client calledinch that supports many IM
oquy. We were unable to implement a one NIC versionprotocols such as MSN, AOL, ICQ, etc. To ensure our
since the Marvell 88W8385 802.11 b/g chipset presengoal of a low memory and CPU footprint we customized
on the wifistix does not support layer 2 bridging. Insteadfinch to include only the features salient to our aim of
we have implementedWireless-2NIGversion. Thisre-  waking the host processor when an incoming chat mes-
ceives a few more items of information from the hostsage arrives. This only requires authentication, presence
PC before going to sleep, namely the access point (APYpdates and notifications; we disabled other functional-
it is currently associated with, and other AP names andty. The host processor transfers over the authentication
credentials which the gumstix is allowed to connect tocredentials for relevant IM accounts before going to S3.
(similar to the list kept inside the host's Wi-Fi configu- The gumstix then logs into the relevant IM servers, and
ration interface). This allows the Wireless-2NIC version if an incoming message arrives it triggers wakeup.

to handle host mobility while still being asleep, since the For the bittorrent stub we customized a console based
gumstix can detect and connect to new APs that are seenlient, ctorrent to have a low processor and memory

4.2.3 Systems using Wi-Fi



footprint on the gusmtix. Due to the robustness of the bit- Condition Optiplex | Dimension
torrent protocol, this stub automatically resumes incom- 745 4600
plete torrent downloads that were initiated on the host Normal idle state 102.1W | 74.6W
computer. Prior to suspending to S3, the host computer ‘Base power’ 1021w | 74.6W
transfers the “.torrent’ file and the portion of the file that Suspend state (S3) | 1.2W 2.0W
has already been downloaded to the gumstix. The bit- Time to enter S3 9.4s 7.5
torrent stub on the gumstix then resumes download of [ Timetoresume from S3  4.4s 13.4s

the torrent file and stores it temporarily on the SD flash_l_ ble 1. P i d s3 d/
memory card which is part of the low power subsystem able 1. Fower consumption an suspendjresume

(see Figure 4). A download complete event can be usefj M€ for two desktops under various operating condi-

as a trigger to wake up the host. The downloaded file ist,'ons' In all cases the processor is idle and the hard disk
then retrieved by the host when it resumes using a fild> SPUn dO_W”‘ Th_e power consumed by other peripherals
transfer protocol. such as displays is not included.

Both stubs are still work-in-progress. The IM stub
could be more configurable, for example waking the host|
up on more complex events such as a particular contact
coming online, or a message with particular keywords.| ~Normalidie state | 16.0W | 27.4W | 29.7W
The bittorrent client could wake the host up when the| Backlight minimum } 13.8W | 22.4W | 24.7W
SD card gets full, it could take into account any portions S?éii';t:écvzc:,()ﬁ ﬂw iggw gigw
of files already downloaded. Our goal in developing the Suspend state (S3) | 0.74W | L15W | 0.55W
stubs to date has been to show that stubs can be resouree =
frugal (in terms of processing and memory) such that the Battery capacity 65Wh | S0Wh | 85Wh

Condition Lenovo | Toshiba| Lenovo
X60 M400 T60

hardware requirements for Somniloguy remain modest Base lifetime 5.9h 2.7h 4.0n
Iting in significant net gain in power consumption Suspend lifetime 88h 43h 155h
resu ' Time to enter S3 8.7s 5.5s 4.9s
Time to resume from S3  3.0s 3.6s 4.8s

5 System evaluation _ i
Table 2: Power consumption and battery lifetime of three

In this section, we quantify the benefits of Somnilo- laptops under various operating conditions, and the time
quy and study various tradeoffs in our design. We firstt change power states. For all power measurements, the
microbenchmark the power consumption of standalond’rocessor is set to the lowest speed and is idle, the hard
desktops, laptops and the gumstix hardware. We thefisk is spun down and the wireless network interface is
present the power consumption benefits of Somniloquy"-

compared with an “idle” host processor and the latency

incurred in moving between these modes. Following

that, we discuss the effects of Somniloquy in the con-'Uns: )
text of the various applications that have been described. Desktops: Table 1 presents the power consumption

We conclude the section with a discussion of the energy©" two Dell desktop machines: a dual core OptiPlex 745
usage reduction that Somniloquy makes possible. with 2 GB RAM running Windows Vista, and a 2.4 GHz

Pentium 4 Dimension 4600 with 512 MB RAM running
. Ubuntu Linux. The power consumption of the desktop
5.1 Microbenchmarks for power consump- iy s3 is two orders of magnitude less than when it is
tion and latency awake, and agrees with published data concerning power
consumption of modern PCs [6]. We use the term ‘base

) ower’ to indicate the lowest power mode that a PC can
Watts-Up? to measure the power consumption of Iaptopp b

: : " be in and still be responsive to network traffic (without
and desktop PCs under various operating conditions. T?lsing Somniloquy). The time to wake up the desktop

m:z;sq;{e;hj Sréovge:eﬁ(;%s#rggélén q':hthae 1goumst|xlozjlonefr0m S3 and reconnect to the network is a few seconds.
we bul X : Wi n0.1% We measured these times using a stopwatch.

sense resistor inserted in series with the +5 V supply line .

and used this cable to connect the gumstix to the com- Laptops: Table 2 prgsents the power consumption
puter. We calculate the power draw of the gumstix fromOf three popular_ Iaptops. a Lenpvo X60 tab!et PC with
the voltage drop across the sense resistor. All the numggfleB'VF'#"\"‘\;‘”'”g .WITISPV(;/S VIS)E";’ a gos[nba Iap_)rtgg
bers presented in this section are averaged across ﬁ\%lpt)top with 1 GB)ruRn:II\;I]?un:i]nng\Zn do,v?: \ﬁitaer"l'?lveobase
2ht t p: // www. wat t supnet ers. conl power is between 10 to 20 W, resulting in a battery life-

We used a commercially available mains power meter




Gumstix state Power | 5.2 Somniloquy in operation

Wired version
1 gumstix only - no ethernet 210 mw We now report the power consumption of Somnilogquy in
2 gumstix + Ethernet idle 1073 mw operation. For these measurements we use two testbed
3 gumstix + Ethernet bridging | 1131 mwW systems: a desktop (Dell OptiPlex 745 with 2 GB RAM
4 | gumstix + Ethernet broadcast storm1695 mw running Windows Vista) with the Wired-1NIC prototype
5 | gumstix + Ethemet unicast storm 1162 mwW of Somniloquy, and a laptop (Lenovo X60 tablet PC run-

Wireless version ning Windows Vista) with the Wireless-2NIC version of

673 gumgtlij)inftlwxiOgligsggigggl(PSM ;;g mw Somniloquy. Thus, our tests span both Ethernet and Wi-
S | W s (o) oomy £ rewots, a1 bt e iyt s neva
9 gumstix + Wi-Fi broadcast storm| 1350 mW S . _
10 gumstix + Wi-Fi unicast storm | 1600 mW the existing internal network interface. The test traffic is

generated using a standard desktop machine running on
Table 3: Power consumption for the gumstix platform in the same (wireless or wired) LAN subnet as the testbed
various states of operation. machine.

Figure 8 shows the power consumption of our desktop
testbed. Initially the desktop’s host processor is awake

£ 180 i:semkdi 4;?0 e and using the gumstix for bridging, and the whole sys-
s A, B c i tem draws 104 W of power. At time ‘A’ a state change
S 120 i ': i i to S3 is initiated by the user. This request completes at
?gg ! &: . time ‘B’ after which the power draw of the system is ap-
§ o ! \ :} proximately 4.4 W, i.e. 24x less. This power is split
5 " At I between the gumstix, the DRAM of the PC, and other
& o b { power chain elements in the PC. Subsequently at time
OXRPI PP RIS ORI ES TR RS ‘C’ the gumstix, which has been actively monitoring the

Time (Seconds) network interface, wakes up the host in response to a net-
work event. This request completes at time ‘D’ when the
Figure 8: Power consumption of our desktop testbed. Ahost system has fully resumed. As the figures illustrate
point A a suspend request is made, which completes &his resume takes about 4 seconds. We do not show the
point B. Then a wake-up event occurs at point C and thdaptop figure for space reasons; the trace looks very sim-
machine is fully resumed by point D. ilar with a starting power of 16 W with the screen on
(which drops to 11 W if the screen is turned off), an S3

power of 1 W (11x less than the screen-off case) and a
time of around 4 to 5 hours. Using S3 can dramaticallyresume time of 3 seconds.

extend the battery lifetime, to between 90 and 150 hours 1, quantify the network responsiveness of Somnilo-

for th_e Iaptops we tested, although the laptop is unreachquy we continuously sent ICMP ECHO (ping) packets to
able in this state. the IP address of our testbeds, and measure the ping la-
Gumstix:  Table 3 shows the power consumed by tencies when the host machine is put to S3 and woken up
the gumstix (with both etherstix and wifistix) in vari- again. We plot the time series for the desktop and laptop
ous states of operation. The gumstix has a base powggstheds in Figure 5.2. We see that the system reachabil-
of approximately 210 mW when no network interface is ity is maintained even when the host machine is in sleep
present (row 1). A gumstix with an active network inter- state. Furthermore, the time for the system to wake up is
face typically consumes approximately 1200 mW (rowSsmall — a few seconds in both cases.
2 and 8), however with an associated Wi-Fi interface in The variation in ping latency for the laptop prototype

power save mode it consumes only 290 mW (row 7). gjgure 9(b)) is because both the laptop and the gum-
Broadcast and unicast ‘storms’ (continuous traffic) in- ;i\ '\ \se |IEEE 802.11 PSM mode. i.e. they wake up only
crease the power consumption by a few hundred milli-, -6 eyery AP beacon interval (100 ms). For the wired
watts’. Importantly, the power consumption of the gum- prototype 9(a) the slight difference in ping times ( 1ms)

stix is approximately one tenth that of an awake laptop inig ayripyted to the additional delay in bridging by the

the lowest power state, and approximately 50 times Iesaumstix.

than an active desktop. These traces show that both the wired and wireless

3Wi-Fi broadcasts are sent at 6 Mbps while unicasts are sent a{ersmns of Somniloquy, an.d both INIC and 2NIC con-
54 Mbps in our setup. Consequently a unicast storm consumes morligurations operate as desired. In contrast, note that a

power than a broadcast storm. non-Somniloquy system would simply have dropped ev-
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0 SR S ‘ ‘ — P wake-up of the host. Note that in the 1NIC case the data
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in the awake test still goes through the gumstix (using
layer 2 bridging), while in the 2NIC cases the gumstix is
(b) Laptop never used as the requests go to the host’s internal net-
work interface.

Figure 9: ICMP echo-response (ping) trace for goinginto  The four applications we tested were:

S3 and subsequently resuming from S3 for desktop and Remote desktop access (RDP}Here we used a stop-
laptop PCs. watch to time the latency between requesting a remote

desktop session and the remote desktop being displayed.

A stopwatch was used to ensure that true user-perceived
ery ping between sleeping and waking, while the powenatency was measured. The gumstix was configured to
consumption would not have been significantly lower. wake the main processor on detecting TCP traffic on port

Somniloquy results in power savings of 24x for our 3389 (the RDP port).

desktop testbed and 11x for our Iaptop testbed, while al- Remote directory |isting (SMB) A directory |isting
lowing them to remain responsive to network events infrom the Somniloquy testbed was requested by the tester
summary. machine (via Windows file sharing, which is based on the
SMB protocol). The time between the request being ini-
tiated and the listing being returned was measured using
a simple script. The secondary processor was configured
to initiate wake-up on detection of traffic on either of the

The ping latencies above are measured at the networkCP ports used by SMB, i.e. ports 137 and 445.
layer. We now quantify the application-layer latency (as Remote file copy (SMB): The SMB protocol was
perceived by users) incurred by the applications whichused again, but this time to transfer a 17 MB file from
make use of transport-layer triggers. For these experithe Somniloquy testbed to the tester machine.
ments, we use the same two testbeds as above, with the VOIP call (SIP): A voice-over IP call was placed to
addition of a third testbed based on the Wired-2NIC pro-a user who had been running a SIP client on the Somnil-
totype (using same desktop machine as the Wired-1NI®quy laptop before it had entered S3, and the SIP server
case), providing a direct comparison between the 1INIGvas responded with a TCP connection to the testbed,
and 2NIC cases. In each case the latency reported is thgausing the gumstix to trigger wakeup. A similar proce-
mean over five test runs. dure was used in [1]. Once again, the latencies were mea-
Figure 10 reports the time taken to satisfy an incom-sured using a stopwatch to measure true user-perceived
ing application-layer request for four applications. Fordelay.
each application, we show the latency for “awake” op- As Figure 10 shows, Somniloquy adds between 4-10s
eration (i.e. when the host is on and directly respondf latency in all cases. This is partly due to the latencies
to the request) and when the host is in S3 and Somnilodescribed in Section 5.2 for resuming from S3, i.e. 4-5s

Time (seconds)

5.3 Performance for transport layer port
triggered applications
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Accounts Processor Memory Configuration Processor Memory

95% percentile| 95% percentile 95% percentile] 95% percentile
None 0.0% 5.9 MB Single download

MSN only 10.0% 6.5 MB 4MByte cache 16.0% 6.5 MB

MSN+AOL 21.6% 6.7 MB 8MByte cache 16.0% 10.6 MB

MSN+AOL+ICQ 26.0% 6.9 MB 16Mbyte cache 16.1% 18.9 MB
) I Two simultaneous downloads (4Mbyte cache

' 2nd download 24% 7.0 MB

the gumstix is 64 MB.

Table 5: Average processor and memory utilization for

for the desktop and 2-3s for the laptop. Further latency i{he bittorent stub for various configurations. Total mem-

due to the delay for TCP to retransmit the request, and &Y for the gumstix is 64 MB.
respond to the request (which may take longer since the
PC has just resumed). Note that the Wired-1NIC proto-

- X portional to its specified 4 MB cache. The power con-
type shows higher latency than the Wired-2NIC proto-g,mntion of the gumstix did not exceed 2 W during these
type, this is due to the overhead of MAC bridging and

he o £ th link. The | -~ experiments.
the slower speed of the USBNet IP link. The latter is In conclusion, we have shown that with application

partiCI_JIarIy QbViOUS i_n the file copy t_est, where the file stubs, even fairly complex tasks such as offloading bit-
copy _tlme with the Wired-2NIC case Is much fastgr th_antorrent downloading can feasibly be conducted using
for Wired-1NIC (although the Wired-1NIC speed is still the gumstix platform while in S3 mode, saving 11-24x

faste;llthan Wirﬁless-ZNIC). It ¢ tional power in our testbeds. This validates the use of Som-
While Somniloquy does result in 4-10s of additional \;j v with application-layer triggers, and directly ad-

application-layer latency, these delays are acceptable fcﬂresses two important application areas as motivated by
real usage in exchange for the benefit of 20x-50x powep . survey in Section 2

saving. Furthermore, wake-ups will often be rare events
followed by a session of use which may total minutes or
hours, e.g. for remote desktop or VOIP calling, so the5.5 Energy savings using Somniloquy

initiation latency shrinks in comparison. ) ) _
We conclude this section by extrapolating the amount of

. energy saved by Somniloquy for desktop computers, and
5.4 Application stubs the increase in battery lifetime for laptops.

We implemented application stubs for two applications
— IM and bittorrent — as described in Section 4. Here,5_5_1 Reducing desktop energy Consumption
we evaluate the overhead of running those applications
on the low power gumstix. Our testbed desktop PC consumes 102 W in normal op-
To study the overhead of IM clients, we run the cor- eration and<5W in S3 with Somniloquy. Somniloquy
responding application stub using up to three differenttherefore saves around 97 W. On this basis, if Somnilo-
IM protocols simultaneously — MSN Messenger, AOL quy were to be deployed in an environment where a PC
Messenger and ICQ Chat. Table 4 shows the processd$ actively used for an average of 45 hours each week
utilization and memory footprint of the Wired-1NIC pro- (i.e. 27% of the time), this would result in 620kWh
totype when running these IM clients. of savings per computer in a year. Assuming 0.61kg
To evaluate the overhead of the bittorrent stub on théCO2/kWH?> and US$0.09/kWF, this means an annual
gumstix, we initiated downloads from a remote weldsite saving of 378 kg of C@(which is around 10% of the av-
into the 2 GB SD card of the Wired-1NIC gumstix. We €erage global individual's yearly emissidjsnd US$ 56
varied the memory cache avaiable to the stub while conper computer. We believe this is significantly higher
ducting single download, and then tested two simultathan the bill of materials cost of the components required
neous downloads. The results in Table 5 show that théo implement a commoditized Somniloquy-enabled net-
memory footpr_int of t_he stub increases proportionally http: /7w o &, doe. gov/ cneaf/ el ectri ity
t_o the ca_che size while the processor power consumpﬁage/Co'z_repo'm0'02“3'port himd
tion remains constant. When there are two simultaneous én ¢ p: 7/ wwx. ei a. doe. gov/ cneaf / el ectri city/

downloads, each instance of the stub uses memory prepa/ epa_sum ht ni
“nttp://ww. sci encedai | y. cont rel eases/ 2008/
4http:/www.legaltorrents.com/ 04/ 080428120658. ht m
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waste energy. This is particularly important for mobile

IBM X60 Power Consumption . .o . . .
devices where this kind of denial-of-service attack might

fg 16W result in a drained battery. It might be regarded as un-
16 105w (4.1 Hrs) likely since the attacker would not gain anything directly,
141 (5.9 Hrs) it is likely to be a “nuisance” attack. Solving this issue

N
L

fully might involve offloading application layer authen-
tication/encryption to the Somniloquy-enabled network
0.74W 1.04W interface, so that only authenticated remote hosts are al-

o ®
L

Power Consumption (Watts)
IS =

2{ (88Hrs) (63 Hrs) lowed to trigger wakeup.
0 T . .
Sioep (53 Somnioquy _ Baseline (Low Norml The complexity of having network layer, trans-

Power) port layer and application layer functionality in the
Somniloquy-enabled network interface does increase the

Figure 11: Power consumption and the resulting esti-riSk of bugs causing' security holes.. A security hole on
mated battery lifetime of a Lenovo X60 using Somnil- the Somniloquy device may cause it to reveal state that

oquy. The lifetime is calculated using the standard 65#1e host PC hf_is passed t? N S,EJCh as credentials. A secu-
Watt hour battery of the laptop. rity hole allowing remote “root” access and reprogram-

ming of the Somniloquy-enabled network interface has
even more severe implications. For example, that device
work card. In this case, deployments of Somniloquy-can be used to sniff network traffic around the host, to
enabled devices would pay for themselves within a yearlaunch subsequent attacks (e.g. Worm-style spreading),
to electronically spy in locations which it is carried to
by the unaware user, to deny network connectivity to the
host, or to launch an attack on the host itself. It should
Figure 11 shows the average power consumption of thée noted though that these security problems are not new
laptop testbed when operating normally (i.e. no powerones, since Somniloquy is simply performing a set of ac-
saving mechanisms), with standard power saving mechtions that the host would perform anyway if it was awake;
anisms in place (the base power), when Somniloguyone way of viewing this is instead that the “attack sur-
(Wireless-2NIC) is operational, and standard S3 (with-face” [12] is increased.

out the gumstix attached). Somniloquy adds a relatively

low overhead of 300 mW to S3 mode, resulting in a total s
power consumption which is close to just 1 W, as com-6'2 Application support

pared to the 11 W of the idle laptop. This means thatas discussed in Section 4, application support in Som-
when the laptop needs to be attached to the network anfliloquy is divided into two classes — those applications
available for remote applications but is otherwise idle, itthat simply need transport-layer triggers (e.g. remote
can be putinto S3 to give an order of magnitude decreasgesktop access), and those applications that need some
in power consumption and a resulting increase in batterglement of application-layer functionality to execute in
lifetime from 5.9 hours to 63 hours (using the standardthe augmented network interface. We realize that writ-

5.5.2 Increasing laptop battery lifetime

65 WH battery). ing application stubs for the second class of applications
is non-trivial. To simplify this step, we are looking at
6 Future agenda using tools such as the Generic Application-Level Proto-

col Analyser [5] to generalize this process across a range
In this section we discuss future directions to be explorec®f protocols, by parsing the protocol automatically and

with the Somniloquy architecture. delineating the protocol calls that need to be handled in
the network interface and those which require waking the
. host.
6.1 Security

Somniloquy raises a number of security concerns thag 3 QOperating system and platform inte-
must be tackled before wide deployment can occur. We gration

are actively working on a full analysis of the threat model
and techniques to manage these threats. Here we brieflfe have shown how Somniloquy can be used to aug-
discuss some of the relevant issues. ment a network interface. This approach is relatively
The functionality that Somniloquy provides, of wak- self-contained, since changes can be confined to the net-
ing PCs due to remote events, can be misused to corwork interface hardware which is often manufactured
duct attacks designed to spuriously wake up the PC andeparately from the rest of the PC platform. Furthermore,
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the software footprint of Somniloquy on the host is small, multiple-tiers of different power consumption character-
with only some applications requiring modification, and istics, such as a laptop and a PDA, where a low power tier
a simple user-space daemon to pass network associatig@DA) can perform tasks on behalf of the higher power
details and credentials and a list of transport-layer portier (laptop) to save energy by duty-cycling the higher
triggers to Somniloquy. Thus, Somniloquy functional- power tier. Turducken considers a mobile device sce-
ity can be added to existing systems with a simple USBnario with a laptop, a PDA and a sensor device forming
peripheral as we have shown. the tiers supporting applications that are synchronous in
Looking further ahead, there is the potential for muchnature such as checking for email or synchronizing net-
deeper integration of Somniloquy into both the hardwarework time. Somniloquy uses a two-tiered model, similar
and software of the host. From the hardware perspectiven spirit to Turducken, with several key differences. First
Somniloquy’s secondary processor and resources can t#omniloquy requires only a single network interface as
integrated into the host platform rather than being asshown in Figure 4. In contrast, Turducken requires each
sociated with a single network interface, allowing func- tier to have its own network interface. Second, Somnilo-
tionality to span multiple network interfaces, and poten-quy maintains “transparent” reachability to a sleeping PC
tially being merged with other sleep-mode functionality by ensuring that the secondary processor has the same
such as auxiliary displa§s From the software perspec- hostname and IP address as the main processor. Tur-
tive, one potential optimization that can be realized byducken does not enable reachability to a sleeping host.
closer integration is in reducing the application latencylt's design is based on a pull model, where a low power
described in Section 5. This latency is in part due to thetier polls for information, and wakes up the higher tier
host configuring the network interface from scratch onwhen there is an interesting event. Consequently, Som-
boot, performing link-layer configuration, ARP, DHCP, niloquy can support a richer set of applications, includ-
etc to rejoin the network. However, this state should noting, remote desktop, IM, VoIP and bittorent. Finally, we
be recreated from scratch since the Somniloquy systerhave demonstrated a more feasible prototype of Somnil-
has up-to-date details of such state which can instead bequy using a small form-factor and low-power gumstix.
passed directly to the operating system, reducing this la- Reducing the power consumption for desktops com-
tency. puters [10, 6, 2] and the underlying internet routing in-
frastructure [11] have started to get more attention off
late, primarily motivated by rising energy costs and im-
pact on the environment. Researchers have proposed se-

lectivel rning off r rs and switch ling li
Power management for computers has been explored exe—Ct ely turning off routers and switches, scaling link

tensively, primarily for battery constrained mobile de- speeds [10] and re-routing interet traffic [11] to save

; ; . ) energy.
vices with desktops getting more attention of late. In the
bs 9 g To reduce power consumed by desktops, the use of

case of mobile devices most power management tech- " . .
P g oxies on their behalf while they are asleep [6, 10] has

nigues focus on either specific subsystems, such as t .
een proposed although not implemented. Very recently,

processor [8], communication [3, 14], memory [13] or . .
the storage subsystem [7]. On the other hand Systen{gsearchers have proposed the idea of proxies on the net-
: ork to handle processing on behalf of a sleeping PC.

such as Odyssey [9] aim to reduce the total system-|
yssey (9] ys em-eve lIman et. al. [2] propose preliminary ideas for using

power consumption of a mobile device by trading off |~ ., .
application fidelity with reduced the energy consump- assistants” on th? ngtwork to handle netwqu operations
tion. Dynamic power management (DPM) to reduce the‘cor a Qesktop, wh|le I sIeeps. Sabhanatarajgn et. al. [17]
power consumption across various subsystems has al scr'lbe the design of a high speed packet filter for a net-
been proposed [19, 4]. Utilizing multiple network inter- work |r_1terface to enable desktops to go to sleep. We take
faces on the same platform to save power by trading Ofi;hese |_deas fu_rthe_r, and propose a cpmplete system for
Ioffloadmg applications to the network interface to enable

has also been explored [18, 1]. A few of these tech_network reachability. We also show the feasibility of our

nigues are generally applicable to desktops as well. ASYstem using a real prototype and quantify the amount of

of these approaches are, however, unable to reduce tRPWEr Savings that can be achieved using our approach.

“base power” of a computing device, which as stated ear- Until now, research and industry had focused on of-
lier is still significant in both laptops [19, 20] and desk- floading processing of packets from the host processor
tops [10, 11]. of a server to the network interface, primarily to improve
Another approach to maximize the battery lifetime of P&rformance. For example, TCP offload [16] and TCP
mobile devices is proposed by Turducken [20]. It usesChlmne)? offload process TCP packets in the network in-

7 Related Work

8http://www.sideshowdevices.com/laptops Shttp://www.microsoft.com/whdc/device/network/TGFhimney.mspx
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terface itself and also send TCP acknowledgements with-
out involving the host processor. Somniloquy uses a sim-
ilar offloading paradigm, but for PCs, and to conserve [5]
energy instead of improving performance.

8 Conclusions [6]

We have presented Somniloquy, an system augment-
ing network interfaces to provide PCs with a low-power [
sleep state which is capable of maintaining network con-
nectivity while the host PC is asleep, transparently to
the network and to remote applications. Our prototype
implementation, based on a USB peripheral, includes
support for waking up the PC on network events such [9]
as incoming file copy requests, VoIP calls, instant mes-
sages and remote desktop connections, and we have also
demonstrated that file sharing/content distribution sys{10l
tems (e.g. Bittorrent) can run in the augmented network
interface, allowing for file downloads to progress without
the PC being awake. [

Our work was motivated by a survey which showed
that users often leave their home and particularly their
office PCs on rather than using sleep modes, in order
to keep applications running such as file sharing clients{?]
email/IM clients, and network servers (remote desktop,
remote file access, etc). Somniloquy has directly tar—[ls]
geted this user-driven need, and tests show power sav-
ings of 24x are possible for desktop PCs left on when
idle, or 11x for laptops. The electricity savings made are
such that deploying a productized version of Somniloquy{14]
could pay for itself inside a year.

We have already discussed some of the wide range
of future work in this area, from necessary steps bel1®]
fore deployment such as addressing security issues to the
wider possibilities for Somniloquy-like functionality to [16]
be more deeply integrated into PC hardware, operatin
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systems and applications to make further energy savings. ]
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