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Security is- Critical (to Microsoft)

A Software security bugs can be very expensive:
d Cost of each Microsoft Security Bulletin: $Millions
d Cost due to worms (Slammer, CodeRed Blaster, etc.): $Billions

A Many security exploits are initiated via files or packets

0 Ex: MS Windows includes parsers for hundreds of file formats

ASecurity testing: -doohlulnatri nbgu gf ¢

d Write A/V (always exploitable), Read A/V (sometimes
exploitable), NULL -pointer dereference, division -by-zero
(harder to exploit but still DOS attacks), etc.
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