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Abstract

The rapid growth of the World Wide Web has resulted in
several new challenges for data transport. These include the
need to efficiently support: (1) short and bursty transfers,
(2) multiple, concurrent, logically-separate transfers, and
(3) transfers over asymmetric-bandwidth access networks.

In this paper, we discuss two techniques — TCP Sessions
and TCP fast start —that address these challenges. A TCP
session integrates multiple TCP connections between a pair
of hosts, such as a Web server and a client. This is accom-
plished by decoupling TCP’s ordered byte-stream service
abstraction from the underlying congestion control and loss
recovery algorithms. The service is provided on a per-con-
nection basis whereas the algorithms operate on a session-
wide basis. TCP fast start speeds up short and bursty trans-
fers by reusing congestion information learned in the recent
past to avoid the slow-start penalty. But such information
may be stale, consequently fast start may be inappropriately
aggressive. To shield other network traffic from the conse-
quent ill-effects (such as increased packet losses), packets
sent during the fast start phase are assigned a lower drop pri-
ority compared to other packets. 

When used together, these techniques enable applications to
launch as many TCP connections as logically-separate data
streams they need, without adversely affecting either their
own performance or global performance. In fact, perfor-
mance improves significantly in many situations, including
in asymmetric-bandwidth networks. We quantify these ben-
efits using simulations of bursty Web-like traffic. We
describe implementations of both TCP fast start and TCP
sessions in the BSD/OS 3.0 kernel with changes confined to
the sender. We also discuss how TCP sessions enables new
functionality, specifically allowing applications to explicitly
control the allocation of bandwidth across connections
within a session.

1. Introduction

The rapid growth of the World Wide Web has resulted in
several new challenges for data transport. Since Web brows-
ing is an interactive application, it is highly desirable to
have low latency. At the same time, it is important to ensure
that an attempt to cut down latency does not adversely
impact the robustness of the network. 

The characteristics of Web traffic and those of emerging
network access technologies pose several challenges to
achieving these goals:

1. The data transfer between a Web server and a client
tends to be bursty. Data transfer happens in response to
requests initiated by a human user. Successive requests
are separated by idle periods corresponding to user
think times. Each burst of data is often relatively short
in length [20], but not so short that congestion control
can be ignored. Initiating slow start [18] for each burst
consumes several networks RTTs and results in
increased latency. 

2. The downloading of a Web page by a client involves
multiple, logically-independent data transfers, for
example, one for each inlined image. Since TCP does
not provide a way of demarcating data within a con-
nection, applications have two choices: either use a
separate TCP connection for each transfer or multiplex
all the transfers onto a single TCP connection. As we
shall show, the former approach increases congestion
in the network. The latter introduces undesirable cou-
pling between the logically-independent data transfers.

3. Web browsing results in a traffic pattern that is largely
asymmetric. This has led to the popularity of asymmet-
ric-bandwidth networks which are able to provide
bandwidth in the desired direction in a cost-effective
way. However, even if there is no congestion in the
direction of data transfer, congestion in the opposite
direction (for instance, due to bidirectional traffic) can
lead to poor performance because of adverse interac-
tion with TCP’s ack clocking mechanism. Some of
these asymmetric networks, such as satellite-based net-
works, also have long delays, which increases the
latency of Web page downloads.

Much of data transport research, including TCP research, in
the literature focuses on long bulk transfers, where the
steady state behavior dominates and throughput is the met-
ric of interest. This does not address the case of Web trans-
fers where bursts are often too short to allow steady state
behavior to set in and latency is the metric of interest.

In this paper, we discuss two techniques that address the
needs of short, bursty connections and multiple, concurrent
connections. The first technique, which we call TCP fast
start, enables TCP connections to avoid the penalty of slow
start when restarting after an idle period. This is done by
reusing the values of the congestion window and RTT from
the recent past to smoothly inject packets into the network

1.  This paper is based on Padmanabhan’s PhD dissertation
research [XXX] done at UC Berkeley.
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until ack clocking sets in. This can result in a savings of sev-
eral RTTs which slow start would entail. The benefit is
greatest when the RTT is large, either because of an inher-
ently large delay (as in satellite-based networks) or because
of bidirectional traffic in an asymmetric bandwidth network.
However, it is possible that the cached information from the
recent past is stale and so the fast start attempt is over-
aggressive, leading to packet loss. To address this possibil-
ity, fast start includes two safeguards: (a) fast start packet
are assigned a higher drop priority2 than other packets, so
any congestion they cause does not impact other traffic
much, and (b) during the fast start phase, a connection uses
special heuristics to quickly detect packet loss and fall back
to standard slow start, if needed.

The second idea, which we call TCP session, enables the
aggregation of the set of concurrent connections between a
pair of hosts. We separate TCP functionality into two parts:
(1) providing an ordered byte-stream abstraction, and (2)
congestion control and loss recovery. The former is done on
a per-connection basis just as in standard TCP. But the latter
is integrated across the set of concurrent TCP connections in
the TCP session. We have presented the basic algorithm for
integrated congestion control and loss recovery in a previ-
ous paper [2]. In this paper, we analyze the performance
benefits in detail for bursty Web-like traffic. We also discuss
the issues of scheduling connections within a TCP session
and using sessions in conjunction with TCP fast start, and
describe our implementation in BSD/OS. 

When used together, enable applications to launch as many
TCP connections as logically-separate data streams they
need, without adversely affecting either their own perfor-
mance or global performance. In fact, there is significant
improvement in performance in many cases. TCP fast start
cuts down latency for short bursts by up to 50-65% (a factor
of 2-3) compared to standard slow start. TCP session
reduces latency by 60-68% compared to a set of concurrent
connections that operate independently of each other. It also
cuts down the packet loss rate significantly. Finally, the end
host implementation is confined to the sender side (Web
servers), so the vast number of client hosts can be left
untouched.

The rest of this paper is organized as follows. In Section 2,
we survey related work. In Section 3, we discuss the details
of TCP fast start. We present detailed simulation results in
Section 4. In Section 5, we show how TCP fast start helps
improve performance in asymmetric bandwidth networks.
In Section 6, we discuss TCP sessions and present simula-
tion results. The implementations of TCP fast start and TCP
session in BSD/OS 3.0 are detailed in Section 7. In
Section 8, we discuss some issues pertaining to TCP fast
start and TCP sessions. Finally, we present our conclusions
in Section 9 and on-going work in Section 10.

2. Related Work

Modern TCP implementations are largely based on the algo-
rithms presented in [18]. The key algorithm is slow start,
which enables a TCP connection to discover the available
network bandwidth by slowly growing its window from an
initial window size of 1 segment. This procedure, which is
performed both when a connection starts up and when it
resumes activity after an idle period [19], works well for
long transfers. For short transfers, however, the RTTs con-
sumed by the slow start procedure can be a significant cost.

One proposal to alleviate this problem is to increase the ini-
tial window size for slow start to 2-4 segments (4K-slow
start [12]). While this will help cut down the cost of slow
start to some extent, the 2-4 segment window size could still
be inadequate in situations where the bandwidth-delay prod-
uct is much larger (e.g., satellite-based networks). 

Transaction TCP (T/TCP [4]) is an adaptation of TCP for
transaction-oriented applications. In T/TCP, hosts cache
sequence number information from connections in the
recent past. This enables the TCP accelerated open proce-
dure that saves an RTT by eliminating the 3-way handshake
that precedes actual data transfer in standard TCP. T/TCP
also details the algorithm for caching RTT estimates. How-
ever, the issue of caching and reusing the congestion win-
dow size is not addressed. The latter is the main focus of
TCP fast start, so we view our work as complementary to T/
TCP.

We recently became aware of a scheme called rate-based
pacing [26] (based on TCP Vegas [5]) that uses Vegas’s esti-
mate of the connection’s rate to inject packets into the net-
work until ack clocking set is. However, a drawback of such
an open-loop scheme is that it can potentially aggravate
congestion in the network and cause packet losses for other
traffic in the network, especially if the old estimate of rate is
stale. While TCP fast start is also an open-loop scheme, it
incorporates priority drops to minimize the chances of
aggravating congestion. TCP fast start also includes special
techniques (in the context of TCP NewReno[16]3) to
quickly detect and recover from a failed fast start attempt.
Our experimental results demonstrate the usefulness of
these techniques (Section 4).

Several researchers have analyzed wide-area network per-
formance and concluded that the available bandwidth is
often quite stable over short periods of time [23, 3]. This
suggests that in the common case TCP fast start would
indeed help improve performance.

TCP control block interdependence [25] is a proposal to use
shared state to initialize congestion control parameters for
concurrent TCP connections. While this has some similari-
ties to TCP sessions, there are significant differences. First,
a TCP session manages the progress of its constituent con-

2.  In the remainder of the paper, we use the term “low priority” to
mean “high drop priority”.

3.  TCP NewReno is a variant of TCP Reno that uses partial new
ack information to recover from multiple packet losses in a win-
dow. The rate of loss recovery is one per RTT.
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nections throughout their duration rather than just at the
time of initialization. This permits explicit scheduling of
connections within a session, possibly based on application
input (Section 6.2). Second, a TCP session integrates both
congestion control and loss recovery, thereby decreasing
both packet loss rate and latency (Section 6.3). Finally, we
not only have a design for TCP sessions but also an actual
implementation.

Application-level approaches have also been proposed and
implemented to speed up Web data transfers. A commonly
used approach is to launch multiple concurrent connections,
one for each logical piece of data. In [2], we analyzed traffic
traces at a busy Web server and showed that multiple con-
current connections lead to more aggressive congestion con-
trol behavior than a single connection. In this paper, we
show that this (greedy) approach can potentially lead to a
higher packet loss rate and degraded performance
(Section 6.3) for short, bursty transfers.

Another application-level approach is to multiplex several
logically-separate transfers onto a single, persistent TCP
connection, as proposed in P-HTTP [22] and recommended
by HTTP/1.1 [11]. While this helps improve performance, it
has limitations. Despite multiplexing, each burst of data
transfer could still be quite short (for instance, [20] reports
the average length of an entire Web page to be 26-32 KB).
This coupled with the idle time between successive bursts
(requests) can lead to a significant slow start overhead.
Also, multiplexing several logically-separate transfers onto
a single TCP connection results in undesirable coupling
between them. For instance, the loss of a packet will hold up
the delivery of packets from other transfers because TCP
enforces in-order delivery across all the transfers. Finally, a
solution tied to a specific application or application-level
protocol does not help other applications or protocols that
exist or may be developed in the future. We discuss these
issues further in Section 6 and Section 8.

3. TCP Fast Start

3.1  Motivation

TCP is the de facto standard protocol for reliable unicast
data transport in the Internet. An important reason for its
widespread use is its robust congestion control and loss
recovery mechanisms that work well under a variety of net-
work and traffic conditions. One of the key algorithms
employed by TCP is slow start, which enables a TCP con-
nection to discover the available network bandwidth by
slowly growing its window from an initial window size of 1
segment. Slow start also makes the connection self-clocked,
thereby eliminating the need for timers to clock out data.

The reason why starting with a small initial window is
important is that a new connection presumably does not
know the available network bandwidth to the destination
host. If a new connection starts off with a large window, it
could overload the network and lead to heavy congestion
loss, not just for itself but also for other connections. 

These arguments apply equally well to an existing connec-
tion that is resuming activity after a significant idle time.
After all, the network conditions could have changed unpre-
dictably during the intervening time. Several modern imple-
mentations of TCP, including those derived from 4.4BSD,
initiate slow start if the idle time is larger than a threshold,
typically the retransmit timeout value (~ a few seconds).

These algorithms have worked well in the context of tradi-
tional applications such as FTP and Telnet. In the case of
FTP, the cost of slow start is amortized over a relatively long
transfer. In the case of Telnet, the amount of data to be sent
in each burst is small (typically 1 packet [6]), so a small
TCP window does not hurt. However, the cost of slow start
can be significant in the context of Web access, which tends
to be bursty like Telnet but has larger bursts (typically sev-
eral kilobytes to a few tens of kilobytes). The goal of fast
start is to address this problem, thereby making techniques
such as P-HTTP more effective.

3.2  Goals of Fast Start

The goal of TCP fast start is to enable TCP connections,
especially ones that transfer small amounts of data between
pauses, to reuse information from the recent past rather than
be forced to repeat the discovery process via slow start each
time they resume activity. The cached information includes
the congestion window size (cwnd), the slow start threshold
(ssthresh), and the smoothed round-trip (srtt) time and its
variance (rttvar). There are two important objectives:

1. The performance of a connection should not degrade
significantly because of fast start. If the cached infor-
mation from the recent past is still valid, fast start
should in fact help improve performance. However, if
this information is stale (for instance, because there has
been a sudden surge in network load), fast start should
not result in worse performance than if standard slow
start had been used in the first place.

2. The performance gains of fast start should not be at the
expense of other connections. It is okay for the other
connections to suffer to the extent that the fast start
connection is trying to use its share of the bottleneck
bandwidth. But it is not okay for them to suffer
because the fast start connection is being over-aggres-
sive (because it is using stale information).

It is quite difficult to meet these goals exactly without intro-
ducing a lot of complexity in the network (such as per-con-
nection state in the routers). TCP fast start tries to meet
these goals with only a simple priority drop mechanism in
the routers. Simulation results show that fast start is quite
successful in its goal (Section 4).

3.3  Router algorithm

The router implements a simple packet drop priority algo-
rithm. It distinguishes between packets based on a 1-bit pri-
ority field. When its buffer fills up and it needs to drop a
packet, the router first checks to see if there are any low-pri-
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ority packets in its buffer. If there are, it picks one of them
for dropping. If not, it picks one of the other packets. Since
fast start packets are assigned a low priority, this algorithm
ensures that an over-aggressive fast start does not cause
(non-fast start) packets of other connections to be dropped.
Note that this algorithm does not require routers to maintain
any per-connection state.

Priority drop applies equally well to drop-tail and RED rout-
ers. A RED router detects impending congestion and noti-
fies senders by marking their packets with an Explicit
Congestion Notification (ECN) [14] bit. Since the goal of
ECN is to ask connections that are using a large share of the
bottleneck bandwidth to slow down, packet drop priority
does not impact this in any way. An individual fast start
packet is just as likely to get marked with ECN as any other
packet. If a fast start connection is in fact using a large frac-
tion of the link bandwidth, then it is correspondingly more
likely that one of its packets will get marked.

We retain standard FIFO scheduling for all packets. This
keeps the operation of the router simple when there is no
need to drop a packet (presumably, the common case). Of
course, FIFO scheduling means that fast start packets can
increase the queuing delay for other connections, but typi-
cally queuing delay has a minor impact on TCP perfor-
mance compared to packet drops.

The notion of packet drop priority is of interest in other con-
texts, too. The cell loss priority mechanism (CLP) in ATM
provides the same functionality at the granularity of cells.
There is a growing effort to use IP’s type-of-service (TOS)
mechanism to support differentiated services (including
packet drop priority) in the Internet [9]. This effort is being
supported by the major router vendors. Note that for our
purposes it is sufficient if drop priority is supported just by
the bottleneck routers.

3.4  End-host Algorithm

Incorporating fast start at the end-hosts involves adding new
algorithms to the TCP sender but none to the receiver. The
sender algorithm has four components:

1. Initiation and termination of the fast start phase. 

2. Initialization of TCP state variables.

3. Use of timers to clock out packets during the first RTT
in the absence of ack clocking.

4. Quick detection and recovery from a failed fast start.

We discuss each of these in more detail in the following
subsections.

3.4.1  Initiation and Termination of Fast Start

The rationale for fast start is that several studies [3,23] have
shown that network conditions that determine the available
bandwidth tend to remain unchanged for periods lasting tens
of minutes. This length of time is much longer than the typ-
ical pause (i.e., user think time) during the course of an

interactive Web session. Therefore, it is reasonable to ini-
tiate fast start after such a pauses. We defer the question of
having an upper bound on the length of the idle period to
future research.

Packets sent during the fast start phase are marked as low
priority. The marked packets include all packets sent in the
initial window after the connection resumes except for the
first one, which would have been sent in any case by stan-
dard slow start. Packets beyond the initial window, i.e. those
sent after ack clocking sets in, do not belong to the fast start
phase and hence are not marked.

Fast start can terminate prematurely if the sender detects
multiple packet losses during fast start (Section 3.4.4).

3.4.2  Initialization of State Variables

When fast start is initiated, TCP state variables are initial-
ized using their most recent values. The variables of interest
are: cwnd, ssthresh, srtt and rttvar. 

Ssthresh tracks the size of the data pipe available to a TCP
connection. It sets the threshold up to which the connection
aggressively grows its window using slow start. Since our
premise is that the network conditions are not likely to have
changed much during the short pause, we leave ssthresh
unchanged when initiating fast start.

Cwnd is set to the most recent congestion window size at
which an entire window of data was transmitted success-
fully, i.e., without any packet loss. This window size
depends on whether the connection was in the slow start
phase or in congestion avoidance phase just before the
pause. In the former case, cwnd is set to half its old value. In
the latter case, it is set to its old value minus 1 segment.

Finally, the cached values of srtt and rttvar (which together
determine the retransmission timeout (RTO) value) are used
without change. It is likely that packets of the connection
traverse the same path through the network. However, the
queuing delay in the network could have changed signifi-
cantly. A solution may be to use a larger weighting factor
for fresh RTT samples during fast start to enable quick
adaptation in case of a significant change. However, we
have not experimented with such a scheme.

3.4.3  Clocking Out Data During Fast Start

The potentially large congestion window at the time fast
start is initiated can result in a large burst, which is clearly
undesirable. Since it will take at least one RTT for ack
clocking to start, we need another way of clocking out pack-
ets during fast start.

Our solution is to have the sender use a fine-grained timer to
clock out data until ack clocking kicks in. The sender has a
configurable parameter, maxburst, which indicates the max-
imum size of a burst that it can send out. The sender spaces
apart such maxburst-sized bursts in time by maxburst*srtt/
cwnd. This ensures that the bursts are spaced apart uni-
formly over an RTT, which is ideally how long the fast start
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phase should last. We set maxburst to 4 segments in our
experiments4. 

The overhead of software timers is not likely to be signifi-
cant in modern computer systems with fast processors. For
example, [10] reports an overhead of 6-7 microseconds for
setting/handling timers on a 133 MHz PowerPC running
AIX 4.2, which uses a naive data structure for implementing
timers. Faster processors and better data structures should
do even better. Also, the timer overhead is unlikely to be a
significant addition to the cost of taking interrupts and pro-
cessing acks that goes with ack clocking. Finally, timers are
used to clock out data only during the initial fast start phase,
which is about one RTT in duration.

3.4.4  Quick Detection and Recovery From Failed 
Fast Start

TCP fast start attempts to speed up short transfers while
minimizing the impact on other connections. However, it is
possible that the cached information used by fast start is no
longer valid because of significant changes in network con-
ditions. A situation that is especially dangerous is one where
the network load increases significantly (because of several
new connections becoming active) during the time a partic-
ular connection was idle. When this connection becomes
active again and initiates fast start, it may end up being too
aggressive. The priority drop algorithm discussed in
Section 3.3 shields other (non-fast start) connections in such
a situation. However, the connection that is attempting fast
start could itself suffer heavy packet loss. With standard
TCP loss-recovery algorithms, it could take a long time for
the recovery process to complete. As a result, the perfor-
mance with fast start could be much worse than if standard
slow start had been used instead. As pointed out in
Section 3.2, this is undesirable.

We discuss a set of techniques to avoid significant perfor-
mance degradation when a fast start attempt fails.

• Fine-grained reset timer: The TCP timestamp option is
used to obtain accurate RTT samples, from which the
accurate estimates of srtt and rttvar are computed. These
are used to set a fine-grained timer5 to detect the loss of
fast start packets. We believe that the additional over-
head of fine-grained timers is acceptable in this case
because it is only incurred for fast start packets, and such
packets have a higher likelihood of being dropped
because of the low priority accorded to them by routers. 

• Slow start without penalty: If the fine-grained reset timer
expires and the earliest unacknowledged packet is a fast
start packet other than the first one (which as discussed
in Section 3.4.1 does not have the priority-drop bit set),

the TCP sender cuts down cwnd to 1 and initiates slow
start. However, it does not cut down ssthresh, back off
its RTO, or discard selective ack (SACK) information, if
available. The idea is to make the behavior as close as
possible to the case where the connection just did stan-
dard slow start (and no fast start). 

It is important to note the distinction between a timeout
due to the loss of a fast start packet and that due to the
loss of a regular packet. The latter is an indication of
congestion, so the sender should back off to alleviate the
congestion. The former is an indication that the (opti-
mistic) fast start attempt was too aggressive, so the
sender should fall back to default behavior (slow start).
If the network is truly congested, the connection will
discover that during slow start. The fact that the original
fast start packets were assigned a low priority is of criti-
cal importance here. It ensures that fast start does not
aggravate congestion in the network. It also makes fast
start packets more susceptible to loss than other packets.
So the loss of a fast start packet is not equivalent to the
loss of any other packet as an indicator of congestion.

• Recovery from multiple losses: When there is packet loss
during fast start, TCP (as usual) attempts to recover from
it without resorting to a timeout. However, in some cases
such a loss recovery procedure could be slow and could
result in significantly worse performance than if fast
start had not been used at all. For example, TCP
NewReno recovers at the rate of one loss per RTT, which
is equivalent to operating with a window size of 1 seg-
ment until all the packets lost in the burst have been
retransmitted.

We use the following heuristic to limit such performance
degradation. If selective ack information (SACK) is
available, TCP uses it to recover from multiple losses
within one RTT. If not and if the sender receives a partial
new ack (indicating the loss of more than one packet
[16]) during fast recovery, it cuts cwnd down to 1 and
initiates slow start (without penalty, as described above)
right away, without waiting for a timeout. 

• Capitalizing on successful transmission during a failed
fast start: Although a fast start attempt may have failed
because of multiple packet drops, some packets may
have actually been delivered successfully. Therefore, the
sender uses cumulative ack and selective ack informa-
tion, both from the fast start phase and from the follow-
ing slow start, to avoid retransmitting such packets. 

We demonstrate the benefits of these techniques via simula-
tion.

4. Simulation Results

We evaluated the performance of TCP fast start via experi-
ments in the ns network simulator [21]. Our implementation
of fast start in ns works in conjunction with several flavors

4.  Note that even standard TCP with delayed acks can burst out 3
segments in a row during slow start.

5.  The timeout value is still computed as srtt + 4*rttvar with the
fine-grained estimates of srtt and rttvar used in place of the coarse-
grained ones.
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of TCP. However, for the purposes of this paper, we confine
ourselves to TCP NewReno.

The topology used for the simulation experiments is shown
in Figure 1. One or more bursty connections are established
between a subset of the sources (servers) on the left and
sinks (clients) on the right. Cross-traffic in the form of TCP
bulk transfers is introduced between other sources and sinks
to create contention for the 1.5 Mbps (T1 speed) bottleneck
link. The link delay is set to either 50 ms (like terrestrial
WAN links) or 200 ms (like geostationary satellite links).
The maximum window of the bulk transfer TCP connec-
tions is set to either 8 KB or 32 KB corresponding to link
delays of 50ms and 200ms, respectively. This implies that a
single such connection is able to use approximately 40% of
the link bandwidth, and a few of them together lead to con-
gestion. The bottleneck link router uses FIFO scheduling
and drop-tail buffer management unless otherwise specified.
The TCP segment size is set to 1 KB.

We consider the following protocol combinations for the
bursty connection:

1. Standard TCP NewReno with slow start (newreno).
This is representative of a P-HTTP connection.

2. NewReno with fast start (fs)

3. NewReno with fast start and priority drops (fs-pdrop)

4. NewReno with fast start and priority drops but without
the fast loss recovery techniques discussed in
Section 3.4.4 (fs-pdrop-noflr)

The TCP modules we used in the ns simulator do not
include the 3-way handshake at connection setup time.
Therefore, all the four protocol combinations in our experi-
ments assume T/TCP-style accelerated open that avoids the
RTT for connection setup.

We conducted experiments under different conditions to
evaluate various aspects of fast start. For each configura-
tion, we conducted 10 runs of the experiment and report the
mean. We also report the standard error as error bars. 

4.1  Single bursty connection with constant 
load

In the constant-load experiment, bulk transfers constituting
the cross traffic are left running throughout the duration of
the experiment to provide a level of background load that is
roughly constant. Under such conditions, it is likely that
cached values of TCP parameters remain valid after an idle
period. By varying the number of bulk transfer connections
between experiments, we were able to evaluate fast start
under different levels of cross-traffic load. 

After the cross-traffic has reached its steady state level, a
single bursty connection is initiated between Src1 and Snk1.
This connection sends 30 KB of data in a burst before
becoming idle. The maximum TCP window size for this
connection was set to 32 KB. After an idle time of 20 sec-
onds (the exact value is not significant here), the bursty con-
nection wakes up and transfers another 30 KB of data. We
report the time for the second 30-KB burst to complete. The
bursty connection mimics a P-HTTP connection used for
two Web page downloads, 20 seconds apart. We picked 30
KB for the size of each transfer because it matches the aver-
age Web page size reported in [20].

Figure 2 and Figure 3 show the results for two different set-
tings of the bottleneck link latency: 50 ms and 200 ms. We
make two observations. First, there is a significant improve-
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Figure 1. The network topology used for the simula-
tion experiments. The delay of the 1.5 Mbps link is 
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ment in completion time due to fast start. In percentage
terms, the improvement is largest (50-65%) when the cross-
traffic load is low. In absolute terms, the improvement
increases with link delay. These trends are as we would
expect. Under conditions of low load, the bursty connection
can build up a large window size during its first burst and
then successfully reuse it during fast start in the second
burst. Also, since fast start saves RTTs, the absolute
improvement is larger as when the RTT is larger.

Second, the difference in performance between fs and fs-
pdrop is insignificant (which is why we have only plotted
the results for fs-pdrop). This is because under conditions of
constant load, the cached window size used by fast start
remains fairly accurate. So fast start is not over-aggressive,
and results in few packet drops. As a result, the use of prior-
ity drop does not make much of a difference in this case.

In summary, under conditions of constant load, fast start can
result in a significant improvement in performance, espe-
cially when the load is low or RTT is large. If network con-
ditions tend to be stable over periods of tens of minutes
[3,23] and the length of the idle period is shorter than this,
then the constant-load assumption is reasonable.

4.2  Single bursty connection with changed 
load

This experiment is similar to the previous one except for
one significant difference: the cross-traffic is absent at the
time the bursty connection transfers its first burst, but is
introduced into the network during the idle time between the
two bursts. Therefore, the network conditions will have
changed for the worse between when the bursty connection
caches various network parameters (at the time of the first
burst) and when it tries to reuse them (at the time of the sec-
ond burst). Figure 4 shows the results with a 50-ms bottle-
neck link delay.

There is still a significant decrease in completion time due
to fast start (50-60%) when the load is low (though this is
difficult to see due of the scale of the graph). This is because
there are few dropped packets under these conditions. This
also explains why there is not much difference in perfor-
mance between the various flavors of fast start (fs, fs-pdrop
and fs-pdrop-noflr). 

However, the situation is quite different under conditions of
high load. There is a sharp upswing in all the curves beyond
5 bulk transfer connections because now the 50-packet
buffer often fills up and causes packet drops. In particular,
when the bursty connection initiates fast start using the
parameters it had cached (but which are now stale because
of the changed network load), it pushes the already loaded
network to the point where several packets get dropped. 

We make several important observations in the high-load
case. Fast start without priority drop (fs) still results in a bet-
ter completion time than newreno. This is because in the
absence of priority drop, packet drops are spread across
both the bursty connection as well as the bulk transfers. So
the bursty connection, whose fast start attempt is primarily

responsible for the packet drops, does not suffer much. On
the other hand, with fs-pdrop the bursty connection bears the
brunt of the packet drops. As a consequence, its perfor-
mance under conditions of high load is similar to that of
newreno, or marginally worse in some cases because of the
penalty of the failed fast start attempt. Further, fs-pdrop-noflr
performs significantly worse than newreno under these con-
ditions. This clearly demonstrates the importance of the spe-
cial loss recovery techniques described in Section 3.4.4. A
fast start attempt with only standard TCP loss recovery
mechanisms could significantly degrade performance.

Fast start without priority drop (fs) achieves better perfor-
mance at the cost of the ongoing bulk transfer connections.
This is clear from Figure 5 which shows the sequence num-
ber trace of a bulk transfer connection in the immediate
aftermath of a fast start attempt by 10 bursty connections.
Due to the absence of priority drop, fs causes several packet
drops for the bulk transfer, which as a result stalls for sev-
eral seconds. On the other hand, fs-pdrop has a much
smaller impact on the bulk transfer; its impact is primarily
in the form of increased queuing delay.

In summary, fast start is resilient even when the network
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load changes significantly and invalidates the cached state
used by fast start. The special techniques used to detect and
recover from a failed fast start help avoid a significant deg-
radation in performance. The use of priority drop ensures
that an over-aggressive fast start attempt does not have a
significant adverse effect on other traffic. This is in keeping
with our goal of having fast start help speed up bursty trans-
fers when there is bandwidth available, but not at the
expense of other traffic (Section 3.2).

4.3  Single bursty connection with changed 
load and RED buffer management

We repeat the experiment discussed in Section 4.2 with the
bottleneck router configured with RED buffer management
[14] instead of drop-tail. RED enables high link utilization
but at the same time maintains free space in the buffer to
absorb bursts. So fast start packets will typically not
encounter full buffers even when the load is high. We con-
figure the RED gateway to mark (ECN notification) rather
than drop packets. The weighting factor for computing the
average queue length is set to 0.02. The minimum and max-
imum queue length thresholds for probabilistic marking are
set to 15% and 60%, respectively, of the buffer size (7.5 and
30 packets, respectively, for the 50-packet buffer that we
used). When the average queue length exceeds the maxi-
mum threshold, all packets are marked. 

As explained in Section 3.3, both fast start packets and other
packets are treated equally by the ECN algorithm. If a con-
nection doing fast start receives an ECN notification, it cuts
down its window just as any other connection would. This
reduced window size is reflected in a smaller initial window
size for the next fast start attempt, if any.

Figure 6 is the analog of Figure 4 for this experiment. Com-
paring the two figures, we see that the RED algorithm helps
improve performance significantly, especially under condi-
tions of high load. This is because RED is usually able to
maintain some free space in the buffer, which helps cut
down packet loss during fast start. This enables fs-pdrop to
provide a 25-50% reduction in completion time compared to

newreno even under conditions of high load. As before, fs
performs even better, but at the expense of the bulk transfer
connections.

In summary, RED buffer management has a significant ben-
eficial effect on the performance of fast start. Like priority
drop, RED does not require the router to maintain per-con-
nection state. We believe that this is a desirable feature to
enable efficient implementation. 

4.4  Multiple bursty connections 

The goal of this experiment is to evaluate the behavior of
fast start in an environment where some bursty connections
use fast start while others do not. We have 10 connections in
each group (i.e., 10 of them do fast start while the other 10
do not). Each of the 20 connections becomes active at some
point in a 10-second interval and transfers a burst of 30 KB.
After a long idle time, each of the 20 connections becomes
active again and transfers another 30 KB. But this time, all
the transfers are initiated within a 1-second interval. This
mimics the “hot spot” phenomenon in the Web where under
normal conditions, client requests to a server are spread out
in time, but when a hot story breaks out, many client
requests are concentrated over a short period of time.
Table 1 reports the completion time for the second burst,
averaged separately for connections in each group.

We observe that the connections in group #1, which use fast

start for the second burst, obtain a 20-25% improvement in
performance. But the more important point to note is that
when fast start is used without priority drop, the gain comes
at the expense of connections in group #2 that do not
attempt fast start, which is unacceptable. The use of priority
drop eliminates this problem, reinforcing the point we made
in Section 4.2 about the importance of having such a safe-
guard mechanism.

4.5  Summary of results

In summary, TCP fast start cuts down the completion time
for short bursts significantly under a variety of conditions.
Fast start is most beneficial when the network is not con-
gested, the bottleneck router maintains free buffer space to
absorb bursts and/or the RTT is large. Under adverse condi-
tions, fast start avoids any performance degradation com-
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Figure 6. The completion time for the second 30 KB 
burst under “changed load” conditions. The bottleneck 
link delay is 50ms, buffer size is 50 packets and buffer 

management algorithm is RED.

Group #1 (FS) Group #2 (no FS)

newreno 2.41 (0.05) 2.34 (0.07)

fs 1.90 (0.03) 2.88 (0.06)

fs-pdrop 1.80 (0.07) 2.38 (0.05)

Table 1. The average completion time (in seconds) 
of a 30 KB burst with a mix of connections that do 
fast start (group #1) and those that do no (group 

#2). The standard error is given within 
parentheses. Note that neither group of connections 

attempts fast start in the newreno case. The link 
delay is 50 ms and buffer size is 50 packets.
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pared to standard slow start.

5. Asymmetric-bandwidth networks

Our simulation results indicate that the reduction in latency
due to fast start in absolute terms is larger when the RTT is
larger. One instance of a network with a large RTT is a satel-
lite-based one. But as we shall explain, even high-band-
width terrestrial networks can temporarily have a large RTT
because of bandwidth asymmetry.

An asymmetric-bandwidth network provides high band-
width towards a client (human user) but much lower band-
width in the opposite direction. The raw difference in
bandwidth in the two directions could range from a factor of
10 to 1000 depending on the network. Examples include
cable modem downlink with dialup uplink, and asymmetric
digital subscriber line (ADSL). The deployment of such net-
works is being driven by the relatively low cost of providing
high downstream bandwidth, which is well matched to the
asymmetric bandwidth demands of popular applications
such as Web access.

For our simulation experiments, we use a network topology
(Figure 7) modeled after the wireless cable modem network
from Hybrid, Inc. [17] deployed at our location. This net-
work provides a unidirectional 10 Mbps channel and uses a
28.8 Kbps dialup link for connectivity in the reverse direc-
tion. 

Although the RTT between the server and the client in
Figure 7 is inherently not large, it can become quite large in
the presence of bidirectional traffic. The queuing of the
(large) data packets of an upstream transfer at the band-
width-constrained upstream link could increase the RTT
significantly for a concurrent downstream transfer. 

The main problem with the large RTT caused by bidirec-
tional traffic is that slow start for a new downstream transfer
progresses very slowly. This is despite the fact that there
may be little or no congestion in the forward direction. If the
new downstream transfer was in fact just restarting after an
idle time, it could initiate fast start using the cached window
size instead of going through slow start. An example sce-
nario where this may be useful is a user who takes a short
break from a Web browsing session to send out a large file
via e-mail (upstream transfer) and then resumes browsing

(downstream transfer) immediately6. 

We conducted a simple simulation experiment using the
topology shown in Figure 7 to quantify the benefits of fast
start. There is a bursty downstream connection that transfers
two 30 KB bursts spaced apart by a 20-second idle period.
During the idle period, an upstream bulk transfer is initiated.
We measure the completion time for the second burst.

We experimented with two configurations of the upstream
router: FIFO scheduling of data and ack packets, or priority
scheduling of the (small) ack packets over the (large) data
packets (acks-first scheduling that we proposed in [1].

Table 2 shows the results. Using fs-pdrop for the bursty
downstream transfer results in substantially better perfor-
mance than using newreno. In absolute terms, the improve-
ment is larger when FIFO scheduling is used. But fast start
also helps significantly when acks-first scheduling is used.
The reason is that acks first scheduling does not help avoid
the delay due to a data packet whose transmission is in
progress. This transmission time can increase the RTT for
the downstream transfer significantly (by up to 280 ms for a
1 KB data packet over a 28.8 Kbps dialup line).

Although upstream congestion does not directly impact the
available downstream bandwidth, it could cause a signifi-
cant increase in the RTT. Therefore, fast start based on an
old estimate of the RTT is likely to time out7. But despite
this, fast start is very beneficial because as the acks for the
packets sent during the first RTT are received, the sender is
able to quickly grow its window. With standard slow start,
this procedure would take several (long) RTTs. The window
size thus attained can then be used for future fast starts. 

6. TCP Session

TCP fast start helps alleviate the problem of short bursty
transfers common in the Web. It can also help in asymmet-
ric-bandwidth networks. But there is still the third challenge
mentioned in Section 1, which is that a Web page download
typically involves multiple logically-separate transfers, say
one for the HTML and one for each inlined image in the
page. We outlined two alternative solutions in Section 2:

Figure 7. The simulation topology used for the asym-
metric-bandwidth network experiment. The buffer size 

at all routers was set to 30 packets.

ClientServer 10 Mbps
 1 ms

10 Mbps
 1 ms

28.8 Kbps, 50 ms

10 Mbps, 2 ms

Downstream

Upstream

6.  Another situation where bidirectional traffic could be important
is a small office with multiple hosts, some of which are trying to
download data while others are trying to send out data.

FIFO acks-first

newreno 24.47 (0.46) 7.33 (0.56)

fs-pdrop 11.79 (0.35) 4.74 (0.58)

Table 2. The completion time (in seconds) for the 
second 30 KB burst in the downstream direction. 

The standard error is reported in parentheses.

7.  Decreasing the weightage of old RTT estimates during fast start
(as has been suggested in the context of T/TCP [24]) could help.
However, we have not investigated this.
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using a separate TCP connection for each transfer or multi-
plexing all the transfers onto a single TCP connection. Here
we propose a third solution, TCP session, which combines
the desirable feature of each of the above solutions while
leaving out the undesirable ones.

The advantage of using a separate TCP connection for each
transfer is that it gives the application n independent data
channels (TCP connections) for n independent data streams
(text, images, etc.). This is a good match. However, the
problem is that the n connections do congestion control and
loss recovery independent of one another. As we shall show,
this leads to performance problems.

The advantage of an application-level multiplexing solu-
tion, such as P-HTTP, is that it does not suffer from the per-
formance inefficiencies of independent TCP connections.
However, because of TCP’s ordered byte-stream abstrac-
tion, the data streams multiplexed by the application are no
longer independent. For instance, the loss of a packet can
(temporarily) hold up data delivery for other data streams.
Application-level multiplexing also requires a new on-the-
wire protocol format for framing, and an agreement on this
between the communicating peers. Finally, a solution like P-
HTTP is specific to an application-level protocol, namely
HTTP.

We chose a different approach in which applications use a
separate TCP connection for each transfer. But we separate
TCP functionality into two parts: (1) in-order data delivery,
which is implemented (independently) by each TCP con-
nection, and (2) congestion control and loss recovery, which
is integrated across concurrent TCP connections between a
pair of hosts8. The latter is accomplished by introducing a
new abstraction — that of a TCP session — to aggregate
TCP connections. This abstraction is transparent to applica-
tions, though as we discuss in Section 8, applications can
choose to manage a TCP session explicitly. Implementing
TCP sessions involves changes only at the sender side.

In previous work [2], we described the basic algorithms for
integrated congestion control and loss recovery. We also
used some simple simulations of bulk transfers to show how
these techniques improve fairness. Here, we briefly recapit-
ulate the basic algorithm (Section 6.1), and then discuss
some new issues and enhancements to the basic algorithm
(Section 6.2). We also present simulation results using a
t ra ff i c  pa t t e rn  tha t  mim ics  Web pag e  down lo ad
(Section 6.3).

6.1  Overview of Integrated Congestion 
Control and Loss Recovery

We briefly review the integrated congestion control and loss
recovery algorithms from our previous work [2]. For the set
of TCP connections between a pair of hosts, there is a TCP

session protocol control block (SCB) that maintains shared
state for the connections. This includes a unified congestion
window (session_cwnd), RTT and RTT variance estimates,
and state to help in loss recovery. Each of the communicat-
ing peers can independently choose whether or not to main-
tain an SCB. Since the TCP session algorithm only impacts
the process of sending data (and not the process of acknowl-
edging received data), in practice it would be more impor-
tant to incorporate the algorithm in Web server hosts than in
Web client hosts. 

Integrated congestion control limits the total amount of out-
standing data that the set of connections in the session can
have to at most session_cwnd. When the first TCP connec-
tion between two hosts is established, session_cwnd is ini-
tialized to 1 segment. As acks indicating the successful
delivery of data packets are received, session_cwnd is
grown. This growth is exponential until a threshold and lin-
ear beyond, just as in TCP. If a packet loss is detected,
session_cwnd is halved, thereby halving the rate of the
entire set of connections. The rationale is that packet loss
indicates congestion along the shared path of the entire set
of connections. If a retransmission timeout happens,
session_cwnd is reset to 1 segment.

Integrated loss recovery improves data-driven loss recovery,
thereby decreasing dependence on retransmission timeouts.
The data-driven loss recovery algorithm in TCP, namely fast
retransmission, is based on the observation that packets
rarely get reordered in the network. So once a small number
of duplicate acks (usually 3) have been received, it is safe to
assume that the corresponding packet is lost and to retrans-
mit it immediately. Integrated loss recovery uses essentially
the same algorithm, except that instead of counting just
duplicate acks, it also keeps track of later packets of other
connections that have been successfully delivered (later
acks). Since packets of all connections between a pair of
hosts are likely to follow the same path through the net-
work, reordering among packets of concurrent connections
should also be a rare event. Therefore, the algorithm counts
both duplicate acks and later acks to detect and recover from
packet loss.

Next we discuss some issues and enhancements to this basic
algorithm that we have developed since [2].

6.2  Some Issues

The first issue is the scheduling of connections within a ses-
sion. The basic algorithm is to apportion the bandwidth
equally across the connections. However, an application
may consider certain data streams more important than oth-
ers. The integration of multiple TCP connections by a TCP
session makes it trivial to implement this. It would be much
more difficult to do so with TCP connections that are
entirely independent. We would have to clamp down the
window size of less important connections so that the more
important ones can grow their windows. Clamping down
the window artificially could lead to under-utilization of the
available bandwidth at times when the more important con-
nections have no data to send. 

8.  In general, TCP sessions can support integration at several dif-
ferent granularities such as individual applications, the set of appli-
cations launched by an individual user, etc. However, in this paper,
we only consider integration at the granularity of host pairs.
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A related issue is how a TCP session interleaves packets
belonging to different connections. It is best to interleave
them as finely as possible, i.e. interleaved on a per-packet
basis. This not only makes the data stream for each connec-
tion as smooth as possible but also improves loss recovery.
If the network drops a burst of packets in a row, fine-grained
interleaving minimizes the number of packets dropped in a
single connection. Since the cumulative ack of each connec-
tion only allows the TCP session to recover from one loss
per RTT per connection, spreading out the losses across
connections minimizes the time to recover from all of them. 

In view of the scheduling and interleaving considerations
just discussed, TCP session implements a weighted round-
robin scheduler. It is possible to vary the relative weights
dynamically.

Another issue is that the small initial window (1 segment)
for the entire session could slow down progress compared to
independent TCP connections. We use fast start to alleviate
this problem by using a larger initial window size when past
information is available. On the other hand, launching mul-
tiple independent connections in effect increases the win-
dow size but without the safeguard of priority drop. As
shown in Section 4, this can hurt other traffic in the net-
work. As we show next, applications could hurt themselves
by launching multiple independent connections in parallel.

6.3  Simulation Results

In previous work [2], we experimented with long bulk trans-
fers and demonstrated how integrated congestion control
makes bandwidth sharing more fair and eliminates the
incentive to (greedily) launch multiple independent connec-
tions simultaneously. Here we evaluate the performance of
TCP sessions in the context of short, concurrent transfers
that are characteristic of the Web. 

The simulation experiments involve the same topology as in
Figure 1. A TCP session integrates the set of TCP connec-
tions between a source-sink host pair (such as Src1 and
Snk1). Each source transfers a burst to the corresponding
sink. Each burst involves 4 concurrent transfers, each 10 KB
long. So this experiment mimics the transfer of a Web page
with 4 different components (such as inlined images). The
number of source-sink pairs is varied from 1 through 12.
The link delay is set to 50 ms and buffer size to 20 packets.

We evaluate the following configuration:

1. Independent TCP connections for each concurrent
transfer between a source-sink pair (indep).

2. A single persistent TCP connection for all the transfers
(phttp).

3. A separate TCP connection for each transfer but with a
TCP session binding them together (session).

Figure 8 shows the “Web page” transfer time for the three
configurations. The transfer time for indep increases sharply
as the number of source-sink pairs increases. The increase is
much more gradual for session. Beyond 6 source-sink pairs,

session performs between 60-68% better than indep (a fac-
tor of 2.5-3 reduction in transfer time). The reason for this
significant performance difference is two-fold. 

First, the independent TCP connections in indep are much
more aggressive. Each TCP connection keeps increasing its
window size until it (individually) suffers a packet loss. In
contrast, in session the congestion window of the entire
TCP session is cut down as soon as a (single) packet loss is
detected. As a result, the packet loss rate is 30-40% higher
for indep compared to session. The situation gets worse
when transfers are longer, because the steady state behavior,
in which each independent connection periodically pushes
the network to congestion, sets in. Our experiments with
bulk transfers show that the loss rate for indep is over 200%
(i.e., more than a factor of 3) worse than for session.

Second, integrated loss recovery used by session is more
effective than independent loss recovery by individual TCP
connections. Since each TCP connection is short (10 KB in
length), it often is the case that a packet loss cannot be
recovered from via fast retransmission because not enough
duplicate acks are generated by later packets of the same
connection. Consequently, the connection is forced to time
out. Session, on the other hand, does better because it also
uses acks for later packets sent on concurrent connections.

The ability to use acks from concurrent connections is also
the reason why session performs 20-25% better than phttp
under conditions of moderate load, as shown in Figure 8.
While phttp can recover from at most one packet loss per
RTT, session can recover from packet loss in concurrent
connections in parallel.

7. BSD/OS Implementation

We have implemented TCP fast start, priority drop and TCP
session in the BSD/OS 3.0 kernel. At present, the imple-
mentations of TCP fast start and TCP session are separate,
i.e., fast start operates on a per-connection basis rather than
on a session-wide basis. We are in the process of integrating
the two implementations.
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7.1  Fast Start

The fast start phase is initiated by the tcp_output() function.
When it is called to send out data, tcp_output() checks to see
if the connection has been idle for longer than a retransmit
timeout (RTO) period. If it has and if fast start has been
enabled for the connection, a new value of the congestion
window (cwnd) is computed. This is either half the old cwnd
(if old cwnd < ssthresh) or cwnd minus maxseg (if old cwnd
> ssthresh). Here ssthresh is the slow start threshold and
maxseg is the maximum segment size for the connection.
Thus cwnd is set to the most recent congestion window size
at which an entire window of data was transmitted success-
fully. The values of ssthresh, srtt (smoothed RTT estimate)
and rttvar (mean deviation of RTT) are left unchanged.

We then compute fs_startseq (= snd_nxt + 2*maxseg) and
fs_endseq (= snd_nxt + cwnd) to mark the start and end of
the fast start phase. Snd_nxt is the next packet in sequence
to be sent. The quantity 2*maxseg accounts for the two seg-
ments9 that the BSD/OS 3.0 implementation of TCP would
have sent in any case while restarting after an idle period.
The current value of ssthresh is also saved for possible use
later should the fast start attempt fail.

All  segments that contain data  bytes in the range
(fs_startseq, fs_endseq) have the fast start bit set (an
unused bit in the TCP header10). This identifies them to
routers as low priority packets. 

To avoid bursting out data during the fast start phase,
tcp_output() breaks up potentially large bursts into smaller
ones, each at most maxburst segments in size, and spaces
them apart according to the rate of the connection (cwnd/
srtt_exact). The quantity srtt_exact is a smoothed and fine-
grained RTT estimate computed using the TCP timestamp
option with fine-grained timestamps11. The default times-
tamp resolution of 500 ms is too coarse-grained to be useful
here.

Having computed the rate, tcp_output() computes the length
of time (delta) over which maxburst segments should be
spread out. It also records the times at which the last max-
burst packets were transmitted. Using these, it ensures that
no more than maxburst data packets are sent out in a time
interval of length delta. If more packets are waiting to be
sent, a software timer is used to schedule tcp_output() at a
later time. Note that the software timer needs to be invoked
only when bursts larger than maxburst segments (4 seg-

ments, by default) are generated. This is likely to happen
only during fast start phase (typically 1 RTT in duration).

While in the fast start phase, the TCP sender enables the fast
start reset timer instead of the standard retransmit timer. The
timeout value for the reset timer is computed as srtt_exact +
4*rttvar_exact, where the “exact” quantities are computed as
discussed above. Rather than using a separate software
timer, the firing of the reset timer is tied to the fast TCP
timer (200 ms period, typically). This is in contrast to the
slow TCP timer (500 ms period, typically) that the retrans-
mit timer is tied to. 

If the reset timer expires while fast start packets are still out-
standing, the sender immediately resets its state to what it
would have been had fast start not been attempted. Cwnd is
reset to 2 (the default for restart after an idle period in BSD/
OS 3.0), ssthresh is restored using the value saved at the
time fast start was initiated, and slow start is initiated. How-
ever, none of the other penalties of a retransmit timeout
(such as timer backoff) is imposed.

As explained in Section 3.4, fast start is also aborted if the
sender detects the loss of multiple packets in a window dur-
ing fast start phase. This detection is done in tcp_input() by
looking for a partial new ack during TCP fast recovery, just
as is done in TCP NewReno [16]. 

7.2  Priority Drop Algorithm

In practice, the priority drop algorithm should be imple-
mented by the routers in the interior of the network. How-
ever, since we do not have control over the routers, we
decided to implement the priority drop algorithm in con-
junction with a link emulation module. Briefly, the link
emulation module allows us to dial in the link parameters
such as bandwidth, delay and queue size using the user-
level ifconfig program. This enables emulation of a wide-
area bottleneck link for the purpose of experiments. 

The implementation of the priority drop algorithm itself is
quite trivial. An auxiliary queue of pointers to low-priority
packets is maintained. At present, the code just examines
the TCP fast start bit in order to determine whether or not a
packet has low priority. When a packet needs to be dropped
and a low-priority packet is in the queue, the one closest to
the tail of the queue is dropped.

7.3  TCP Session

Our implementation of TCP session operates at the granu-
larity of host pairs. It is implemented as a set of functions
that are invoked from a small number of points in the TCP
code. TCP session includes functions to create a new ses-
sion, add a new connection to a session, process incoming
acks, schedule the sending of data, and destroy a session.

When a TCP connection transitions to the ESTABLISHED
state, tcp_input() calls session_addconn() to add the connec-
tion to the session between the two hosts. We need to wait
until the ESTABLISHED state because only then are the
identities of the two end hosts known. Session_addconn()
adds a pointer to the connection’s TCB in the session PCB

9.  This is different from 4.4BSD which only sends one segment.

10.  It is possible to use a generic “priority drop” bit in the IP
header (such as one of the IP type-of-service bits), but we decided
to pick an unused bit just to be safe, and couldn’t find any in the IP
header.

11.  We use timestamps with microsecond accuracy. Since the
timestamp is a 4-byte quantity, this wraps around approximately
every 36 minutes, which is quite safe. However, we could switch
to timestamps with millisecond accuracy, which would increase
the wraparound time thousand fold while still being accurate
enough for our purposes. 
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(S CB) ,  i f  i t  a l r eady  ex i s t s .  I f  n o t ,  i t  f i r s t  ca l l s
session_create() to allocate and initialize a new SCB. The
SCB includes variables such as cwnd, ssthresh, srtt, and rtt-
var to support integrated congestion control and loss recov-
ery. The corresponding variables in the individual TCBs are
simply ignored.

When t cp_output ( )  is  invoked,  i t  in  turn invokes
session_output(). Session_output() first makes sure that the
session’s cwnd does permit the sending of a new segment.
Then, among the connections in the session that have data to
send, it picks the one that should send a segment next
according to a weighted round-robin schedule. Note that
this connection could in general be different from the one
that invoked session_output(). However, an exception is
made if the original connection wanted to send out a seg-
ment with a flag such as FIN or RST set.

When an ack is received, tcp_input() as usual updates the
highest ack information and clears out acknowledged data
from its buffer. However, it does not does not do duplicate
ack processing. Instead, it defers to session_input() which
detects packet reordering by looking for both duplicate acks
and later acks (i.e., acks for later packets of other connec-
tions). Later acks are detected by comparing the echoed
timestamp against a sorted list of timestamps of packets that
were transmitted. In the common case of no packet loss and
little or no reordering, ack processing will be confined to the
packets at or close to the head of the list.

If there are packet(s) for which the sum of duplicate and
later acks exceeds a threshold (default 3), indicating a likely
loss, the session’s cwnd is halved and such packet(s) are
retransmitted. If such data-driven loss detection fails, the
session’s retransmission timer will fire eventually, causing
the session to initiate slow start with cwnd set to 1 segment.

Finally, when the last connection in a TCP session is closed,
session_destroy() is called to clean up state and free the
SCB. However, when we integrate our implementations of
TCP sessions with fast start, it will be desirable not to tear
down the session right away because the SCB provides a
convenient location to cache the information needed for fast
start in the future.

8. Discussion

Our results from Section 4 and Section 6.3 show that TCP
fast start and TCP sessions help improve performance sig-
nificantly in several situations. Further, in other situations,
there is either only a small improvement in performance or
none, but there is no degradation in performance. 

The robustness of TCP fast start comes from it use of packet
drop priority and its dependence on past information. If the
network becomes congested, a fast start attempt will likely
fail. If the connection is only able to build up a small win-
dow during the subsequent slow start, its next fast start will
be much less aggressive. This self-regulating mechanism
ensures that connections do not keep flooding the network
with packets bound to get dropped. Of course, this assumes
that hosts are cooperative, just as TCP congestion control

does. To be safe, the network should have mechanisms to
detect and penalize malicious behavior (e.g., [13]).

Each of TCP fast start and TCP sessions is a useful tech-
nique in itself. But they are in fact complementary, so com-
bining them would be useful. Fast start would help
protocols such as P-HTTP (by decreasing the penalty of
restarting after an idle time) when the network is not con-
gested. Sessions would help applications that want to trans-
fer multiple data streams (but without coupling them
together as in P-HTTP) when the network load is high. The
end-host implementation of both techniques is confined to
the sender side. So only Web servers need to be modified
while the vast number of client hosts can be left untouched.

The TCP session abstraction can be exposed to applications
to enable dynamic control of the relative bandwidth alloca-
tion to connections in a session. For example, a Web server
could decrease the bandwidth share of a particular compo-
nent for a Web page, such as a large MPEG file, so that
other components can be transferred more quickly. Such
decisions can also be made dynamically based on input
from the client. For instance, if the user scrolls down a large
Web page, it would be desirable to speed up the transfer of
images in the visible portion of the Web page.

We believe that application-level multiplexing solutions,
such as P-HTTP, violate the application-level framing
(ALF) principle [8]. The ordered byte-stream abstraction of
a single TCP connection is too restrictive to support multi-
ple logically-separate transfers. The use of a single connec-
tion leads to several problems. One is that of coupling when
there is a packet loss (Section 6). Another is that because the
sequence number streams of the logically-separate transfers
are intertwined, it is not possible for a transparent Web
cache (e.g., [7]) to selectively intercept and serve a subset of
Web requests from a client to a server.

In contrast, the TCP session approach is more in line with
the ALF principle. Applications are free to launch as many
TCP connections as logically-separate data streams they
need. The only potential overhead is that of connection set
up and state management. Connection set up overhead can
be minimized by using T/TCP-like accelerated open. State
management overhead can be minimized by using hashing
rather than linear search for PCB lookup (e.g., as in [15]).

Finally, although the focus of this paper has been the Web,
the techniques presented here will also be useful in other sit-
uations that involve bursty data transfer. Examples include
wide-area transactions, RPC, and sensor data collection.

9. Conclusions

In this paper we have presented two techniques for improv-
ing the performance of Web data transfers. The first is TCP
fast start, which allows a TCP connection to reuse network
parameters cached in the recent past to avoid the penalty of
slow start in many cases. The main results for fast start are:

• Up to 50-65% (2-3X) latency reduction for short bursts.
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• Large improvement in absolute terms for high-latency
and asymmetric bandwidth networks.

• RED buffer management helps.

• Priority drop and special loss recovery techniques help.

• Makes techniques such as P-HTTP more effective.

The second technique is TCP session, which integrates con-
gestion control and loss recovery for multiple concurrent
TCP connections. The main results for TCP session are:

• Up to 60-68% (2.5-3X) latency reduction. 

• Significant reduction in packet loss rate.

• Enables use of multiple connections without penalty.

We have implemented both TCP fast start and TCP sessions
in the BSD/OS 3.0 kernel, with sender-side only changes.

10. Ongoing Work

We are extending this work in several ways:

• Integration of the fast start and session implementations.

• Performance evaluation of the implementation.

• Application-level control of session bandwidth alloca-
tion in the context of the Web.

We plan to have these done before the final paper is due.
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