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1 Introduction

Recent research on language-based techniques in security and certification has led to
renewed interest in Floyd-Hoare and VDM-style programming logics, and to much
work on type systems and logics for low-level code. Two industrially significant typed
intermediate languges have received a great deal of attention: the bytecode of the JVM,
used as a target for Java, and the Common Intermediate Language of the CLR, used
as a target for languages including C* and Visual Basic. Both of these intermediate
languages are stack-based with control flow expressed using labelled jumps and method
calls.

Most research on formalizing the type systems of these intermediate languages
[34, 11] has treated the reality of stacks and jumps, though some authors have chosen
to work with structured imperative control flow [12] or functional-style applicative
expressions [37]. Work on more general specification logics [1, 28, 15] has, however,
mostly been done in the context of high-level languages.

Here we present and prove the correctness of a simple logic for directly proving
partial correctness assertions on a minimal stack-based machine with jumps and first-
order procedure calls. This is rather more complex than traditional Hoare logic for
while programs. As well as unstructured control flow, we have to deal with a stack that
varies in size and locations that vary in type, which means some care has to be taken to
ensure assertions are even well-formed. There are also various kinds of error that are,
at least a priori, possible in the dynamic semantics: stack underflow, wild jumps and
type errors. We deal with these issues by defining a fairly simple type system that rules
out erroneous behaviour, and defining assertions relative to typed programs.

There are also complexities associated with (possibly mutually-recursive) proce-
dure calls, which become especially acute if one wishes to be able to reason locally and
modularly, rather than re-analysing bodies at every callsite. We solve these problems
using three techniques: firstly, we are very explicit about types, contexts and quantifiers
(in particular, we have universally quantified assertions on labels in the context, in the
style of Reynolds’s specification logic [31]); secondly, we adopt a ‘tight’ interpretation
of store typings, which allows us to use substructural reasoning to adapt assumptions on
procedures to their calling context; thirdly, we use a very general rely/guarantee-style
rule for linking arbitrary program fragments.

The other novelty of the present work is the semantics with respect to which we
prove soundness. Assertions on a program p are interpreted extensionally, using a
form of orthogonality (perping) with respect to contexts extending p. A further tech-
nical twist in the proofs is the use of step-indexed approximations to the semantics of
assertions and their orthogonals.

2 The Machine

We assume the existence of a set V of names for global variables. The metavariables
bop and uop range over typed (binary and unary, respectively) arithmetic and logi-
cal operations. Programs are finite partial functions from labels (natural numbers) to



instructions:

n € Z
b € B={true, false}
v € Values=7ZUB
Il € N labels
z € V variables
bop € {+,x,— <,>=AV,...}
uwop € {—,...}
I := pushcu|pushvx|popx|dup |binopy, |
UNOP,,p | brtruel|calll|ret | halt
Programs 3 p = [l1:11,...,0n: 1]

Stores are finite functions from variable names to values (i.e. to the union of the
booleans and the integers, which in this presentation we assume to be disjoint). Our
machine will have two kinds of stack: evaluation stacks, o, used for intermediate re-
sults, passing arguments and returning results, are finite sequence of values, whilst
control stacks, C, are finite sequence of labels (return addresses):

Stores 5 G == xx1 =v1,...,Ty, = Uy
Stacks 20 = wvi,...,U,
Callstacks 5 C' = ly,...,1l,

We use a comma °,” for both the noncommutative, total concatenation of sequences
and for the commutative, partial union of finite maps with disjoint domains. We write
a dash ‘—’ for both the empty sequence and the empty finite map, and use | - | for the
length operation on finite sequences. We define an update operation on stacks by

(o,0)[0—~v] = o,v

(o, 0)i+1—0v] = oli—v],v

A configuration is quintuple of a program, a callstack, a global store, an evaluation
stack and a label (the program counter):

Configs = Programs x Callstacks x Stores x Stacks x N

The operational semantics of our abstract' machine is defined by the small-step transi-
tion relation — on configurations shown in Figure 1.

The pushc v instruction pushes a constant boolean or integer value v onto the
evaluation stack. The pushv x instruction pushes the value of the variable x onto
the stack. The pop x instruction pops the top element off the stack and stores it in
the variable x. The binop,, instruction pops the top two elements off the stack and
pushes the result of applying the binary operator op to them, provided their sorts match
the signature of the operation. The brtrue [ instruction pops the top element of
the stack and transfers control either to label [ if the value was true, or to the next
instruction if it was false. The halt instruction halts the execution. The call [

! According to the terminology of Ager et al.[32], this is should really be called a virtual machine, rather
than an abstract one.



(p,l : pushcv|C|G|o|l) — (p,l:pushcv|C|G|o,v|l + 1)
(p,1: pushv x|C|G,x =v|o|l) — (p,l:pushv x|C|G,z =v|o,v|]l +1)
(p,1: dup|C|G|o,v|ly — (p,l:dup|C|G|o,v,v|l + 1)
(.1 pop *ICIG, 2 = ]oell) — (pil: pop xICIG,z = vlo]i +1)
(p, 1 : binopy,,|C|Glo,vi,va|l) — (p,1:binopy,,|C|Glo,vs|l + 1)
if v3 = (v1 bop vs).
(D, 1 1 uNOPyp|C|Glo,v[l)  — (P, : unoPy,,|C|Glo,v'|l + 1)
if v/ = uwop v.
(p,l:brtruel'|C|Glo,true|ll) — (p,l:brtruel’|C|G|o|l')
(p,1: brtrue l'|C|G|o, falsell) — (p,l:brtruel’|C|G|o|l + 1)
(p,l:calll'|C|Gloll) — (p,l:calll’|C,l+1|G|o|l")
(p,l: ret|CU|G|oll) — (p,l:ret|C|Glo|l")

Figure 1: Operational Semantics of the Abstract Machine

instruction pushes a return address onto the call stack before transferring control to
label I. The ret instruction transfers control to a return address popped from the
control stack.

For k € N, we define the k-step transition relation —F* and the infinite transition
predicate —* in the usual way. We say a configuration is ‘safe for k steps’ if it either
halts within k steps or takes k transitions without error. Formally:

Safey (p|C|G|o|l) Safe, (p,l : halt|C|G|o|l)

(p|C|Glall) — (p|C"|G"|o"|l')  Safey(p|C'|G"|o’|I')
Safe,,, (p|C|G|o|l)

and we write Safe , (p|C|G|o|l) to mean Vk € N.Safe, (p|C|G|o|l).

Although this semantics appears entirely standard, note that the choice to work with
partial stores is significant: execution can get stuck accessing an undefined variable, so,
for example, there are contexts which can distinguish the sequence pushv x;pop x
from a no-op. The following is obvious, assuming each primitive operation is a func-
tion:

Lemma 1. The operational semantics is deterministic. O

Execution and safety are independent of extensions to the program, to the store,
and to either of the stacks at the bottom:

Lemma 2.
1. If {p|C|G|o|l) —=F (p|C"|G’|o’|I'} then for any p/, G", C"' and 0"

(p.0'|C",CIG", Glo" a|l) =F (o', p|C", C'|G", G0, o' |I').

2. If Safe, (p|C|G|o|l) then for any p', G', C" and o', Safe, (p',p|C’,C|G’, G|o’, o|l).

O



3 Types and Assertions

As well as divergence and normal termination (hitting a halt), programs can get stuck
in various ways: type errors applying basic operations, reading or writing undefined
variables, underflowing either of the stacks, or jumping or calling outside the program.
We will rule out such behaviour using a simple type system, and define assertions
relative to those types. This seems natural, but it is worth stressing that it is not the
only reasonable way to proceed — although both the JVM and CLR have type systems
and type checkers (‘verifiers’), the CLR does give a semantics to unverifiable code;
such code can be executed if it has been granted sufficient permissions. Our type-based
approach prevents one from proving any properties at all of unverifiable code.

3.1 Basic Types and Expressions

We start by defining types for values, stores and stacks:

T := int|bool base types
X = T1,...,Tn stack types
A = x1:T1,...,Tp Ty store types

The stack type update X[i — 7] is defined just as for stacks.

We assume a set of auxiliary variables ranged over by a. An auxiliary variable
context © is a finite map from auxiliary variables to basic types. A valuation, p is
a function from auxiliary variables to values. We write p : a1 : 71,...,a, : T, for
V1 <i<mn. p(a;): T

Although our low-level machine does not deal directly with complex expressions,
we will use them in forming assertions. The grammar of expressions is as follows:

E:=nlb|lxl|a|s(i)|FEbopE|uopFE|VaeTE

As before, the metavariable bop ranges over all our binary operators, including arith-
metic and logical ones. n and b are integer and boolean constants and x ranges over V.
We also have an expression form s(4) for ¢ a natural number, which represents the ith
element down the stack. (We could equally well use list notation, with hd(s) and ti(s),
instead of indexing stack locations by natural numbers.)

Note that universal quantification over integers and booleans is an expression form.
For simplicity, we assume that at least equality and a classical basis set of propositional
connectives (e.g. negation and conjunction) are already boolean operators in the lan-
guage; otherwise we would simply add them to expressions. In any case, we will feel
free to use fairly arbitrary first-order arithmetic formulae (including existential quan-
tification and inductively defined predicates) in assertions, regarding them as syntactic
sugar for, or standard extensions of, the above grammar.

Expressions are assigned base types in the context of a given stack typing, X, store



typing, A and auxiliary variable context © by the following rules:
O;A;XFn:int O;A; X Fb:bool
;A z:T;NFx T O,a:T; AN Fa:T

;A Fs(i): T
;AN T s(i+1): 7

O;A;%, 7Hs(0): T

O,a: ;A2 FFE:bool O;AXFE:T wop:Ti — To
O;A;YXFVYa€eT.E:bool O;A;X Fuop E : o

O;AXFE T O;AXEFEy: T bop:Ti XTo— T3
O:;A; X F FEy bop By : 73

Expression typing satisfies the usual weakening properties, and the definitions of,
and typing lemmas concerning, substitutions E[FE’/z], E[E’/a] and E[E’/s(i)] are
also as one would expect.

Lemma 3.
L If0,a:7;AXFE:7and ©; ;X F E' 7' then ©; A; X+ E[E /a) : 7.
2. If0;Ale —» ;X E:T7and ©; A; X F E' v then ©; A; X - E[E /] - 7.
3. If0;A3[i— T FE :7and ©;A;X F E 7' then ©; A; X - E[E'/s(i)] :

T.

O

There is, however, a mild subtlety in our use of updating/extending for stack and
local types compared with the more usual extension used for auxiliary variable con-
texts. This is because auxiliary variables have explicit binders and are subject to alpha-
conversion, whereas global variables and stack locations are not bound in the same way
and we therefore have to allow substitution of expressions F’, that may contain uses of
a variable x at a type 7, for x of a different type 7’ in E.

IfO;,A;XFE:7,p:0,G: Aand o : ¥ then we define [E] p G o € [7] by:

]pGo = v
[alpGo = pla)
[2lpGo = G(z)
[sO]pG(o0) = v
[s(+ )]G (o,0) = [s()]pGo
[upElpGo = wop ([E]pGo)
[Erbop Ex] pGo = ([E1]pGo)bop ([Ex] pGo)
[VaeT.E]lpGo = /\ [E] pla— v]Go
velr]

As usual, the semantics is well defined and commutes with each of our three forms of
substitution.



Lemmad. Ifp:0,G: A, 0:%, and O; A; X+ E' : 7/ then
1. If®,a:7 ;A F E: 7 then
[BIE'/a]l pG o = [E] pla — [E] pG o] G
2. If©; Alz — 7'; X+ E : 7 then
[EIE a]) pG o = [E] pGla v [E'] pG o] o).
3. IfO;AE[i — 7’| - E: T then
[EIE /5] pGo = [E] pGoli = [E'] pG o],
O
IfO; A; X F E; : bool fori € {1,2}, we write ©; 3; A = E; = E, to mean
Vp:ONYG: AVo :X. [E1]pGo = [E2]pGo

We need some syntactic operations which ‘reindex’ expressions when the stack is
pushed or popped. Define shift(E) by

shift(s(i)) s(i+1)
shift(Ey bop E2) = shift(Ey) bop shift(Es)
shift(uop E) = wuop (shift(E))
shift(NVa € T.E) = VYa € T.shift(E)
shift(F) = FE otherwise

Lemma 5.
1. IfO; A; X F E 7t thenforany 7/, ©;A; (X, 7') b shift(E) : 7.
2. IfO; NN FE7,p:0,G: Aand o : X then for any v,
[ElpGo = [shift(E)] pG (o,v).
O

We also define an operation combining substitution for s(0) with ‘unshifting’. If
O; ;8,7 E:7and ©; A; X F E : 7/ then define E \\ E’ as follows:

SO)\E' = E
s@E+1)\\E" = s(i)
(Va € . E)\\E' = Vaer.(E\\E') capture-avoiding
(Bybop Ba)\\E' = (Ey \\E) bop (E> \\ )
E\\E' = FE otherwise

Lemma 6. I[fO;A; X 7' F E:7and ©; A2+ FE' : 7 and p € [O], G € [A] and
o € [X] then

1. ;A S E\\E : 7.
2 [EW\E1pGo = [E] oG (0, ([E'] 9 G0))



3.2 Types and Assertions for Programs

One could first present a type system for programs and then a second inference system
for assertion checking defined only over typed programs. However, since the structure
of the two inference systems would be very similar, and we require types to be present
in defining the assertions, we will combine them into one system.

The type system presented here is simple, monomorphic and somewhat restrictive,
being similar in style to that of the JVM. Over this we layer a richer assertion language,
including explicit universal quantification. We will define the structure of, and axioma-
tise an entailment relation on, this assertion language explicitly (rather than delegating
both to some ambient higher-order logic).

An extended label type, X, is a universally-quantified pair of a precondition and a
postcondition, where the pre- and postconditions each comprise a store type, a stack
type and a boolean-valued expression:

X = A5 FE— ALY E | Va:Tx
A label environment is a finite mapping from labels to extended label types
' =10 :x1,.-.yln:Xn
These are subject to the following well-formedness conditions:

OFxi10k -+ OFx,o0k O,a:7F xok

OF1l:x1,--,0ln: xXn 0Ok O+ Va:71.x ok

O;A:XF E:bool ;A" Y FE :bool
OFAYE— A:Y E ok

The intuitive meaning of
1A E— NS E

is that if one jumps to [ with a store of type A and a stack of type 3, such that F is true,
then the program will, without getting stuck, either diverge, halt, orreach a ret with
the callstack unchanged and a store of type A’ and a stack of type ¥’ such that E’ is
true. We will formalise (a more extensional version of) this intuition in Section 4.

We define x[E/a] in the obvious capture-avoiding way and axiomatise an entail-
ment relation on well-formed extended label types as shown in Figure 2. The basic
entailment judgement has the form

O;EFx <X

where © F F : bool, © F y ok and © F y/ ok. The purpose of F, which will
also show up in the rules of the program logic proper, is to constrain the values taken
by the variables in ©. Including Ein judgements does not seem necessary for proving
properties of closed programs, but we shall see later how it helps us to reason in a
modular fashion about program fragments.

The [refl] and [trans] rules just ensure that < is a preorder, whislt the quantifier
rules express that universal quantification is a meet.

The [—] rule is basically the usual one for subtyping function types, here playing
the role of Hoare logic’s rule of consequence. The [V3 —] rule is a kind of internal-
ization of the usual left rule for existential quantification. Note how in these two rules,



Order:

Ok xok OFE:bool O:EFx<yx ©;EFy <y
= refl - trans
O, EFx<x O;EFx <X

Quantifier:

OFVYa:7.x0ok OFE:T O+ E :bool

- V-subs
©;EFVYa:1.x < x[E/a

OFy ok OFF:bool O,a:1EFY <x
O:EF Y <Va:ty

V-glb

Arrow:
O:A;SHFFAE = E  O;AYFEANE = F
= —
O;EF (A E— ALY E) < (A5 F— ALY F

OF F:bool O,a:7;A;YF E:bool O;A;Y+ E :bool
©;F+Va: T.(AS B — ALY E) < (A;Y;3aeT.E— ALY R

Frame:
O+ E :bool O:;A;¥FI:bool OFA;YE— A Y, E ok

O EF (A E— AL E)
< (A, NS, S shiftt > (1) A E — N, NS, S shift™ (1) A B

Figure 2: Subtyping/Entailment for Extended Label Types

classical first-order logic, which we do not analyse further, interacts with our more
explicit (and inherently intuitionisitic) program logic.

The most complex and interesting case is the frame rule, which is closely related
to the rule of the same name in separation logic [25].> This allows an invariant I to be
added to the pre and postconditions of an extended label type , provided that invariant
depends only on store and stack locations that are guaranteed to be disjoint from the
footprint of the program up to a return to the current top of the callstack. Note how
references to stack locations in the invariant are adapted by shifting. The frame rule
allows assumptions about procedures to be locally adapted to each call site, which is
necessary for modular reasoning. Rather than a single separating conjunction * on
assertions, we use our ‘tight’ (multiplicative) interpretation of state types to ensure
separation and use ordinary (additive) conjunction on the assertions themselves.

In use, of course, one needs to adapt extended types to contexts in which there is
some relationship between the variables and stack locations mentioned in A and 3 and
those added in A and 3. This is achieved by using (possibly new) auxiliary variables to
split the state dependency before applying the frame rule: see Example 4 in Section 5

2Since our rule concerns both ‘frame properties’ [19] and ‘frames’ in the sense of activation records, it
arguably has even more claim on the name :-)



for a simple example.

3.3 Assigning Extended Types to Programs

Our basic judgement form is O; E; I' F pr>I" where I and I are label environments
with disjoint domains, E is a boolean-valued expression and p is a program. I' ex-
presses assumptions about code that will be linked with p, whilst I says what p will
guarantee under those assumptions. Thus none of the labels in I', and all of the labels
in IV, will be in the domain of p.

The rules for assigning extended types to programs are shown (eliding some obvi-
ous well-formedness conditions in a vain attempt to improve readibility) in Figures 3
and 4.

The key structural rule is [link], which allows proved program fragments to be
concatenated. The rule has a suspiciously circular nature: if p; guarantees I'; under
assumptions I's, and p, guarantees I's under assumptions I'y, then p; linked with po
guarantees both I'y and I's unconditionally. The rule is, however, sound for our partial
correctness (safety) interpretation, as we shall show in the next section.

The [V-r] rule is a mild variant of the usual introduction/right rule for universal
quantification. The auxiliary variable a does not appear free in I', so we may univer-
sally quantify it in each (hence the vector notation) of the implictly conjoined conclu-
sions. The vector notation also appears in the [ctxr] rule, allowing global conditions
on auxiliary variables to be transferred to the preconditions of each of the conclusions.
An equivalent, more conventional, approach would be to state these two rules with a
single conclusion and then have a right rule for conjunction:

O;E;THp:ply ©;ETHp: Ty
©;FE;T+p: Ty, Ty

The only reason for the presentation chosen here is that it threads the subject program
fragment p linearly through the derivation, making it clear that we only analyse its
internal structure once.

The reader will notice that the axioms fail to cope with branch or call instructions
whose target is the instruction itself, as we have said that judgements in which the same
label appears on the left and right are ill-formed. This is easily rectified by adding spe-
cial case rules, but we refrain from doing so here. We also remark that if we are willing
to make aggressive use of the frame rule, subtyping and auxiliary variable manipula-
tions, the axioms can be presented in a more stripped-down form. For example, the
rule for ret can be presented as just

—true; — b [l : ret] > 1: —; —;true — —; —; true



;BT Fp>T1:x

= widthr
0;ETkFpp>TY
O:E:THp>I" OF xok I & dom(p)
~ widthl
;BT l:xFp>T'
@;E;FFpDF',l:X @;E’Fxgx'
n subr
O;E;TFp>T/,1:x
O:E;I,l:xFpI' OF Y <x
- subl
O;ET,l: X Fp>T
©:ETHp>I" ©,0+HE — E
ctxl

0,0 E Fp>T’

@;E;kabl;:&i;fi;bi—>AZ;§§;E_';{
———— = = ————— CIXr
Ostrue; ' Fp> il : Ay X EANE; — Al YL El

OFTok OFFE:bool ®7a:T;E;F|—pl>l_;:)&'v
- = T
O;E;TFp>i; :Va: 1.5

O, BT, Tobpi>Ty 6;F,T,T Fp>Ty

. link
©; E;T Fpi,pa > T, T

Figure 3: Program Logic: Structural and Logical Rules
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©;E; T+ [[:halt]>1:x

O E:D, I +1: A, 7 E — ALY E (where v : 7)
F[l:pushco|>1: A5 E\\v— A Y E :

O:E: T, l+1:Az:7:%,E— A:;Y E
Fll:pushvx|>l: Az 75 E\\e - ALY F

O:E:T,l+1:Az:7:%E— NS E
Fll:popx|>il:Ajx: 73, 7;shift(E)[s(0)/x] — A X E

O:E:T,l+1: A8, 7, E — A;Y E + [[:dup|>i: A%, 7 E\\s(0) = A, Y F/
O BT, l+1: A%, 75: E— NS E
F [l : binopye,| > 1 Ay X, 11, o3 shift(E)[(s(1) bop s(0))/s(1)] — A X' E'

(where bop : 71 X T9 — T3)

O:E;T,l+1: A8, 79 E — N Y E (uop : 71 — 1)
F [l unopy,,) > 1 : A; X, 715 E[(uop s(0))/s(0)] — A X5 B/ P 2

O;E;T,1+1: A% E\\false — A, Y E U2 A S E\\true — A, Y/ E
Fll:brtruel|>1:A;¥,bool; E — A Y E

O:E;D,l4+1: A" Y E - AN;YE I A E— A Y B
Fll:callllpl: A5 E— A Y FE

G;E’;FF[l:ret]bl:A;Z;EﬁA;Z;E

Figure 4: Program Logic: Instruction-Specific Axioms

11



4 Semantics of Types and Assertions

One might formulate and prove a correctness theorem for a logic such as this is syn-
tactically, using a ‘preservation and progress’ argument. Technically, such an approach
has the disadvantage that it would require the extension of our proof rules for extended
label types to whole configurations, rather than just programs. The syntactic approach
also fails to capture the meaning of types and assertions, which we believe is more
than a philosophical objection. In practice, we would like to be able safely to link low-
level components which have been verified using different proof systems and would
arguably also like to have a formal statement of the invariants that should be satisfied
by trusted-but-unverified components. These goals require a notion of semantics for
types and assertions that is independent of the inference system used to assign them to
programs.’

We will formulate the meaning of types and assertions using a notion of orthogo-
nality with respect to contexts (‘perping’). This is a general pattern, related to CPS and
linear negation, that has been applied in a number of different operational settings in re-
cent years, including structuring semantics, defining operational versions of admissible
predicates, logical relations [27] and ideal models for types [36], and proving strong
normalization [18]. To establish the soundness of our link rule we also find it conve-
nient* to index our semantic definitions by step-counts, a technical device that Appel
and his collaborators have also used extensively in defining semantic interpretations of
types over low-level languages [3, 4, 2].

Assume O; A; ¥ - E : bool and p : ©. We define

E,(A;X; E) C Stores x Stacks = {(G,0) | G: ANc: X A[E]pGo =true}

If S C Stores x Stacks and k € N, we define
ST C Configs = {(pICIG|o'|I) | ¥(G, ) € S.Safe, (pICIG!,Glo’,orl1)}

So S kT is the set of configurations that, when extended with any state in S, are safe for
k steps: think of these as (k-approximate) test contexts for .S.

Lemma7. IfO;A; X+ F = E’andk € N then

1. E (A3 E) CEL (A X E).

2. E (A3 B CEL(A S E),.

3. Ep(AS E)) DEL(A S E), . 0

Now for © T ok, p: © and k € N, we define ):’;, p > I inductively as follows:
ERp> Xt onln i Xn <= Aimy- EEp> i x
':’;pDZIVGET.X <~ Vx € [7]. ’;[aHx]pbl:X
Erp>l: A E — ALY E <= V(G 0) € By (A5 E).

Vp,p'|C|G o’ |l') € E (A Z’;E’),;r. Safe, (p,p'|C,UI'|G’, G|o’, o|l)

3A syntactic approach to the semantics of program logics can also be excessively intensional, distin-
guishing observationally equivalent programs in a way that may weaken the logic for applications such as
program transformation. Since we are making no claims here about completeness of our logic, we refrain
from pushing this argument more strongly.

4One can see this as coinduction, or (at least morally) as making explicit the chain of approximations in
the construction of a recursive domain that is implicit in the definition of our machine.
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The important case is the last one: a program p satisfies [ : A;X; EF — A’; Y ;E' toa
k-th approximation if for any k-test context for E’ that extends p and has entry point
I', if one pushes I’ onto the call stack, extends the state with one satisfying F, and
commences execution at [, then the overall result is safe for k steps.5

We then define the semantics of contextual judgements by

O;E;T =p>T
— Vp:0YkeNVYy.[E]p=true A ’z’;pﬂpbf :>)=’;+1p’7p>F’

So p satisfies I under assumptions I if, for all k, any extension of p that satisfies I" for
k steps satisfies T for k + 1 steps.

Lemma 8.

1. If© F x ok then for any p : O, p, | € dom(p), we have )zgpb l:x.

2.IfO;E:T = p> T/ then ©;E;T = p/,p > IV for any p' with dom(p') N
dom(T") = 0.

3. 0;F;— =p:TiffVk € NYp: O.[E]p = true — Elp>T.
4. IfO,a: 7+ xokand © - E : T and p : © then
ez P> LX< ELp> 1 x[E/d]
5. IfOF x okandp: O then forany p, I, k, a € © and v
Epp> X <= Epjamyg P> 1 X

Proof.
1. All configurations are safe for zero steps.
2. Any extension of (p’, p) is an extension of p.

3. Left to right follows from the definition, taking p’ to be empty. Right to left
follows from the previous part.

4. A simple induction on the structure of x. The quantifier case requires commuting
extensions to p, whilst the arrow case uses Lemma 4 to deduce E,(A; X; F[E/al)
Epla[E]0] (A; %; F) and the result follows from the semantics of assertions.

5. Another simple induction on Y, relying on weakening for expressions in the
arrow case.

O

The following theorem establishes the semantic soundness of the entailment rela-
tion on extended label types:

Theorem 1. If©; E + y < \' thenforallp, 1, p: O, k € N

[Elp =truen = pel:x = Elpei:Y

STt would actually suffice only to ask the context to be safe for k — 1 steps, rather than k.

13



Proof. Induction on the rules in Figure 2. The cases [refl] and [trans] are obvious. For

[V-subs] we use Lemma 8 (substitution). The [V-glb] and [V3 —] cases are immediate

from the definitions and Lemma 8 (weakening). The [—] case follows from Lemma 7.
For the frame rule, assume [E]p = true,

}Zﬁpbl:A;Z;EHA’;E';E'

and (G,0) € E,(&,A; %, %; shift ™/(I) A E). By the typing assumptions, we can
split the stack and the globals into disjoint pieces, G = G1,G5 and 0 = 01,09 such
that (G1,01) € E,(A;3;1) and (G2, 02) € E,(A; X; E). Now assume

(0, 0|CIG' 0" |I') € B, (B, A, s shift = (1) A E'),
Another splitting argument shows that this implies

(p,P'|C|G'|G|o" o1 |I') € B, (A3 E),]
so by the assumption on p and [
Safe, (p,p'|C,I'|G', Gy, Galo’, 01, 02]l)

as required. [

We can now state and prove the soundness of the program logic rules that were
presented in Figures 3 and 4:

Theorem 2. If©; E;T + pr> T then ©; B;T = p> T,

Proof. This follows by rule induction, the previous lemma and the definition of the
operational semantics. The soundness of the [width-], [sub-] and [ctx]] rules follows
immediately from the interpretation of types and assertions and Theorem 1. The sound-
ness of [V-r] and [ctxr] is similarly straightforward.

Soundness of [link]. Assume @;E;F,Fg L: p1 > I'y and @;E;RFQ = p Ty
Assume further that for some p such that [[E]] p = true and for some k and p, }:l;
p, p1,p2 > I'. We want to show

];H p,p1,p2 > 11, T2

A simple mathematical induction shows

Vk/ S k + 1(':];/ D, D1, P2 > Fl) A ():l;, P, DP1,DP2 > FQ)

from which the desired result is immediate. (The base case is the first part of Lemma 8
and clearly V&' < k. |:§/ p,p1,p2 >T)

We note that the reason for indexing our safety predicates and contexts by natural
numbers k£ was precisely to make this case of the soundness proof go through.

Soundness of the instruction-specific axioms. We consider each of these in turn.
The arguments typically involve using lemmas about the preservation of expression
semantics by our various forms of substitution to show a configuration can take one step
and reach one assumed to be safe for k steps, establishing that the original configuration
is safe for k& + 1 steps.
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halt Nothing to prove by definition of safety.

pushcv Assumev:T,p: 0 and
}:’;p,l:pushcvbf,l—kl AT E - ALY E
and we wish to show

’le p,l:pushcvl>l:A;E;,E\\U_)A’;E/;E’
Solet (G,0) € E,(A;X; E\\v) and

(p',p,l: pushc v|C|G'|d'|l') € E,(A;X; E/);_1 CE, (A Y, E/)Z
Then by the operational semantics
(p',p,1 : pushcv|C,l'|G',G|o’,o|l) — (p',p,l : pushcv|C,U'|G',Glo’, o, v|l+1)
and since, by Lemma 6, (G, (0,v)) € E,(A; X, 7; E)) we have by assumption on [ + 1
Safe, (p',p,l : pushc v|C,I'|G',Glo’, o, 0]l + 1)

S0
Safer 1 (p',p,1 - pushcv|C,lI'|G',Glo’, o|l)

and we’re done.
pushv x Similar to above.

pop x Assume
):];p,l cpopx>I+1: Az : 75 E— ALY E
then we want to show
|:’;+1 pl:popxi>1:Ax: 7%, 7 shift(E)[s(0)/z] — A, Y B
so let
(G,0) €E, (A, : 755, 73 shift(E)[s(0)/x])

and
('p,1: pop x;C; G 05 1) € E, (T A EY),

Then G = G,z = v’ for some G : A and v’ : 7/, and 0 = o1, v for some oy : ¥ and
v : 7. Furthermore,

true = [shift(E)[s(0)/z]] pGo
[shift(E)[s(0)/2]] p (G1,z = v') (01, v)
[hift(B)] p (Gr, = v) (01,v)
= [E]p(Gi,z =)0,
so ((G1,z =v),01) € E,(A, z : 7;%; E) which means
Safe,(p',p,1 : pop x|C,U'|G', Gy, =v|o, 01|l + 1)

and since the operational semantics also gives

<p,7pal P pop X|Oa l/|G/,G1,fE = ’U’|O'/,O'1,’U‘l>
- <p/7pal ‘pop X|C,l/|G/,G1,£B:’U|0'/,01|l+1>

we’re done.
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dup Just like pushc v, noting by Lemma 6 that
[E\\s(0)] p G (0,v) = [E] pG (7, 0,0)

binopy,, Assume

):l; p,l:binopy, >, 0+1: A%, 75 E— A X E
and

(G,0) € Ep(A; X, 71, m2; shift(E)[(s(0) bop s(1))/s(1)])
so o = 01,01, Vg forsome o : X, vy : 7 and vy : T with

true = [shift(E)[(s(0)bops(1))/s()]] pGo

[shift(E)[(s(0) bops(1))/s(V)]] p G (o1, v1,v2)
[shift(E)] p G (o1, v1 bop va, v2)
[E] p G (o1, v1 bopvs)

s0 (G, (o1,v1 bopv2)) € E,(A; X, 73; E) which together with our assumption means

that if .
(P,p,1: binop,e,|C|G o' |I') € E, (A" X E'),

then
Safe(p',p,1 : inopyy,|C, |G, Glo’ o1, v1 bopua|l + 1)

and since the operational semantics gives

<plvp7l : binopbop|ca l/|G/a G|0/7 01,01, U2|l>
- <pl7p7l : binopboplcu l/|G/a G|OJ7 01,1 bOpUZ‘l + 1>

we’re done.
unop,,, Similar to above.

brtrue!’ Assume

):I]f p,l:brtruel’ >T, 14+ 1:A;35;E\\ false — A Y B
U: A3 E\\true —» A"; Y F/
and (G,0) € E,(A;3,bool; E) and

(p',p,l: brtrue l'|C|G'|d'[l") € E,(A"; ¥ E’)IL_1

Then 0 = o1,b for some o7 : ¥ and b : bool. Without loss of generality, take
b = true so the operational semantics gives

®,p,l:brtrue l'|C,l"|G',Glo’, o|l)
— (p,p,l:brtruel'|C,l"|G',Glo’,01|l)

and

true [E]pGo
[E] p G (01,true)
[E] p G (o1, [true] pGor)

= [E\\true] pG oy Lemma 6
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so (G,01) € E,(A; X; E\\true) and hence
Safe, (p',p,1 : brtrue l'|C, 1" |G, G|’ , o1 |I')

and we’re done.

calll’ Assume
|=l; pl:calll' >+ 1: A" Y E" - AYE UV AN E— ALY EY
We wish to show
]ZH pl:icalll!>1: A E— AY B
Pick

T

<p/ap7l tcall ZI|C|G/|O’/‘ZN> € E[)(A/, E/;El)k+1

then by down-safety and the assumption on [ 4+ 1 we know that for any (G”,0") €
E,(A”;"; B") we have Safe, (', p,1 : call I'|C,1"|G',G"|o", 0" |l + 1) which
means .

(' p,1:call l'|CI"|G'|o'|l +1) € E,(A"; 5" B,

Therefore, by assumption on I/, for any (G, o) € E,(A; X3 E),

Safe,(p',p,l: calll'|C,1", 1+ 1|G',G|o’,a|l')
Then the operational semantics yields an initial transition
',p,l:calll'|CI"|G",Glo’,o|l) — (',p,l: call U'|C,I", 1 +1|G',G|o’,a|l')

S0
Safes 1 (p',p,1: call I'|C,I"|G',Glo’, o]l)

as required.

ret Immediate from the definitions. ]

5 Examples

Our logic is very fine-grained (and the judgement forms fussily baroque), so proofs of
any non-trivial example programs are lengthy and extremely tedious to construct by
hand. In this section we just present a few micro-examples, demonstrating particular
features of the logic. We hope these convince the reader that, given sufficient patience,
one can indeed prove all the program properties one might expect (subject to the limi-
tations of the simple type system, of course), and do so in a fairly arbitrarily modular
fashion.
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Example 1. Consider the simple program fragment
[0:pushc1, 1:binopy, 2: ret]

If we write x5 for —; int;s(0) = a+ 1 — —; int;s(0) = a + 1, an instance of the
axiom for ret is
a:int;true;—F [2:ret]>2: x2 (1)

and an instance of the axiom for binop is

a:int;true;2: x2 b [1:binop,]>
1:—;int,int;shift(s(0) = a+ 1)[s(1) +s(0)/s(1)] = —;int;s(0) =a+1

which, expanding the shifting and substitution, is

a:int;true;2: x2 F[1:binop |>

1:—;int,int;s(1)+s(0)=a+1— —;int;s(0) =a+1 @

Write x; for —;int,int;s(1) + s(0) = a4+ 1 — —;int;s(0) = a + 1 and apply
the [link] rule to (2) and (1) to obtain

a:int;true;—F [1:binop ,2:ret]>1:x1,2: x2
and use [widthr] to get
a:int;true;—F [1:binopy,2:ret]>1:x; 3)
Now an instance of the rule for pushc is

a:int;true;1:x1 F[0: pushec 1>
0:—;int;(s(1) +s(0) =a+1)\\1 - —;int;s(0) =a+1

which is, expanding the unshifting,

a:int;true;1:x; F[0: pushc 1>

0:—;int;s(0)+1=a+1— —;int;s(0) =a+1 @)
Now, since
a:int;—;int FtrueA (s(0) =a+1) = (s(0) =a+1)
and
a:int;—;int Ftrue A (s(0) =a) = (s(0)+1=a+1)
we can apply the [—] subtyping rule to deduce
a:int;true —int;s(0)+1=a+1— —;int;s(0) =a+1
< —;int;s(0) =a — —;int;s(0) =a+1
which combines with (4) by [subr] to give
a:int;true;1:x; F[0:pushc 1]> 5)

0:—;int;s(0) =a — —;int;s(0) =a+1
Applying [link] to (5) and (3) gives
a:int;true;—F[0:pushcl, 1:binop,, 2: ret|>

0:—;int;s(0) =a— —;int;s(0) =a+1,1:x3
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to which we can apply [widthr] and [V-1] to get
—;true;— [0 :pushc 1, 1 : binopy, 2: ret]>0: xo (6)

where
Xo = Va:int.(—;int;s(0) =a — —;int;s(0) =a+1)
which establishes that for any integer a, if we call label 0 with a on the top of the stack,

the fragment will either halt, diverge or return with a 4+ 1 on the top of the stack.

Example 2. 'We now consider the following simple fragment:
[10: call 0,11 :br 0]

which one may think of as a tail-call optimized client of the code in the previous ex-
ample. Write x{, for

Ve:int.(—;int;(s(0)=c)A((c=b)V(c=b+1)) - —;int;s(0) =c+1)

which is well-formed in the auxiliary variable context b : int. We remark in passing
that if we had conjunction at the outer level then x{, would be equivalent to something
like
(—;int;s(0) =b — —;int;s(0) =b+1)
A (—;int;s(0) =b+1— —;int;s(0) = b+ 2)
Now, an instance of the axiom for br is

b:int;0:—;int;s(0) =b+1— —;int;s(0) =b+2
FA1:br0]>11:—;int;s(0) =b+1— —;int;s(0) = b+ 2

And it is easy to verify the following entailment judgement (substituting b + 1 for ¢,
and using elementary logic):

b:intkxy < —int;s(0)=b+1— —;int;s(0) =b+ 2
So by [subl]
b:int;0:x(F [11:br0>11: —;int;s(0) = b+1 — —;int;s(0) = b+2 (7)
An instance of the axiom for call is

b:int;0:—;int;s(0) =b— —;int;s(0) =b+1,
11: —;int;s(0) =b+1— —;int;s(0) = b+ 2
F[10:call0]>10: —;int;s(0) =b— —;int;s(0) =b+2

whence another use of entailment and [subl] gives

b:int;0:xh,11: —;int;s(0)=b+1— —;int;s(0) =b+2

F[10:call0)>10: —;int;s(0) =b— —;int;s(0) =b+2 ®)
We can now apply [link] to (7) and (8), followed by [widthr] to get
b:int;0: x4+
in XO (9)

[10: call 0,11 :br0]>10: —;int;s(0) =b — —;int;s(0) = b+ 2
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Which establishes (roughly) that for any b, if the code at label O can be relied upon
to compute the successors of b and of b + 1, then the code at label 10 guarantees to
compute b + 2.

We now consider linking in the code from the first example. Elementary logic and
the [—] entailment rule gives

b:int,a: int
F—;int;s(0) =a— —;int;s(0) =a+1
< —int;s(0)=aA((a=b)V(a=b+1)) - —;int;s(0) =a+1

and using [V-subs], [trans] and [V-glb] we then get b : int F xo < x{, so by [subl]
applied to (9)

b:int;0:xo b
[10: call 0,11 :br0]>10: —;int;s(0) =b — —;int;s(0) =b+2

which we can [link] with a [weak]ened (6) to get

b:int;—F [0:pushcl, 1:binop,, 2:ret, 10:call 0,11 : br 0>
0:x0, 10: —;int;s(0) =b — —;int;s(0) = b+ 2

Now applying [V-r], (followed by a V-subs and [subr] to remove gratuitous quantifica-
tion on Y) we can conclude

—;—F[0:pushcl, 1:binop,, 2:ret, 10: call 0,11 : br 0]>
0:x0, 10:Vb:int.(—;int;s(0) =b — —;int;s(0) =b+2)

establishing that for any integer b, calling the code at label 10 with b returns with b + 2.
The point about this example is to demonstrate a certain style of modular reasoning: the
proof about the code at 10 and 11 was carried out under a rather weak assumption about
the code at 0. After linking the two fragments together, we were able to generalize and
conclude a stronger result about the code at 10 in the composed program without re-
analysing either code fragment. To re-emphasize this point, we now consider replacing
the code at 0 with something weaker:

Example 3. Given the source program

o

dup,
pushc 7,
binop.,
brtrue 9,
ret,
pushc 1,
binop,,
ret]

p= [

N OO W N

we can prove, using the rule for conditional branches, that
—;true b p>0:Va: int.(—;int;a < TAs(0) = a — —; int;s(0) = a+1) (10)

showing that the code at label 0 computes the successor of all integers smaller than 7.
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We now consider [link]ing the judgement (10) with that we derived for the client
program (9). With a few purely logical manipulations (using E' = b < 6) we can derive

—;true b p,[10: call 0,11 : br Q]
>10: Vb :int.(—; int;b <6 A s(0) =b — —;int;s(0) =b+2)

showing that calling 10 now computes b + 2 for all b less than 6. Again, we did not
reanalyse the client code, but were able to propogate the information about the range
over which our ‘partial successor’ code at 0 works through the combined program after
linking.

The inclusion of E, or some equivalent mechanism, seems necessary for this kind
of modular reasoning. There needs to be some way to add constraints on auxiliary
variables throughout a judgement, as well as to assumptions or conclusions about indi-
vidual labels.

Example 4. As a simple example of how our entailment relation allows extended
types for labels to be adapted for particular calling contexts, consider the assertion
we had in our first example:

Xo = Va:int.(—;int;s(0) =a — —;int;s(0) =a+1)
By V-subs
a:int;truet xo < (—;int;s(0) =a — —;int;s(0) =a+1)
then, by the frame rule, we can add an invariant on s(1):
a
F (—;int;s(0) =a — —;int;s(0) =a+1)
< (—;int,int;s(l) <aAs(0)=a— —;int,int;s(l) <aAs(0)=a+1)
and by the — rule, weakening the postcondition
a: int;true
(—;int,int;s(1) <aAs(0)=a— —;int,int;s(l) <aAs(0)=a+1)
< (—;int,int;s(1) <aAs(0) =a — —;int, int;s(1) < s(0))
Hence, by transitivity

a:int;true F
Xo < (—;int,int;s(l) <aAs(0) =a— —;int,int;s(1l) < s(0))

so we can apply [V-glb] to get

—;true F
Xo < (—;int,int;Va:int.(s(1) < aAs(0) =a — —;int, int;s(1) < s(0)))

and then [V3 —] and another transitivity gives

—strue -
Xo < (—;int,int;(Ja € int.s(1) < a A s(0) =a) — —;int, int;s(1) < s(0)))
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and then the — rule (equivalent precondition) gives

—;true +
(—=;int,int;(Ja € int.s(1) <a A s(0) =a) — —; int, int;s(1) < s(0))

IN

(—;int,int;(s(1) < s(0) - —;int,int;s(1) < s(0))
whence transitivity yields
—true - xo < (—;int, int;(s(1) < s(0) — —; int, int;s(1) < s(0))

Hence, although x only mentions a one-element stack, when one calls a label assumed
to satisfy o one can locally adapt that assumption to the situation where are two things
on the stack and a non-trivial relationship between them. The pattern used here is
typical: we use the frame rule and new auxiliary variables to add a separated invariant
and then existentially quantify the new variables away.

Example 5. Consider the source procedure

void f() {

x := 0;
while (x<5) {
X 1= x+1;

A typical Java or C* compiler will compile the loop with the test and conditional back-
wards branch at the end, preceded by a header which branches unconditionally into the
loop to execute the test the first time. This yields code something like

p= [l: pushcO,

2: pop x,

3: pushc true,

4: brtrue),

5: pushv x,

6: pushcl,

7: binop,,

8: pop x,

9: pushv x,
10: pushc b,
11: binop.,
12: brtrue b,
13: ret]

The presence of such unstructured control-flow makes no difference to reasoning in
our low-level logic, and we can easily derive

—;true; —Fp>0:x:int;—;true — x: int;—;x =5

just as one would expect.
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Example 6. Although our machine has call and return instructions, it does not specify
any particular calling convention or even delimit entry points of procedures. Both the
machine and the logic can deal with differing calling conventions and multiple entry
points. For example, given

p = [1: pushvzx,
2: pushcl,
3: binopg,
4: ret]

we can derive

—;true; —Fp >
1:Va:int.(z:int;—x=a—z:int;int;z =aAs(0) =a+ 1),
2:Va:int.(—;int;s(0) =a — —;int;s(0) =a+1)

so one can either pass a parameter in the variable x, calling address 1, or on the top of
the stack, calling address 2.

Example 7. Here’s a simple example of mutual recursion, as might arise from the
source program

fun even x = if x=0 then true else odd (x-1)
and odd x = 1f x=0 then false else even (x-1)
If we write

Xe =Va: int.(—;int;s(0) = a — —;bool;s(0) = even(a))

and
Xo = Va : int.(—;int;s(0) = a — —;bool;s(0) = odd(a))

then if

—_

dup,
pushc 0,
binop_,
brtrue9,
pushc 1,
binop_,
callll,
ret,
pushc true,
ret]

Pe =

O © 00O UL WN

—_

we can derive
—true; 11 : xo Fpe > 11 Xe
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and similarly, given

po = [11: dup,
12: pushcO,
13: binop_,
14: brtrue 19,
15: pushcl,
16 : binop_,
17: callll,
18: ret,
19: pushc false,
20: ret]

we can derive
—true;1: xe Fpo>11: x,

and then we can [link] the two functions together to deduce
—;true; — F pe,po > 11 Xe, 111 X0

These derivations also work if we optimise the tail call at 7 and/or 11.

6 Discussion

We have presented a typed program logic for a simple stack-based intermediate lan-
guage, bearing roughly the same relationship to Java bytecode or CIL that a language
of while-programs with procedures does to Java or C*.

The contributions of this work include the modular treatment of program fragments
and linking (similar to, for example, [10]); the explicit treatment of different kinds of
contexts and quantification; the interplay between the prescriptive, tight interpretation
of types and the descriptive interpretation of expressions, leading to a separation-logic
style treatment of adaptation; the use of shifting to reindex assertions; dealing with
non-trivially unstructured control flow (including multiple entry points to mutually-
recursive procedures) and an indexed semantic model based on perping.

There is some related work on logics for bytecode programs. Borgstrom [9] has
approached the problem of proving bytecode programs meet specifications by first de-
compiling them into higher-level structured code and then reasoning in standard Floyd-
Hoare logic. Quigley [29, 30] has formalized rules for Hoare-like reasoning about a
small subset of Java bytecode within Isabelle, but her treatment is based on trying to
rediscover high-level control structures (such as while loops); this leads to rules which
are both complex and rather weak. More recently, Bannwart and Miiller have combined
[6] the simple logic of an early draft of the present paper [7] with a higher-level, more
traditional Hoare logic for Java to obtain a rather different logic for bytecodes than that
we present here. We should also mention the work of Aspinall et al on a VDM-like
logic for resource verification of a JVM-like language [5].

Even for high-level languages, satisfactory accounts of auxiliary variables and rules
for adaptation in Hoare logics for languages with procedures seem to be surprisingly
recent, see for example the work of Kleymann [17] and Oheimb & Nipkow [35, 26].
Our fussiness about contexts and use of substructural ideas is rather different from
those works, however, leading to a rather elegant account of invariants of procedure
calls and a complete absence of side-conditions.
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Another line of very closely related research is that on proof-carrying code [24, 23]
and typed assembly languages [22]. Much of that work has a similar ‘logical’ flavour
to this, with substructural logics often being used to reason about stacks [16], heaps
[20] and aliasing [33]. Our RISC-like approach to a stack-based low-level machine,
with no built-in notion of procedure entry points or calling conventions, is similar to
that of STAL [21]. Compared with most of these projects, we have considered a much
simpler machine (no pointer manipulation, dynamic allocation or code pointers), but
we go beyond simple syntactic type soundness to give a rather richer program logic
with a semantic interpretation. As we have already mentioned, the technique of step-
indexed approximations comes from the work of the Appel and his collaborators on
foundational proof-carrying code (FPCC). Shao and Hamid [13] have considered inter-
facing Hoare logic with a syntactic type system for low-level code as a way of verifying
linkage between typed assembly language programs and modules verified using a dif-
ferent system — this is similar to the motivation we gave earlier for using a semantic
interpretation of assertions.

Clearly, this kind of logic cries out for (at least partial) automation, and this is
something we hope to investigate in the near future. A related technical, rather than
engineering, point is that it is arguable that one should not even bother to define the
structural rules for handling auxiliary variables, quantification, etc. the way we have
done here, but rather simply inherit them from a shallow embedding of the semantics in
an ambient (machine-checked) higher order logic. Much of the recent related work we
have cited takes this approach, which certainly has a great deal to recommend it. We
prefer a more explicit approach, at least for preliminary investigations with toy calculi,
firstly because it avoids potential subtleties being missed (punting entailment in first-
order arithmetic off to an auxiliary system seems qualitatively different from doing the
same with contextual equivalence for an interesting language), secondly because it aids
understanding, and finally because it may eventually help in designing logic-specific
inference algorithms.

There are many variations and improvements one can make, such as treating halting
states differently, adding subtyping and polymorphism and experimenting with other
connectives at the program logic level. At present we have good power and modularity
at the level of assertions, but the type system is rather weak and inflexible. But it must
be admitted that in some ways this system represents a rather odd point in the design
space, as we have tried to keep the ‘spirit’ of traditional Hoare logic: pre and post
conditions, first-order procedures and the use of classical predicate calculus to form
assertions on a flat state. Whilst a generalisation to a higher-order machine, in which
code pointers are first class, would bring some complexity (entailment between state
assertions becomes more complex), it also seems to offer some significant simplifica-
tions: everything is in continuation-passing style, so one only needs preconditions, for
example. The other natural extension is to treat more general dynamic heap allocation.
Both first-class code pointers and heap data structures have been the objects of a great
amount of closely related work on semantics and types of both low-level and high-level
languages (e.g. [8] and the references therein); transferring some of those ideas to the
world of general assertions on low-level code looks eminently doable. Another direc-
tion for generalization is to move from predicates to binary relations on states. Our
ultimate goal is a relational logic for a low-level language into which one can translate
a variety of high-level typed languages whilst preserving equational reasoning. We
regard this system as a step towards that goal, rather than an endpoint in its own right.

We have not yet fully explored the properties and ramifications of our semantic in-
terpretation. One of its effects is to close the interpretation of extended label types with
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respect to a contextual equivalence, which is a pleasant feature, but our inference sys-
tem then seems unlikely to be complete. The links with recent work of Honda, Yoshida
and Berger on observational equivalence and program logics for state and higher-order
functions (e.g. [14]) need further investigation. Note that the extent to which our ex-
tensional semantics entails a more naive intensional one depends on what test contexts
one can write, and that these test contexts are not merely allowed to be untypable, but
interesting ones all are untypeable: they ‘go wrong’ when a predicate fails to hold.
There is an adjoint ‘perping’ operation that maps sets of configurations to subsets of
Stores x Stacks and more inference rules (for example, involving conjunction) seem to
be valid for state assertions that are closed, in the sense that [E] = [E]"". We could
impose this closure by definition, or by moving away from classical logic for defining
the basic assertions over states.
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