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OUTLINE

Åcase-study: an SMT-powered software verifier 
applied to a commercial operating system

Åtools and methods to make this work

ïtrigger-engineering

ïtools:

ÅAxiom Profiler ςpostmortem analysis of the search

ÅModel Viewers ςanalysis of counter examples

ÅZ3 Inspector ςlive view of Z3 operation



WINDOWSHYPERVISOR

Åvirtualization platform

ïthin layer of software between guest operating 
systems and the hardware

Åessentially a small operating system

ïsmall by OS standards: 100kloc of C, 5kloc x64 asm

Åscheduler, memory allocator, etc

ïlock-free data structures

Åshipping with Windows Server 2008



HYPERVISORVERIFICATION(2007 ς2010)
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GOAL: FULL-BLOWNVERIFICATIONFOR

EVERYONE

Åfunctional properties
ïbut even memory safety depends on functional 

correctness of complex data structures and 
concurrency protocols

Åautomatic

Åexercised on real code
ïscalable ςmodular

ïconcurrency

ïnot changing existing code

Ånecessary tool support



VCC

Åa deductive verifier for C

Åverification methodology centered around

ïtwo-state invariants

ïownership system

ïconcurrency

Åuses Boogie and Z3 (or other Boogie-
supported provers)



VCC ARCHITECTURE

$ref_cnt (old($s), #p) == $ ref_cnt ($s, #p) 
&& $ite.bool ($ set_in (#p, $owns(old($s), 
owner)),

$ite.bool ($ set_in (#p, owns), 
$st_eq (old($s), $s, #p), 
$wrapped($s, #p, $ typ (#p)) && 
$timestamp_is_now ($s, #p)),

$ite.bool ($ set_in (#p, owns), 
$owner($s, #p) == owner && $closed($s, 

Generated Boogie

#include <vcc2.h>

typedef struct _BITMAP {
UINT32 Size;      ƳƳ .ÕÍÂÅÒ ÏÆ ÂÉÔÓ ƛ 
PUINT32 Buffer;   ƳƳ -ÅÍÏÒÙ ÔÏ ÓÔÏÒÅ ƛ

// private invariants
invariant (Size > 0 && Size % 32 == 0) 
ƛ 

Annotated C

:assumption
( forall (?x Int ) (?y Int )

( iff
(= ( IntEqual ?x ?y) boolTrue )
(= ?x ?y)))      

:formula
( flet ...

SMT

owner)),
$ite.bool ($ set_in (#p, owns), 
$st_eq (old($s), $s, #p), 
$wrapped($s, #p, $ typ (#p)) && 
$timestamp_is_now ($s, #p)),

$ite.bool ($ set_in (#p, owns), 
$owner($s, #p) == owner && 
$closed($s, 

VCC Prelude

Available at http://vcc.codeplex.com/


