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Abstract 

Farsite is a secure, scalable file system that logically functions as a centralized file server but is p hysically 

distributed among a set of untrusted comp uters.  Farsite p rovides file availability and reliability through randomized 

rep licated storage; it ensures the secrecy of file contents w ith cryp tograp hic techniq ues; it maintains the integrity of 

file and directory data w ith a Byzantine-fault-tolerant p rotocol; it is designed to be scalable by using a distributed 

hint mechanism and delegation certificates for p athname translations; and it achieves good p erformance by locally 

caching file data, lazily p rop agating file up dates, and varying the duration and granularity of content leases.  We 

rep ort on the design of Farsite and the lessons w e have learned by imp lementing much of that design. 

1 .  I n tro d u cti o n  

This p ap er describes Farsite, a serverless distributed file 

system that logically functions as a centralized file 

server but w hose p hysical realization is disp ersed 

among a netw ork  of untrusted desk top  w ork stations.  

Farsite is intended to p rovide both the benefits of a 

central file server (a shared namesp ace, location-

transp arent access, and reliable data storage) and the 

benefits of local desk top  file systems (low  cost, p rivacy 

from nosy sysadmins, and resistance to geograp hically 

localized faults).  Farsite rep laces the p hysical security 

of a server in a lock ed room w ith the virtual security of 

cryp tograp hy, randomized rep lication, and Byzantine 

fault-tolerance [8].  Farsite is designed to sup p ort 

typ ical desk top  file-I/O  w ork loads in academic and 

corp orate environments, rather than the high-

p erformance I/O  of scientific ap p lications or the large-

scale w rite sharing of database ap p lications.  It req uires 

minimal administrative effort to initially configure and 

p ractically no central administration to maintain.  With 

a few  notable ex cep tions (such as crash recovery and 

interaction betw een multip le Byzantine-fault-tolerant 

group s), nearly all of the design w e describe has been 

imp lemented. 

Traditionally, file service for w ork stations has been 

p rovided either by a local file system such as FFS [28] 

or by a remote server-based file system such as N FS 

[39] or AFS [21].  Server-based file systems p rovide a 

shared namesp ace among users, and they can offer 

greater file reliability than local file systems because of 

better maintained, sup erior q uality, and more highly 

redundant comp onents.  Servers also afford greater 

p hysical security than p ersonal w ork stations in offices. 

H ow ever, server-based systems carry a direct cost in 

eq uip ment, p hysical p lant, and p ersonnel beyond those 

already sunk  into the desk top  infrastructure commonly 

found in modern comp anies and institutions.  A server 

req uires a dedicated administrative staff, up on w hose 

comp etence its reliability dep ends [19] and up on w hose 

trustw orthiness its security dep ends [47].  P hysically 

centralized servers are vulnerable to geograp hically 

localized faults, and their store of increasingly sensitive 

and valuable information mak es them attractive, 

concentrated targets for subversion and data theft, in 

contrast to the inherent decentralization of desk top  

w ork stations. 

In designing Farsite, our goal has been to harness the 

collective resources of loosely coup led, insecure, and 

unreliable machines to p rovide logically centralized, 

secure, and reliable file-storage service.  O ur system 

p rotects and p reserves file data and directory metadata 

p rimarily through the techniq ues of cryp tograp hy and 

rep lication.  Since file data is large and op aq ue to the 

system, the techniq ues of encryp tion, one-w ay hashing, 

and raw  rep lication p rovide means to ensure its p rivacy, 

integrity, and durability, resp ectively.  By contrast, 

directory metadata is relatively small, but it must be 

comp rehensible and revisable directly by the system; 

therefore, it is maintained by Byzantine-rep licated 

state-machines [8, 36] and sp ecialized cryp tograp hic 

techniq ues that p ermit metadata syntax  enforcement 

w ithout comp romising p rivacy [15].  O ne of Farsite’ s 

k ey design obj ectives is to p rovide the benefits of 

Byzantine fault-tolerance w hile avoiding the cost of full 

Byzantine agreement in the common case, by using 

signed and dated certificates to cache the authorization 

granted through Byzantine op erations. 
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Both Farsite’ s intended w ork load and its ex p ected 

machine characteristics are those typ ically observed on 

desk top  machines in academic and corp orate settings.  

These w ork loads ex hibit high access locality, a low  

p ersistent up date rate, and a p attern of read/w rite 

sharing that is usually seq uential and rarely concurrent 

[22, 48].  The ex p ected machine characteristics include 

a high fail-stop  rate (often j ust a user turning a machine 

off for a w hile) [6] and a low  but significant rate [41] of 

malicious or op p ortunistic subversion.  In our design, 

analysis, evaluation, and discussion, w e focus on this 

environment, but w e note that corp orate administrators 

might choose to sup p lement Farsite’ s reliability and 

security by adding userless machines to the system or 

even running entirely on machines in lock ed rooms. 

Farsite req uires no central administration beyond that 

needed to initially configure a minimal system and to 

authenticate new  users and machines as they j oin the 

system.  Administration is mainly an issue of signing 

certificates:  Machine certificates bind machines to their 

p ublic k eys; user certificates bind users to their p ublic 

k eys; and namesp ace certificates bind namesp ace roots 

to their managing machines.  Beyond initially signing 

the namesp ace certificate and subseq uently signing 

certificates for new  machines and users, no effort is 

req uired from a central administrator. 

There are many directions w e could have ex p lored in 

the Farsite design sp ace that w e have chosen not to.  

Farsite is not a high-sp eed p arallel I/O  system such as 

SG I' s X FS [43], and it does not efficiently sup p ort 

large-scale w rite sharing of files.  Farsite is intended to 

emulate the behavior of a traditional local file system, 

in p articular N TFS [42]; therefore, it introduces no new  

user-visible semantics, such as an obj ect-model 

interface, transactional sup p ort, versioning [39], user-

sp ecifiable file imp ortance, or Coda-lik e [22] hook s for 

ap p lication-sp ecific conflict resolvers to sup p ort 

concurrent file up dates during disconnected op eration. 

We have imp lemented most – but not all – of the design 

described in this p ap er.  The ex cep tions, w hich mainly 

relate to scalability and crash recovery, are itemized in 

section 6 and identified throughout the tex t w ith the 

term Farsite design, indicating a mechanism that w e 

have designed but not yet imp lemented. 

The follow ing section p resents a detailed overview  of 

the system.  Section 3, the bulk  of the p ap er, describes 

the mechanisms that p rovide Farsite’ s k ey features.  

Section 4 describes our p rototyp e imp lementation.  

Section 5 p resents analytical arguments that show  the 

Farsite design to be scalable, and it p resents emp irical 

measurements that show  our p rototyp e’ s p erformance 

to be accep table.  We discuss future w ork  in section 6, 

related w ork  in section 7, and conclusions in section 8. 

2 .  S y ste m  O v e rv i e w  

This section begins by p resenting the assump tions and 

technology trends that underlie Farsite’ s design.  Then, 

it introduces the design by ex p laining the fundamental 

concep t of namesp ace roots, describing our trust model 

and certification mechanisms, outlining the system 

architecture, and describing a few  necessary semantic 

differences betw een Farsite and a local file system. 

2.1 D e s i g n  As s u m p t i o n s  

Most of our design assump tions stem from the fact that 

Farsite is intended to run on the desk top  w ork stations of 

a large corp oration or university.  Thus, w e assume a 

max imum scale of ~ 10
5
 machines, none of w hich are 

dedicated servers, and all of w hich are interconnected 

by a high-bandw idth, low -latency netw ork  w hose 

top ology can be ignored.  Machine availability is 

assumed to be low er than that of dedicated servers but 

higher than that of hosts on the Internet; sp ecifically, 

w e ex p ect the maj ority of machines to be up  and 

accessible for the maj ority of the time.  We assume 

machine dow ntimes to be generally uncorrelated and 

p ermanent machine failures to be mostly indep endent.  

Although Farsite tolerates large-scale read-only sharing 

and small-scale read/w rite sharing, w e assume that no 

files are both read by many users and also freq uently 

up dated by at least one user.  Emp irical data [6, 48] 

corroborates this set of assump tions. 

We assume that a small but significant fraction of users 

w ill maliciously attemp t to destroy or corrup t file data 

or metadata, a reasonable assump tion for our target 

environment but an unreasonably op timistic one on the 

op en Internet.  We assume that a large fraction of users 

may indep endently and op p ortunistically attemp t to 

read file data or metadata to w hich they have not been 

granted access.  Each machine is assumed to be under 

the control of its immediate user, and a p arty of 

malicious users can subvert only machines ow ned by 

members of the p arty. 

We assume that the local machine of each user can be 

trusted to p erform correctly for that user, and no user-

sensitive data p ersists beyond user logoff or system 

reboot.  This latter assump tion is k now n to be false 

w ithout a techniq ue such as cryp to-p aging [50], w hich 

is not emp loyed by any commodity op erating system 

including Window s, the p latform for our p rototyp e. 

2.2 E n a b l i n g  T e c h n o l o g y  T r e n d s  

Tw o technology trends are fundamental in rendering 

Farsite' s design p ractical: a general increase in unused 

disk  cap acity and a decrease in the comp utational cost 

of cryp tograp hic op erations relative to I/O . 
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A very large fraction of the disk  sp ace on desk top  

w ork stations is unused, and disk  cap acity is increasing 

at a faster rate than disk  usage.  In 1998, measurements 

of 4800 desk top  w ork stations at Microsoft [13] show ed 

that 49%  of disk  sp ace w as unused.  In 1999 and 2000, 

w e measured the unused p ortions to be 50%  and 58% . 

As comp utation sp eed has increased w ith Moore’ s L aw , 

the cost of cryp tograp hic op erations has fallen relative 

to the cost of the I/O  op erations that are the mainstay of 

a file system.  We measured a modern w ork station and 

found a symmetric encryp tion bandw idth of 72 MB/s 

and a one-w ay hashing bandw idth of 53 MB/s, both of 

w hich ex ceed the disk ’ s seq uential-I/O  bandw idth of 32 

MB/s.  Encryp ting or decryp ting 32 K B of data adds 

roughly one millisecond of latency to the file-read/w rite 

p ath.  Comp uting an R SA signature w ith a 1024-bit k ey 

tak es 6.5 milliseconds, w hich is less than one rotation 

time for a 7200-R P M disk . 

The large amount of unused disk  cap acity enables the 

use of rep lication for reliability, and the relatively low  

cost of strong cryp tograp hy enables distributed security. 

2.3  N a m e s p a c e  R o o t s  

The p rimary construct established by a file system is a 

hierarchical directory namesp ace, w hich is the logical 

rep ository for files.  Since a namesp ace hierarchy is a 

tree, it has to have a root.  R ather than mandating a 

single namesp ace root for any given collection of 

machines that form a Farsite system, w e have chosen to 

allow  the flex ibility of multip le roots, each of w hich 

can be regarded as the name of a virtual file server that 

is collaboratively created by the p articip ating machines.  

An administrator creates a namesp ace root simp ly by 

sp ecifying a uniq ue (for that administrator) root name 

and designating a set of machines to manage the root.  

These machines w ill form a Byzantine-fault-tolerant 

group  (see subsection 2.5), so it is not crucial to select a 

sp ecially p rotected set of machines to manage the root. 

2.4  T r u s t  a n d  C e r t i f i c a t i o n  

The security of any distributed system is essentially an 

issue of managing trust.  U sers need to trust the 

authority of machines that offer to p resent data and 

metadata.  Machines need to trust the validity of 

req uests from remote users to modify file contents or 

regions of the namesp ace.  Security comp onents that 

rely on redundancy need to trust that an ap p arently 

distinct set of machines is truly distinct and not a single 

malicious machine p retending to be many, a p otentially 

devastating attack  k now n as a Sybil attack  [11]. 

Farsite manages trust using p ublic-k ey-cryp tograp hic 

certificates.  A certificate is a semantically meaningful 

data structure that has been signed using a p rivate k ey.  

The p rincip al typ es of certificates are namesp ace 

certificates, user certificates, and machine certificates.  

A nam esp ac e c ertif ic ate associates the root of a file-

system namesp ace w ith a set of machines that manage 

the root metadata.  A u ser c ertif ic ate associates a user 

w ith his p ersonal p ublic k ey, so that the user identity 

can be validated for access control.  A m ac h ine 

c ertif ic ate associates a machine w ith its ow n p ublic 

k ey, w hich is used for establishing the validity of the 

machine as a p hysically uniq ue resource. 

Trust is bootstrap p ed by fiat:  Machines are instructed 

to accep t the authorization of any certificate that can be 

validated w ith one or more p articular p ublic k eys.  The 

corresp onding p rivate k eys are k now n as c ertif ic atio n 

au th o rities (C A s).  Consider a comp any w ith a central 

certification dep artment, w hich generates a p ublic/ 

p rivate k ey p air to function as a CA.  Every emp loyee 

generates a p ublic/p rivate k ey p air, and the CA signs a 

certificate associating the emp loyee’ s username w ith 

the p ublic k ey.  For a small set of machines, the CA 

generates p ublic/p rivate k ey p airs and embeds the 

p ublic k eys in a namesp ace certificate that designates 

these machines as managers of its namesp ace root.  The 

CA then p erforms the follow ing four op erations for 

every machine in the comp any:  (1) H ave the machine 

generate a p ublic/p rivate k ey p air; (2) sign a certificate 

associating the machine w ith the p ublic k ey; (3) install 

the machine certificate and root namesp ace certificate 

on the machine; and (4) instruct the machine to accep t 

any certificate signed by the CA. 

Farsite’ s certification model is more general than the 

above p aragrap h suggests, because machine certificates 

are not signed directly by CAs but rather are signed by 

users w hose certificates designate them as authorized to 

certify machines, ak in to Window s’  model for domain 

administration.  This generalization allow s a comp any 

to sep arate the resp onsibilities of authenticating users 

and machines, e.g., among H R  and IT dep artments.  A 

single machine can p articip ate in multip le CA domains, 

but resp onsibility granted by one CA is only delegated 

to other machines authorized by that same CA. 

A machine’ s p rivate k ey is stored on the machine itself.  

In the Farsite design, each user p rivate k ey is encryp ted 

w ith a symmetric k ey derived from the user’ s p assw ord 

and then stored in a globally-readable directory in 

Farsite, w here it can be accessed up on login.  CA 

p rivate k eys should be k ep t offline, because the entire 

security of a Farsite installation rests on their secrecy. 

U ser or machine k eys can be revok ed by the issuing 

CA, using the standard techniq ues [29]:  Signed 

revocation lists are p eriodically p osted in a p rominent, 

highly rep licated location.  All certificates include an 

ex p iration date, w hich allow s revocation lists to be 

garbage collected. 
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2.5  S y s t e m  Ar c h i t e c t u r e  

We now  p resent a high-level overview  of the Farsite 

architecture, beginning w ith a simp lified system and 

subseq uently introducing some of Farsite’ s k ey asp ects. 

2.5.1 B a s i c  S y s t e m  
Every machine in Farsite may p erform three roles:  It is 

a c l ient, a member of a direc to ry  gro u p , and a f il e h o st, 

but w e initially ignore the latter of these.  A client is a 

machine that directly interacts w ith a user.  A directory 

group  is a set of machines that collectively manage file 

information using a Byzantine-fault-tolerant p rotocol 

[8]:  Every member of the group  stores a rep lica of the 

information, and as the group  receives client req uests, 

each member p rocesses these req uests deterministically, 

up dates its rep lica, and sends rep lies to the client.  The 

Byzantine p rotocol guarantees data consistency as long 

as few er than a third of the machines misbehave. 

Consider a system that includes several clients and one 

directory group .  For the moment, imagine that the 

directory group  manages all of the file-system data and 

metadata, storing it redundantly on all machines in the 

group .  When a client w ishes to read a file, it sends a 

message to the directory group , w hich rep lies w ith the 

contents of the req uested file.  If the client up dates the 

file, it sends the up date to the directory group .  If 

another client tries to op en the file w hile the first client 

has it op en, the directory group  evaluates the sp ecified 

sharing semantics req uested by the tw o clients to 

determine w hether to grant the second client access. 

2.5.2 S y s t e m  E n h a n c e m e n t s  
The above-described system p rovides reliability and 

data integrity through Byzantine rep lication.  H ow ever, 

it may have p erformance p roblems since all file-system 

req uests involve remote Byzantine op erations; it does 

not p rovide data p rivacy from users w ho have p hysical 

access to the directory group  members; it does not have 

the means to enforce user access control; it consumes a 

large amount of storage sp ace since files are rep licated 

on every directory group  member, and it does not scale. 

Farsite enhances the basic system in several w ays.  It 

adds local caching of file content on the client to 

imp rove read p erformance.  Farsite’ s directory group s 

issue leases on files to clients, granting them access to 

the files for a sp ecified p eriod of time, so a client w ith 

an active lease and a cached cop y of a file can p erform 

op erations entirely locally.  Farsite delays p ushing 

up dates to the directory group , because most file w rites 

are deleted or overw ritten shortly after they occur [4, 

48].  To p rotect user p rivacy and p rovide read-access 

control, clients encryp t w ritten file data w ith the p ublic 

k eys of all authorized readers; and the directory group  

enforces w rite-access control by cryp tograp hically 

validating req uests from users before accep ting up dates. 

Since Byzantine group s fail to mak e p rogress if a third 

or more of their members fail, directory group s req uire 

a high rep lication factor (e.g., 7 or 10) [8].  H ow ever, 

since the vast maj ority of file-system data is op aq ue file 

content, w e can offload the storage of this content onto 

a smaller number of other machines (“ file hosts” ), using 

a level of indirection.  By k eep ing a cryp tograp hically 

secure hash of the content on the directory group , 

p utative file content returned from a file host can be 

validated by the directory group , thereby p reventing the 

file host from corrup ting the data.  Therefore, Farsite 

can tolerate the failure of all but one machine in a set of 

file hosts, thus allow ing a far low er rep lication factor 

(e.g., 3 or 4) [6] for the lion’ s share of file-system data. 

As machines and users j oin a Farsite system, the 

volume of file-system metadata w ill grow .  At some 

p oint, the storage and/or op eration load w ill overw helm 

the directory group  that manages the namesp ace.  The 

Farsite design addresses this p roblem by allow ing the 

directory group  to delegate a p ortion of its namesp ace 

to another directory group .  Sp ecifically, the group  

randomly selects, from all of the machines it k now s 

about, a set of machines that it then instructs to form a 

new  directory group .  The first group  collectively signs 

a new  namesp ace certificate delegating authority over a 

p ortion of its namesp ace to the new ly formed group .  

This group  can further delegate a p ortion of its region 

of the namesp ace.  Because each file-system namesp ace 

forms a hierarchical tree, each directory group  can 

delegate any sub-subtree of the subtree that it manages 

w ithout involving any other ex tant directory group s. 

In this enhanced system, w hen a client w ishes to read a 

file, it sends a message to the directory group  that 

manages the file’ s metadata.  This group  can p rove to 

the client that it has authority over this directory by 

p resenting a namesp ace certificate signed by its p arent 

group , another certificate signed by its p arent’ s p arent, 

and so on up  to the root namesp ace certificate signed by 

a CA that the client regards as authoritative.  The group  

rep lies w ith these namesp ace certificates, a lease on the 

file, a one-w ay hash of the file contents, and a list of 

file hosts that store encryp ted rep licas of the file.  The 

client retrieves a rep lica from a file host and validates 

its contents using the one-w ay hash.  If the user on the 

client machine has read access to the file, then he can 

use his p rivate k ey to decryp t the file.  If the client 

up dates the file, then, after a delay, it sends an up dated 

hash to the directory group .  The directory group  

verifies the user’ s p ermission to w rite to the file, and it 

instructs the file hosts to retrieve cop ies of the new  data 

from the client.  If another client tries to op en the file 

w hile the first client has an active lease, the directory 

group  may need to contact the first client to see w hether 

the file is still in use, and the group  may recall the lease 

to satisfy the new  req uest. 
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2.6  S e m a n t i c  D i f f e r e n c e s  f r o m  N T F S  

Desp ite our goal of emulating a local N TFS file system 

as closely as p ossible, p erformance or behavioral issues 

have occasionally motivated semantics in Farsite that 

diverge from those of N TFS. 

If many (e.g., more than a thousand) clients hold a file 

op en concurrently, the load of consistency management 

– via q uerying and p ossibly recalling leases – becomes 

ex cessive, reducing system p erformance.  To p revent 

this, the Farsite design p laces a hard limit on the 

number of clients that can have a file op en for 

concurrent w riting and a soft limit on the number that 

can have a file op en for concurrent reading.  Additional 

attemp ts to op en the file for w riting w ill fail w ith a 

sharing violation.  Additional attemp ts to op en the file 

for reading w ill not receive a handle to the file; instead, 

they w ill receive a handle to a snap shot of the file, 

tak en at the time of the op en req uest.  Because it is only 

a snap shot, it w ill not change to reflect up dates by 

remote w riters, and so it may become stale.  Also, an 

op en snap shot handle w ill not p revent another client 

from op ening the file for ex clusive access, as a real file 

handle w ould.  An ap p lication can q uery the Farsite 

client to find out w hether it has a snap shot handle or a 

true file handle, but this is not p art of N TFS semantics. 

N TFS does not allow  a directory to be renamed if there 

is an op en handle on a file in the directory or in any of 

its descendents.  In a system of 10
5
 machines, there w ill 

almost alw ays be an op en handle on a file somew here 

in the namesp ace, so these semantics w ould effectively 

p revent a directory near the root of the tree from ever 

being renamed.  Thus, w e instead imp lement the U nix -

lik e semantics of not name-lock ing an op en file’ s p ath. 

The results of directory rename op erations are not 

p rop agated synchronously to all descendent directory 

group s during the rename op eration, because this w ould 

unaccep tably retard the rename op eration, p articularly 

for directories near the root of the namesp ace tree.  

Instead, they are p rop agated lazily, so they might not be 

immediately visible to all clients. 

Window s ap p lications can register to be informed about 

changes that occur in directories or directory subtrees.  

This notification is sp ecified to be best-effort, so w e 

sup p ort it w ithout issuing read leases to registrants.  

H ow ever, for reasons of scalability, w e only sup p ort 

notification on single directories and not on subtrees. 

3 .  F i l e  S y ste m  F e atu re s 

This section describes the mechanisms behind Farsite’ s 

k ey features, w hich include reliability and availability, 

security, durability, consistency, scalability, efficiency, 

and manageability. 

3 .1 R e l i a b i l i t y  a n d  Av a i l a b i l i t y  

Farsite achieves reliability (long-term data p ersistence) 

and availability (immediate accessibility of file data 

w hen req uested) mainly through rep lication.  Directory 

metadata is rep licated among members of a directory 

group , and file data is rep licated on multip le file hosts.  

Directory group s emp loy Byzantine-fault-tolerant 

rep lication, and file hosts emp loy raw  rep lication. 

For redundantly storing file data, Farsite could have 

used an erasure coding scheme [3] rather than raw  

rep lication.  We chose the latter in p art because it is 

simp ler and in p art because w e had concerns about the 

additional latency introduced by fragment reassembly 

of erasure-coded data during file reads.  Some emp irical 

data [25] suggests that our p erformance concerns might 

have been overly p essimistic, so w e may revisit this 

decision in the future. The file rep lication subsystem is 

a readily sep arable comp onent of both the architecture 

and the imp lementation, so it w ill be straightforw ard to 

rep lace if w e so decide. 

With regard to reliability, rep lication guards against the 

p ermanent death of individual machines, including 

data-loss failures (such as head crashes) and ex p licit 

user decommissioning.  With regard to availability, 

rep lication guards against the transient inaccessibility of 

individual machines, including system crashes, netw ork  

p artitions, and ex p licit shutdow ns.  In a directory group  

of RD members, metadata is p reserved and accessible if 

no more than (RD – 1) / 3 of the machines die.  For 

files rep licated on RF file hosts, file data is p reserved 

and accessible if at least one file host remains alive. 

In the Farsite design, w hen a machine is unavailable for 

an ex tended p eriod of time, its functions migrate to one 

or more other machines, using the other rep licas of the 

file data and directory metadata to regenerate that data 

and metadata on the rep lacement machines.  Thus, data 

is lost p ermanently only if too many machines fail 

w ithin too small a time w indow  to p ermit regeneration. 

Because the volume of directory data is much smaller 

than that of file data, directory migration is p erformed 

more aggressively than file-host migration:  Whenever 

a directory group  member is dow n or inaccessible for 

even a short time, the other members of the group  select 

a rep lacement randomly from the set of accessible 

machines they k now  about.  Since low -availability 

machines are – by definition – up  for a smaller fraction 

of time than high-availability machines, they are more 

lik ely to have their state migrated to another machine 

and less lik ely to be an accessible target for migration 

from another machine.  These factors bias directory-

group  membership  tow ard highly available machines, 

w ithout introducing security-imp airing non-randomness 

into member selection.  This bias is desirable since 
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Byzantine agreement is only p ossible w hen more than 

tw o thirds of the rep licas are op erational.  The increase 

in the (light) metadata w ork load on high-availability 

machines is comp ensated by a small decrease in their 

(heavy) file storage and rep lication w ork load. 

Farsite imp roves global file availability by continuously 

relocating file rep licas at a sustainable back ground rate 

[14].  O verall mean file up time is max imized by 

achieving an eq uitable distribution of file availability, 

because low -availability files degrade mean file up time 

more than high-availability files imp rove it.  Therefore, 

Farsite successively sw ap s the machine locations of 

rep licas of high-availability files w ith those of low -

availability files, w hich p rogressively eq ualizes file 

availability.  Simulation ex p eriments [14] driven by 

actual measurements of desk top  machine availability 

show  that Farsite needs to sw ap  1%  of file rep licas p er 

day to comp ensate for changes in machine availability. 

File availability is further imp roved by caching file data 

on client disk s.  These caches are not fix ed in size but 

rather hold file content for a sp ecified interval called 

the c ac h e retentio n p erio d (roughly one w eek ) [6]. 

3 .2 S e c u r i t y  

3 .2.1 A c c e s s  C o n t r o l  
Farsite uses different mechanisms to enforce w rite- and 

read-access controls.  Because directory group s only 

modify their shared state via a Byzantine-fault-tolerant 

p rotocol, w e trust the group  not to mak e an incorrect 

up date to directory metadata.  This metadata includes 

an ac c ess c o ntro l  l ist (A C L ) of p ublic k eys of all users 

w ho are authorized w riters to that directory and to files 

therein.  When a client establishes cryp tograp hically 

authenticated channels to a directory group ’ s members, 

the channel-establishment p rotocol involves a user’ s 

p rivate k ey, thereby authenticating the messages on that 

channel as originating from a sp ecific user.  The 

directory group  validates the authorization of a user’ s 

up date req uest before accep ting the up date. 

Because a single comp romised directory-group  member 

can inap p rop riately disclose information, Farsite 

enforces read-access control via strong cryp tograp hy, as 

described in the nex t subsection. 

3 .2.2 P r i v a c y  
Both file content and user-sensitive metadata (meaning 

file and directory names) are encryp ted for p rivacy. 

When a client creates a new  file, it randomly generates 

a symmetric f il e key  w ith w hich it encryp ts the file.  It 

then encryp ts the file k ey using the p ublic k eys of all 

authorized readers of the file, and it stores the file k ey 

encryp tions w ith the file, so a user w ith a corresp onding 

p rivate k ey can decryp t the file k ey and therew ith the 

file.  Actually, there is one more level of indirection 

because of the need to identify and coalesce identical 

files (see subsection 3.6.1) even if they are encryp ted 

w ith different user k eys:  The client first comp utes a 

one-w ay hash of each block  of the file, and this hash is 

used as a k ey for encryp ting the block .  The file k ey is 

used to encryp t the hashes rather than to encryp t the file 

block s directly.  We call this techniq ue c o nv ergent 

enc ry p tio n [12], because identical file p laintex t 

converges to identical cip hertex t, irresp ective of the 

user k eys.  P erforming encryp tion on a block  level 

enables a client to w rite an individual block  w ithout 

having to rew rite the entire file.  It also enables the 

client to read individual block s w ithout having to w ait 

for the dow nload of an entire file from a file host. 

To p revent members of a directory group  from view ing 

file or directory names, they are encryp ted by clients 

before being sent to the group , using a symmetric k ey 

that is encryp ted w ith the p ublic k eys of authorized 

directory readers and stored in the directory metadata 

[15].  To p revent a malicious client from encryp ting a 

syntactically illegal name [31], the Farsite design uses a 

techniq ue called ex c l u siv e enc ry p tio n, w hich augments 

a cryp tosystem in a w ay that guarantees that decryp tion 

can only p roduce legal names no matter w hat bit string 

is given as p utative cip hertex t [15]. 

3 .2.3  I n t e g r i t y  
As long as few er than one third of the members of a 

directory group  are faulty or malicious, the integrity of 

directory metadata is maintained by the Byzantine-

fault-tolerant p rotocol.  Integrity of file data is ensured 

by comp uting a Merk le hash tree [30] over the file data 

block s, storing a cop y of the tree w ith the file, and 

k eep ing a cop y of the root hash in the directory group  

that manages the file’ s metadata.  Because of the tree, 

the cost of an in-p lace file-block  up date is logarithmic – 

rather than linear – in the file size.  The hash tree also 

enables a client to validate any file block  in logarithmic 

time, w ithout w aiting to dow nload the entire file.  The 

time to validate the entire file is linear in the file size, 

not log-linear, because the count of internal hash nodes 

is p rop ortional to the count of leaf content nodes. 

3 .3  D u r a b i l i t y  

When an ap p lication creates, modifies, renames, or 

deletes a file or directory, these up dates to metadata are 

committed only on the client’ s local disk  and not by a 

Byzantine op eration to the directory group , due to the 

high cost of the latter.  The up dates are w ritten into a 

log (much as in Coda [22]), w hich is comp ressed w hen 

p ossible via techniq ues such as removing matching 

create-delete op eration p airs.  The log is p ushed back  to 

the directory group  p eriodically and also w hen a lease 

is recalled, as described in subsection 3.4.  Because 
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client machines are not fully trusted, the directory 

group  verifies the legality of each log entry before 

p erforming the up date op eration that it sp ecifies. 

When a client machine reboots after a crash, it needs to 

send committed up dates to the directory group  and have 

the group  accep t them as validly originating from the 

user.  The tw o obvious w ays of accomp lishing this are 

unaccep table:  P rivate-k ey-signing every committed 

up date w ould be p rohibitively ex p ensive (roughly a 

disk  seek  time), and holding the user’ s p rivate k ey on 

the client through a crash w ould op en a security hole. 

Instead, w hen first contacting a directory group , a client 

generates a random au th entic ato r key  and sp lits it into 

secret shares [46], w hich it distributes among members 

of the directory group .  This k ey is not stored on the 

client’ s local disk , so it is unavailable to an attack er 

after a crash (modulo the lack  of cryp to-p aging in the 

underlying op erating system – see subsection 2.1).  

With this k ey, the client signs each committed up date 

using a message authentication code (MAC) [29].  

(Symmetric-k ey MACs are much faster than p ublic-k ey 

signatures.)  When recovering from a crash, the client 

sends the MAC to the directory group  along w ith the 

locally committed up dates.  In a single transaction, the 

group  members first batch the set of up dates, then 

j ointly reconstruct the authenticator k ey, validate the 

batch of up dates, and discard the k ey.  O nce the k ey has 

been reconstructed, no further up dates w ill be accep ted.  

(The recovery p hase of this p rocess has not yet been 

imp lemented.) 

Modifying a file (unlik e creating, renaming, or deleting 

it) affects not only the file metadata but also the file 

content.  It is necessary to up date the content atomically 

w ith the metadata; otherw ise, they may be left in an 

inconsistent state follow ing a crash, and the file content 

w ill be unverifiable.  For the rare [48] cases w hen an 

ex isting block  is overw ritten, the new  content is logged 

along w ith the metadata before the file is up dated, so a 

p artial w rite can be rolled forw ard from the log.  When 

a client ap p ends a new  block  to the end of a file, the 

content need not be logged; it is sufficient to atomically 

up date the file length and content hash after w riting the 

new  block .  If a crash leaves a p artially w ritten block , it 

can be rolled back w ard to an emp ty block  [20]. 

3 .4  C o n s i s t e n c y  

The ultimate resp onsibility for consistency of file data 

and directory metadata lies w ith the directory group  that 

manages the file or directory.  H ow ever, temp orary, 

p ost-hoc-verifiable control can be loaned to client 

machines via a lease mechanism.  There are four 

c l asses of leases in Farsite: content leases, name leases, 

mode leases, and access leases.  They are described in 

the follow ing four subsections. 

3 .4 .1 D a t a  C o n s i s t e n c y  
C o ntent l eases govern w hich client machines currently 

have control of a file’ s content.  There are tw o content-

lease ty p es: read/ w rite and read-o nl y , and they sup p ort 

single-w riter multi-reader semantics.  A read-only lease 

assures a client that the file data it sees is not stale.  A 

read/w rite lease entitles a client to p erform w rite 

op erations to its local cop y of the file.  Ap p lications are 

not aw are of w hether their clients hold content leases. 

When an ap p lication op ens a file, the client req uests a 

content lease from the directory group  that manages the 

file.  When the ap p lication closes the file, the client 

does not immediately cancel its lease, since it may soon 

need to op en that file again [48].  If another client 

mak es a valid req uest for a new  content lease w hile the 

first client holds a conflicting lease, the directory group  

w ill recall the lease from the first client.  When this 

client returns the lease, it w ill also p ush all of its logged 

up dates to the directory group .  The group  w ill ap p ly 

these up dates before issuing the new  content lease to 

the other client, thereby maintaining consistency. 

Since read/w rite and w rite/w rite file sharing on 

w ork stations is usually seq uential [22, 48], it is often 

tolerably efficient to p ing-p ong leases betw een clients 

as they mak e alternate file accesses.  H ow ever, as a 

p erformance op timization, the Farsite design includes a 

mechanism similar to that in Sp rite [35]: redirecting 

concurrent non-read-only accesses through a single 

client machine.  This ap p roach is not scalable, but 

Farsite is not designed for large-scale w rite sharing.  

We have not yet determined an ap p rop riate p olicy for 

w hen concurrent non-read-only accesses should sw itch 

from lease p ing-p ong to single-client serialization. 

Content leases have variable granularity:  A lease may 

cover a single file, or it may cover an entire directory of 

files, similar to a volume lease in AFS [21].  Directory 

group s may issue broader leases than those req uested 

by the client, if no other clients have recently made 

conflicting accesses to the broader set of files. 

Because clients can fail or become disconnected, they 

may be unable to resp ond to a lease recall.  To p revent 

this situation from rendering a file p ermanently 

inaccessible, leases include ex p iration times.  The lease 

time varies dep ending up on the typ e of lease (i.e., read-

only leases last for longer than read/w rite leases) and 

up on the observed degree of sharing on the file.  The 

directory group  treats lease ex p iration identically to a 

client’ s closing the file w ithout mak ing further up dates. 

There are several op tions for handling lease ex p iration 

on a disconnected client:  The most p essimistic strategy 

is to close all handles to the file and drop  any logged 

up dates, since it may not be p ossible to ap p ly the 

up dates if the file is modified by another client after the 
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lease ex p ires.  We could, how ever, save the logged 

up dates and, if the file has not changed, ap p ly them 

after re-establishing communications w ith the directory 

group .  We may w ish to k eep  file handles op en for read 

access to p otentially stale data, or – most op timistically 

– even allow  further up dates, since w e might be able to 

ap p ly these later.  We have not yet ex p lored this sp ace 

nor imp lemented any mechanisms. 

Since the Window s directory-listing functions are 

sp ecified to be best-effort, w e sup p ort them using a 

snap shot of directory contents rather than w ith a lease. 

As described in subsection 2.7, the number of leases 

issued p er file is limited for p erformance reasons. 

3 .4 .2 N a m e s p a c e  C o n s i s t e n c y  
Shared file-system namesp aces commonly [34] contain 

regions that are p rivate to p articular users.  To allow  

clients to modify such regions w ithout having to 

freq uently contact the directory group  that manages the 

region, Farsite introduces the concep t of nam e l eases. 

N ame leases govern w hich client machine currently has 

control over a name in the directory namesp ace.  There 

is only one typ e of name lease, but it has tw o different 

meanings dep ending on w hether a directory (or file) 

w ith that name ex ists:  If there is no such ex tant name, 

then a name lease entitles a client to create a file or 

directory w ith that name.  If a directory w ith the name 

ex ists, then the name lease entitles a client to create 

files or subdirectories under that directory w ith any 

non-ex tant name.  This dual meaning imp lies that w hen 

a client uses a name lease to create a new  directory, it 

can then immediately create files and subdirectories in 

that directory.  To rename a file or directory, a client 

must obtain a name lease on the target name. 

L ik e content leases, name leases can be recalled if a 

client w ants to create a name that falls w ithin the scop e 

of a name lease that has been issued to another client.  

The discussion above regarding ex p iration of content 

leases also ap p lies to name leases. 

3 .4 .3  W i n d o w s  F i l e -S h a r i n g  S e m a n t i c s  
Window s sup p orts ap p lication-level consistency by 

p roviding ex p licit control over file-sharing semantics.  

When an ap p lication op ens a file, it sp ecifies tw o 

p arameters: (1) the access mode, w hich is the typ es of 

access it w ants, and (2) the sharing mode, w hich is the 

typ es of access it is w illing to concurrently allow  

others.  There are many different access modes, but 

from the p ersp ective of a distributed system, they can 

be distilled dow n to three (and finer distinctions can be 

enforced locally by the client): read access, w rite 

access, and delete access.  There are also three sharing 

modes: read sharing, w rite sharing, and delete sharing, 

w hich p ermit other ap p lications to op en the file for read 

access, w rite access, and delete access, resp ectively. 

As an ex amp le, if an ap p lication tries to op en a file w ith 

read access mode, the op en w ill fail if another 

ap p lication has the file op en w ithout read sharing mode.  

Conversely, if an ap p lication tries to op en a file w ithout 

read sharing mode, the op en w ill fail if another 

ap p lication has the file op en w ith read access mode. 

To sup p ort these semantics, Farsite emp loys six  typ es 

of m o de l eases: read, w rite, del ete, ex c l u de-read, 

ex c l u de-w rite, and ex c l u de-del ete.  When a client op ens 

a file, Farsite translates the req uested access and share 

modes into the corresp onding mode-lease typ es:  Each 

access mode imp lies a need for the corresp onding mode 

lease, and the lack  of each sharing mode imp lies a need 

for the corresp onding ex clude lease.  For ex amp le, if an 

ap p lication op ens a file for read access, the client w ill 

req uest a read mode lease, and if the op en allow s only 

read sharing, then it w ill also req uest ex clude-w rite and 

ex clude-delete mode leases.  When a directory group  

p rocesses a client’ s op en req uest, it determines w hether 

it can issue the req uested leases w ithout conflicting 

w ith any ex tant mode leases on the file.  If it cannot, it 

contacts the client or clients w ho hold conflicting mode 

leases to see if they are w illing to have their leases 

revok ed or dow ngraded, w hich they may be if their 

ap p lications no longer have op en handles on the file.  

The mode-lease conflicts are the obvious ones: read 

conflicts w ith ex clude-read, w rite w ith ex clude-w rite, 

and delete w ith ex clude-delete. 

3 .4 .4  W i n d o w s  D e l e t i o n  S e m a n t i c s  
Window s has surp risingly comp lex  deletion semantics:  

A file is deleted by op ening it, mark ing it for deletion, 

and closing it.  Since there may be multip le handles 

op en on a file, the file is not truly deleted until the last 

handle on a deletion-mark ed file is closed.  While the 

file is mark ed for deletion, no new  handles may be 

op ened on the file, but any ap p lication that has an op en 

delete-access handle can clear the deletion mark , 

thereby canceling the deletion and also p ermitting new  

handles on the file to be op ened. 

To sup p ort these semantics, the Farsite design emp loys 

three typ es of ac c ess l eases: p u b l ic , p ro tec ted, and 

p riv ate.  A p ublic access lease indicates that the lease 

holder has the file op en.  A p rotected lease includes the 

meaning of a p ublic lease, and it further indicates that 

no other client w ill be granted access w ithout first 

contacting the lease holder.  A p rivate lease includes the 

meaning of a p rotected lease, and it further indicates 

that no other client has any access lease on the file.  

When a client op ens a file, the managing directory 

group  check s to see w hether it has issued a p rivate or 

p rotected access lease to any other client.  If it has, it 

dow ngrades this lease to a p ublic lease, thereby forcing 

a metadata p ushback  (as described in subsection 3.3), 

before issuing an access lease to the new  client. 
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To mark  a file for deletion, a client must first obtain a 

p rivate or p rotected access lease on the file.  If the 

directory group  thereafter receives a different client’ s 

req uest to op en the file, dow ngrading this access lease 

to a p ublic lease w ill force a metadata p ushback , thus 

informing the directory group  of w hether the client has 

delete-mark ed the file.  If the file has been mark ed, then 

the directory group  w ill deny the op en req uest. 

If a client has a p rivate access lease on a file, it is 

guaranteed that no other client has an op en handle, so it 

can delete the file as an entirely local op eration. 

3 .5  S c a l a b i l i t y  

The Farsite design uses tw o main mechanisms to k eep  a 

node’ s comp utation, communication, and storage from 

grow ing w ith the system size: hint-based p athname 

translation and delayed directory-change notification. 

When a directory group  becomes overloaded, at least 

(2 RD + 1) / 3 of its RD members can sign a certificate 

that delegates p art of its namesp ace to another group .  

When a client attemp ts to op en a file or directory w ith a 

p articular p athname, it needs to determine w hich group  

of machines is resp onsible for that name.  The basis 

mechanism is to contact successive directory group s 

until the resp onsible group  is found.  This search begins 

w ith the group  that manages the root of the namesp ace, 

and each contacted group  p rovides a delegation 

certificate that indicates w hich group  to contact nex t. 

This basis ap p roach clearly does not scale, because all 

p athname translations req uire contacting the root 

directory group .  Therefore, to p erform translations in a 

scalable fashion, the Farsite design uses a hint-based 

scheme that tolerates corrup t directory group  members, 

group  membership  changes, and stale delegations:  

Each client maintains a cache of p athnames and their 

map p ings to directory group s, similar to p refix  tables in 

Sp rite [35].  A client translates a p ath by finding the 

longest-matching p refix  in its cache and contacting the 

indicated directory group .  There are three cases:  (1) 

Because of access locality, the most common case is 

that the contacted group  manages the p athname.  (2) If 

the group  manages only a p ath p refix  of the name, then 

it rep lies w ith all of its delegation certificates, w hich the 

client adds to its hint cache.  (3) If the group  does not 

manage a p ath p refix  of the name, then it informs the 

client, w hich removes the stale hint that led it to the 

incorrect group .  In the latter tw o cases, the client again 

finds the longest-matching p refix  and rep eats the above 

step s.  Because of the signed delegation certificates, no 

p art of this p rotocol req uires Byzantine op erations.  

Each step  either removes old information or adds new  

information about at least one p athname comp onent, so 

the translation terminates after no more than tw ice the 

number of comp onents in the p ath being translated. 

Directory-change notification is a Window s mechanism 

that allow s ap p lications to register for callback s w hen 

changes occur to a sp ecified directory.  The archetyp al 

ex amp le is Window s Ex p lorer, w hich registers a 

notification for the directory currently disp layed.  Since 

Window s sp ecifies this notification to be best-effort, the 

Farsite design sup p orts it in a delayed manner:  For any 

directory for w hich a notification has been registered, 

the directory group  p ack ages the comp lete directory 

information, signs it to authenticate its contents, and 

sends it to the registered clients.  The transmission w ork  

can be divided among members of the directory group  

and also among clients using ap p lication-level multicast 

[16]. Farsite clients automatically register for directory-

change notification w hen a user lists a directory, so 

rep eat listings need not mak e multip le remote req uests. 

3 .6  E f f i c i e n c y  

3 .6 .1 S p a c e  E f f i c i e n c y  
File and directory rep lication dramatically increase the 

storage req uirements of the system.  To mak e room for 

this additional storage, Farsite reclaims sp ace from 

incidentally dup licated files, such as w ork group -shared 

documents or multip le cop ies of common ap p lications. 

Measurements of 550 desk top  file systems at Microsoft 

[6] show  that almost half of all occup ied disk  sp ace can 

be reclaimed by eliminating dup licates.  The Farsite 

design detects files w ith dup licate content by storing 

file-content hashes in a scalable, distributed, fault-

tolerant database [12].  It then co-locates rep licas of 

identical files onto the same set of file hosts, w here they 

are coalesced by Window s’  Single Instance Store [7]. 

3 .6 .2 T i m e  E f f i c i e n c y  ( P e r f o r m a n c e )  
Many of the mechanisms already described have been 

designed in p art for their effect on system p erformance.  

Caching encryp ted file content on client disk s imp roves 

not only file availability but also file-read p erformance 

(further imp roved by caching decryp ted file content in 

memory).  Farsite’ s various lease mechanisms and its 

hint-based p athname translation not only reduce the 

load on directory group s but also eliminate the latency 

of netw ork  round trip s.  P erformance is the p rimary 

motivation behind limiting the count of leases p er file, 

using Merk le trees for data integrity, and MAC-logging 

metadata up dates on clients. 

In addition, Farsite inserts a delay betw een the creation 

or up date of a file and the rep lication of the new  file 

content, thus p roviding an op p ortunity to abort the 

rep lication if the op eration that motivated it is 

sup erseded.  Since the maj ority of file creations and 

up dates are follow ed by deletions or other up dates 

shortly thereafter [4, 48], this delay p ermits a dramatic 

reduction in netw ork  file-rep lication traffic [6]. 
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3 .7  M a n a g e a b i l i t y  

3 .7 .1 L o c a l -M a c h i n e  A d m i n i s t r a t i o n  
Although Farsite req uires little central administration, 

users may occasionally need or w ant to p erform local-

system administrative task s, such as hardw are up grades, 

softw are up grades, and back up  of p rivate data. 

When using a local file system, up grading a machine’ s 

hardw are by rep lacing the disk  (or by rep lacing the 

entire machine) necessitates cop ying all file-system 

structure and content from the old disk  to the new  one.  

In Farsite, file data and metadata are rep licated on other 

machines for reliability, so removing the old disk  (or 

decommissioning an old machine) is merely a sp ecial 

case of hardw are failure.  In its cap acities as file host 

and directory group  member, the machine’ s functions 

w ill be migrated; and in its cap acity as a client, the hint 

cache and content cache w ill gradually refill.  H ow ever, 

since users rep lace their machines far more freq uently 

than machines fail, Farsite’ s reliability is substantially 

imp roved by p roviding users a means to indicate their 

intention to decommission a machine or disk , sp urring a 

p reemp tive migration of the machine’ s functions [6]. 

To address the need for up grades and bug fix es, Farsite 

sup p orts interop eration betw een machines running 

different versions of its softw are by including maj or 

and minor version numbers in connection-establishment 

messages.  Minor-version changes can – by definition – 

be ignored, and later versions of the softw are can send 

and understand all earlier maj or versions of messages.  

This back w ard comp atibility p ermits users to self-p ace 

their up grades, using a suggestion-based model similar 

to Window s U p date [32].  U p dated ex ecutables need 

not be sourced centrally:  If they are signed using a 

p rivate k ey w hose p ublic counterp art is bak ed into the 

Farsite code, up grades can be obtained from any other 

machine running a more recent version of Farsite code. 

Back up  p rocesses are commonly used for tw o p urp oses: 

reliability and archiving.  In Farsite, there is little need 

for the former, since the multip le on-line cop ies of each 

file on indep endent machines should be more reliable 

than a single ex tra cop y on a back up  tap e w hose q uality 

is rarely verified.  For archival p urp oses, automatic on-

line versioning [40] w ould be a more valuable system 

addition than manual off-line back up .  H ow ever, if 

users still w ish to back up  their ow n regions of the 

namesp ace, ex isting back up  utilities should w ork  fine, 

ex cep t for tw o p roblems: p ollution of the local cache 

and w eak ening of p rivacy from storing decryp ted data 

on tap e.  To address the first p roblem, w e could ex p loit 

a flag that Window s back up  utilities use to indicate 

their p urp ose in op ening files:  Farsite could resp ond to 

this flag by not locally caching the file.  The second 

p roblem, w hich is outside of Farsite’ s domain, could be 

addressed by an encryp ting back up  utility. 

3 .7 .2 A u t o n o m i c  S y s t e m  O p e r a t i o n  
Farsite administers itself in a distributed, Byzantine-

fault-tolerant fashion.  Self-administration task s are 

either lazy follow -up s scheduled after client-initiated 

op erations or continual back ground task s p erformed 

p eriodically.  The details of these task s (file rep lication, 

rep lica relocation, directory migration, namesp ace 

delegation, and dup licate-file identification/coalescing) 

have been described above, but in this section w e 

describe their substrate: tw o semantic ex tensions to the 

conventional model of Byzantine fault-tolerance, tim ed 

B y z antine o p eratio ns and B y z antine o u tc al l s. 

In the standard concep tion of Byzantine fault-tolerant 

distributed systems [8], an op eration is initiated by a 

single machine and p erformed by a Byzantine-fault-

tolerant rep lica group .  This modifies the shared state of 

the group  members and returns a result to the initiator. 

For lazy and p eriodic task s (e.g., rep lica relocation), 

directory group s need to initiate op erations in resp onse 

to a timer, rather than in resp onse to a client req uest.  

This is comp licated because Byzantine rep licas must 

p erform op erations in lock  step , but the clock s of group  

members cannot be p erfectly synchronized.  Farsite 

sup p orts timed Byzantine op erations via the follow ing 

mechanism:  The Byzantine-rep licated state includes RD 

m em b er tim e values, each associated w ith one of the RD 

machines in the group .  The kth largest member time 

(w here k =  (RD – 1) / 3 + 1 ) is regarded as the gro u p  

tim e.  When a machine’ s local time indicates that a 

timed op eration should be p erformed, it invok es the 

Byzantine p rotocol to up date its rep licated member 

time to the machine’ s local time.  By modifying one of 

the member times, this up date may change the group  

time, in w hich case the group  p erforms all op erations 

scheduled to occur at or before the new  group  time. 

Self-administration task s invert the standard model of 

Byzantine-fault-tolerance:  The directory group  invok es 

an op eration (e.g., instruction to create a file rep lica) on 

a single remote machine, w hich sends a rep ly back  to 

the group .  We p erform these Byzantine outcalls using a 

hint-based scheme:  A Byzantine op eration up dates the 

rep licated state to enq ueue a req uest to a remote 

machine.  Then, members of the directory group , acting 

as individuals, send hint messages to the remote 

machine, suggesting that it invok e a Byzantine 

op eration to see if the directory group  has any w ork  for 

it to do.  When the machine invok es the Byzantine 

op eration, the req uest is deq ueued and returned to the 

invok ing machine.  The hint messages are staggered in 

time, so in the common case, after one member sends a 

hint message, the remote machine deq ueues its req uest, 

p reventing the other members from sending redundant 

hints.  If the machine needs to rep ly to the group , it 

does so by invok ing another Byzantine op eration. 
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4 .  I m p l e m e n tati o n  

Farsite is imp lemented as tw o comp onents: a user-level 

service (daemon) and a k ernel-level driver.  The driver 

imp lements only those op erations w hose functionality 

or p erformance necessitates p lacement in the k ernel: 

ex p orting a file-system interface, interacting w ith the 

cache manager, and encryp ting and decryp ting file 

content.  All other functions are imp lemented in user 

level: managing the local file cache, fetching files from 

remote machines, validating file content, rep licating 

and relocating files, issuing leases, managing metadata, 

and ex ecuting the Byzantine-fault-tolerant p rotocol. 

Window s’  native remote file system is R DR  / SR V , a 

p air of file-system drivers that communicate via the 

CIFS p rotocol [42].  R DR  lives under R DBSS, a driver 

that p rovides a general framew ork  for imp lementing 

netw ork  file systems.  R DR  accep ts file-system calls 

from ap p lications and redirects them via the netw ork  to 

SR V  running on another machine, w hich communicates 

w ith N TFS to satisfy the req uest. 

We took  advantage of this framew ork  by imp lementing 

Farsite’ s k ernel driver under R DBSS.  The Farsite M ini 

Redirec to r (FM R) accep ts file-system calls, interacts 

w ith Farsite’ s user-level comp onent, uses N TFS as a 

local p ersistent store, and p erforms encryp tion and 

decryp tion on the file-I/O  read and w rite p aths. 

O ur user-level comp onent is called the Farsite L o c al  

M anager (FL M ).  The control channel by w hich FL Ms 

on different machines communicate is an encryp ted, 

authenticated connection established on top  of TCP .  

The data channel by w hich encryp ted file content is 

retrieved from other machines is a CIFS connection 

established by the R DR  and SR V  comp onents of the 

tw o machines.  This architecture is illustrated in Fig. 1. 

5 .  E v al u ati o n  

In the follow ing tw o subsections, w e evaluate Farsite’ s 

scalability by calculating the ex p ected central loads of 

certification, directory access, and p ath translation as a 

function of system size; and w e evaluate Farsite’ s 

p erformance by benchmark ing our p rototyp e. 

5 .1 S c a l a b i l i t y  An a l y s i s  

Farsite’ s scalability target is ~ 10
5
 machines.  Scale is 

p otentially limited by tw o p oints of centralization: 

certification authorities and root directory group s. 

Farsite’ s certification authorities sign certificates offline 

rather than interactively p rocessing verifications online.  

Therefore, their w ork load is determined by the number 

of p rivate-k ey signatures they have to p erform, not by 

the much greater number of verifications req uired.  If a 

comp any issues machine and user certificates w ith a 

one-month lifetime, then in a system of 10
5
 machines 

and users, the CA w ill have to sign 2 × 10
5
 certificates 

p er month.  Each R SA p rivate-k ey signature tak es less 

than 10 ms of CP U  time, so the total comp utational 

w ork load is less than one CP U -hour p er month. 

L oad on a directory group  can be categorized into tw o 

general classes: the direct load of accesses and up dates 

to the metadata it manages and the indirect load of 

p erforming p athname translations for directory group s 

that manage directories low er in the hierarchy.  As a 

Farsite installation grow s, the count of client machines 

in the system, all of w hich could concurrently access 

the same directory, also grow s.  Since the count of files 

p er directory is indep endent of system scale [6], the 

direct load is bounded by limiting the number of 

outstanding leases p er file (see subsection 2.7) and by 

distributing the transmission of directory-change 

notifications (see subsection 3.5) using ap p lication-

level multicast, w hich is demonstrably efficient for such 

batch-up date p rocesses [16]. 

The indirect load on a directory group  due to p athname 

translations is heavily reduced by the hint-caching 

mechanism described in subsection 3.5.  When a new  

client j oins the system, its first file access contacts the 

root directory group .  If machines have a mean lifetime 

of one year [6], then a system of ~ 10
5
 machines w ill see 

roughly 300 new  machines p er day, p lacing a trivial 

translation load on the root group  from initial req uests.  

Since the group  resp onds w ith all of its delegation 

certificates, each client should never need to contact the 

root group  again.  Before a directory group ’ s delegation 

certificates ex p ire, it issues new  certificates w ith later 

ex p iration dates and p asses them dow n the directory-

group  hierarchy and on to clients. 
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Fig. 1: Fa r sit e  c o m p o n e n t s in  sy st e m  c o n t e x t  
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5 .2 P e r f o r m a n c e  M e a s u r e m e n t s  

For our p erformance evaluation, w e configured a five-

machine Farsite system using 1-G H z P 3 machines, each 

w ith 512 MB of memory, tw o 114-G B Max tor 

4G 120J 6 drives, and a 100-Mbp s Intel 82559 N IC, 

interconnected by a Cisco WS-C2948G  netw ork  sw itch.  

Four machines served as file hosts and as members of a 

directory group , and one machine served as a client. 

We collected a one-hour N TFS file-system trace from a 

develop er’ s machine in our research group .  The trace, 

collected from 11 AM to noon P DT on Sep tember 13, 

2002, includes 450,164 file-system op erations w hose 

temp oral freq uency and typ e break dow n are closely 

rep resentative of the file-system w ork load of this 

machine over the w ork ing hours in a measured three-

w eek  p eriod.  We rep layed this trace on a Farsite client 

machine, and for comp arison, w e also rep layed it onto a 

local N TFS p artition and to a remote machine via CIFS. 

Fig. 2 show s CDFs of op eration timings during these 

ex p eriments.  For op erations w ith very short durations 

(less than 7 µ sec), Farsite is actually faster than N TFS, 

p rimarily due to a shorter code p ath.  N early half of all 

op erations are in this category.  For the remainder, 

ex cep t for the slow est 1.4%  of op erations, Farsite' s 

sp eed is betw een that of N TFS and CIFS. 

We brok e dow n the op eration timings by op eration typ e 

for the six  typ es that took  99%  of all I/O  time.  Farsite’ s 

mean op eration durations are 2 to 4 times as long as 

those of N TFS for reads, w rites, and closes; they are 9 

times as long for op ens; and they are 20 times as long 

for file-attribute and directory q ueries.  O ver the entire 

trace, Farsite disp layed 5.5 times the file-I/O  latency of 

N TFS.  Some of this slow dow n is due to mak ing 

k ernel/user crossings betw een the FMR  and the FL M, 

and much of it is due to untuned code. 

R elative to CIFS, Farsite’ s mean op eration durations 

are 2 times as long on w rites but only 0.4 times as long 

on reads and 0.7 times as long on q ueries.  O verall, 

Farsite disp layed 0.8 times the file-I/O  latency of CIFS. 

T a b l e  1: A n d r e w  b e n c h m a r k  t im in gs ( se c o n d s)  

NTFS C I FS Fa r s i t e  

1.9 × 10
4
 3.4 × 10

4
 3.7 × 10

4
 

To evaluate Farsite’ s sensitivity to netw ork  latency, w e 

inserted a one-second delay into netw ork  transmissions.  

Because the vast maj ority of Farsite’ s op erations are 

p erformed entirely locally, the effect on the log-scaled 

CDF w as merely to stretch the thin up p er tail to the 

right, w hich is nearly invisible in Fig 2.  This delay did, 

how ever, add 10%  to Farsite’ s total file-I/O  latency. 

P rimarily because it is customary to do so, w e also ran a 

version of the Andrew  benchmark  that w e modified for 

Window s and scaled up  by three orders of magnitude.  

It p erforms successive p hases of creating directories, 

cop ying files, listing metadata, p rocessing file content, 

and comp iling the file-system code; each p hase has a 

footp rint of 5 – 11 G B.  Table 1 show s total run times, 

but such Andrew  benchmark  results do not reflect a 

realistic w ork load.  In p articular, Farsite p erforms the 

directory-creation p hase nearly tw ice as fast as N TFS, 

largely because N TFS is inefficient at creating a batch 

of millions of directories. 

6 .  F u tu re  W o rk  

Although w e have imp lemented much of the Farsite 

design, several significant comp onents remain, mainly 

those concerned w ith scalability (namesp ace delegation, 

distributed p athname translation, and directory-change 

notification) and those concerned w ith crash-recovery 

(directory-group  membership  change and torn-w rite 

rep air).  The mechanism for distributed dup licate 

detection is op erational but not yet integrated into the 

rest of the system.  Several smaller comp onents have 

not yet been comp leted, including ex clusive encryp tion 

of filenames, serializing multip le w riters on a single 

machine, sup p orting lease ex p irations on clients, and 

full sup p ort for Window s deletion semantics. 

Farsite req uires tw o additional mechanisms for w hich 

w e have not yet develop ed designs.  First, to p revent a 

single user from consuming all available sp ace in the 

system, w e need a mechanism to enforce p er-user sp ace 

q uotas; our intent is to limit each user’ s storage-sp ace 

consump tion to an amount p rop ortional to that user’ s 

machines’  storage-sp ace contribution, w ith an ex p ected 

p rop ortionality constant near unity [6].  Second, Farsite 

relocates file rep licas among machines according to the 

measured availability of those machines [14], w hich 

req uires a mechanism to measure machine availability.  

G iven Farsite’ s design assump tions, these mechanisms 

must be scalable, decentralized, fault-tolerant, and 

secure, mak ing their design rather more demanding 

than one might initially p resume. 
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13 

7 .  R e l ate d  W o rk  

Farsite has many forebears in the history of netw ork  file 

systems.  N FS [39] p rovides server-based, location-

transp arent file storage for disk less clients.  AFS [21] 

imp roves p erformance and availability on disk -enabled 

w ork stations via leases and client-side file caching.  In 

Sp rite [35], clients use p refix  tables for searching the 

file namesp ace.  Coda [22] rep licates files on multip le 

servers to imp rove availability.  The x FS [1] file system 

decentralizes file-storage service among a set of trusted 

w ork stations, as does the Frangip ani [45] file system 

running on top  of the P etal [24] distributed virtual disk .  

All of these systems rely on trusted machines, and the 

decentralized systems (x FS and Frangip ani) maintain 

p er-client state that is p rop ortional to the system size. 

An imp ortant area of distributed-file-systems research, 

but one that is orthogonal to Farsite, is disconnected 

op eration.  The Coda [22], Ficus [37], and Bayou [44] 

systems researched this area ex tensively, and Farsite 

could adop t the established solution of ap p lication-

sp ecific resolvers for concurrent up date conflicts. 

Several earlier netw ork ed file systems have addressed 

one or more asp ects of security.  Blaze’ s Cryp tograp hic 

File System [5] encryp ts a single user’ s files on a client 

machine and stores the encryp ted files on a server.  BFS 

[8] rep laces a single N FS server w ith a Byzantine-fault-

tolerant rep lica group .  SU N DR  [27] guarantees file 

p rivacy, integrity, and consistency desp ite a p otentially 

malicious server, but it does this by p lacing trust in all 

client machines (unlik e Farsite, w hich req uires only that 

each user trust the client machine he is directly using).  

SFS [26] constructs “ self-certifying p athnames”  by 

embedding hashes of p ublic k eys into file names, thus 

defending read-only data against comp romised servers 

or comp romised netw ork s. 

A number of distributed storage systems attemp t to 

address the issue of scalability.  Insp ired by p eer-to-

p eer file-sharing ap p lications such as N ap ster [33], 

G nutella [17], and Freenet [9], storage systems such as 

CFS [10] and P AST [38] emp loy scalable, distributed 

algorithms for routing and storing data.  Widesp read 

data distribution is emp loyed by the Eternity Service’ s 

[2] rep lication system and by Archival Intermemory’ s 

[18] erasure-coding mechanism to p revent data loss 

desp ite attack  by p ow erful adversaries, and P ASIS [49] 

additionally emp loys secret sharing for data security.  

O ceanStore [23] is designed to store all of the w orld’ s 

data (10
23

 bytes) using trans-continentally distributed, 

Byzantine-fault-tolerant rep lica group s to p rovide user-

selectable consistency semantics.  These systems have 

flat namesp aces; they do not ex p ort file-system 

interfaces; and (w ith the ex cep tion of O ceanStore) they 

are designed for p ublishing or archiving data, rather 

than for interactively using and up dating data. 

8 .  C o n cl u si o n s 

Farsite is a scalable, decentralized, netw ork  file system 

w herein a loosely coup led collection of insecure and 

unreliable machines collaboratively establish a virtual 

file server that is secure and reliable.  Farsite p rovides 

the shared namesp ace, location-transp arent access, and 

reliable data storage of a central file server and also the 

low  cost, decentralized security, and p rivacy of desk top  

w ork stations.  It req uires no central-administrative 

effort ap art from signing user and machine certificates. 

Farsite’ s core architecture is a collection of interacting, 

Byzantine-fault-tolerant rep lica group s, arranged in a 

tree that overlays the file-system namesp ace hierarchy.  

Because the vast maj ority of file-system data is op aq ue 

file content, Farsite maintains only indirection p ointers 

and cryp tograp hic check sums of this data as p art of the 

Byzantine-rep licated state.  Actual content is encryp ted 

and stored using raw  (non-Byzantine) rep lication; 

how ever, the architecture could alternatively emp loy 

erasure-coded rep lication to imp rove storage efficiency. 

Farsite is designed to sup p ort the file-I/O  w ork load of 

desk top  comp uters in a large comp any or university.  It 

p rovides availability and reliability through rep lication; 

p rivacy and authentication through cryp tograp hy; 

integrity through Byzantine-fault-tolerance techniq ues; 

consistency through leases of variable granularity and 

duration; scalability through namesp ace delegation; and 

reasonable p erformance through client caching, hint-

based p athname translation, and lazy up date commit. 

In large p art, Farsite’ s design is a careful synthesis of 

techniq ues that are w ell k now n w ithin the systems and 

security communities, including rep lication, Byzantine-

fault-tolerance, cryp tograp hy, certificates, leases, client 

caching, and secret sharing.  H ow ever, w e have also 

develop ed several new  techniq ues to address issues that 

have arisen in Farsite’ s design:  Convergent encryp tion 

p ermits identifying and coalescing dup licate files 

encryp ted w ith different users’  k eys.  Ex clusive 

encryp tion enforces filename syntax  w hile maintaining 

filename p rivacy.  A scalable, distributed, fault-tolerant 

database sup p orts distributed dup licate-file detection.  

We use a novel combination of secret sharing, message 

authentication codes, and logging to enable secure crash 

recovery.  Timed Byzantine op erations and Byzantine 

outcalls sup p lement the conventional model of 

Byzantine fault-tolerance to p ermit directory group s to 

p erform autonomous maintenance functions. 

Analysis suggests that our design should be able to 

scale to our target of ~ 10
5
 machines.  Ex p eriments 

demonstrate that our untuned p rototyp e p rovides 

tolerable p erformance relative to a local N TFS file 

system, and it p erforms significantly better than remote 

file access via CIFS. 
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