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ÁWeb application vulnerabilities are everywhere

ÁCross-site scripting (XSS)

ÁDominates the charts

Áά.ǳŦŦŜǊ ƻǾŜǊǊǳƴǎ ƻŦ ǘƘƛǎ ŘŜŎŀŘŜέ

ÁKey enabler of JavaScript worms
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Worm name Type of site Release date

Samy/MySpace  Social networking Oct-05

xanga.com  Social networking Dec-05

SpaceFlash/MySpace Social networking Jul-06

Yamanner/Yahoo! Mail Email service Jun-06

QSpace/MySpace Social networking Nov-06

adultspace.com  Social networking Dec-06

gaiaonline.com  Online gaming Jan-07

u-dominion.com  Online gaming Jan-07

Á Unleashed by Samyas a proof-of-

concept in October 2005
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ÁSamytook down MySpace (October 2005)

Á{ƛǘŜ ŎƻǳƭŘƴΩǘ ŎƻǇŜΥ Řƻǿƴ ŦƻǊ ǘǿƻ Řŀȅǎ

ÁCame down after 13 hours

ÁCleanup costs

ÁYamanner(Yahoo mail) worm (June 2006)

ÁSent malicious HTML mail to users in the current 
ǳǎŜǊΩǎ ŀŘŘǊŜǎǎ ōƻƻƪ

ÁAffected 200,000 users, emails used for spamming
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Á Initial infection:

Á {ŀƳȅΩǎMySpace page

Á Injected JavaScript payload 

exploits a XSS hole

Á Propagation step:

Á User views an infected page

Á Payload executes

ǐ Adds Samyas friend

ǐ!ŘŘ ǇŀȅƭƻŀŘ ǘƻ ǳǎŜǊΩǎ ǇŀƎŜ

5


