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Å Problem:  Can we automatically infer which routines in a program 
are sources, sinks and sanitizers?

Å Technology: Static analysis + Probabilistic inference 

Å Applications:

ïLowers false errors from tools

ïEnables more complete flow checking

Å Results:

ïOver 300 new vulnerabilities discovered in 10 deployed 
ASP.NETapplications





ÁWeb application 
vulnerabilities are a 
serious threat!

CAT.NET



$username = $_REQUEST['username'];
$sql = "SELECT * FROM Students WHERE username = '$username';


