Specification Inference for Explicit Information Flow Problems

Merlin




Mining Security Specifications

A Problem: Can we automatically infer which routines in a program
are sources, sinks and sanitizers?

Technology:Static analysis + Probabilistic inference

A Applications:
I Lowers false errors from tools
I Enables more complete flow checking

Results:

Over 300 new vulnerabilities discovered 1110 deployed
ASP.NETapplications
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Motivation




Static Analysis Tools for Security

Web application

vulnerabilities are a

serious threat!
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Web Application Vulnerabilities

HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SONS SCHOOL. | BREAKSOMETHING? | NAME YOLR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N H wﬁ‘r Robert'); DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. TABLE Studerts; -~ 7 ‘I’
X AND T HOPE
, ~ OH. YES UITTLE “~ YOU'VE LEARNED
WE BOBBY TARLES, + TOSANMIZE YOUR
m WE CALL HIM. DATABASE INPUTS.
$username = $ REQUEST['username';
$sql ="SELECT * FROM Students WHERE username = '$username’;
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