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Singularity

MSR Software Verification and 
Testing Research

ωSLAM

ςshipping in Windows DDK

ωESP

ςextensively used in Windows (CSE)

ωFugue

ςshipping in FxCop

ωSAL (Standard Annotation Language)

ςmost MS .h files annotated

ςshipping in VS2005

ωSpecExplorer

ςwidely used within MS



Singularity

Frustration,
Despite Progress

ωάCƛǊǎǘ ǿŜ ōǳƎ ǘƘŜ ǎƻŦǘǿŀǊŜΣ ǘƘŜƴ ǿŜ ŘŜōǳƎ ƛǘέ

ςexisting code bases written without many tools

ωSpecification unavailable

ωProgram analysis difficult

ςunsafe language

ςtenuous assumptions (e.g., code completely known and immutable)

ωStruggle to incorporate tools in process

ωVerification and testing stuck at low level

ςlanguage features and programming interfaces



Singularity

άaƻŘŜǊƴέ
OS & Applications

ωDesign parameters

ςscarce resources

ςbenign environment

ςknowledgeable and trained users 

1970 1980 1990

Multics
Unix

VMS Windows (NT)
Linux
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The World Changed

ωHardware and software industries were wildly successful

ςmachines are fast, memory is cheap

ςcomputers are ubiquitous

ωMalicious environment

ςǳōƛǉǳƛǘƻǳǎ ǿƻǊƳǎΣ ǾƛǊǳǎŜǎΣ ǎŎŀƳǎΣ ŀǘǘŀŎƪǎΣ Χ

ωFew users understand computers or software
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Singularity Project

ωLarge Microsoft Research project 
with goal of more robust and 
reliable software

ςGalen Hunt, Jim Larus, and many others

ωStarted with firm architectural 
principles

ςsoftware will fail, system should not

ςsystem should be self-describing

ςverify as many system aspects as 
possible

ωNo single magic bullet

ςmutually reinforcing improvements to 
languages and compilers, systems, and 
tools

Safe
Languages

(C#)

Verification
Tools

Improved OS 
Architecture
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Key Tenets

1. Use safe programming languages everywhere

ςsafe type safe and memory safe (C# or Java)

ςeverywhere applications, extensions, OS services, device drivers, kernel

2. Improve system resilience in the face of software errors

ςfailure containment boundaries

ςexplicit failure notification model

3. Facilitate modular verification

ςƳŀƪŜ ǎȅǎǘŜƳ άǎŜƭŦ-ŘŜǎŎǊƛōƛƴƎέ ǎƻ ǇƛŜŎŜǎ Ŏŀƴ ōŜ ŜȄŀƳƛƴŜŘ ƛƴ ƛǎƻƭŀǘƛƻƴ

ςspecify and check behavior at manylevels of abstraction

ςmake automated analysis easier



Deemphasized Performance

ωEasy to measure, but less important than 
dependability

ωάDƻƻŘ ŜƴƻǳƎƘέ ǇŜǊŦƻǊƳŀƴŎŜ ǿŀǎ Ǝƻŀƭ

ςresult had very good performance

Singularity
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Singularity OS

ωSafe micro-kernel

ς95% written in C#
ω17% of files contain unsafe C#

ω5% of files contain x86 asmor C++

ςservices and device drivers in processes

ωSoftware isolated processes (SIPs)

ςall user code is verifiably safe 

ςsome unsafe code in trusted runtime

ςprocesses and kernel sealed at start time

ωCommunication via channels

ςchannel behavior is specified and checked

ςfast and efficient communication

ωWorking research prototype 

ςnot Windows replacement
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Process Model

ωProcess contains only safe code

ωNo shared memory
ςcommunicates via messages

ωMessages flow over channels
ςwell-defined & verified

ωLightweight threads for concurrency

ωSmall binary interface to Kernel
ςthreads, memory, & channels

ωSeal the process on execution
ςno dynamic code loading

ςno in-process plug-ins

ωRuns in ring 0 in kernel memory!

Kernel

ABI

Software 
Isolated 
Process
ñSIPò
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Challenge 1: 

Pervasive Safe Languages

ωModern, safe programming languages

ςprevent entire classes of (serious) defects

ςeasier to analyze

ωSingularity is written in extended C#

ςSpec# (C# + pre/post-conditions and invariants)

ςSing# adds features to increase control over allocation, initialization, and memory layout

ωEvolve language to support Singularity abstractions

ςchannel communications

ςfactor libraries into composable pieces

ςcompile-time reflection

ωNative compiler and runtime

ςno bytecodes or MSIL

ςno JVM or CLR
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Runtime System

ωJVM & CLR not appropriate for building systems

ωwƛŎƘ ǊǳƴǘƛƳŜ όάƻƴŜ ǎƛȊŜ Ŧƛǘǎ ŀƭƭέύ

ςmonolithic, general-purpose environment

ςlarge memory footprint (~4 MB/process for CLR)

ςmany OS dependencies (CLR PAL requires >300 Win32 APIs) 

ωJIT compiler

ςincreases runtime size and complexity

ςunpredictable performance

ωReplicate OS functionality

ςsecurity, threading, configuration, etc.



Singularity Runtime

Application

Bartok 
Compiler

Libraries

Singularity 
Runtime
(GC, etc.)

Singularity Process

x86 
Executable

Singularity

ωSmall, fast execution environment

ωAhead-of-time, global optimizing 
compiler (Bartok) 

ςspecializes runtime and libraries

ςeliminates unused language features and 
application or library code

ωFactorable runtime and libraries

ω Language runtime, garbage collector, 
and libraries selectable on per-process 
basis

ςreduce memory and computation 
overhead

ςenforce design discipline and system 
policies per process
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Challenge 2: 

Improve Resilience 

ωCannot build software without defects

ςverification is a chimera (but we could still do a lot better)

ωSoftware defects should not cause system failure

ωA resilient system architecture should

ςisolate system components to prevent data corruption

ςprovide clear failure notification

ςimplement policy for restarting failed component

ωExisting system architectures lack isolation and resilience



Open Process Architecture

Process

Singularity

ωUbiquitous architecture (Windows, 
Unix, Java, etc.)

ςDLLs, classes, plug-ins, device drivers, etc. 

ωProcesses are not sealed

ςdynamic code loading and runtime code 
generation

ςshared memory

ςǎȅǎǘŜƳ !tL ŀƭƭƻǿ ǇǊƻŎŜǎǎ ǘƻ ŀƭǘŜǊ ŀƴƻǘƘŜǊΩǎ 
state

ωLow dependability

ς85% of Windows crashes caused by third 
party code in kernel

ςinterface between host  and extension 
often poorly documented and understood

ςmaintenance nightmare


