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w SLAM
¢ shipping in Windows DDK

w ESP

¢ extensively used in Windows (CSE)

w Fugue
¢ shipping inFxCop

w SAL (Standard Annotation Language)
¢ most MS .h files annotated
¢ shipping in VS2005

w SpecExplorer
¢ widely used within MS
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Frustration,

Despite Progress
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¢ existing code bases written without many tools

w Specification unavailable

w Program analysis difficult
¢ unsafe language
¢ tenuous assumptions (e.g., code completely known and immutable)

w Struggle to incorporate tools in process

w Verification and testing stuck at low level
¢ language features and programming interfaces
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QY OS & Applications

VMS Windows (NT)
Unix Linux
Multics

I | |
1970 1980 1990

wDesign parameters
¢scarce resources
¢ benign environment
cknowledgeable and trained users
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2>, ‘j The World Changed

w Hardware and software industries were wildly successful
¢ machines are fast, memory is cheap
¢ computers are ubiquitous

w Malicious environment
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w Few users understand computers or software

Singularity Microsoft



Singularity Project

w Large Microsoft Research project
with goal of more robust and
reliable software
Safe :
Languages ¢ Galen Hunt, Jim Larus, and many others

©) w Started with firm architectural
principles
o ¢ software will fail, system should not
Verification .
Tools ¢ system should be setfescribing

¢ verify as many system aspects as
possible

Improved OS
Architecture

w Nosingle magic bullet

¢ mutually reinforcing improvements to
languages and compilers, systems, and
tools
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1. Use safe programming languages everywhere
¢ safe= type safe and memory safe (C# or Java)

¢ everywhere= applications, extensions, OS services, device drivers, kerne

2. Improve system resilience in the face of software errors
¢ failure containment boundaries
¢ explicit failure notification model

3. Facilitate modular verification
CYlFI1S &aeaRSYONABSAWIE a2 LIASOSa OFy
¢ specify and check behavior mianylevels of abstraction
¢ make automated analysis easier
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wEasy to measure, but less important than
dependability
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cresult had very good performance

Singularity Microsoft



w Safe micrekernel

content web TCP/IP netyvork C 95% written in C#
extensio server stack driver w 17% of files contain unsafe C#
$ w 5% of files contain x8&smor C++
N i . : : :
% ext. s tcp driver ¢ services and device drivers in processes
o class class class class
% libra libra ' ibr w Software isolated processes (SIPSs)
. . . . ¢ alluser code is verifiably safe
| runtime | runtime | runtime | runtime _ _
e ! 4 ‘ ¢ some unsafe code in trusted runtime
¢ processes and kernel sealed at start time
kernel API KV

w Communication via channels
kernel ¢ channel behavior is specified and checked
class ¢ fast and efficient communication
ibr
w Working research prototype

runtime ¢ not Windows replacement
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Process Model

w Process contains only safe code

w No shared memory
¢ communicates vianessages

w Messages flow ovarhannels
¢ well-defined & verified

Software w Lightweight threads for concurrency
g |solated g{
w Small binary interface to Kernel
gProcess ¢ threads, memory, & channels

nsSl P

w Seal the process on execution
¢ no dynamic code loading
— —_ ¢ no inprocess plugns

& w Runs in ring 0 in kernel memory!

Kernel
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Challenge 1:

Pervasive Safe Languacl;

w Modern, safe programming languages
¢ prevent entire classes of (serious) defects
¢ easier to analyze

w Singularity is written in extended C#
¢ Spec# (C# + pre/pesbnditions and invariants)
¢ Sing# adds features to increase control over allocation, initialization, and memory layout

w Evolve language to support Singularity abstractions
¢ channel communications
¢ factor libraries into composable pieces
¢ compiletime reflection

w Native compiler and runtime
¢ no bytecodes or MSIL
¢ noJVMor CLR
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—— j Runtime System

w JVM & CLR not appropriate for building systems
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¢ monolithic, generapurpose environment

¢ large memory footprint (~4 MB/process for CLR)
¢ many OS dependencies (CLR PAL requires >300 Win32 APIs)

w JIT compiler
C increases runtime size and complexity
¢ unpredictable performance

w Replicate OS functionality
¢ security, threading, configuration, etc.
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Singularity Runtime

SFIQngl:_Iarlty _ _ w Small, fast execution environment
IS Libraries | o
(GC, etc.) w Aheadof-time, global optimizing

compiler (Bartok)
¢ specializes runtime and libraries
¢ eliminates unused language features and
application or library code
w Factorable runtime and libraries

w Language runtime, garbage collector,
and libraries selectable on p@rocess
basis

. i ¢ reduce memory and computation
Singularity Process overhead

¢ enforce design discipline and system
policies per process

Xx86

Executable /4
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:.:".. r Challenge 2:
B @ j Improve Resilience

w Cannot build software without defects
¢ verification is a chimera (but we could still do a lot better)

w Software defects should not cause system failure

WA resilient system architecture should
C Isolate system components to prevent data corruption
¢ provide clear failure notification
¢ implement policy for restarting failed component

w Existing system architectures lack isolation and resilience
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Process

Open Process Architecture

w Ubiquitous architecture (Windows,
Unix, Java, etc.)

¢ DLLs, classes, phug, device drivers, etc.

w Processes are not sealed

¢ dynamic code loading and runtime code
generation

¢ shared memory
caeadasSy !tL Fff2g¢ LINI
state
w Low dependability

¢ 85% of Windows crashes caused by third
party code in kernel

¢ interface between host and extension
often poorly documented and understood

¢ maintenance nightmare
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