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Can Better Languages and Tools
Produce Better Software?

A In this talk, better means more
reliable

I less likely to fall
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SPT Approach
A Redunddiicy is good
A Redunddlicy exposes inconsistency

A Inconsistency points to errors

A Compare
I what programmer should do
I what code actually does
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Lightweight Specifications

A Desc
I rea
A Spec
I not
A Com
I too

ribe correct/incorrect behavior
dable/writable by programmers

Ify limited properties
total correctness/verification

pare rules against code
s mechanically and systematically

find
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Types Are Only
Successful Specifications

A Programmers routinely read and
write type declarations

I document interface syntax
| basis for program abstractions
| static (compile -time) error detection

A Type checking is fast & routine
I finds errors
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SPT Extends This Approach

A Specify and check other properties
I languages to express rules
I tools to check that code obeys rules

A Goal is partial correctness
I detect and report important classes of errors
I no guarantee of program correctness

A Systematic
I sound, complete analysis
I flag absence of errors
| false positives OK
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SPT Overview

I Vault
i SLAM
i ESP
A Concurrency
I Behave!
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Interfaces Have Usage Rules

A Rules in documentation
UNIX I I incomplete, unenforced, wordy
o PnoanAMMMG ing i order of operations & data access

NEa e S o i resource management

b A Disobeying rules causes bad
gy - behavior

I system crash or deadlock

I unexpected exceptions

I failed runtime checks

I security flaws

D1rectX

r
Development Kit
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Example Usage Rule: Sockets

— T T T —

the "communication domain" in which communication is to take
place; see protocols(5).

Sockets of type SOCK_STREAM are full - duplex byte streams,
similar to pipes. A stream socket must be in a connected
state before any data may be sent or received on it. A con -

nection to another socket is created with a connect(2) call.
, | Once connected, data may be transferred using read(2V) and
—d A 2 7 O write(2V) calls or some variant of the send(2) and recv(2)

NETWORK calls. When a session has been completed a close(2V), may

PRGGRAMM'N ™ Dbe performed. Out - of - band data may also be transmitted as
Nehworking APls: Sackets and X described in send(2) and received as described in recv(2).

The communications protocols used to implement a SOCK_STREAM
insure that data is not lost or duplicated. If a piece of

[ W. RICHARD STEVENS

A
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SPT Specification & Checking
Tools

Disruption

Scalability

™
X%)
§
<

E (not to scale)
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SPT Overview

A Reliable interfaces

I SLAM
i ESP

A Security and concurrency
I Behave!
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Vau It (Rob DeLine, Manuel Fahndrich)

A Usage rules as part of language type
system

| Interface author states rules in type
signature

I compiler rejects client code that violates
rule (type error)

| every violation guaranteed to be found
(soundness)
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Why Type -based Approach?

A Types are widely accepted form of
specification

A Specification and code are kept in sync

A Developers find and fix bugs before
execution

A Programmers understand violations and
how to fix them

AEfficient, scal abl e anse
development
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Tracked Types and Keys

A Usage rules talk about individual
objects

void listen (necient{(D) smaikin)t) [ S @ named> listening]]

A Naming: tracked types give compile -
time names (keys) to objects

A Object state:  key can have symbolic
state to model state of object
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Tracked Types and Keys

AChange specs combine
pre/post condition for functions

AAdd key:

d tracked( S)sock socket(...) [new S @ raw ]
AConsume key:

d void close (tracked( S)sock) [ -S]

AChange key state:

d void bind (tracked( S)sockl) [S@raw ->named]
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Example: Sockets Interface

tracked(S)

void

void

tracked(N)

void

void

March 2002

sock

sock

socket (domain, style, int)

bind ( tracked(S) sock, sockaddr)

listen (tracked(S) sock, int)
accept (tracked(S) sock)
receive ( tracked(S) sock, byte[])
close (tracked(S) sock)

Systematic Programming Tools 0 James Larus

[new S @ raw]

[S @ raw - > named]

[S @ named ->
listening]

[S @ listening,
new N @ ready]

[S @ ready]

[-S]
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Statically Enforcing Usage .
Protocols

A At every program point, Vault compiler computes
key set
I functions and operations (new/free) change key set
I key must be consumed, not dl eak

AOn each path in functionos
I pre -condition transformed into post -condition

i all proof obligations satisfied
A pre - conditions of other function calls
A primitive operations (memory access, free)

A Avoid exponential blow  -up
I require uniform predicate at join points
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Checking Socket Client Code

void communicate(sockaddr addr) {
tracked(K) sock s = socket("UNIX, "INET, 0);
bind(s, addr);
listen(s, 0);
while (Ishutdown()) {
tracked(J) sock c = accept(s);
receive(c, buffer);
close(c);

}

close(s);
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Checking Socket Client Code

void communicate(sockaddr addr) { {}
tracked(K) sock s = socket(CUNIX, "INET,0); {K@raw}
bind(s, addr); { K@named }
listen(s, 0); { K@listening }
while (!shutdown()) { { K@listening }
tracked(J) sock c = accept(s); { K@listening, J@ready }
receive(c, buffer); { K@listening, J@ready }
close(c); { K@listening }
} { K@listening }
close(s); {}
}
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Checking Socket Client Code

void communicate(sockaddr addr) {
tracked(K) sock s = socket("UNIX, "INET,0);
bind(s, addr);
listen(s, 0);
while (Ishutdown()) {
tracked(J) sock c = accept(s);

receive(c, buffer);

close(cJil}
}

close(s);
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Checking (Wrong) Socket
Client Code

void communicate(sockaddr addr) {
tracked(K) sock s = socket("UNIX, "INET,0);
bind(s, addr);
listen(s, 0);
while (Ishutdown()) {

tracked(J) sock ¢ = accept(s);

receive(c, buffer);

close(sjil}
}

close(s);

March 2002 Systematic Programming Tools 0 James Larus 22



Checking (Wrong) Socket
Client Code

void communicate(sockaddr addr) { {}
tracked(K) sock s = socket(CUNIX, "INET,0); {K@raw}
bind(s, addr); { K@named }
listen(s, 0); { K@listening }
while (!shutdown()) { { K@listening }
tracked(J) sock c = accept(s); { K@listening, J@ready }
receive(c, buffer); { K@listening, J@ready }
close(sjil} { J@ready}
} {}
close(s); {}
}
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Checking (Wrong) Socket
Client Code

void communicate(sockaddr addr) { {}
tracked(K) sock s = socket(CUNIX, "INET,0); {K@raw}
bind(s, addr); { K@named }
listen(s, 0); { K@listening }
while (!shutdown()) { { K@listening }
tracked(J) sock c = accept(s); { K@listening, J@ready }
receive(c, buffer); { K@listening, J@ready }
close(sjil} { J@ready}
ilose(s), i i x Nq qg ree_ment
} at join point
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Checking (Wrong) Socket
Client Code

void communicate(sockaddr addr) { {}
tracked(K) sock s = socket(CUNIX, "INET,0); {K@raw}
bind(s, addr); { K@named }
listen(s, 0); { K@listening }
while (!shutdown()) { { K@listening }
tracked(J) sock c = accept(s); { K@listening, J@ready }
receive(c, buffer); { K@listening, J@ready }
close(sjil] {J@ready} b4 Leaking key
} {}
close(s); {}
}
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Checking (Wrong) Socket
Client Code

void communicate(sockaddr addr) { {}
tracked(K) sock s = socket(CUNIX, "INET,0); {K@raw}
bind(s, addr); { K@named }
listen(s, 0); { K@listening }
while (!shutdown()) { { K@listening }
tracked(J) sock c = accept(s); { K@listening, J@ready }
receive(c, buffer); { K@listening, J@ready }
close(sjil} { J@ready}
} {}
close(s); 0 X Botched
} precondition
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Vault Research '

A Few new language features express and check
many usage rules
I still imperative programming style

i handl e Areal o applications
A device drivers
A DirectX

i check fnreal o rules that devel op

A On-going research
I usage rules in C#
I safe, explicit memory management in CLR
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SPT Overview

A Reliable interfaces
I Vault
i SLAM
i ESP
A Concurrency
I Behave!

March 2002 Systematic Programming Tools 0 James Larus
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S LAM (Tom Ball, Sriram Rajamani)

A Software Model Checking
A Input

i C source code, has 1 SO
I APl rules in SLIC language

A Automatically create  abstraction of C program
I abstract model = Boolean program

A Systematic exploraton of model 6s st af

I does feasible path through program lead to error
state in SLIC?

A Demand -driven refinement of model
I exclude infeasible paths
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State Machine Locking
for Locking Rule in SLI

state {
enum {Locked,Unlocked}
s = Unlocked;

}

KeAcquireSpinLock .entry {
if (s==Locked) abort ;
else s = Locked,;

}

KeReleaseSpinLock .entry {
if (s==Unlocked) abort ;
else s = Unlocked,;

}
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IRP start NP CaIIDriver
completion
state machine @

\‘;' | [ I | f
return
xchild status4 ¥ 5.,

CallDriver

:CallDriver
completio

:Complete

{_request
% return
| : § synch
completion ; _
CallDriver

Pending

CallDriver

‘Complete
i Lequest

March 2002 Systematic Programming Tools - 31



The SLAM Process

SLIC rules
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Example

do {
KeAcquireSpinLock();

nPacketsOld = nPackets:

Does this code
obey the
locking rule?

4

If(request){
request = request - >Next;
KeReleaseSpinLock();
nPackets++;

}

} while (nPackets != nPacketsOld);

KeReleaseSpinLock();

Systematic Programming Tools 0 James Larus
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March 20

eUD

Example

do {

KeAcquireSpinLock();

TN

KeReleaseSpinLock();

Systematic Programming Tools

d James Larus

Model checking
boolean program
(bebop)

4
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Example

Is error path feasible
do { .
: : In C program?
KeAcquireSpinLock(); (newton)
nPacketsOld = nPackets; 4
If(request){
request = request - >Next;
KeReleaseSpinLock();
nPackets++;

}

CUD } while ( nPackets = nPacketsOld );

March 20

qp
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Example

b : (nPacketsOld == nPackets) Add new predicate

do { J | to boolean program
KeAcquireSpinLock(); (&2
/4
nPacketsOld = nPackets; b :=true;
If(request){
request = request - >Next;
KeReleaseSpinLock();

nPackets++: b := b? false : *;

CUD } while ( nPackets !'= nPacketsOld )il Jo)

March 20

qp
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Example

b : (nPacketsOId == nPackets)J

do {
KeAcquireSpinLock();

b := true;
IF(*)

KeReleaseSpinLock();
b :=b? false : *;

Systematic Programming Tools 0 James Larus

Model checking
refined
boolean program
(bebop)

4
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Example

b : (nPacketsOId == nPackets)J

do {
KeAcquireSpinLock();

b := true;
IF(*)

KeReleaseSpinLock();
b :=b? false : *;

}
Ywhile (b );

KeReleaseSpinLock();

Systematic Programming Tools 0 James Larus

Model checking
refined
boolean program
(bebop)

4
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SLAM Analysis

A bebop

i BDD state representations from HW model checking

I small global state and per  -procedure analysis facilitates
scaling
I complexityis O(P x (GL)3)
A P = program size
A G = number global states in FSM
A L = number local boolean variables in procedure

A c2bp uses decision procedures from theorem
proving
I automatic abstraction of C programs

A newton also uses decision procedures
I automatic model refinement

39
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SLAM Summary

A Software model checking

A Automatic analysis (no code annotation)
I SLIC specification of API rules

A Report errors with source  -level paths

A Very precise analysis
I minimize false positives

A Current research
I applying to device drivers (SDV)
A 30 drivers, 4 rules, 20+ bugs
i tool scalability

March 2002 Systematic Programming Tools 0 James Larus
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SPT Overview

A Reliable interfaces
I Vault
i SLAM
I ESP
A Concurrency
I Behave!

March 2002 Systematic Programming Tools 0 James Larus
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ESP s e &P

A How do you find all errors in large
programs?
I use a scalable and accurate program analysis
I trade -off a little precision for a lot of scalability
I sacrifice some specification complexity

A ESP:

I scalable whole -system value flow analysis
I scalable module -level path -sensitive analysis
I finite -state property specification
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esp
ESP Model: Values Have State

A During execution, program
I creates values
I changes state of created values

A Programmer specifies
I how values are created (patterns)
I how values change state (patterns)

A ESP tracks typestate of every created value
I all possible states at every program point

March 2002 Systematic Programming Tools 0 James Larus 43



ESP Typestate Specl

fications

B DOTTY

Open
fopen$retum)
Initialization

Frint Clase
forintf{$1) felose($11
Attempting to waite to a file that has not been opened

Drint
fraintT$1)

Attempting to prnt to a closed file

B

Print
fpeintfl$11

Clase
felose($1)

Attempting to close a file that has not been opened

Clase
felose($1)

Attempting to close a file that 15 alveady closed

|£

March 2002 Systematic Programming Tools

d James Larus
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ESP Insights

A Executables contain modules (DLLS)
I large, but smaller than whole system
I entry points are subset of functions

A Two distinct entities during analysis

| data items that should be tracked

Af printf (f,é&): g = f: feclc
| state changes along feasible paths

Aif (c) o ->Get(); ....if(c)o  ->Release();
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ep
Scalable Static Analyses

1. Whole system value flow analysis
I use GOLF (Das, Liblit, Fahndrich, Rehof SAS 2001)
I build call graph and value flow graph

2. Whole system pruning
I performed top -down on DLL graph

I value flow from creation points identifies all data items
to be tracked in every function

3. Module -level path -sensitive analysis
I performed bottom -up on DLL graph

I symbolic evaluation tracks states of data items along
all feasible paths

I summaries recorded at all DLL entry points
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eSp
Scalable Path -sensitive Analysis

A Problem:

I accurate treatment of branches can lead to
exponential/infinite behavior

A Insight:

I for given property and given created value,
most branches in code are irrelevant

A Question:

I can we find way to identify relevant branches
are ignore rest?
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eSp
Scalable Path -sensitive Analysis

A Answer (Das, Lerner, Seigle PLDI 2002):

I branch is relevant if it causes different state
changes along its true/false paths

A Algorithm:

I symbolically evaluate program
I track both symbolic state and FSM state

I at merge points in control flow:
A if FSM states agree, merge analysis states
A otherwise, track each analysis state separately

I leads to polynomial algorithm
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ep
Example from gcc

void compile() { 5
if (dump1l) { <dumpl:U><fl:#Uninit>
f1 = fopen(..);
}
if (dump2) { <dumpl:T><fl:Opened> <dumpl:F><fl:#Uninit>
f2 = fopen(..);
}

process(dumpl,fl);
process(dump2,f2);
}
void process(int flag, FILE *f) <flag:T><f:Opened> <flag:F><f:#Uninit>

{
if (flag)
printf(f,..);
}
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eSp
Common Path -sensitive Idioms

A Same condition guards related
events

if (shouldLock)
AcquireLock(lock);

iIf (shouldLock)
ReleaseLock(lock);

A Helper functions return status codes

rc = DoAcquire(lock);
if (Irc)
ReleaseLock(lock);
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ESP Summary

A Current (PLDI 02)
I verified stdio usage in gcc (150K LOC)

A Next
I handle C++ (exceptions)
I replace value flow with new dataflow analysis
I run on large parts of Windows code base

A Why does ESP work?

I Intricate usage patterns are difficult for
programmers, as well as tools

I ESP analyses capture common usage patterns
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SPT Overview

A Reliable interfaces
I Vault
i SLAM
i ESP
A Concurrency
| Behave!

March 2002 Systematic Programming Tools 0 James Larus
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Concurrency

A Parallel and concurrent programs are hard to
write, debug, test, modi fy,
I everyone is going to be writing them
I cheap SMPs and .NET

A Asynchronous programming

I message -passing (non -RPC) communication
i Hai l storm, Indigo, &
I BizTalk

A Difficult behavioral properties

I deadlock -freedom
I communication progress
I message understood

A Few tools
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Behave
Behave! and Sharpie emay

(Sriram Rajamani, Jakob Rehof, Jim Larus)

A Behave!
I behavioral type system for concurrent
properties
ife.g., deadl ock, message un
A Sharpie

| C# extension for asynchronous programming
I new constructs to support parallelism

I specify concurrent behavior

I automatically model check program behavior
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Behave“

Model Checking Software

model
checker
T
Impoverished enough to be analyzable by model
Model
checker
I link to source code using abstraction mechanism
abstraction

1

Source code

express common idioms in message-passing
programs: indirect references, process pointers,
Instantiation, correlations, port references
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Behave“

Behave Process

model
checker
T
Impoverished enough to be analyzable by model
Model
checker
I link to source code using abstraction mechanism
abstraction

1 express common idioms in message-passing
Source code programs: indirect references, process pointers,
p-calculus instantiation, correlations, port references
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Behave“

Behave Process

model
checker

T

Model: Impoverished enough to be analyzable by model
CCS checker

1

abstraction

1 express common idioms in message-passing
Source code programs: indirect references, process pointers,
p-calculus instantiation, correlations, port references

link to source code using abstraction mechanism

March 2002 Systematic Programming Tools 0 James Larus 57



Behave“

Behave Process

model
checker

T

Model: Impoverished enough to be analyzable by model
CCS checker

1

type and
effect system

1 express common idioms in message-passing
Source code programs: indirect references, process pointers,
p-calculus instantiation, correlations, port references

link to source code using abstraction mechanism
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Behave“

State Explosion Problem

March 2002

model
checker

T

Model:
CCS

1

type and
effect system

1

Source code
p-calculus
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Solution: Behave"
Divide and Conquer

model model
checker checker
1 ) 1 )
Model: Model:
CCS CCS
type and type and
effect system effect system
Source code Source code

p-calculus p-calculus
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Behave“

Problem: Inter -dependence

model model
checker checker
1 ) 1 )
Model: I I Model:
CCS CCS
type and type and
effect system effect system
Source code Source code

—
p-calculus p-calculus
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\
Assume -guarantee Behave:

reasoning
model model
checker checker
T T
Model: I I Model:
CCS CCS

Previous work does not
deal with blocking
processes and
specifications!
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Behave“

Behave Results 0 1

A Assume guarantee reasoning for CCS

A Deal with circular assumptions
between blocking processes
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6‘1»
Problem: Behay

Integration with Type System

model model
checker checker
1 ) 1 )
Model: I I Model:
CCS CCS
type and type and
effect system effect system
Source code Source code

—
p-calculus p-calculus
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Behave“

Behave Results o 2

A Tight integration between model
checking and type checking

I open simulation used for both subtyping
and abstraction

A Automating abstraction using source
level annotations
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Behave

Sharpie Example

. . Receive on z]
/l Declaration of client g
operation client(In ch: z, Out ch: w) @ z? ->wl / Send on w
/I Implementation of server
server (In ch: x, Out ch: y) @ x? - >yl Deadlock
{
select x?() -> Async call on client
async c, d. client(c, d) /
in
select d?() >y Receive on d

March 2002 Systematic Programming Tools 0 James Larus 66



SPT Summary
A SPT approach

I programmer/tester writes partial specifications

I tools ensure code follows specs
A SLAM: extremely precise analysis
A ESP: trade precision for scalability
A Vault: integrate approach into language
A Behave!: concurrency
A GOLF: value flow problems

A Why so many projects?
I partial verification, not total correctness

March 2002 Systematic Programming Tools 0 James Larus
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For More Information

A http://research.microsoft.com/spt

March 2002

nttp://researc
nttp://researc
nttp://researc

N.microsoft.com/vault
n.microsoft.com/SLAM
n.microsoft.com/ESP

nttp://researc

n.microsoft.com/behave

Systematic Programming Tools 0 James Larus 68


http://research.microsoft.com/spt
http://research.microsoft.com/ESP

