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(and Frustration)

w MSR has researched, developed, and deployed programming tools for 10+ years

w Struggle to bring tools to practice
¢ incomplete, informal specification
¢ unsafe languages (C)
¢ tenuous assumptions (e.g., code completely known and immutable)

w Verification and testing at a low level

¢ language features and library APIs
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w Software development is inherently broken
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w People and organization may be more important than bugs and testing

¢ (another talk)
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Singularity

w Microsoft Research project with goal
of more robust and reliable software

Safe w Rethink the software stack
Languages

(C#) w Articulated architectural principles
¢ software will fail, system should not

P ¢ system should be setfescribing
Verification

Tools ¢ verify as many aspects as possible

w Nosingle magic bullet

¢ mutually reinforcing improvements to
languages and compilers, systems, and
tools

Improved OS
Architecture
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Unfortunately, this willingness to begin with ar
entirely new foundation is not located within the
Wi ndows group but in
where scientists and their heretical thoughts are
safely isolated. Last April, Microsoft publicly
unveiled the fiveyearold research project,
called ASingul arity.
neat academic exercise, not a glimpse of
Windows 7.
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ASingularity is not t
Rashid, the companyos
overseeing research.
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Why Rethink Software

Architecture?

VMS Windows (NT)
Unix Linux

I I I
1970 1980 1990

wDesign parameters
¢scarce resources
cassembly code
¢ benign environment
cknowledgeable users
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The World Changed

w Hardware and software industries were wildly successful
¢ machines are fast, memory is cheap
¢ computers are ubiquitous
¢ safe, higHevel languages

w Malicious environment
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w Few users understand computers or software
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1. Use safe (managed) programming languages everywhere
¢ safeY type safe and memory safe (C# or Java)
ceverywhereY | LILIX A Ol A2y & SEGSyaAirzyazr h{ &

2. Improve system resilience in the face of software errors
¢ failure containment boundaries
¢ explicit failure notification model

3. Modular verification
¢ design assuming automated analysis
¢ seal environments so verification can be sound
cYF1S adaeaRSyONMGSAWIZE a2 LIASOSa OFy oS
¢ specify and check behavior aianylevels of abstraction
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wEasy to measure, but less important than
dependability
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¢Singularity has very good performance
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w Safe micrekernel
C 95% written in C#
¢ all services and drivers in processes

network
driver

TCP/IP
stack

content
extensio
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7 driver w Software isolated processes (SIPs)
8 class o

o . : : libr ¢ alluser code is verifiably safe

o

¢ some unsafe code in trusted runtime

runtime ¢ processes and kernel sealed at execution

w Communication via channels
¢ channel behavior is specified and checked

¢ fast and efficient communication

w Working research prototype
¢ not Windows replacement
¢ shared source download
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SIP Process Model

w Process contains only safe code
¢ except language runtime (GC)

w No shared memory
¢ communicate via messages

Software w Messages flow over Hirectional
Isolated g channels
gProcess ¢ well-defined & verifiable

w Small, versioned interface to
kernel

¢ threads, memory, & channels

nsSl P

& w Seal process on execution
¢ no dynamic code loading
Kernel ¢ no inprocess plugns

Singularity Microsoft



Challenge 1:

Pervasive Safe Languac

w Modern, safe programming languages
¢ preclude entire categories of serious defects, e.g. buffer overruns
¢ easier to analyze

w Singularity is written in Spec#
¢ C# + pre/postonditions and invariants

w Language research to support Singularity abstractions
¢ channel communications
¢ factor libraries into composable pieces
¢ compiletime reflection

w Native compiler and runtime system
¢ no bytecodes or MSIL (not JVM or CLR)
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o ) Runtime System

w JVM & CLR not appropriate for building systems

WwA OK NYzyGAYS d6da2yS arl § FAada |f¢:
¢ monolithic, generapurpose environment
¢ large memory footprint (~4 MB/process for CLR)
¢ many OS dependencies (CLR PAL requires >300 Win32 APIs)

w JIT compiler
C increases runtime size and complexity
¢ unpredictable performance

w Replicate OS functionality
¢ security, threading, configuration, etc.
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Singularity Runtime

SFlzngu_Iarlty w Minimal runtime system
untime Libraries | o
(GC, etc.) w Aheadof-time, global optimizing

compiler (Bartok)
¢ specializes runtime and libraries
¢ eliminate unused language features and
application or library code
w Factorable runtime and libraries

w Language runtime, garbage collector,
and libraries selectable on pg@rocess
basis

¢ reduce memory and computation
overhead

¢ enforce design discipline and system
policies per process

Singularity Process
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Challenge 2:

Improve Resilience

w Cannot build software without defects
¢ verification is a chimera (but we could do a lot better)

w Software defects should not cause system failure

wA resilient system architecture should
C iIsolate system components to prevent data corruption
¢ provide clear failure notification
¢ implement policy for restarting failed component

w Existing system architectures lack isolation and resilience
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Process

Open Process Architecture

w Ubiquitous (Windows, Unix, Java,
browsers, etc.)

¢ DLLs, classes, phuts, device drivers, etc.

w Processes are not sealed

¢ dynamic code loading and runtime code
generation

¢ shared memory
cadadasy !tL Fftf2g LINZ
state
w Low dependability

¢ 85% of Windows crashes caused by third
party code in kernel

¢ interface between host and extension
often poorly documented and understood

¢ maintenance nightmare
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w Traditional safe language
architecture

¢ Xerox PARC (Cedar, Smalltalk, etc.)
and Lisp Machine model

¢ Java and .NET as well

w Tangled code and data

¢ language safety provides some
isolation

¢ garbage collection must reclaim
resources

¢ dynamic code loading and runtime
code generation

¢ runtime is single point of failure
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Singularity Sealed Processes

w Singularity processes are sealed

¢ no dynamic code loading or retime
code generation

w all code present when process starts
execution

Process

C extensions execute in distinct

Extension processes
w separate closed environments with
well-defined interfaces

¢ no shared memory
w Fundamental unit of failure isolation

w Enhance optimization, verification,
security
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