"',
Vool
i

|s Architecture the Solution?

Jams L

Microsoft |

Workshop on Archi
Support for Improvin
October 212006




- .
.»

— ) ASID Call for Papers

Despite costly efforts to Iimprove software
development methodologies, software bugs in
deployed codes continue to thrive, often accounting
for a significant percentage of computer system
faillures and the majority of security vulnerabilities.

¢ ASID CFP, 2006
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Today we tend to go on for years, with tremendous
Investments to find that the system, which was not
well understoodo start with, does not work as
anticipated. We build systems like the Wright
brothers builtairplanest build the whole thing, push
it off the cliff, let it crash, and start over again

I NATO Report on Software Engineering, 1968
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w Size of systems
¢ v Y[h/ Thmna [h/

w Speed of processors
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w Amount of memory
G OHY. I'hmD.

Amazing
w Connectivity Success!
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w Users
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wSoftware defects
wUncertainty about software creation time and cos¢

wUnease about development process and
methodology

wUnhappiness about software guality and
functionality

wd NBHESY 8Y dzK 0/EENIK! Y 60dZED
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wNothing

wMore testing
wimproved languages & tools
wimproved development methodology

wBetter software architecture
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IS Architecture?
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Singularity Project

w Large Microsoft Research project with goal of more robust ar
reliable software

¢ Galen Hunt, Jim Larus, and many others

w Started with firm architectural principles
¢ software will fail, system should not
¢ system should be setfescribing
¢ verify as many system aspects as possible

w Nosingle magic bullet

¢ mutually reinforcing improvements to languages and compilers,
systems, andools
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Key Tenets

1. Use safe programming languages everywhere
¢ safe= type safe and memory safe (C# or Java)
¢ everywhere= applications, extensions, OS services, device drivers, kerne

2. Improve system resilience in the face of software errors
¢ failure containment boundaries
¢ explicit failure notification model

3. Facilitate modular verification
¢ Y S&ABY GIFRENIVE 32 LBy 6SH Y VRN &2l (y
¢ specify and check behavior mianylevels of abstraction
¢ make automated analysis easier
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wEasy to measure, but less important than
dependabillity
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cresult had very good performance
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w Safe micrekernel

C 95% written in C#
w 17% of files contain unsafe C#
w 5% of files contain x8&smor C++

¢ services and device drivers in processes

network
driver

TCP/IP
stack

web
server

content
extensio

w Software isolated processes (SIPS)
¢ alluser code is verifiably safe

¢ some unsafe code in trusted runtime
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““““ ¢ processes and kernel sealed at start time

w Communication via channels
¢ channel behavior is specified and checked
¢ fast and efficient communication

w Working research prototype

runtime ¢ not Windows replacement
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Process Model

w Sealed process
¢ no dynamic code loading or

process
generation
g g g ¢ no shared memory
runtime system JE G processspecific runtime system
per

| kernel inati i
(GC, base classes, kernel wrap w Communications via channels

w Lightweight threads provide

concurrency

kernel . L
¢ explicit synchronization or

transactional memory
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Challenge 1:

Pervasive Safe Languacl;

w Modern, safe programming languages
¢ prevent entire classes of (serious) defects
¢ easier to analyze

w Singularity is written in extended C#
¢ Spec# (C# + pre/paesbnditions and invariants)
¢ Sing# adds features to increase control over allocation, initialization, and memory layout

w Evolve language to support Singularity abstractions
¢ channel communications
¢ factor libraries into composable pieces
¢ compiletime reflection

w Native compiler and runtime
¢ no bytecodes or MSIL
¢ noJVM or CLR
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o j Runtime System
Q-

w JVM & CLR not appropriate for building systems
w WK MY SaryS 31 STl fico
¢ monolithic, generapurpose environment

¢ large memory footprint (~4 MB/process for CLR)
¢ many OS dependencies (CLR PAL requires >300 Win32 APIs)

w JIT compiler
C increases runtime size and complexity
¢ unpredictable performance

w Replicate OS functionality
¢ security, threading, configuration, etc.
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Singularity Runtime

SFlzngl:_larlty _ _ w Small, fast execution environment
UL Libraries | o
(GC, etc.) w Aheadof-time, global optimizing

compiler (Bartok)
¢ specializes runtime and libraries
¢ eliminates unused language features and
application or library code
w Factorable runtime and libraries

w Language runtime, garbage collector,
and libraries selectable on p@rocess
basis

. : ¢ reduce memory and computation
Singularity Process overhead

¢ enforce design discipline and system
policies per process

Xx86

Executable /4
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