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						Before this paper, it was generally assumed that a three-processor system could tolerate one faulty processor. This paper shows that “Byzantine” faults, in which a faulty processor sends inconsistent information to the other processors, can defeat any traditional three-processor algorithm. (The term Byzantine didn’t appear until [46].) In general, 3n+1 processors are needed to tolerate n faults. However, if digital signatures are used, 2n+1 processors are enough. This paper introduced the problem of handling Byzantine faults. I think it also contains the first precise statement of the consensus problem.

I am often unfairly credited with inventing the Byzantine agreement problem. The problem was formulated by people working on SIFT (see [30]) before I arrived at SRI. I had already discovered the problem of Byzantine faults and written [29]. (I don’t know if that was earlier than or concurrent with its discovery at SRI.) However, the people at SRI had a much simpler and more elegant statement of the problem than was present in [29].

The 4-processor solution presented in this paper and the general impossibility result were obtained by Shostak; Pease invented the 3n+1-processor solution. My contribution to the work in this paper was the solution using digital signatures, which is based on the algorithm in [29]. It was my work on digital signatures (see [36]) that led me to think in that direction. However, digital signatures, as used here, are a metaphor. Since the signatures need be secure only against random failure, not against an intelligent adversary, they are much easier to implement than true digital signatures. However, this point seems to have escaped most people, so they rule out the algorithms that use digital signatures because true digital signature algorithms are expensive. Thus, 3n+1-processor solutions are used even though there are satisfactory 2n+1-processor solutions,

My other contribution to this paper was getting it written. Writing is hard work, and without the threat of perishing, researchers outside academia generally do less publishing than their colleagues at universities. I wrote an initial draft, which displeased Shostak so much that he completely rewrote it to produce the final version.

Over the years, I often wondered whether the people who actually build airplanes know about the problem of Byzantine failures. In 1997, I received email from John Morgan who used to work at Boeing. He told me that he came across our work in 1986 and that, as a result, the people who build the passenger planes at Boeing are aware of the problem and design their systems accordingly. But, in the late 80s and early 90s, the people at Boeing working on military aircraft and on the space station, and the people at McDonnell-Douglas, did not understand the problem. I have no idea what Airbus knows or when they knew it.

This paper was awarded the 2005 Edsger W. Dijkstra Prize in Distributed Computing.

Opens in a new tab					


					
											
							Copyright © 1980 by the Association for Computing Machinery, Inc.Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, to republish, to post on servers, or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from Publications Dept, ACM Inc., fax +1 (212) 869-0481, or permissions@acm.org. The definitive version of this paper can be found at ACM's Digital Library --http://www.acm.org/dl/.

						

					
									

			


			
									
						Publication					
				
									
						
							Research Areas						

						
								
										
											Algorithms										
									


						
					
							
		

	


	


	
		
			
				

					
						Follow us:					

						
							
								Follow on Twitter
								
									
								
							
						
	
							
								Like on Facebook
								
									
								
							
						
	
							
								Follow on LinkedIn
								
									
								
							
						
	
							
								Subscribe on Youtube
								
									
								
							
						
	
							
								Follow on Instagram
								
									
								
							
						
	
							
								Subscribe to our RSS feed
								
									
								
							
						


				


				

					
						Share this page:					

						
							
							
								Share on Twitter
								
									
								
							
						
	
							
								Share on Facebook
								
									
								
							
						
	
							
								Share on LinkedIn
								
									
								
							
						
	
							
								Share on Reddit
								
									
								
							
						



				

			

		

	



		
			

		


		


		
		
			
                

    
        




        
            
                
                    
                        What's new

                        	
                                Surface Laptop Studio 2
                            
	
                                Surface Laptop Go 3
                            
	
                                Surface Pro 9
                            
	
                                Surface Laptop 5
                            
	
                                Microsoft Copilot
                            
	
                                Copilot in Windows
                            
	
                                Microsoft 365
                            
	
                                Windows 11 apps
                            


                        
                    

                    
                        Microsoft Store

                        	
                                Account profile
                            
	
                                Download Center
                            
	
                                Microsoft Store support
                            
	
                                Returns
                            
	
                                Order tracking
                            
	
                                Certified Refurbished
                            
	
                                Microsoft Store Promise
                            
	
                                Flexible Payments
                            


                        
                    

                    
                        Education

                        	
                                Microsoft in education
                            
	
                                Devices for education
                            
	
                                Microsoft Teams for Education
                            
	
                                Microsoft 365 Education
                            
	
                                How to buy for your school
                            
	
                                Educator training and development
                            
	
                                Deals for students and parents
                            
	
                                Azure for students
                            


                        
                    

                

                
                    
                        Business

                        	
                                Microsoft Cloud
                            
	
                                Microsoft Security
                            
	
                                Dynamics 365
                            
	
                                Microsoft 365
                            
	
                                Microsoft Power Platform
                            
	
                                Microsoft Teams
                            
	
                                Copilot for Microsoft 365
                            
	
                                Small Business
                            


                        
                    

                    
                        Developer & IT

                        	
                                Azure
                            
	
                                Developer Center
                            
	
                                Documentation
                            
	
                                Microsoft Learn
                            
	
                                Microsoft Tech Community
                            
	
                                Azure Marketplace
                            
	
                                AppSource
                            
	
                                Visual Studio
                            


                        
                    

                    
                        Company

                        	
                                Careers
                            
	
                                About Microsoft
                            
	
                                Company news
                            
	
                                Privacy at Microsoft
                            
	
                                Investors
                            
	
                                Diversity and inclusion
                            
	
                                Accessibility
                            
	
                                Sustainability
                            


                        
                    

                

        
    
        
            
        
            



Your Privacy Choices
    

        
                
        
            
Your Privacy Choices
    

        
        
            	
                    Sitemap
                
	
                    Contact Microsoft
                
	
                    Privacy 
                
	
                    Manage cookies
                
	
                    Terms of use
                
	
                    Trademarks
                
	
                    Safety & eco
                
	
                    Recycling
                
	
                    About our ads
                
	© Microsoft 2024


        
    
    








    
        

    		

		
		

			
	        
            

                
					English				

            

            

                                    

          						  Français					          
                English
            

        


    
























	