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	This paper was published by IEEE in the Proceedings of HICSS-43 in January, 2010.


				

			

							
																Download BibTex
									

					

		
			
				
					
					
						At a coffee house in Berkeley around 1975, Whitfield Diffie described a problem to me that he had been trying to solve: constructing a digital signature for a document. I immediately proposed a solution. Though not very practical–it required perhaps 64 bits of published key to sign a single bit–it was the first digital signature algorithm. Diffie and Hellman mention it in their classic paper:

Whitfield Diffie and Martin E. Hellman. New Directions in Cryptography. IEEE Transactions on Information Theory IT-22, 6 (1976), 644-654.

(I think it’s at the bottom right of page 650.)

In 1978, Michael Rabin published a paper titled Digitalized Signatures containing a more practical scheme for generating digital signatures of documents. (I don’t remember what other digital signature algorithms had already been proposed.) However, his solution had some drawbacks that limited its utility. This report describes an improvement to Rabin’s algorithm that eliminates those drawbacks.

I’m not sure why I never published this report. However, I think it was because, after writing it, I realized that the algorithm could be fairly easily derived directly from Rabin’s algorithm. So, I didn’t feel that it added much to what Rabin had done. However, I’ve been told that this paper is cited in the cryptography literature and is considered significant, so perhaps I was wrong.

Opens in a new tab					


					
					
									

			


			
									
						Publication					
				
									
						
							Research Areas						

						
								
										
											Algorithms										
									


						
					
							
		

	


	


	
		
			
				

					
						Follow us:					

						
							
								Follow on Twitter
								
									
								
							
						
	
							
								Like on Facebook
								
									
								
							
						
	
							
								Follow on LinkedIn
								
									
								
							
						
	
							
								Subscribe on Youtube
								
									
								
							
						
	
							
								Follow on Instagram
								
									
								
							
						
	
							
								Subscribe to our RSS feed
								
									
								
							
						


				


				

					
						Share this page:					

						
							
							
								Share on Twitter
								
									
								
							
						
	
							
								Share on Facebook
								
									
								
							
						
	
							
								Share on LinkedIn
								
									
								
							
						
	
							
								Share on Reddit
								
									
								
							
						



				

			

		

	



		
			

		


		


		
		
			
                

    
        




        
            
                
                    
                        What's new

                        	
                                Surface Laptop Studio 2
                            
	
                                Surface Laptop Go 3
                            
	
                                Surface Pro 9
                            
	
                                Surface Laptop 5
                            
	
                                Surface Studio 2+
                            
	
                                Copilot in Windows
                            
	
                                Microsoft 365
                            
	
                                Windows 11 apps
                            


                        
                    

                    
                        Microsoft Store

                        	
                                Account profile
                            
	
                                Download Center
                            
	
                                Microsoft Store support
                            
	
                                Returns
                            
	
                                Order tracking
                            
	
                                Certified Refurbished
                            
	
                                Microsoft Store Promise
                            
	
                                Flexible Payments
                            


                        
                    

                    
                        Education

                        	
                                Microsoft in education
                            
	
                                Devices for education
                            
	
                                Microsoft Teams for Education
                            
	
                                Microsoft 365 Education
                            
	
                                How to buy for your school
                            
	
                                Educator training and development
                            
	
                                Deals for students and parents
                            
	
                                Azure for students
                            


                        
                    

                

                
                    
                        Business

                        	
                                Microsoft Cloud
                            
	
                                Microsoft Security
                            
	
                                Dynamics 365
                            
	
                                Microsoft 365
                            
	
                                Microsoft Power Platform
                            
	
                                Microsoft Teams
                            
	
                                Microsoft Industry
                            
	
                                Small Business
                            


                        
                    

                    
                        Developer & IT

                        	
                                Azure
                            
	
                                Developer Center
                            
	
                                Documentation
                            
	
                                Microsoft Learn
                            
	
                                Microsoft Tech Community
                            
	
                                Azure Marketplace
                            
	
                                AppSource
                            
	
                                Visual Studio
                            


                        
                    

                    
                        Company

                        	
                                Careers
                            
	
                                About Microsoft
                            
	
                                Company news
                            
	
                                Privacy at Microsoft
                            
	
                                Investors
                            
	
                                Diversity and inclusion
                            
	
                                Accessibility
                            
	
                                Sustainability
                            


                        
                    

                

        
    
        
            
        
            



Your Privacy Choices
    

        
                
        
            
Your Privacy Choices
    

        
        
            	
                    Sitemap
                
	
                    Contact Microsoft
                
	
                    Privacy 
                
	
                    Manage cookies
                
	
                    Terms of use
                
	
                    Trademarks
                
	
                    Safety & eco
                
	
                    Recycling
                
	
                    About our ads
                
	© Microsoft 2024


        
    
    








    
        

    		

		
		

			
	        
            

                
					English				

            

            

                                    

          						  Français					          
                English
            

        


    
























	