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Recent advances in formal methods and tools enable the automated verification
of complex security protocols. However, these tools remain difficult to apply, since
verification occurs independently of the development process, rather than during
design, prototyping, and testing. We are thus interested in integrating protocol
verifiers to these phases, by narrowing the gap between concrete implementations
and verified models.

We extract symbolic and computational models from executable code, relying in
particular on a new tool for extracting CryptoVerif [1] scripts from ML. We share
as much code as possible between implementations and models: they differ mostly
in their implementations of core cryptographic libraries, either as concrete code or
as encoded assumptions on the adversary.

As a case study, we consider the Transport Layer Security protocol (TLS) [2],
one of the most widely deployed communications protocol. We program a small
functional implementation of TLS 1.0 in ML. Both client and server code interoperate
with mainstream implementations. We obtain a range of positive security results,
covering both symbolic and computational cryptographic aspects of the protocol.
More details can be found in [3].
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