

				
		
	Skip to Header
	Skip to Search
	Skip to Content
	Skip to Footer




		
			
				
					
                

    
        

                        

	
		
			
				
				
					
					
				
			

			
				
				
			
		

	






                            
                        


                        


    




                            
                        





        Skip to main content



    
        
            
            
                    
                        
                        Microsoft
                    
            
                
                Research
                
            

                    
                        
                                Research
                        
                    

                
                        
                            Research
                        
                




                    
            	
                         Home 
                    
	
                            
                                Our research

                                	

    Resources
    Resources
    	
            Publications
            
        
	
            Code & datasets
            
        
	
            People
            
        
	
            Microsoft Research blog
            
        
	
            Webinars & tutorials
            
        


    

	

    Research areas: Intelligence
    Research areas: Intelligence
    	
            Artificial intelligence
            
        
	
            Audio & acoustics
            
        
	
            Computer vision
            
        
	
            Graphics & multimedia
            
        
	
            Human-computer interaction
            
        
	
            Human language technologies
            
        
	
            Search & information retrieval
            
        


    

	

    Research areas: Systems
    Research areas: Systems
    	
            Data platforms and analytics
            
        
	
            Hardware & devices
            
        
	
            Programming languages & software engineering
            
        
	
            Quantum computing
            
        
	
            Security, privacy & cryptography
            
        
	
            Systems & networking
            
        


    

	

    Research areas: Theory
    Research areas: Theory
    	
            Algorithms
            
        
	
            Mathematics
            
        


    

	

    Research areas: Other Sciences
    Research areas: Other Sciences
    	
            Ecology & environment
            
        
	
            Economics
            
        
	
            Medical, health & genomics
            
        
	
            Social sciences
            
        
	
            Technology for emerging markets
            
        


    



                            

                        
	
                            
                                Programs & events

                                	

    Academic Programs
    Academic Programs
    	
            Overview
            
        
	
            Programs for faculty
            
        
	
            Programs for students
            
        
	
            Collaborations
            
        


    

	

    Events & conferences
    Events & conferences
    	
            Events & academic conferences
            
        
	
            Webinars & tutorials
            
        


    



                            

                        
	
                            
                                Blogs & podcasts

                                	
            Microsoft Research blog
            
        
	
            Microsoft Research podcast
            
        
	
            Behind the Tech podcast
            
        


                            

                        
	
                            
                                About

                                	

    People & news
    People & news
    	
            About Microsoft Research
            
        
	
            Careers & internships
            
        
	
            People
            
        
	
            Emeritus program
            
        
	
            News & awards
            
        
	
            Microsoft Research newsletter
            
        


    

	

    Microsoft Research Labs
    Microsoft Research Labs
    	
            AI4Science
            
        
	
            AI Frontiers
            
        
	
            Asia Lab (Chinese)
            
        
	
            Asia Lab (English)
            
        
	
            Cambridge
            
        
	
            Health Futures
            
        
	
            India
            
        
	
            Montreal
            
        
	
            New England
            
        
	
            New York City
            
        
	
            Redmond
            
        


    

	

    Other labs
    Other labs
    	
            Applied Sciences
            
        
	
            Mixed Reality & AI - Cambridge
            
        
	
            Mixed Reality & AI - Zurich
            
        


    



                            

                        
	
                        
        More
        

    


                
	
                        Sign up: Research Newsletter
                    


            
        


            
                        
            	
                    
                         All Microsoft
                        	
            Global

            	
            Microsoft Security
            
        
	
            Azure
            
        
	
            Dynamics 365
            
        
	
            Microsoft 365
            
        
	
            Microsoft Teams
            
        
	
            Windows 365
            
        


        
	

    Tech & innovation
    Tech & innovation
    	
            Microsoft Cloud
            
        
	
            AI
            
        
	
            Azure Space
            
        
	
            Mixed reality
            
        
	
            Microsoft HoloLens
            
        
	
            Microsoft Viva
            
        
	
            Quantum computing
            
        
	
            Sustainability
            
        


    

	

    Industries
    Industries
    	
            Education
            
        
	
            Automotive
            
        
	
            Financial services
            
        
	
            Government
            
        
	
            Healthcare
            
        
	
            Manufacturing
            
        
	
            Retail
            
        
	
            All industries
            
        


    

	

    Partners
    Partners
    	
            Find a partner
            
        
	
            Become a partner
            
        
	
            Partner Network
            
        
	
            Find an advertising partner
            
        
	
            Become an advertising partner
            
        
	
            Azure Marketplace
            
        
	
            AppSource
            
        


    

	

    Resources
    Resources
    	
            Blog
            
        
	
            Microsoft Advertising
            
        
	
            Developer Center
            
        
	
            Documentation
            
        
	
            Events
            
        
	
            Licensing
            
        
	
            Microsoft Learn
            
        
	
            Microsoft Research
            
        


    

	
                                    View Sitemap
                                


                    

                


        


                            
                                
                                    
                                        Search
                                        Search Microsoft Research
                                    
                                
                                    

                                    	 No results


                                

                                
                            

                        
                            Cancel
                        
                
            

        

        
        
    

    





    

        


    
				

					




	
		RandSys: Thwarting Code Injection Attacks with System Service Interface Randomization


		
			
				
					
				
							Xuxian Jiang
						,		
	
							Helen Wang
						,		
	
							Dongyan Xu
						,		
	
							Yi-Min Wang
								


	

	
		
			
			Proceedings of the 26th IEEE International Symposium on Reliable Distributed Systems (SRDS
					
	

	 | October 2007


	Published by IEEE




				

			

							
																Download BibTex
									

					

		
			
				
					
					
						Code injection attacks are a top threat to today’s Internet. With zero-day attacks on the rise, randomization techniques have been introduced to diversify software and operation systems of networked hosts so that attacks that succeed on one process or one host cannot succeed on others. Two most notable system-wide randomization techniques are Instruction Set Randomization (ISR) and Address Space Layout Randomization (ASLR). The former randomizes instruction set for each process, while the latter randomizes the memory address space layout. Both suffer from a number of attacks. In this paper, we advocate and demonstrate that by combining ISR and ASLR effectively, we can offer much more robust protection than each of them individually. However, trivial combination of both schemes is not sufficient. To this end, we make the key observation that system call instructions matter the most to attackers for code injection. Our system, RandSys, uses system call instruction randomization and the general technique of ASLR along with a number of new enhancements to thwart code injection attacks. We have built a prototype for both Linux and Windows platforms. Our experiments show that RandSys can effectively thwart a wide variety of code injection attacks with a small overhead.
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