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What is Anonymity good for?

Necessary to implement common social interactions:
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Introducing anonymous comm unications

What is Anonymity good for?

Necessary to implement common social interactions:
I Anonymous electronic cash or auctions.
I Election protocols (receipt-freeness).

I Political speech without fear or censorship.
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Introducing anonymous comm unications

The adversary

We study anonymous communications within the framework of
computer and communications security.
The adversary will:

I Try to nd who is sending messages to whom.
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Introducing anonymous comm unications

The adversary

We study anonymous communications within the framework of
computer and communications security.
The adversary will:

I Try to nd who is sending messages to whom.
I Observe all links (Global Passive Adversary).
I Modify, delay, delete or inject messages.
I Control some nodes in the network.

The adversary's limitations
I Cannot break cryptographic primitives.

I Cannot see inside nodes he does not control.
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Introducing anonymous comm unications

Basic building block: The mix

A message router that hides the correspondences between inputs and
outputs:

I Bitwise unlinkability: cryptographically hides the link between the
input and output message.
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Introducing anonymous comm unications

Basic building block: The mix

A message router that hides the correspondences between inputs and
outputs:

I Bitwise unlinkability: cryptographically hides the link between the
input and output message.

I Mixing: Disturbs the temporal patterns by batching and ejecting
messages together.

Example

I Sender! Mixy : f Mixy; f Receiver; MSGGKyi, I,
I Mix. ! Mix, : f Receiver; Msgdk,,,

I Mixp ! Receiver: Msg
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Introducing anonymous comm unications

Basic building block: The mix (details)

Some implementation details:

I Replay prevention.
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Introducing anonymous comm unications

Basic building block: The mix (details)

Some implementation details:
I Replay prevention.
I Fixed length padding.

I Protection against adaptive chosen ciphertext attacks
(it really matters!)

Other features:

I Anonymous reply blocks and addresses.
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Introducing anonymous comm unications

Basic building block: The mix (details)

Some implementation details:
I Replay prevention.
I Fixed length padding.

I Protection against adaptive chosen ciphertext attacks
(it really matters!)

Other features:
I Anonymous reply blocks and addresses.

I Universal veri ability of correct mixing.
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Introducing anonymous comm unications

Two main architectures: Two attacks

Message-based systems (Statistical disclosure attacks)

I Low bandwidth, high latency.

I Email-like communications.

I Only one (large) message send through a path.
Connection-based systems (Stream based traf ¢ analysis)

I High bandwidth, low latency.

I Used for web browsing, ssh, le transfer.

I Path establishment rst.

I A stream of packets then uses the same path.
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Message based trafc analysis

Attacks against message based systems

Alice sends only one message using a path
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Message based trafc analysis

Attacks against message based systems

Alice sends only one message using a path BUT
I Alice has a small set of friends, to whom she repeatedly talks to.
I Other senders have different sets of friends.
I A different set of senders is involved in every round of mixing.

By observing all the receivers every time Alice sends a message we
can infer who her friends are!

I Consider whole anonymous communication network as black
box.
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Message based trafc analysis

The formal mix model

Alice's m
b-1other ———_ | recipients
senders % .

§ Abstract Mix
Alice —
N recipients

I Each round Alice sends a message, along with bj 1 random
other senders.

I Alice sends a message at random to one of her m friends.

I Other senders send at random to some of the N recipients.
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Message based trafc analysis

The formal mix model (continued)

Let's consider:

I Alice's choice of friend is the product of random sampling of v (m
friends, jvj = 1).
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The formal mix model (continued)

Let's consider:

I Alice's choice of friend is the product of random sampling of v (m
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I The normalised vectorso; ... describe the set of receivers
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The formal mix model (continued)

Let's consider:

I Alice's choice of friend is the product of random sampling of v (m
friends, jvj = 1).

I Other's choice of recipient is the product of random sampling of ¢
(uniform over N, juj = 1).

I The normalised vectorso; ... describe the set of receivers
every round.

I By the law of large numbers we know that:
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The formal mix model (continued)

Let's consider:

I Alice's choice of friend is the product of random sampling of v (m
friends, jvj = 1).

I Other's choice of recipient is the product of random sampling of ¢
(uniform over N, juj = 1).

I The normalised vectorso; ... describe the set of receivers
every round.

I By the law of large numbers we know that:
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Message based trafc analysis

The formal mix model (continued)

Let's consider:

I Alice's choice of friend is the product of random sampling of v (m
friends, jvj = 1).

I Other's choice of recipient is the product of random sampling of ¢
(uniform over N, juj = 1).

I The normalised vectorso; ... describe the set of receivers
every round.

I By the law of large numbers we know that:
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I What?
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Message based trafc analysis

A visual explanation
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Receivers

X axis: receivers, y axis: normalised volume of messages.

George Danezis Anonymous Communications & Trafc Analysis



Message based trafc analysis

Analysis
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I The attack is always applicable (unless m = N).
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Message based trafc analysis

Analysis

Performance
I The attack is always applicable (unless m = N).
I Vector operations are very quick.

I We have bounds for how quickly the error probability becomes
negligible.

It is a method based on approximations:
I Combinatorial aspects not used (computationally expensive).

I Some constrains are a feature of the idealised model but not the
real world.
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Message based trafc analysis

Beyond simple threshold mixes

The pool mix:

n messages in the "pool”

N messages in N messages ou
—_— _—
—_— _—
—— Pool Mix ——
—_— —_—
—_— —_—
—_— _—
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Beyond simple threshold mixes

The pool mix:

n messages in the "pool”

N messages in N messages ou
—_— _—
—_— _—
—— Pool Mix ——
—_— —_—
—_— —_—
—_— _—

I Alice is one of the senders, and selects recipients according tov.

I The attacker wants to uncover+v by observing the receivers of
every round of mixing.
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Message based trafc analysis

A more complex model
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Message based trafc analysis

Method

An attacker calculatesv using Bayesian tricks

I He extracts information aboutv from each observation.
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Method

An attacker calculatesv using Bayesian tricks
I He extracts information aboutv from each observation.

I He updates his knowledge according to new observations.
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Message based trafc analysis

Method

An attacker calculatesv using Bayesian tricks
I He extracts information about+v from each observation.
I He updates his knowledge according to new observations.

I He ends up with a set of distributions v;, each describing the
probability recipient i is a friend of Alice.
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Message based trafc analysis

120

Receivers 1...50 Estimation of v

receivers
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Message based trafc analysis

Receiver classi cation

I The error probabilities have not been analytically calculated.
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Message based trafc analysis

Receiver classi cation

I The error probabilities have not been analytically calculated.

I We can calculate the classi cation bounds and the false positive

and false negative rate by simulation:
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Message based trafc analysis

Message based systems: conclusions

I If you have persistent patterns of communications (friends) they
will be uncovered.
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Message based systems: conclusions

I If you have persistent patterns of communications (friends) they
will be uncovered.

I We have a good analysis of the simple threshold mix attacks.
I Pool mix attacks are possible, but further analysis is necessary.
I Attack can be further generalised to other mixing strategies.

I More work is needed to integrate the combinatorial aspects.

What does this means?

I Anonymous protocols using single messages are safe.
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Message based trafc analysis

Message based systems: conclusions

I If you have persistent patterns of communications (friends) they
will be uncovered.

I We have a good analysis of the simple threshold mix attacks.
I Pool mix attacks are possible, but further analysis is necessary.
I Attack can be further generalised to other mixing strategies.

I More work is needed to integrate the combinatorial aspects.

What does this means?
I Anonymous protocols using single messages are safe.

I but protocols that exchange many messages may not be.
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Connection based trafc analysis

Stream based traf c analysis

Characteristics of stream based systems

I Many smaller packets travel over the same route.
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I Many smaller packets travel over the same route.
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Stream based traf c analysis

Characteristics of stream based systems

I Many smaller packets travel over the same route.

I Minimal batching to achieve low-latency.

I Used for web-browsing or ssh: some clear patterns of traf c.
Attacker objectives

I Trace a stream from a sender, through the network of mixes, to
the receiver.

I Possible because more information is available.
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Connection based trafc analysis

A simple case

The M=M=¥ queue mix (sg-mix).

| The target stream of data f(t) goes into a mix.
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The M=M=¥ queue mix (sg-mix).
| The target stream of data f(t) goes into a mix.

I The mix has two outputs, padded with random messages up to a
certain volume.

I The mix delays each input message according to an exponential
distribution d(t).

I The attacker observes the messages output at times X; on the
rst link and Y; on the second link.
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Connection based trafc analysis

A simple case

The M=M=¥ queue mix (sg-mix).
| The target stream of data f(t) goes into a mix.

I The mix has two outputs, padded with random messages up to a
certain volume.

I The mix delays each input message according to an exponential
distribution d(t).

I The attacker observes the messages output at times X; on the
rst link and Y; on the second link.

I From these he will try to guess which link contains the target
data.
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Connection based trafc analysis

Model the M=M=¥ operation

I We pretend that the timings of output packets are random
samples of a function of the input target stream.
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Connection based trafc analysis

Model the M=M=¥ operation

I We pretend that the timings of output packets are random
samples of a function of the input target stream.

I The mix delays the stream f(t) according to the exponential
distribution d(t). We convolve them to get an estimate of the

where packets are likely to come out.
z

C(t) = (daf)(t) = d(x)f(ti x)dx )
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Connection based trafc analysis

Model the M=M=¥ operation

I We pretend that the timings of output packets are random
samples of a function of the input target stream.

I The mix delays the stream f(t) according to the exponential
distribution d(t). We convolve them to get an estimate of the
where packets are likely to come out.

z
C(t) = (daf)(t) = d(x)f(ti x)dx 2

I We see if link 1 or link 2 are most likely generated by C(t). We do
this using the likelihood ratio:

L (Hojxi;Y;) _ Ofz1 C4) O 4u -
L (H1jXi;Yj) ép:luojrzlc(Yj)
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Connection based trafc analysis

A visual example
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Connection based trafc analysis

Analysis

I The attack is computationally cheap but requires a lot of data.

George Danezis Anonymous Communications & Trafc Analysis



Connection based trafc analysis

Analysis

I The attack is computationally cheap but requires a lot of data.

I Given enough messages the stream can be traced.

George Danezis Anonymous Communications & Trafc Analysis



Connection based trafc analysis

Analysis

I The attack is computationally cheap but requires a lot of data.
I Given enough messages the stream can be traced.

I We have derived con dence intervals.

George Danezis Anonymous Communications & Trafc Analysis



Connection based trafc analysis

Analysis

I The attack is computationally cheap but requires a lot of data.
I Given enough messages the stream can be traced.
I We have derived con dence intervals.

I Longer delays, less traf ¢ or more cover traf ¢ make attack
slower.

George Danezis Anonymous Communications & Trafc Analysis



Connection based trafc analysis

Analysis

I The attack is computationally cheap but requires a lot of data.
I Given enough messages the stream can be traced.
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Connection based trafc analysis

Analysis

The attack is computationally cheap but requires a lot of data.
Given enough messages the stream can be traced.
We have derived con dence intervals.

Longer delays, less traf ¢ or more cover traf c make attack
slower.

All of these make systems slower or expensive.

Future work

Cover traf ¢ is other streams and can be modelled.
Compress the patterns, and extract features that detect quickly.

Active attacks that modulate input stream.
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Connection based trafc analysis

Network traf ¢ analysis: step 1
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I The objective of the attacker is to trace the route (shown above).
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Connection based trafc analysis

Network traf ¢ analysis: step 2

I The attacker compares each link with the convolved target input.
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Connection based trafc analysis

Network traf ¢ analysis: step 3

I A random walk is performed for one

Link 1

Likelihood

Destination node
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Connection based trafc analysis

Network traf ¢ analysis: step 3

I A random walk is performed for one, two

Link 1 Link 2

Likelihood
Likelihood

R

Destination node

E A R I
Destination node
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Connection based trafc analysis

Network traf ¢ analysis: step 3

Likelihood

A random walk is performed for one, two and three steps on the
weighted graph to provide the most likely destinations.

Link 1 Link 2 Link 3
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Destination node Destination node Destination node

Likelihood
Likelihood
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Connection based trafc analysis

Network traf ¢ analysis: step 3

I A random walk is performed for one, two and three steps on the
weighted graph to provide the most likely destinations.

I The anonymity of the stream is greatly reduced (green stars
indicate actual destination)

Link 1 Link 2 Link 3
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03| 03 04
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Destination node Destination node Destination node

Likelihood
Likelihood
Likelihood
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Connection based trafc analysis

Conclusions

I Message based and connection based anonymous
communication systems exhibit patterns and can be attacked.
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Conclusions

I Message based and connection based anonymous
communication systems exhibit patterns and can be attacked.

I The attacks presented go beyond proof-of-concept, are well
understood, robust and extensible.

I Attack and defence go hand in hand: new systems must take into
account these attacks and provide countermeasures.

I Are secure anonymous communication systems possible at all?
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