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Outline

Roadmap
@ Introduction to anonymouscommunicationsand mix systems
@ A broken design{ URE mixes
o Two ‘secure'designs{ Mixminion and Minx
@ Open problemsand conclusion
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Anonymiy

Why?

Necessgy to implementcommonsccial interactions:
@ Anonymouselectroniccash,credentialsor auctions.
o Election protocols (receipt-freenegs
o Political speechwithout fear or censaeship.

How?
Key Systems:
o David Chaum'smix (1981)
o DC-netvorks (1985)
@ Onion Routing (1996)/ Tor (2004)
@ Reiterand Rubin's Crowvds (1998)
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Mix systems

Bob

What is a mix?
@ A network router for messagesr streams.
e Hidescarespndencedetweeninputs and outputs.
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How to hidecaresmndences?

Tra c analysigesistance
o Disrupt timing of message$ batch, and shu e
o Changethe tra c chaacteristic of streams.
e Fascinatingopen problem. .. but anothertalk.

Bitwiseunlinlability
e Ensureinput and output bit-patterns are unlinkable.
o Cryptographic problem.
e Usecryptographictransfamations and padding.
o Detect and preventreplays.
@ Two avors: decryptionand re-encryptionmixes.
@ Threat model: active adversaes.

George Danezis (K.U.Leuven) Anonymity and Cryptography Weworc 2007 5/ 30



A rst (insecure)attempt

Alice Bob

o E-E:A M

DecryptionMixes
@ Alice encryptsthe messagen and nal destinationB underthe mix's
public key M ix.
@ Encryptionusesa hylrid cipher
fmgk  RSA (frestk); freshIV; RC4y.x XOR m.

o Attack: Active attack fB;mgk,, XORO0;t ! m XORt.
o (Original Mix proposalin 1981 usedraw RSA.)
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Securiy for mix paclet formats

At leastCCAZ2securiy
o Adversay caninterceptmix messages.
o Apply any function to them (identity aside).
@ Usethe mix asa decryptionoracle.
@ De nition of CCA2securit: (Adaptive) Chosen-ciphertext attack.

V.

More than CCA2securiy
@ Securemutli-hop mixing.
@ Secureindistinguishable replies.

@ Fundamentallydi erent mechanismghan CCA2 systems.
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Mix networks

Input Decryption Output
@ , @
@) _,l Mix Mix '_. O
O , O
O . Unlinkable , @

Why usemultiple mixes?
@ Loadbalancing{ no mix is big enough.
o Distributed trust { onegood mix is “enough'.

@ Apply multiple layers of encryption
Al My :fMy;fM3; fB; mok,0k, 0k,
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Additionalsecuriy properties

Securemutli-hop mixing
o New attack model: active network adversay & carupt nodes.
@ Shouldnot leak unnecessg routing information.
o All messagesnust be the samesize.
o Path length must not leak.
o Positionin the path must not leak.

CCA2shatcomings
@ e.g. OAEP was not designedor layeredencryption.
@ Yet conceptsshouldbe similar.

o Key: make ciphertextnon-maleable usingredundancyand
cryptographicdigests.

o If a modi cation is detectedstop processing.

v
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Gettingtechnical: El-Gamal URE...

El-GamalEncryption(Reminder)

Keys Encryption Re-encryption

Priv: x Eng (M) = (g;y* M) ReEnc,‘(co o) =

Pub:y = g* Decryption (9 coy® o)
Dec(Co; €1) = C17C (needy!)

UniversaRe-encryption
Encryption

UEng, (M) = Eng,(1); Eng,(M)
Decryption

UDeg(a; b; c;d) = Decg(c;d)

Re-Encryption
URE(@; b;c;d) =
(&b & c;b? d)
(no needfor y!)

George Danezis (K.U.Leuven) Anonymity and Cryptography Weworc 2007 10/ 30



The Gomulkiewiczt al. URE basedMix system

Problemswith traditional decryptionMixes:
o Deterministic! replayed messagesre identical! attacks!
o Keepingtrack of all processednessage$ expensive!

Overcominghoseproblems:Gomulkiewiczt al.
o Note that URE encryptionwith many keyscan be decryptedstep by
step.
it Youi = o Vi
then UDeg, (UENG,,..,(M)) = UENG,., ,(M)
o The intermediay outputs are randomized6! replay attacks.
o UseURE asthe encryptionmethod of the decryptionmix net!
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The Gomulkiewiczt al. in practice.

How to construct an onion that travelsthrough Mixeswith addresses
Jo i1 J; with keysyp:::y; and messageM:

o Decryptall blocks: C°= UDeg ()
@ Pad with a block of Junkto keepsizeconstant.
e sendthe messageo the next address(Cy)
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The Gomulkiewiczt al. attacked!

Attack intuitions
@ No cryptographiclink betweenblocks! caninsert!

e Givena URE ciphertextUEnc, (M) we can constructan arbitrary
ciphertext UEng, (M9.
(A blindedversionof the public key is in the ciphertext.)

Attack implementation

Intercepta messagafter it is sentand insert the following blocks:
UENG,, (Jat. ); UENG,(J1);
UEnq/Q:: 1(JAtt' )’ UEn(‘S/O::: 1(‘]2)!

UEnqlo::: i (‘]Att- )

No defence! J
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The Gomulkiewiczt al. attack illustrated!

1. Interception 8. Final delivery

Attacker

Figure: After interceptingAlice's mix packet, the attacker redirectsthe message
to themselves.
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The problemof replies(1)

One way communicationis boring!

Anonymougeplyaddresseskey concepts
o Alice wants Bob to reply without knowing Alice.
o Attach a cryptographictokento m (reply block.)
@ Alice bene ts from anonymit.
@ Hencesheencalesthe path of the replyinto the reply block.

@ Security property: normal and reply messagesshould be
indistinguishable.
(Sameprocessings required.)
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The problemof replies:an example

Normal message
o Alice sendsa messagdo Bob through M1...3.
o Al My :fMg;ky;fM3z; ko; B KOk, 0k, 0k, ; fff MaOk, Ok, Ok, -

Replymessage
o Alice sendsto Bob anonymouslyreply block R
o R M%TME: ke FM; ko fA; KaOk,Ok, 0K, -
o Bob repliesby sendingB ! M?: R; my.
o (Mixes do the sameprocessing.)
o AlicereceivesM3! A:fff mpg, g, ', "
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The problemof replies(2)

The limitations of CCA2securemechanisms
@ CCAZ2secureencryption: Alice encalesthe full plaintext.
@ Mixeswith replies:

Alice encalesrouting information.
Bob addsthe actual message.

@ Cannotprovide CCA2 securit by ensuringthe messagéiasnot been
modi ed.

@ Messagenot knowvn whencryptographicenvelo is built!

Hard Choices
o Make repliesdistinguishablgtagging repliesis di cult).
o New mechanisms.
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A solutionconceptfor anonymouseplies

Concept
o Sensitiveinformation: Final addressand messagd€B; m.)
o CCAZ2: detect modi cation and stop processing.

@ Our appoach: in caseof modi cation make (B; m) cryptographically
unrecoverable.

v

Two examples
e Mixminion: new standad for anonymousemail.
o Minx: an exercisen minimal mix format design.
@ Become famous fast: Heuristicsecuriy ! prove or break.
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Mixminion: Cryptographigrimitives

Conservativestu
@ 2048bit RSA-QAEP (PKCS#1 Standad)
o SHA-1for digest
o AES 128bit keysin CTR mode (with 0 V)

o UseBEAR (or LIONESS)as a variable block sizeblock cipher. Build
from SHA-1and AES128-CTRas a pseudo-randonstream.
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Paclet con gurations

Headerssub-headersnd the overallstructure of a mixminion paclet

. Anonymized
Forward Direct Reply Reply Header Subheader
First Leg ’ ~ [subheader |. |[Version
16 subheadersSender Onion | SiNdle Use | | senger onion |+ "\ | Shared Secrd
2kb size Reply Block ] \ :
. ' | Digest
Second Leg Single Use |\ [ " Next Address
16 subheaders Sender Onion | Random Data Reply Block I
2kb size (N
\ |Upto 16
Payload | Payload Payload Payload \ | subheaders
28kb size \ | padded to
\| 2kb
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The decaling step

| = | ° ]
BEAR
I_:|
Steps for
BEAR all messages
I_:I
Check
Decrypt PRNG
] v
HL' | | H2' | | B’ |
_| HASH |_| BEAR |
Extra steps
[ BEAR | [ HAsH |._ for "Swap"
[ | [ messages
v

| H1" | | H2" | | B" |

George Danezis (K.U.Leuven) Anonymity and Cryptography Weworc 2007 21/ 30



Why s it secure?

Informal argument

@ To a passiveattacker: The paclet always looks indistinguishabldrom
RSA headingfollowed by randomnoise.

@ To a carupt mix: No information about route length or positionin
the route (But rst, last and swap). No information about if it is a
reply or a normal paclet.

e Taggingattacks...

Adversay hasto tag closeto Alice, and only in forward path.

If rst headeris tagged: messageés dropped at rst honestmix.

If secondheaderor body is tagged: Final addressand body are lost
after rst honestmix.

Cannotreplay a slightly modi ed onion!
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Minx: a provacative mix paclet format

Concepts
o No modi cation detectionat all!

o All messagesggood and bad) look indistinguishablerom random
strings.

o Modi ed messagesre not detectedby get routed at random (with
termination.)

@ Non-standad crypto: raw RSAand AESin IGE mode.

IGEmode?
Pl P2 P3
e
Gl e
Vi
Cl c2 Cc3

V.
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Minx: Schematics

Raw RSA

Next k

AES / IGE (with k)

Other layers

Bob, Message

Junk

Structure

o Next addressand secretare indistinguishablérom random.
o IGE usedto encryptbody.
@ Securilyy property: perfecterra propagation.
o Final destinationand messagesncryptedusingan AONT.

o Junkis appendedto preserveength.
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Securiy argument(1)

T

Modify

If adversay modi es RSAheader! body destrged.
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Securiy argument(2)

Raw RSA

Next k
Other

Modify

If adversay modi es AES-IGEheader! body destrged.
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Securiy argument(3)

Raw RSA
AES / IGE (
Next k
Other layers
Modify

If adversay modi es AES-IGEmessage body destrged.
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Open Problems

Turningall this into a science
@ Securily de nitions.
@ Reductionproofs to the securiy of the primitives.
@ or tagging or distinguishingattacks.

@ Someexistingwork (Anna Lysyanslaya 2005, Bodo Meller 2004)
needsto be extendedto replies.

More engineering
o Smaller,faster, lesswasteful paclet formats.
@ Onionrouting doesnot useRSA.
o Canwe do away with reply prevention?
o Canwe ensureAlice doesnot knonv how her messagdooks?
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Insteadof conclusions..

Lessondeant

o Cryptographicattacks can be devastatingfor mix systems
(URE mixes).

CCAZ2securiyy matters: mixesprovide decryptionoracles.
Yet too complexfor standad CCA2 securecryptosystems.

Targetsfor attack and proof: Mixminion and Minx.

*}
*}
o New conceptof making usefulinformation unrecoverable.
[~}
(*]

Realchallenge:Tra c analysisresistance!
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