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Outline

Roadmap
Introduction to anonymouscommunicationsand mix systems

A broken design{ URE mixes

Two `secure'designs{ Mixminion and Minx

Open problemsand conclusion

George Danezis (K.U.Leuven ) Anonymit y and Cryptography Weworc 2007 2 / 30



Anonymity

Why?
Necessary to implementcommonsocial interactions:

Anonymouselectroniccash,credentialsor auctions.

Electionprotocols (receipt-freeness).

Political speechwithout fear or censorship.

How?
Key Systems:

David Chaum'smix (1981)

DC-networks (1985)

Onion Routing (1996) / Tor (2004)

Reiterand Rubin'sCrowds (1998)
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Mix systems

What is a mix?
A network router for messagesor streams.

Hidescorrespondencesbetweeninputs and outputs.

George Danezis (K.U.Leuven ) Anonymit y and Cryptography Weworc 2007 4 / 30



How to hidecorrespondences?

Tra�c analysisresistance
Disrupt timing of messages{ batch, and shu�e

Changethe tra�c characteristicof streams.

Fascinatingopen problem. . . but anothertalk.

Bitwiseunlinkability
Ensureinput and output bit-patterns are unlinkable.

Cryptographic problem.

Usecryptographictransformationsand padding.

Detect and prevent replays.

Two 
avors: decryptionand re-encryptionmixes.

Threat model: active adversaries.
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A �rst (insecure)attempt

DecryptionMixes
Alice encryptsthe messagem and �nal destinationB under the mix's
public key Mmix.

Encryptionusesa hybrid cipher
f mgK � RSAK (freshk); freshIV; RC4IV;k XOR m.

Attack: Active attack f B; mgKmix XOR 0; t ! m XOR t .

(Original Mix proposal in 1981usedraw RSA.)
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Security for mix packet formats

At leastCCA2security
Adversary can intercept mix messages.

Apply any function to them (identity aside).

Usethe mix as a decryptionoracle.

De�nition of CCA2security: (Adaptive) Chosen-ciphertext attack.

More than CCA2security
Securemutli-hop mixing.

Secureindistinguishable replies.

Fundamentallydi�erent mechanismsthan CCA2systems.
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Mix networks

Why usemultiplemixes?
Loadbalancing{ no mix is big enough.

Distributed trust { onegood mix is `enough'.

Apply multiple layersof encryption
A ! M1 : f M2; f M3; f B; mgK3gK2gK1
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Additionalsecurity properties

Securemutli-hop mixing
New attack model: active network adversary & corrupt nodes.

Shouldnot leak unnecessary routing information.

All messagesmust be the samesize.

Path length must not leak.

Position in the path must not leak.

CCA2shortcomings
e.g. OAEP was not designedfor layeredencryption.

Yet conceptsshouldbe similar.

Key: make ciphertextnon-maleable usingredundancyand
cryptographicdigests.

If a modi�cation is detectedstop processing.

George Danezis (K.U.Leuven ) Anonymit y and Cryptography Weworc 2007 9 / 30



Getting technical:El-Gamal,URE.. .

El-GamalEncryption(Reminder)
Keys
Priv: x
Pub: y = gx

Encryption
Ency (M) = (gk ; yk � M)
Decryption
Decx(c0; c1) = c1=cx

0

Re-encryption
ReEncy (c0; c1) =
(gk0

� c0; yk0
� c1)

(needy!)

UniversalRe-encryption
Encryption
UEncy (M) = Ency (1); Ency (M)
Decryption
UDecx(a; b; c; d) = Decx (c; d)

Re-Encryption
URE(a; b; c; d) =
(az0

; bz0
; az � c; bz � d)

(no needfor y!)
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The Gomulkiewiczet al. UREbasedMix system

Problemswith traditional decryptionMixes:

Deterministic! replayed messagesare identical ! attacks!

Keepingtrack of all processedmessages! expensive!

Overcomingthoseproblems:Gomulkiewiczet al.
Note that URE encryptionwith many keyscan be decryptedstep by
step.
if y0:::i =

Q
0:::i yj

then UDecxi (UEncy0::: i (M)) = UEncy0::: i � 1(M)

The intermediary outputs are randomized6! replay attacks.

UseURE as the encryptionmethod of the decryptionmix net!
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The Gomulkiewiczet al. in practice.

How to construct an onion that travelsthrough Mixeswith addresses
J0 : : : Ji with keysy0 : : : yi and messageM:
UEncy0(J1); UEncy0::: 1(J2); : : : ; UEncy0::: i (M0); : : : ; UEncy0::: i (Mk )

How do Mixes(say j ) process a messagewith blocks C0; : : : ; Ci + k :

Decrypt all blocks: C0
l = UDecxj (Cl )

Pad with a block of Junk to keepsizeconstant.

sendthe messageto the next address(C0
0)
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The Gomulkiewiczet al. attacked!

Attack intuitions
No cryptographiclink betweenblocks ! can insert!

Givena URE ciphertextUEncY (M) we can constructan arbitrary
ciphertextUEncY (M 0).
(A blindedversionof the public key is in the ciphertext.)

Attack implementation
Intercepta messageafter it is sent and insert the following blocks:
UEncy0(JAtt. ); UEncy0(J1);
UEncy0::: 1(JAtt. ); UEncy0::: 1(J2);
: : : ;
UEncy0::: i (JAtt. )
UEncy0::: i (M0); : : : ; UEncy0::: i (Mk )

No defence!
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The Gomulkiewiczet al. attack illustrated!

Figure: After interceptingAlice's mix packet, the attacker redirectsthe message
to themselves.
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The problemof replies(1)

One way communicationis boring!

Anonymousreplyaddresses:Key concepts
Alice wants Bob to reply, without knowing Alice.

Attach a cryptographictoken to m (reply block.)

Alice bene�ts from anonymity.

Hencesheencodesthe path of the reply into the reply block.

Security property: normal and reply messagesshould be
indistinguishable.
(Sameprocessingis required.)
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The problemof replies:an example

Normal message
Alice sendsa messageto Bob through M1:::3.

A ! M1 : f M2; k1; f M3; k2; f B; k3gK3gK2gK1; fff magk3gk2gk1 .

Replymessage
Alice sendsto Bob anonymouslyreply block R

R � M 0
1; f M 0

2; k1; f M 0
3; k2; f A; k3gK3gK2gK1.

Bob repliesby sendingB ! M 0
1 : R; mb.

(Mixes do the sameprocessing.)

Alice receives:M 0
3 ! A : fff mbg� 1

k3
g� 1

k2
g� 1

k1
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The problemof replies(2)

The limitationsof CCA2securemechanisms
CCA2secureencryption: Alice encodesthe full plaintext.
Mixeswith replies:

I Alice encodesrouting information.
I Bob addsthe actual message.

CannotprovideCCA2security by ensuringthe messagehasnot been
modi�ed.

Messagenot known whencryptographicenvelope is built!

Hard Choices
Make repliesdistinguishable(tagging repliesis di�cult).

New mechanisms.
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A solutionconceptfor anonymousreplies

Concept
Sensitiveinformation: Final addressand message(B; m.)

CCA2: detect modi�cation and stop processing.

Our approach: in caseof modi�cation make (B; m) cryptographically
unrecoverable.

Two examples
Mixminion: newstandard for anonymousemail.

Minx: an exercisein minimal mix format design.

Become famous fast: Heuristicsecurity ! prove or break.

George Danezis (K.U.Leuven ) Anonymit y and Cryptography Weworc 2007 18 / 30



Mixminion: Cryptographicprimitives

Conservativestu�
2048bit RSA-OAEP (PKCS#1 Standard)

SHA-1 for digest

AES 128bit keysin CTR mode (with 0 IV)

UseBEAR (or LIONESS)as a variableblock sizeblock cipher. Build
from SHA-1 and AES128-CTRas a pseudo-randomstream.
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Packet con�gurations

Headers,sub-headersand the overallstructureof a mixminionpacket.

Sender Onion

Sender Onion

Payload

Reply Block
Single Use

Random Data
Single Use
Reply Block

Sender Onion

Payload

Version
Shared Secret
Digest
Next Address

2kb size

Payload 
28kb size

2kb size
 16 subheaders

16 subheaders

Second Leg

First Leg

Forward Direct Reply

Payload

Reply
Anonymized

Up to 16 

padded to
2kb

Subheader

subheaders

Header Subheader
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The decoding step

H1 H2 B

RSA

Check 
& 

Decrypt PRNG

BEAR

BEAR

H2' B'

H2'' B''

BEAR HASH

H1'

H1''

Steps for
all messages

Extra steps
for "Swap"
messages

BEARHASH

DS
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Why is it secure?

Informal argument
To a passiveattacker: The packet always looks indistinguishablefrom
RSA headingfollowed by randomnoise.

To a corrupt mix: No information about route length or position in
the route (But �rst, last and swap). No information about if it is a
reply or a normal packet.
Taggingattacks.. .

I Adversary hasto tag closeto Alice, and only in forward path.
I If �rst headeris tagged: messageis dropped at �rst honestmix.
I If secondheaderor body is tagged: Final addressand body are lost

after �rst honestmix.
I Cannotreplay a slightly modi�ed onion!
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Minx: a provocativemix packet format

Concepts
No modi�cation detectionat all!

All messages(good and bad) look indistinguishablefrom random
strings.

Modi�ed messagesare not detectedby get routed at random(with
termination.)

Non-standard crypto: raw RSA and AES in IGE mode.

IGEmode?
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Minx: Schematics

Structure
Next addressand secretare indistinguishablefrom random.

IGE usedto encryptbody.

Security property: perfect error propagation.

Final destinationand messageencryptedusingan AONT.

Junk is appendedto preservelength.
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Security argument(1)

If adversary modi�es RSA header! body destroyed.

George Danezis (K.U.Leuven ) Anonymit y and Cryptography Weworc 2007 25 / 30



Security argument(2)

If adversary modi�es AES-IGEheader! body destroyed.
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Security argument(3)

If adversary modi�es AES-IGEmessage! body destroyed.
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Open Problems

Turningall this into a science
Security de�nitions.

Reductionproofs to the security of the primitives.

or tagging or distinguishingattacks.

Someexistingwork (Anna Lysyanskaya 2005,Bodo M•oller 2004)
needsto be extendedto replies.

More engineering
Smaller,faster, lesswastefulpacket formats.

Onion routing doesnot useRSA.

Canwe do away with reply prevention?

Canwe ensureAlice doesnot know how her messagelooks?
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Insteadof conclusions.. .

Lessonslearnt
Cryptographicattacks can be devastatingfor mix systems
(URE mixes).

CCA2security matters: mixesprovidedecryptionoracles.

Yet too complexfor standard CCA2securecryptosystems.

New conceptof makingusefulinformation unrecoverable.

Targets for attack and proof: Mixminion and Minx.

Realchallenge:Tra�c analysisresistance!
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