
1

Wireless Sensor Networks  
Gordon Bell

Microsoft Research

One day seminar
Macquarie University 
Institute for Innovation

2006 February 7

WSNs in five talk segments
1. Intro: Moore�s Law & Bell�s Law of classes, 

WSN-space (functions, users-apps, network)
2. Applications (according to function): sensing, 

control, mobile sensing, on board/on thing -ILS/A
3. Technology (what): WSN�s10 year gestation, 

wireless channels, networks, protocols, standards
4. Markets, industry, & startups
5. DUST Network �corporate� presentation

Take-ways:   conjectures, opinions � all I know, 
WSN: what they are, industry formation/structure, 
the potential for use and companies.
WSN impact as price of hardware -> $0!
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Other speakers

1. G2: MRM (Mobile Resources Management)
2. Alive Technology: On body instrumentation for 

health and wellness measurements
3. CSIRO Research in tracking livestock
4. Dust Networks (given by me)

1. Intro to Wireless Sensor Networks:
A new computer class, what they are, & 
WSN function-market-technology space

�what do they do, who can use them, how do they work�

Gordon Bell, Visiting Professor
Given at the 

Macquarie University Institute for Innovation
Enterprise of the Future Seminar Series

on
7 February 2006

www.research.microsoft.com/~gbell
ftp://ftp.research.microsoft.com/Users/gbell/
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Overview of Wireless Sensor Networks

� WSNs: enabled by Moore�s Law� think evolution
� WSNs: a new computer class cf. Bell�s Law
� What is a WSN?
� WSN Space:

� Functionality dimension
� Buyer-application dimensions
� Technology: net structure, performance, etc. dimensions

Bell�s Evolution Of 
Computer Classes

Technology enables two evolutionary paths:
1.  constant performance, decreasing cost
2.  constant price, increasing performance

1.26 = 2x/3 yrs 1.26 = 2x/3 yrs ---- 10x/decade; 1/1.26 = .810x/decade; 1/1.26 = .8
1.6   = 4x/3 yrs 1.6   = 4x/3 yrs ----100x/decade; 1/1.6   = .62100x/decade; 1/1.6   = .62
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David Culler UC/Berkeley

Scalable computers
Interconnected via IP

� Enabled by technological opportunities

� Smaller, more numerous and more intimately connected

� Ushers in a new kind of application

� Ultimately used in many ways not previously imagined

streaming 
information
to/from physical 
world

Number Crunching
Data Storage 

productivity
interactive

Bell�s law of computer class formation to 
cover Cyberspace  

� New computer platforms emerge based on  new 
chip, storage, and network evolution 
� It may come from RESEARCH e.g. www, wsn!

� Computer classes consist of:
� new platforms, 
� new networks, and 
� new interfaces i.e. cyberization (�world� � cyberspace)

� New classes enable
� New apps and new content

� Each class evolves into a vertically disintegrated 
industry based on hardware & software standards
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Wireless Sensor Network (WSN): the platform

Decision Systems

Analog 
Sensors

& Actuators

Digital Sensors 
and Actuators

Serial Devices

Monitoring
Systems

Control
Systems

Enterprise
Applications

Physical World

� Predicated on 
near zero wiring 
cost

� Increases sensor 
deployment

� Enables new 
applications and 
services

Wireless Sensor Networking

���

SmartMesh Wireless Mesh Network

IP NetworkOpen 
API

SmartMeshTM

Console

SmartMesh 
Manager

Mote

Approx 100 ft indoors

100-250 kbps

>250 motes/manager
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Network Types

Star-Mesh Full Mesh
No separate  

powered 
infrastructure

Mesh-
connected 

sensors

Star
Powered 

mesh 
infrastructure

Star-
connected 

sensors

Powered infrastructure of 
Full Function Devices
Separate sensors of
Reduced Function Devices

Multiple paths; 
single mote type

HarborResearch Taxonomy

Agriculture & landscape, mining, 
scientific & field instrumentation

By permission, 
January, 2006
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Harbor Research (where-what)* Taxonomy
Where (What)  => Buyer (Suppliers & Sellers)
� Buildings (access & security, fire & safety, 

elevator/escalator, HVAC, lighting)
� Commercial/Institutional (airport, data center, 

education, hospital, retail, � stadium)
� Industrial
� Residential (single|multi family units)

� Consumer (A/V, computers, lights, refrigerators, 
washers)

� Household (room laundry & function climate)
� Entertainment
� Mobile

� Agriculture, landscape
� Farms
� Homes
� Public spaces

� Industrial Control - K (contacts, switches, 
motors, valves, pumps, conveyors, pipelines, etc.)

� Machine (simple standard, complex) K
� Industrial process  K
� Electronics / Semiconductor mfg.
� Infrastructure / supply chain
� Lab (specialized sensors & instruments)

� Medical (computers/PDAs, CT/MRI, pumps, 
monitors, telemedicine devices)

� Hospital (point of care, ER/OR, mobile)
� Clinics, Doctor�s offices 
� Lab (instruments)
� Home / in vivo (implants, point of care)

� Power (monitor, control)
� Supply (generation, distribution)
� Demand (consumption, off-loading)

� Retail (POS,� tags)
� Infrastructure / supply chain
� Signage / Display
� Buyer behaviour e.g. consumer tracking

� Transportation & other public infrastructures: 
Streets�Highways, Rivers & streams
(monitoring,� traffic control

� Vehicles (cars, aircraft, �construction)
� Infrastructure

� Government /Security (Voting, identity, 
scanners, public infrastructure)

� Legislature
� Public safety (police, fire, � large scale disaster)
� Public Infrastructure (landscape, public 

space)
� Lab
(Weapons, soldiers, unmanned things, etc)
� Vehicles
� Material
� Personnel
� Security / surveillance (climate and natural 

disasters, radar/satellite, environment)

� Scientific & engineering pedagogy & 
research

� Laboratory bio-medical
� Natural science outdoors
� Water management
� Large scale physical science e.g.  

Earthquake, hurricanes, tornados, etc.

*Where it is located; Who is buying; 
What it is used for 

WSN space: The Dimensions1/30

� Function (sense, effect, control) what it does, generally
� Sub function e.g. lighting, HVAC, surveillance , process control

what it does specifically, who builds & sells it
� Geography (global) � Asia, Europe, US WHERE
� Institution (commercial, consumer, � gov�t) who buys
� Environment i.e. where used

� Scale/range/container: body | room | building (homes, com�l, ind�l, 
military) | mobile platform | outdoors;
process attached i.e. process control

� Portable: � open space
� Mobile: un-tethered attachment e.g. animal, pallet, person, �thing�,�truck
� Location requirements: power; RF noise; temperature; 

packaging & industrial design; 
� Cost: (installation, operation) how much
� Network Performance: (see network 
� Network structure & RF characteristics how function performed

� Structure: pt-pt | tree | stand�alone mesh | mesh � IP network
� Link characteristics (RF link; standards)
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Functionality dimension (of WSN space)1/30

� Sense� some parameter of something is measured.
� Actuate/effect� �something� gets changed
� Control (closed loop).  actuators = f(sensors, state)
� Sensing (peripheral) networks

� Provide connectivity for a large set of sense/actuate nodes
� Detects moving items in the �sensing network�

� JAN for connecting portable or mobile items
� JAN - Just another net e.g. 802.11x, Bluetooth for bits
The Client Side of the Network
� ILSA: Identity � Location � State � Actuate   Item tags

� Name as with an Bar Code or RFID tag (MRM)
� Location � for moving item/resource
� State of the �thing� as f(t), e.g. age, environment, interesting 

data e.g. temperature or vibration

WSN environment, function, structure, 
scalability, platform, performance,� link

� Environment: indoor | outdoor | moving object/network
� Sensee: fixed | moving items | moving network items
� Interaction with IP ne: none  i.e. free standing | peripheral to IP net & www

� Scale & topology: pair | tree | mesh for long haul �tree for sensor nodes | 
homogeneous, peripheral sensor/actuator mesh (with connection to IP)

� Network performance: power>battery life; data-rate & error rate; 
range > inter-mote distance; mote discovery time >f(scale); 

� Node function: passive | sense | effect | gateway | route |� | application
� Platform characteristics: processor & O/S; network stack; standards�

� Link, Network interconnection, and protocols
� Bluetooth -> 802.11.15.4 (wireless personal area net) -> WiFi (IP) ->Internet/www
� Public switched and cellular nets GSM, 2G�4G 

� Network noise protocol: multi-frequency; multi-path; 
dynamic channel assignment; retry, etc.
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WSN Space
Basic Function
Sense

Energy monitoring
Environmental monitoring 
Security Alarming
In-process monitoring
Equipment health & utilization
Traffic & parking monitoring

Control
Lighting control
HVAC control
Access Control
In-process control
Consumer A/V

ILS/A
Asset Tracking
Fitness & health
Eldercare

Location, mobility, scale

Indoors/Outdoors

Fixed/Portable/Mobile

Scale
On Body
Room
On Equipment/process

Building (may be LAN connected)

Campus (CAN, LAN connected)

Geo-dispersed

Building automation:
Energy monitoring
Environmental monitoring 
Lighting control
HVAC control
Security alarming
Access control
Asset tracking
Industrial automation:
In-process monitoring
Energy monitoring
Equipment health & 
utilization 
In-process control
Residential (see 
Building)::
HVAC, Lighting�Access 
control
Audio/Visual
Data-networks
Outdoor:
Landscape & Water
Security
Parking & traffic
Personal:
Fitness & health
Eldercare 
Patient care
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Topology/Scale & Application Locus

Application:= isolated | WSN |  IP service

WS/A-WS/A 

Point to point, stand-alone

WS/AN �stand alone app

WS/AN � IPN* connected

IP + WS/AN (IP used to carry S/A

WN for connecting mobile or portable S/A

Note: the app is in the IP network�

* Local and/or global IP Network

Technology vs Capability

��� � �����	���
���
�

��
� ��
�

������
 �����


����
���������
� 
�
�

�
��	��

�
�����
�
��
�
�� �	 

�
�
	��


!������
��
�
�� �	 
" #$�%&&

'����
�	
� ( ��

�	
�

�
��)��	
� �� 
* ��)�
�

�
���	
� ��
�
+���

,#$�%&-%.

/ 	
#$�%&&

'����
�	
�( ��

�	
�

���
����
,� ��

�������� 	
���� 
 
���
� 
 �����



10

Size reduction as mote moves to dust:
Sense > Control > ILS

• Motes with battery approach bottle cap size
• Embedded in bottle cap
• Identity… knows its name
• Location

– GPS
– Identity within a friendly or ubiquitous sensing network

• State 
– Monitors what’s inside
– When opened

• Effect?
– Tells everyone about it

Beliefs… and biases
• Wired sensor networks are everywhere doing everything

– Homes, commercial & industrial buildings, science & engineering,
military… Indoors and outdoors.

– Data gathering & instrumentation, energy monitoring, HVAC, 
lighting, power, process control, security, …

• Sensor applications are limited  by cost (and sensibility!)
– Cost is dominated by installation of wires, thereby limiting apps

• Commercial adoption of wireless sensor networks is 
gated by reliability and power consumption…
– Sensing and scientific & data gathering are the early adopters 

BECAUSE of proof of efficacy and liability concerns
– Control apps represent more complexity and liability
– Redundancy is critical: multiple channels & paths

• zero cost, zero size, zero power motes are inevitable…
will enable infinite apps, including mobile…
anything non-zero, just reduces market size

• WSNs are peripherals or edge to IP!

Cost, size, 1/power

M
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2. Wireless Sensor Network Applications: 
Function – what do WSNs actually do?

Gordon Bell, Visiting Professor
Macquarie University Institute of Innovation

Enterprise of the Future Seminar Series
7 February 2006
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Some applications of
wireless sensor networks… used to
sense, control, and track “things”

Applications examples
A trek along the function dimension

crossing many different user environments
• Sense
• Actuate/effect
• Control
• Sensing Networks that track “things”
• Large scale continental networks…

• IPS/A – Identity-Location-State-Actuate
aka MRM Mobile Resource Management
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WSJ 9 Jan. 2006: India Tries Microchips to 
Track owner identity of Garbage-Eating Cows

Revered Animals Roam Streets, Slow Traffic, Cause Accidents & Clog Sewers

What is going on with these cows?
Now, and in the furture?

• Name (label)… assuming it has been registered.
• Where has it been? Eaten enough? 

Charged for used resources? Been milked?
• What are the options if you:

– Want to know more?
– Effect its behavior? 

• What’s On board versus what’s in infrastructure?
Do they have GPS? … In a decade they�re likely to.

• Infrastructure:  What can you put in the IP cloud?
– Cameras and identification versus observers
– Network to track and report
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“High Tech, Under the Skin”
By ANNA BAHNEY

NY Times Fashion & Style 
February 2, 2006

•By inserting the radio frequency identification device� he planned 
to log on to his computer, open doors and unlock his car. 
•Implanting the chip was relatively simple �chip, complete with a 
miniature antenna and enclosed in a glass ampoule no bigger than a 
piece of long-grain rice, has a small memory � and read by a 
scanner two to four inches away, � are a proprietary technology 
and cost about $200 each. 
•�sells chips to people who use them for education and robotics 
�a disclaimer states that the company does not advise consumers 
to implant them in humans or animals because the tags are not sold 
as medical products and are not sanitized�
• he could see a day when society would deem it acceptable for 
babies to be tagged at birth with chips

Large Herd Animal Management 
using Sensor Nets

Transforming Animal Agriculture

Peter Corke

Autonomous Systems Laboratory

Feb 2006
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www.ict.csiro.au

Copyright ' CSIRO 2006

Sensor network application areas

� Applications demonstrated at a research feasibility level:
� micro-climates in vineyards
� environmental monitoring.  

� Feeding frenzy:
� industrial monitoring and control
� home automation
� commercial building monitoring and control
� automated meter reading.  

� CSIRO 
� cost of data for natural science
� the new wave of “observatories”
� capitalize on CSIRO’s strengths in ICT and in domains such as 

livestock industry, sustainability and land and water systems.

QuickTime� and a
TIFF (Uncompressed) decompressor

are needed to see this picture.

QuickTime� and a
TIFF (Uncompressed) decompressor

are needed to see this picture.

www.ict.csiro.au

Copyright ' CSIRO 2006

Livestock Industry

� Animal production is big business
� 1B cattle
� 1B sheep

� Big issues:
� limited labour
� expansive/remote properties
� environmental sustainability

• Soil degradation
• Water shortage
• Licence to farm legislation

� cost of fencing and mustering
� Disease outbreaks

� Doing more with less
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www.ict.csiro.au

Copyright ' CSIRO 2006

A systems way of thinking

grows grass

needs grass

www.ict.csiro.au

Copyright ' CSIRO 2006

A systems way of thinking
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www.ict.csiro.au

Copyright © CSIRO 2006

Soil moisture sensors

www.ict.csiro.au

Copyright © CSIRO 2006

Water quality sensor

� Sensors

� pH (ionode IH20)

� Redox (ionode IH30)

� Water Temp
� Conductivity (TPS)

· Across fresh and salty 
water ranges


