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Currently, proofs of computational soundness of different equational theories
cannot be easily composed; adding a cryptographic primitive to a given frame-
work typically requires the construction of the soundness proof from the bottom
up. Our long term aim is to present a framework which eases the combination
of soundness proofs of equational theories under active attacks.

We present work in progress on a general security definition, which we call
deducibility game. It is formulated as a game, in which a PPT attacker may
either query bitstrings or terms to an oracle. Roughly, if the attacker submits a
bitstring then the oracle returns a fresh name which is from now on associated
to this biststring. If the attacker submits a term, then the oracle generates the
corresponding concrete instantiation. The symbolic names and terms that are
sent during a game execution are recorded in a frame . The aim of the attacker
is to produce a bitstring bs and a test v such that bs computationally satisfies
1, but there is no term ¢ which is deducible from ¢ and satisfies .

Protocols are modelled in a general way as transition systems for which
we define symbolic and computational protocol executions. For this model we
formulate a trace mapping property, which is also the main ingredient to the
soundness proofs for trace properties of, e.g., [4,3,2]. Intuitively, the trace prop-
erty states that any computational trace corresponds to a symbolic trace, up to
a negligible probability. In a first result we show that satisfying the deducibility
game criterion implies trace mapping.

A notable difference of our trace mapping result, compared to [4,3,2], is that
we do not rely on a parsing assumption for bitstrings. This allows us to study
the computational soundness equational theories such as exclusive OR.

Similarly to [1], our work is directed at reducing the effort for proving sound-
ness of different equational theories under active attacks. However, we are cur-
rently not working on embedding other calculi into our framework, instead our
deducibility criterion should simplify the combination of soundness proofs for
multiple equational theories.

In order to indicate the usefulness of the deducibility criterion, we show for
the equational theory of public-key encryption that, if the implementation of the
encryption scheme is IND-CCAZ2 secure, then an adversary’s success probability
in winning the deducibility game is negligible. We are currently investigating the
soundness of the equational theory of exclusive OR, and how one can combine the
proofs of different equational theory with respect to the deducibility criterion. In
other future work, we would like to explore in how far the deducibility criterion
can be used in combination with other criterions in order to obtain computational
soundness of observational equivalence.
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