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Abstract

With the emergence of software delivery platforms such
as Microsoft’s .NET, reduced size of transmitted binaries
has become a very important system parameter strongly af-
fecting system performance. In this paper, we present two
novel pre-processing steps for code compression that ex-
plore program binaries’ syntax and semantics to achieve
superior compression ratios. The first preprocessing step
involves heuristic partitioning of a program binary into
streams with high auto-correlation. The second preprocess-
ing step uses code optimization via instruction rescheduling
in order to improve prediction probabilities for a given com-
pression engine. We have developed three heuristics for in-
struction rescheduling that explore tradeoffs of the solution
quality versus algorithm run-time. The pre-processing steps
are integrated with the generic paradigm of prediction by
partial matching (PPM) which is the fundament of our com-
pression codec. The compression algorithm is implemented
for x86 binaries and tested on several large Microsoft appli-
cations. Binaries compressed using our compression codec
are 18-24% smaller than those compressed using the best
available off-the-shelf compressor.

1. Introduction

Compression ratio of program binaries is a parameter
that directly impacts several applications with restricted
bandwidth and storage resources. Software delivery plat-
forms such as Microsoft’s .NET [8], depend tremendously
on compression of binaries for two reasons. First, client per-
formance is largely governed by the delay and bandwidth
of the communication channel that links the delivery server.
Second, the workload on the server is highly impacted with
the number of service requests. Both performance parame-
ters are improved with decreased compression ratios of the
communicated data: the program binaries. Efficient code
compression also benefits applications with restricted mem-
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ory resources. Traditionally, in most embedded systems
ROM and RAM size tremendously impact the system cost
[5], thus, posing a balancing factor between system func-
tionality and price. Similarly, wireless systems that exten-
sively use mobile code have energy savings directly pro-
portional to the decrease of the code compression ratio as
power consumption due to the device’s transceiver activity
commonly dominating the energy bill of wireless devices
[27].

Compression ratios of program binaries yielded by the
best off-the-shelf compression algorithms have their lower
bound set at approximately 0.50. Significantly better com-
pression ratios are obtained when, for example, text or mul-
timedia data are compressed. The reason behind such dif-
ference in the quality of compression is in the difference in
the structure and the nature of data in program binaries as
opposed to textual or multimedia data. Textual files usu-
ally contain far less than nominal 256 possible characters
used in most text encoding schemes. Thus, compression al-
gorithms leverage on inherent redundancy of the encoding
to achieve low compression ratios. Furthermore, there is
a strong correlation among symbols being encoded in tex-
tual files which makes symbol prediction probabilities more
accurate. Multimedia data is commonly compressed using
lossy compression algorithms, taking advantage of the lim-
ited human audio and visual perception.

A glimpse on the limits of compressing binaries can be
obtained by compressing raw source code. Although source
code gives a sufficient description of program’s function-
ality, it does not map the program to a given architecture
abstraction. Nevertheless, such a compression results in ra-
tios that ranges within 0.10 to 0.25 with respect to the com-
piled binary. As opposed to textual files, program binaries
can be changed in such a way that their functionality re-
mains the same while their structure is altered significantly.
There exist a long list of possible transformations that can
be applied which includes associativity, distributivity, com-
mon subexpression elimination, etc. Even finding the op-
timal list of transformations that minimize uncompressed
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code size is an NP-hard problem [14]. Program binaries are

heterogeneous files, files that contain different types of data

interlaced throughout binaries, which makes their compres-
sion a hard task yielding poor compression ratios. Intra-
correlations of different data types are hard to extract and

analyze in a computationally inexpensive fashion. It is im-

portant to stress that a number of architectures, including
x86 which is the target architecture of our compression al-
gorithm, are already using a form of Huffman encoding for
code compaction by a variable length of instructions. The
most frequently used instructions such as PUSH, POP,
and RET are encoded with a single byte, while less fre-
quently used instructions such as floating point division are

encoded with multiple bytes [16].

In this paper, we present compression mechanisms for
program binaries that explore their syntax and semantics to
achieve superior compression ratios. The fundament of our
algorithm is prediction by partial matching (PPM) [4]. We
combine this powerful compression paradigm with the fol-
lowing pre-processing steps:

(i) SPLIT2-STREAM. We have developed an algorithm
that initially breaks a program into a large num-
ber of sub-streams with high auto-correlation and
then, heuristically merges certain sub-streams to: (a)
achieve the benefits provided by classical split-stream
[11] and (b) reduce the compression ratio increase
which typically occurs when a PPM-like algorithm
compresses small amounts of data.

(ii) INSTRUCTION RESCHEDULING. We have developed
three heuristics that reschedule instructions while pre-
serving their dependencies with an aim to maximize
the correct predictions of a PPM predictor. The three
algorithms explore global vs. local heuristic objectives
that reflect on solution quality vs. algorithm run-time
respectively.

We implemented the compression algorithm for x86 bi-
naries and tested its performance on a benchmark consti-
tuted of several large Microsoft applications. Binaries com-
pressed using our algorithm were 18-24% smaller than files
created using off-the-shelf PPMD, the best available com-
pressor [12].

2. Related Work

We trace the related work along two directions: program
binary compression and generic PPM compression variants.

Code compression has been addressed through dictio-
nary based techniques that compute the dictionary using
set-covering algorithms [21]. Lucco proposed a split-stream
format for JIT interpretation of compressed code that halves
program-size at the expense of a 27% decrease in program
performance [22]. Random access decompression has been
enabled by resetting the statistical model used for compres-
sion for each block of data [20].

Compression of programs’ intermediate representation
(IR) has resulted in impressive compression ratios. How-
ever, software publishers are hesitant to deliver code in IR
format as its reverse engineering is a significantly simpler
task [26]. Techniques have been developed for machine
independent compressed code with adaptive compression
of syntax trees [9] and a "wire-code” compression format
that can be interpreted on-the-fly without decompression
[7]. Fraser explored the bounds on the compression ratio
for the IR of binaries by using machine learning techniques
to automatically infer a decision tree that separates IR code
into streams that compress better than the undifferentiated
code [10]. Techniques for reducing code size include pro-
cedural abstraction and generalization of cross-jumps [11]
and common instruction merger into super-operators [24].
A good survey of transformations for reduced code size is
outlined in [6].

Architectures for minimized code size have been ex-
plored using instruction selection [21]. Operating systems
and CPU support for the execution of compressed code
on existing and modified architectures has been detailed in
[19, 29].

The PPM compression paradigm introduced by Cleary
and Witten [4], has set the bar on compression ratio per-
formance that no other algorithm has been able to reach to
date. Moffat’s improvement, PPMC [23], set the benchmark
for over a decade, until recently, when Howards’ variant,
PPMD [15], with improved computation of escape sym-
bols was recognized as the best overall compression scheme
[12].

3. PPM Overview

In this section, we detail the generic PPM engine as a
backbone for our code compression algorithm presented in
Sections 5 and 6. Lets denote the input data-stream to be
compressed as * € {A}¥, where z is a sequence of N
symbols from an alphabet A. A context of order K is de-
fined as a sequence of K consecutive symbols of z. For a
current symbol z;, its context of order K, C'(z;, K), is the
sequence of symbols C(z;, K) = {zi—k,...,z;—1}. We
denote as Pc (s), the probability that symbol s € A follows
context C'.

While both compressing and decompressing, PPM
builds a model of the input that aims at estimating the prob-
ability that a certain symbol occurs after a certain context.
PPM encodes a symbol with the amount of information pro-
portional to the probability that the symbol appears after its
current context of certain order. The maximum referenced
context order is constant. It has been shown that increasing
the maximum order beyond five improves the compression
ratio only negligibly [1]. A PPM model has entries for all
limited-length contexts that have occurred in the processed
data-stream. The model counts the symbols that occur after
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Figure 1. APPM model with maximum order of
two after processing the string "shareware".

each recorded context. The counts are used for calculation
of symbol occurrence probabilities. For each context, there
is a special escape symbol €, used to resolve the case when
a new symbol occurs after a recorded context.

While encoding a symbol, PPM initially considers its
longest context. If the symbol is not found in the longest
context, € is emitted and the order of the current context is
decremented. Since the decoder maintains the same model,
the € symbol signals to the decoder that it should switch to
a shorter context. A special context of order —1 contains
all symbols from the used alphabet. For this context, the
probability of occurrence is uniform for all symbols s € A:
P_,(s) = |17‘. After the first occurrence of a symbol in
the input data-stream, PPM switches back to the order-(—1)
model and encodes the symbol accordingly.

An example of a PPM model with a maximal order of
two after processing the string “’shareware” is illustrated in
Figure 1. The model records the occurrence of each sym-
bol in its order-0 context. For each new symbol, the escape
counter of the order-0 model is incremented. Central to a
PPM implementation is the digital search tree or trie [28].
A new node (i.e. context) is added to the trie upon encoun-
tering a new symbol after a certain context. Each new node
is initialized with two entries: one, for the new symbol that
created this context, and another, for the escape symbol.

4. Why PPM Does Not Perform Well for Pro-
gram Binaries?

To the best of our knowledge, PPM variants are by far
the best generic compression techniques for program bina-
ries [12]. However, while performing prediction by partial
matching, a PPM algorithm does not take into account the
fact that a program binary is being compressed. By def-
inition, all PPM variants explore exclusively the localized
correlations in sequential neighborhoods of the input data-
stream (i.e. context-based correlation). In that light, there
are several important questions that argue the efficacy of tra-
ditional PPM compression of code. Before we propose our

solutions to these problems, in this section we elaborate the
key questions related to the performance of PPM algorithms
for program binaries.

Q1. For a given program binary format, which data-
fields in the stream have high correlations? A PPM
model is aware only of sequential local correlations between
input symbols. Since most PPM compressors operate with
8-bit symbols (e.g. text characters), a PPM model can ob-
serve only the correlations that happen at byte boundaries.
However, the x86 code! has a significantly richer structure
than text. An x86 instruction has variable-length between
1 and 16 bytes. An instruction may contain the following
fields: an optional instruction prefix, an opcode, a displace-
ment (if required), and immediate data (if required). Details
of the x86 instruction set can be found in [16]. Instruction
format is shown in the following table:

Field Prefix Opcode Displa- | Immediate

cement data
Size 0,1,2,3,4 | 1,2,3,4 | 0,1,2,4 0.1.2.4
(bytes)

An improvement to compression ratios can be made by
making PPM aware of correlations that exist within the in-
put. For example, in the case of XML compression, Cheney
has demonstrated that general text compressors combined
with the knowledge of the XML structure have superior
performance [3]. We recognize two types of correlations
that occur in a program binary: horizontal and vertical.
Horizontal correlations occur among fields of the same in-
struction. Vertical correlations occur across all instructions
among the data (fields) of the same type. We demonstrate
how vertical and horizontal correlation affect the compres-
sion ratio of PPMD using two experiments. We extract the
register and register addressing (RAR) fields from all in-
structions (experiment A) and all 4 byte displacements of
CALL instructions (experiment B). Then, we compress sep-
arately the two resulting files (the extraction and the re-
mainder). The results are presented in Table 4 where the
third and the last column represents the relative change in
compressed file size from experiments A and B respectively
compared to the compressed file size in bytes of the original
files. We observe that experiment A results in an increase in
the compression ratio, clearly indicating that horizontal cor-
relation of the RAR field is stronger than the vertical. On
the other hand, the improved compression ratio in experi-
ment B demonstrates slightly higher correlation among ex-
tracted displacements with respect to their correlation with
the instructions where they are extracted from. Modeling
these types of correlations is especially difficult for archi-
tectures with variable-length instructions. Any technique

'With no loss of generality, we restrict our work in this paper to x86
code. All techniques presented can be applied to different instructions sets
in a straightforward manner.

YF]',F.

COMPUTER

Proceedings of the International Symposium on Code Generation and Optimization (CGO’03) SOCIETY

0-7695-1913-X/03 $17.00 © 2003 IEEE



that explores vertical correlations for such binaries needs to
disassemble programs with respect to instruction length and
fields.

While building its model, PPM observes and addresses
only horizontal correlations among neighboring fields. In
Section 5, we present SPLIT2-STREAM, a technique that
explores the trade-offs between considering both horizontal
and vertical correlations while compressing code.

Table 1. Two experiments that demonstrate
horizontal and vertical correlation among in-
struction fields.

Program Compressed | Exp. A. | Exp. B.
name [bytes] % %

Compiler CC1 416218 +22.76 -2.79
MsAccess 1919 666 +8.74 -3.07
WinwordXP 3919572 +7.34 -2.72
ExcelXP 3 807 300 +6.60 -2.82
PowerpntXP 2140 822 +7.65 -3.96
Winword2000 3225381 +7.25 -2.71
VisualFoxPro6L. 1976 977 +7.32 -3.29
VisualFoxPro7 2101 326 +7.32 -3.17

Q2. Which code transformations improve the com-
pression ratio of program binaries? Prior to compres-
sion, a program binary can be transformed almost arbitrarily
using a set of functionally isomorphic transformations. In
general, all transformations that reduce the resources used
by a program at little or no expense to code size, benefit
compression as fewer symbols for resources (i.e. their en-
codings according to the instruction set) are referenced in
the binary. An example of such a transformation is an opti-
mization for register assignment and allocation - where the
reduction of the number of used registers directly lowers
program entropy. In this work, we assume that the com-
piler already performs a number of optimizations that im-
prove code compression as a side effect: register allocation,
reducing the number of computationally expensive instruc-
tions, etc. However, particularly for PPM, we have devel-
oped three heuristic algorithms which reschedules instruc-
tions in order to improve the prediction rate of the PPM
model. The new schedule preserves the original dependen-
cies among instructions. Details of the algorithms are pre-
sented in Section 6.

Q3. Are there global correlations in program bina-
ries? In large applications, it is possible to explore self-
similarities or even replication of procedures or small func-
tional blocks for compression. Shorter multi-instruction
constructs - superoperaters - have already been proven to
improve the conciseness of a program [24]. Typically for
large programs, code is commonly replicated mainly due
to: inefficiency in programming as large groups of pro-

grammers write the source code and due to functional sim-
ilarities between program constructs (e.g. loops, case-
switch and if-then-else statements) and different
procedures (e.g. sorting, data structure manipulation, find-
ing a max/min). However, finding this type of similarity is a
task beyond the scope of this paper. In this work, we explore
only local correlations and trace our future work along iden-
tifying techniques for exploring global correlations within a
program binary.

5. Split-Stream

The initial step in the compression process is to split the
program binary into separate sub-streams that have strong
auto-correlation. The procedure for isolating sub-streams
needs to balance the horizontal and vertical correlation be-
tween instruction fields. Simultaneously, it needs to enforce
that the isolation induces minimal overhead. We have devel-
oped an approximate disassembler which provides informa-
tion to the decoder side about the length of each instruction
and its corresponding fields as a binary gets decompressed.
This information is sufficient to perform full decompres-
sion without injecting any additional data into compressed
binary. Each of the sub-streams uses its own PPM model
for prediction of upcoming symbols. The actual encod-
ing/decoding for all sub-streams is performed into/from a
single file.

As experiment A in Section 4 shows, extraction of some
of sub-streams results in an increase of the file size. How-
ever, the extraction of the majority of sub-streams results in
stronger auto-correlation which leads to better prediction of
symbols during the encoding procedure, and, consequently
to better compression ratios. As the auto-correlation grows
when sub-streams contain a narrower set of data, the length
of each of the sub-streams is reduced. Unfortunately, the
compression ratio of a stream is getting better as the stream
becomes longer. This behavior is typical for all compres-
sion engines including PPM. In order to illustrate such be-
havior, we have performed a simple experiment where we
have extracted one MB of each binary from our bench-
mark suite and compressed it. We have also split the ex-
tracted code into 100 fragments of 10KB, and 10 fragments
of 100KB. Then we have compressed each fragment sep-
arately. The average compression ratios obtained through
this experiment are shown Table 2. Better compression ra-
tios are obtained with longer fragments. This results in
a fundamental trade-off: the higher the number of sub-
streams, the stronger the auto-correlation which reflects in
better compression ratios; at the same time, compression
ratios are improved as the length of each sub-stream is in-
creased.

To address all of these issues we have developed an al-
gorithm for sub-stream isolation: SPLIT2-STREAM. We
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Table 2. An example of PPMD compression
ratios improvement with increase in size of

input.
Program Average compression ratio
name 100x10K | 10x100K | 1xIM
Compiler CC1 0.4600 0.4086 N/A
MsAccess 0.4927 0.4292 | 0.3858
WinwordXP 0.5416 0.4862 | 0.4434
ExcelXP 0.5502 0.4928 | 0.4496
PowerpntXP 0.4587 0.3980 | 0.3650
Winword2000 0.5423 0.4875 | 0.4464
VisualFoxPro6L | 0.4974 0.4502 | 0.4145
VisualFoxPro7 0.5022 0.4549 | 0.4221

demonstrate its features on x86 code. The key character-
istic of x86 code is that instruction’s prefix and opcode
uniquely determine instruction’s length as well as size of
its fields. Thus, separating certain sub-streams that corre-
spond to fields is an easy task that needs no additional in-
formation in the compressed file to perform the assembly.
However, field separation must be fully governed by the ex-
erted horizontal and vertical correlations. In general, since
PPM is unable to capture vertical correlations in its model,
we adopt the following separation policy: a sub-stream that
corresponds to a certain field is separated from the program
if its vertical correlation is stronger than its horizontal cor-
relation.

Before we present the SPLIT2-STREAM algorithm, we
introduce certain definitions related to the program stream
(p-stream) to be compressed. An atomic-stream (a-stream)
of a p-stream is defined as a sequence of field values for
all instructions in the p-stream for fields that correspond to
a single operand and instruction type. An a-stream cannot
be partitioned any further. A molecular-stream (m-stream)
of a p-stream is defined as a sequence of field values for
all instructions in the p-stream for fields that correspond to
a set of operand and instruction types. M-streams can be
partitioned into a-streams. An a-stream is by default an m-
stream. A union of n (where n > 1) a- or m-streams is
an m-stream that encompasses field values for all field and
operation types that correspond to the argument m-streams.
Figure 2 illustrates an example p-stream with two a-streams
created by: isolation of 1-byte indexing constants (a-stream
a) and 1 byte constants from arithmetic operations (a-stream
b); and an m-stream created as a U b. Note that the order of
the bytes in the union corresponds to the byte sequence in
the containing p-stream.

We introduce two functions: split(-) and merge(-).
Function split(a, b) determines whether vertical correlation
of an m-stream a is greater than its horizontal correlation

Binary code

Assembly instruction

sar ebp, 10h

cmp dword ptrleax + 4]

add esp, esp, 8

mov eax, dword ptr [esi+8]

add edi, 10h

O a-stream a = 04 08 |:| a-stream b = 10 08 10
m-stream aU b =10 04 08 08 10

Figure 2. An example of a two a-streams that
can be merged into a single m-stream.

with respect to its containing m-stream s,a C s. It is de-
fined as:

split(a, s) = In (

=)+ o)) 0

o(s)

where s —a is an m-stream that represents an exclusion of a
from s with respect to their containing p-stream, i.e. ((s —
a)|s = (s — a) Ua), and o(z) is a function that returns the
size of the PPM-compressed argument stream z. Function
merge(a,b) on two m-streams a and b contained by the
same p-stream, evaluates the effect of their merger on the
resulting compression ratio. It is defined as:

_ o(aUb)
merge(a, b) = In (m) 2)

The input to the SPLIT2-STREAM algorithm is a p-
stream p and a set of a-streams A extracted from p such
that:

(Va; € A) split(a;, p) > 0. 3)

Based on p and A, the algorithm initially creates the pro-
gram’s core-stream (c-stream) as: ¢ = p — U‘f:ﬂl a;. The
set of operand- and instruction-type fields that identify the
set A is determined experimentally for a target instruction
set. In general, set A is created by: first, considering the set
of all a-streams extracted for each type of a constant and a
control-flow displacement field that appears in instructions
of a particular type, and then, filtering this set using Equa-
tion 3. An example that shows the two types of a-streams,
filtered and preserved, is presented in Table 4.

The goal of the algorithm is to create a partitioning B of
the starting set of streams A" = {4, ¢} into M non-empty
sets bj,i = 1...M, such that: 3™, o(b;) is minimized.
Function g(b;) returns the file-size of the compressed union
of all m-streams from A’ in b;. The number of all possible
ways to partition A’ into M streams, S(M, |A|+ 1), can be
computed using the Stirling number of the second kind:

ﬂmm=£{:@w(ﬂymww @
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B = {al,ag,...,a|A|,c}
Repeat
Find a,b C B s.t. (V¢,d € B)d, e # a,band
merge(a,b) < merge(d,e)
Create f = a U b, remove a, b from B, add f to B
Until | B| = M

Figure 3. Pseudo-code of the Split>-Stream
procedure.

13% Il Displacement 32bit
Il Displacement 32bit CALL
[ Immediate 8bit

[] Immediate 32bit

[ Core-ls

[ Displacement 8bit

Il Displacement 8bit JUMP

4%

6%

Figure 4. Relative size of the resulting sub-
streams created using Split’>-Stream with
M =7 averaged over the benchmark suite.

where m = |A| 4+ 1. For commonly considered |A| = 25
and 5 < M < 10, exhaustive search is computationally
too expensive, hence, we opt to use the following greedy
heuristic.

Initially, we set B = A’. The heuristic iteratively per-
forms the following step until |[B| = M. It finds a pair of
m-streams a,b C B with minimal merge(a,b). Then, we
merge a and b into a single stream f and replace m-streams
a, b with f in B. Pseudo-code for the SPLIT2-STREAM al-
gorithm is given in Figure 3.

Figure 4 illustrates the average relative size of m-streams
in B for M = 7 generated over our benchmark of applica-
tions (see Table 4). Streams dominated with constants and
control-flow displacements, are commonly compressed at
low rates. However, the m-stream dominated with core-Is
(where a core-I is an instruction with removed constants,
and short and long control-flow displacements), is the per-
formance bottleneck: it accounts for more than half the total
data to be compressed and it is compressed at a rate signifi-
cantly higher than the overall compression ratio. Hence, in
the next section we present three algorithms that aim at re-
ducing the compression ratio of the c-stream. Note that the
partitioning of a-streams can be pre-computed and fixed at
compression time. In the generated experimental results in
Section 7, we use a fixed a-stream partitioning B presented
in Figure 4.

6. Instruction Rescheduling

In this section, we present three algorithms for instruc-
tion rescheduling (IR) that improve the prediction rate of
PPM. The essence of our approach is to alter the order of
instructions such that dependencies among instructions are
preserved, and PPM is predicting more accurately while us-
ing its model. To the best of our knowledge, code optimiza-
tions aimed at the improvement of instruction correlations
such that modeling of a compression algorithm is enhanced,
have not been developed to date. We have restricted our
attention to IR within a basic block to attenuate the effect
of this post-compilation optimization on execution speed of
super-scalar processors.

IR is performed after the binary is split into m-streams
using SPLIT2-STREAM. IR operates only on the c-stream.
Changes in the order of instructions in the c-stream must
be propagated to other m-streams for structure consistency.
There are three algorithms that we propose. All three al-
gorithms first identify the set of unique core-Is along with
their frequencies®. This set represents the symbol alphabet
A for the input stream to PPM. We denote the cardinality
of A with L. The input to PPM is a vector of N symbols
z € {A}N. We define a dependency set D(z) of x as a set
of instruction pairs, where a pair d(i, j) = {z;, z;} € D(z)
denotes that instruction z; can be rescheduled with pre-
served dependencies such that z; immediately precedes in-
struction z;. The goal of IR is to create a permutation 7 (z)
such that:

e all connected instruction pairs Z,x, € w(x) are found

in D(z), i.e. d(a,b) € D(z), and

e a PPM prediction engine of order K emits minimal

number of escape symbols while compressing 7 ()
according to its model presented in Section 3.

Algorithm Al.

This algorithm aims at building a solution that improves
PPM’s context matching at the global level by maximizing
the number of most frequent symbol-to-symbol occurrences
throughout the entire binary. A1l performs iteratively the
following two steps. In the first step, the algorithm com-
putes the connectivity matrix of the target c-stream. A con-
nectivity matrix of a stream z denoted as M = {Z}X*L isa
matrix of non-negative integer numbers where each element
m(i,j) € M equals the count of all pairs d(k,l) € D(x)
such that z, = a; and x; = a;, where a; and a; are possi-
bly equal symbol values from A. An example of the format
of this matrix is illustrated in Figure 5.

In the next step, Al finds the largest element m(i, j)
of M. Next, A1l reorders instructions such that the count
of all concatenated symbols zzry1 with values zp = a;
and z41 = a;, is maximized throughout the entire stream.

2With no loss of generality, we assume that the c-stream consists of
core-Is.
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Figure 5. An example of the connectivity matrix M for the top 6 x 15 most frequent unique core-Is in
the benchmark program CC1. Shaded and white cells specify the frequency of occurrence of a z;z;
sequence before and after applying the algorithm A1.

Then, element m(i, j) in M is permanently set to 0. All
symbols throughout the reordered stream, that are concate-
nated as T Tg4+1, Tk = G4, Tr+1 = aj, are tagged such that
subsequent iterations of A1 cannot insert any other core-I
between them. In the subsequent iteration, the tags are con-
sidered when recomputing M by updating the dependency
set D () correspondingly. The two steps of A1 are repeated
until all elements of M are smaller than 2. An example how
the number of sequential occurrences of the most frequent
core-Is in CC1 changes after several steps of Al, is illus-
trated in Figure 5.

Although A1 restricts IR within a basic block, it explores
the possible concatenation of symbols zz41 if they are
found in consecutive code basic blocks, and there are no
dependencies preventing rescheduling of x; at the end of
its basic block and z; at the beginning of the consecutive
basic block. The schedule of two instructions is then fixed
as in the case when both instructions are found inside of a
single basic block. An example of IR over two consecutive
code basic blocks is shown in Figure 6.

Al increases globally the probability that certain sym-
bols appear after a given symbol. Actually, it is straight-
forward to prove that A1 is optimal by construction for a
PPM model of order 1. For higher orders, A1 is a greedy
heuristic that performs well. The heuristic goal that A1 aims
to achieve for higher order PPM models is sequencing of
core-Is into common contexts. The hope is that if common
contexts exist in the program binary, A1 enforces their ap-
pearance.

Algorithm A2.
Algorithm A1 has a strong deficiency; it is rather slow and
memory-consuming for large binaries. The complexity of
algorithm Al is O(L2N), which may be unacceptable for
certain applications. To address this issue, we have devel-
oped algorithm A2 that aims at finding local core-I sched-
ules that improve the prediction of the PPM model accord-

 Current mov
instruction -
predecessor

ebx,dword ptr [ebp+§ |

[ mov eax,dword ptr [ebp-OCH |

v

esi,dword ptr [ebp+0Ch]

Basic Block % [ mov

|
[test esi,esi |
Suecesor |\ oy edi,ebx |
[je 004351AE |
a) Original schedule
Fixed [ mov eax,dword ptr [ebp-0CH |

instructions #mov ebx,dword ptr [ebp+§ |

v

v

@ mov edi,ebx

| mov esi,dword ptr [ebp+0Ch]

|
|
[test esi,esi |
[je 004351AE |

b) Schedule with improved instruction correlation

Figure 6. An example of instruction
rescheduling when z; (predecessor) and
zr+1 (successor) are found in consecutive
code basic blocks.

ing to its current state. The advantage of A2 over Al is
that it is significantly faster and that it adapts the instruc-
tion schedule to fit the current PPM model regardless of
PPM’s order. The disadvantage is that it fails to recognize
the global correlation of instruction sequences.

A2 reschedules non-control-flow core-Is only within
their basic block. For each basic block, A2 reschedules
the core-Is exhaustively such that PPM emits the minimal
number of escape symbols starting from its current model
state. An example of how core-Is can be rescheduled within
a basic block is illustrated in Figure 7. Since the number
of different schedules in a basic block may potentially grow
exponentially with respect to the number of instructions, we
partition large basic blocks into mini-blocks of limited car-
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Instruction Possible position

5 6 | 7

N

mov esi, [eax+8]
mov ecx, [esp+1Ch]
mov edx, [eax+4]
or esi, 100h

cmp ecx, edx X
mov [eax+8], esi ®
je  LOOP ®

X[ X|®|—
X[ X[®[X]| 9

* [ % | X|R|X|X|w
* | X[®| X |[X]|*
X|R|X|*|*

N N | B W] —

Figure 7. An example of IR within a basic
block. ® - current position; x - possible posi-
tion; x - possible position if at least one other
core-l is moved as well.

Compiler CC1
Winword2000
WinwordXP H
ExcelXP
PowerPointXP
MSAccess u
VisualFoxPro6L
VisualFoxPro7
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01f 7 / \\ ]
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Instruction Rescheduling Freedom (+ up & - down)

Figure 8. Ratio of total instructions that can
be moved up (positive x-axis) and down in a
basic block for our benchmark suite.

dinality (typically 10-15 core-Is). Although this step puts an
upper bound on algorithm complexity, it actually has little
effect on the final results as instructions can rarely be moved
significantly up and down in x86 code because of a small
register file. IR freedom for our benchmark suite of pro-
grams is presented in Figure 8. In general, the results that
A2 obtains are comparative to the results of A1 within 0.5%
difference in the final compression ratio. Hence, the experi-
mental results that we report in Section 7, are obtained using
A2.

Algorithm A3.
Algorithm A3 is a compromise between algorithms A1 and
A2 in terms of speed and the compression ratio. While it is
significantly faster then A1, it achieves better compression
ratios than A2. A3 aims at building a solution that improves
PPM’s context matching on both global and local levels by
sorting instructions within a basic block. Instructions are
sorted by their binary codes of the corresponding core-I.
Starting from the beginning of a basic block, PPM is more
likely to encounter core-Is that have lower binary code. As
it progresses through the code, the likelihood of instructions

Binary Code Assembly
1| 8B5004 mov  edx, [eax+4]
2 | 8B4C241C | mov ecx, [esp+1Ch]
3| 8BF3 mov  esi, ebx
41 3BCA cmp  ecx, edx
51897008 mov [eax+8], esi
717414 je LOOP

a) Schedule before ordering

1 | Binary Code Assembly
2 | 8B4C241C | mov ecx, [esp+1Ch]
3| 8B5004 mov edx, [eax+4]
4 | 3BCA cmp  ecx, edx
5| S8BF3 mov  esi, ebx
6| 897008 mov [eax+8], esi
717414 je LOOP

b) Schedule after ordering

Figure 9. An example of IR within a basic
block. Instructions are sorted by their core-Is
(bold) under the constraint of dependencies
among instructions.

with higher binary codes increases. Sorting also helps code
structure on the global level. Since a particular order of in-
structions is now fixed, whenever a pair of instructions is
encountered, they will appear in the same order throughout
the binary. Consider the example shown in Figure 9. The
first two instructions do not have dependencies. The sort-
ing of core-Is will switch their positions in the input stream.
Since this holds for the whole binary, in the PPM model
there will be no in the context of [8850] This
means that the instructions that do appear in the context of
will be predicted with higher probability, and con-
sequently with fewer bits. Also, dependencies from D(x)
will make instructions that are correlated through those de-
pendencies next to each other. This further increase corre-
lation among instructions which enables PPM to encode the
stream more efficiently. An illustration of such cases are the
rescheduling of | 8B F3 |next to |89 70 08 | and | 3B CA |next to

rEm!

The sorting procedure slightly differs from standard sort-
ing procedures. A3 needs several passes through the basic
block to find an optimal ascending order under constraint
of instructions’ dependencies. This approach proved to be
much faster than the calculation of all possible schedules
which can become highly computationally expensive when
the number of instructions within a basic block exceeds 10.
After each pass, the algorithm inspects the basic block in
order to determine wether an instruction swap enabled a
schedule previously not feasible. The program terminates
because of the monotonicity of the sorting procedure.
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Table 3. Compression ratio comparison for a benchmark of large applications: bzip2 vs. PPMD vs.
our technology PPMexe. File-size reported in bytes. Our technology used the A2 algorithm, M/ =7
m-streams, PPM model of order K = 4 with L; = L, = 256 symbols for each alphabet. C. Ratio -

compression ratio.

Program Uncompressed bzip2 PPMD Split?-stream || PPMexe Improvement
Name File Size C. Ratio C. Ratio C. Ratio C. Ratio | PPMD [%] | bzip2 [%]
Compiler CC1 872588 0.5126 0.4770 0.4173 0.3917 17.9 23.6
Winword2000 6137358 0.5669 0.5255 0.4522 0.4273 18.7 24.6
WinwordXP 7535800 0.5614 0.5201 0.4647 0.4206 19.1 25.1
ExcelXP 7303411 0.5624 0.5213 0.4630 0.4215 19.1 25.0
PowerPointXP 4449093 0.5212 0.4812 0.3941 0.3660 239 29.8
MSAccess 3942060 0.5275 0.4870 0.4018 0.3887 20.8 26.3
VisualFoxPro6L 3769781 0.5662 0.5244 0.4349 0.4061 22.6 28.3
VisualFoxPro7 3941408 0.5752 0.5334 0.4395 0.4167 21.9 27.6

7. Experimental Results

We tested the effectiveness of our code compression
technology on a representative benchmark of large appli-
cations that consisted of Microsoft’s OfficeXP suite, Mi-
crosoft Word 2000, and a C compiler. It is important to
stress that we have removed from each program the gluing
data blocks that exist in x86 binaries. These blocks can be
compressed with ratios incomparably low with respect to
the remainder of the data in the executable (less than 0.25).
The results are presented in Table 4. Size of uncompressed
programs excludes the data blocks. We have used the pow-
erful Vulcan technology to manipulate x86 binaries [25].

We have compared our technology, named PPMexe in
the table, with two most competitive compression technolo-
gies today: bzip2 [2], which uses the Burrows-Wheeler
transform and PPMD [15]. PPMexe has demonstrated su-
perb performance with respect to bzip2 and PPMD, out-
performing them on the average for 26.3% and 20.4% re-
spectively. Our decompression software reported 600Kb/s
throughput on a 300MHz Pentium III, i.e. several times
larger than the bandwidth of a generous DSL link between
an SD server and a client. The decompression speed of our
software is in the same range as PPMD. The overhead as-
sociated with reassembling of instructions is compensated
with better PPM modeling which is a consequence of the
techniques we have developed and described throughout
this paper. The rule of the thumb for the PPM algorithm
is that the better the compression rate of a file is (i.e. the
better its PPM model is), the faster is its decompression
speed. PPM as a compression paradigm is inherently infe-
rior with respect to its compression/decompression speed to
bzip2. Hence, bzip2 yielded higher decompression through-
put ranging around 1100Kb/s on the given benchmark suite.

Impact of SPLIT?-STREAM and INSTRUCTION
RESCHEDULING to the compression ratio is not orthogo-
nal. Rescheduling of the instructions without breaking them
into streams has a limited effect to the compression ratio
because horizontal and vertical correlations are opaque to
the compression algorithm. However, when the instructions

are split, horizontal and vertical correlations of streams
are exposed. Even on the architecture with typically small
basic block size (such as x86), instruction rescheduling
improves exposed correlations, enables better modeling
for the compressor, and impacts the compression ratio
significantly. The sole contribution to the improvement
of the compression ratio of SPLIT2-STREAM is shown in
Table 7. The effect of INSTRUCTION RESCHEDULING
without SPLIT2-STREAM is not commeasurable with its
full effect when both techniques are applied, thus, it is not
shown separately. SPLIT2-STREAM and INSTRUCTION
RESCHEDULING contributed to the overall improvement
approximately with a 2:1 ratio.

We now discuss effects of IR on the execution speed.
Advanced architectures provide an environment for IR that
affects the execution speed only negligibly. For exam-
ple, Pentium III architecture utilizes an advanced dataflow
analysis which creates an optimized, reordered schedule of
instructions analyzing data dependencies between instruc-
tions [17]. Similarly, Pentium 4 Advance Dynamic Exe-
cution engine provides a view of 126 instructions simulta-
neously which enables deep out-of-order speculative exe-
cution [18]. It follows that IR for code compression min-
imally affects the execution speed of program binaries. In
our IR algorithms presented in Section 6, we have restricted
IR within basic blocks which further reduces the impact of
IR on the execution speed. We have conducted a set of ex-
ecution speed experiments on our benchmark suite. The
experiments showed that execution speeds of binaries op-
timized for code compression are within 1% of execution
speeds of binaries with the original schedule of instructions.

IR for code compression introduces a potential slow-
down in execution speed on architectures that do not sup-
port out-of-order execution. This potential slowdown is a
consequence of structural and data hazards([13]) that may
arise when instructions are rescheduled such that resources
conflicts and data dependencies are exposed in a given ar-
chitecture. Furthermore, IR can cause a functionally incor-
rect execution on certain architectures. In such cases, IR
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for code compression must include additional constraints
which reflect the limitations of the underlying architecture.

8. Conclusion

Systems such as software delivery platforms, embed-
ded systems, and mobile code have imposed strong re-
quirements for high compression rates of binaries. In this
work, we have explored compression algorithms that fo-
cus exclusively on program binaries. We have adopted as
a fundament of our algorithm, prediction by partial match-
ing (PPM) - a compression paradigm that has demonstrated
superior performance with respect to other compression
techniques: Lempel-Ziv, Burrows-Wheeler transform, and
Huffman coding. In this paper, we have proposed a com-
pression mechanism that uses pre-processing steps to PPM
that significantly improve the achieved compression ratios.
The pre-processing steps include: heuristic partitioning of a
binary into highly correlated sub-streams and re-scheduling
of instructions to improve prediction rates.

We have demonstrated the effectiveness of the developed
techniques by building a compression codec for x86 bina-
ries. The tool has been tested on a benchmark constituted of
several large Microsoft applications. Binaries compressed
using our technology, were 18-24% smaller than files cre-
ated using off-the-shelf PPMD, the best available compres-
sion tool. While obtaining superior compression ratios, our
code optimization algorithms for code compression have
negligibly affected the execution speed of program binaries.
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