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Alice ML

• SML dialect designed for open programming

• Essentially, SML plus few orthogonal features:
• Packages – a variation of dynamics carrying modules
• Pickling – generic higher-order serialisation
• Futures – laziness and light-weight concurrency

• Derived concepts:
• Persistence – values or modules stored in files
• Components – first-class dynamic program fragments
• Proxies – mobile RPC wrappers for distribution
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Alice ML Example

val date = Date.fromTimeLocal (Time.now ())
val component =

comp
import structure TextIO : TEXT_IO from "x-alice:/lib/system/TextIO"

in
fun hello () = TextIO.print (Date.toString date)

end
do Component.save ("hello", component)

(*) Somewhere, in a distant process...
import val hello : unit→ unit from "hello"
do hello ()
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Requirements for Pickling

• Transparency – always produce observationally equivalent copies

• Universality – support all types (esp. functions & user-defined types)

• Closedness – pickle is fully self-contained (transitive closure)

• Verifiability – ability to discover malicious values

• Security – no silent capturing of resources

• Portability – representation independent from hardware, OS, etc.

• Adaptivity – but can adapt to platform upon unpickling

• Efficiency – linear complexity, maintain cycles and sharing
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Code: Requirements

• Platform-independent
• Relocatable
• Garbage collectable
• Transitive closure wrt. call graph easy to determine
• Mobile at per-function granularity
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Transitive Closure and Function Granularity
Some numbers

Sizes for all non-sited components from HaMLet (ignoring
signature-only components)

compiled all-linked

pickled

app-linked

average 100% 839%

173%

664%

compiled = alicec name.aml
all-linked = alicelink name –include .

pickled = Pickle.save(ComponentManager.load("name"))
app-linked = alicelink name –include . –exclude x-alice: –exclude smlnj-lib/
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Code: Design choices

• Per-function code objects
• High-level abstract code vs. low-level jitted code
⇒ abstract code supports efficient compilation
⇒ jitted code supports efficient execution (potentially

platform-dependent, e.g. native on x86)
• Heterogeneous choice of code objects, cross-code calls
⇒ hot spot jitting and re-jitting
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• Graph-structured SSA with liveness annotatons
• Represented by ML datatypes
⇒ binary code generation = pickling of ML data structure

• Called functions either referred to in closure or as immediate
⇒ reachable code = reachable data graph

• Jit code “cached” form of abstract code (erased by pickling)
⇒ every jit code object keeps reference to resp. abstract code



Abstract Code Format

• Graph-structured SSA with liveness annotatons
• Represented by ML datatypes

⇒ binary code generation = pickling of ML data structure
• Called functions either referred to in closure or as immediate
⇒ reachable code = reachable data graph

• Jit code “cached” form of abstract code (erased by pickling)
⇒ every jit code object keeps reference to resp. abstract code



Abstract Code Format

• Graph-structured SSA with liveness annotatons
• Represented by ML datatypes
⇒ binary code generation = pickling of ML data structure

• Called functions either referred to in closure or as immediate
⇒ reachable code = reachable data graph

• Jit code “cached” form of abstract code (erased by pickling)
⇒ every jit code object keeps reference to resp. abstract code



Abstract Code Format

• Graph-structured SSA with liveness annotatons
• Represented by ML datatypes
⇒ binary code generation = pickling of ML data structure

• Called functions either referred to in closure or as immediate
⇒ reachable code = reachable data graph

• Jit code “cached” form of abstract code (erased by pickling)
⇒ every jit code object keeps reference to resp. abstract code



Abstract Code Format

• Graph-structured SSA with liveness annotatons
• Represented by ML datatypes
⇒ binary code generation = pickling of ML data structure

• Called functions either referred to in closure or as immediate
⇒ reachable code = reachable data graph

• Jit code “cached” form of abstract code (erased by pickling)
⇒ every jit code object keeps reference to resp. abstract code



Embedded Values

• Immediates can be arbitrary nodes from the heap
• Compiler employs value propagation (constant folding) of

structured constants
• Dynamic compilation (eval, compile, and friends) can embed

arbitrary values from the host heap
⇒ dynamic compilation can produce self-contained components

while also capturing dynamic environments
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Recap: Dynamic Typing with Package
[ICFP 2006]

ty += package
exp += pack mod : sig

mod += unpack exp : sig

unpack (pack m : Σ1) : Σ2 → m (if ` SΣ1(m) ≤ Σ2)
unpack (pack m : Σ1) : Σ2 → raise Unpack (otherwise)



Dynamic Types

• Explicit types (type declarations) reified
• Implicit types (polymorphic instantiations) erased
⇒ thanks to core-level parametricity

• Runtime representation as ML abstract data type
⇒ types reduce to data and code

• Completely independent from (un)pickling
save : filename × package→ unit
load : filename→ package
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Type Reification

[[type α tycon=ty]] = val tycon$ = [[λα.ty]]
[[signature sigid=sigexp]] = val sigid$ = [[sigexp]]

[[λα.ty]] = Type.func(["α"], [[ty]])
[[α]] = Type.tyvar "α"
[[ty longtycon]] = Type.apply([[[ty]]], longtycon$)

. . .

[[sig spec end]] = Sig.sign [[spec]]
[[fct strid : sigexp1 → sigexp2]] = Sig.fct("strid", [[sigexp1]], [[sigexp2]])

. . .
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Package and Module Translation

[[pack strexp : sigexp]] = let val strid$ = [[strexp]]
in (strid$, SELFIFY([[sigexp]], strid)) end

[[unpack exp : sigexp]] = let val (strid$, sigid$) = [[exp]]
in if Sig.matches(sigid$, [[sigexp]])

then strid$ else raise Unpack
end

[[structure strid=strexp]] = val strid$ = [[strexp]]

[[longstrid]] = longstrid$
[[struct dec end]] = let [[dec]] in {BINDS(dec)} end
[[fct strid : sigexp⇒ strexp]] = fn strid$⇒ [[strexp]]
[[strexp1 strexp2]] = [[strexp1]] [[strexp2]]
[[strexp :> sigexp]] = let val strid$ = [[strexp]]

in SEAL(strid, sigexp) end
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Components
[ICFP 2006]

type component = (url→ package)→ package

• component binary = pickle of function
• no extra support from runtime system, VM just invokes root

component for startup (with rudimentary component manager)
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Pickle Verification

• package type-checking ensures type-correct usage of pickles

• ...but not internal consistency
⇒ pickles can be forged by malicious attacker (though not easily)
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Pickle Verification: Issues

• Full safety wrt. static ML type system has to be established
⇒ cf. Java (NoSuchFieldError, NoSuchMethodError)

• Pickles can contain arbitrary dynamic data
⇒ essentially requires ability to type-check the heap
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But we are optimistic

• Raw pickling always produces valid data graph in abstract store
⇒ verification can be performed by higher layer

• Data graph is always checked against given type
⇒ only type checking, no reconstruction required

• Pickles represent closed expressions
⇒ typing context is always empty

• Hence, verification is compatible with framework
⇒ typed code format is only major change
⇒ plus abstract type names and exception names must be annotated

(= pointwise representation of type & exception store)



But we are optimistic

• Raw pickling always produces valid data graph in abstract store
⇒ verification can be performed by higher layer

• Data graph is always checked against given type
⇒ only type checking, no reconstruction required

• Pickles represent closed expressions
⇒ typing context is always empty

• Hence, verification is compatible with framework
⇒ typed code format is only major change
⇒ plus abstract type names and exception names must be annotated

(= pointwise representation of type & exception store)



But we are optimistic

• Raw pickling always produces valid data graph in abstract store
⇒ verification can be performed by higher layer

• Data graph is always checked against given type
⇒ only type checking, no reconstruction required

• Pickles represent closed expressions
⇒ typing context is always empty

• Hence, verification is compatible with framework
⇒ typed code format is only major change
⇒ plus abstract type names and exception names must be annotated

(= pointwise representation of type & exception store)



But we are optimistic

• Raw pickling always produces valid data graph in abstract store
⇒ verification can be performed by higher layer

• Data graph is always checked against given type
⇒ only type checking, no reconstruction required

• Pickles represent closed expressions
⇒ typing context is always empty

• Hence, verification is compatible with framework
⇒ typed code format is only major change
⇒ plus abstract type names and exception names must be annotated

(= pointwise representation of type & exception store)



But we are optimistic

• Raw pickling always produces valid data graph in abstract store
⇒ verification can be performed by higher layer

• Data graph is always checked against given type
⇒ only type checking, no reconstruction required

• Pickles represent closed expressions
⇒ typing context is always empty

• Hence, verification is compatible with framework
⇒ typed code format is only major change

⇒ plus abstract type names and exception names must be annotated
(= pointwise representation of type & exception store)



But we are optimistic

• Raw pickling always produces valid data graph in abstract store
⇒ verification can be performed by higher layer

• Data graph is always checked against given type
⇒ only type checking, no reconstruction required

• Pickles represent closed expressions
⇒ typing context is always empty

• Hence, verification is compatible with framework
⇒ typed code format is only major change
⇒ plus abstract type names and exception names must be annotated

(= pointwise representation of type & exception store)



Related Work

• CLU, Modula-3, Java
• not type-safe (no type information included)
• not universal (no functions, manual “transmissible” types, etc.)
• bytecode verification in Java (but separate from serialization)

• Oz/Mozart
• much more complex store model
• ad-hoc integration of code
• untyped

• Pickler combinators [Kennedy 2004]
• not universal, esp. no functions
• limited wrt. sharing and cycles
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Summary

• Core design ideas:
• Code as language-level data, can embed structured values
• Binary components as pickled functions
• Types as code
• Code with function granularity

• Main benefits:
• Higher-order persistence, including full modules
• Language-level implementation of components & distribution
• High level of dynamicity (dynamic compile, eval, computed

components)
• Unification of pickles and binaries

• Ported to x86, AMD-64, PowerPC
(but currently no up-to-date distros for the latter two)
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val package = Compiler.eval "print \"Hello world.\""

val env0 = Compiler.initialEnv
val (env1, package) =

Compiler.evalWith (env0, "val date = Date.fromTimeLocal (Time.now ())")
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(*) Somewhere, in a distant process...
import val hello : unit→ unit from "hello"
do hello ()
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