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Everybody Knows Cybercrime is Big
Money




""Everybody knows Phishers make

lots of money

AntiPhishWG graphs

Growth In # sites
Gartner Surveys:
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Everybody Knows:

Cybercrime (e.g. IRC) Markets are Big Money

How do we know this?
Black Market In Credit Cards Thrives on Web

"Want drive fast cars?" asks an advertisement, in broken English, atop the Web site iaaca.com.
"Want live in premium hotels? Want own beautiful girls? It's possible with dumps from
1T of Ads” O
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The Underground Economy: priceless

O % Crthobe withoutgreat skillscan barter their way into large quantities
moneythey would neverearnintl® EUOEAAT xT1 Ol A86

Symantec Underground Economy Survey

O3 Ui ARa$chAldulated that the potential worth of all credit cards advertised ’ symantec.
during the reporting period was US$5.3 bill®m

A Field Day for Financial Cyb8cammers
Orotal losses from cyberelated crime at financial institutions topped $20
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Everybody Knows

FTC: ID theft $47bn/year

Privacy Rights: 262 million records compromised
Symantec51 AAOCOT OT A %ATTT i U 02
Spam: we all have the evidence every day
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