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ÁAntiPhishWG graphs

ÁGrowth in # sites

ÁGartner Surveys:

ÁΨΦΦΫ  ȰΓίΨί mlnȱ

ÁΨΦΦά  ȰΓΨȢΧÂÎȱ

ÁΨΦΦέ ȰΓΩȢΨ bnȱ



Á Black Market In Credit Cards Thrives on Web
Á ''Want drive fast cars?'' asks an advertisement, in broken English, atop the Web site iaaca.com. 

''Want live in premium hotels? Want own beautiful girls? It's possible with dumps from 
:ÏΦÍÅÒȢ΄Ȭ

Á The Underground Economy: priceless
Á Ȱ%ÖÅÎ those without great skills can barter their way into large quantities of 

money they would never earn in the ÐÈÙÓÉÃÁÌ ×ÏÒÌÄȢȱ

Á Symantec Underground Economy Survey
Á Ȱ3ÙÍÁÎÔÅÃ has calculated that the potential worth of all credit cards advertised 

during the reporting period was US$5.3 billionȢȱ

Á A Field Day for Financial Cyber-Scammers
Á ȰTotal losses from cyber-related crime at financial institutions topped $20 
ÂÉÌÌÉÏÎ ÌÁÓÔ ÙÅÁÒȟ ÅÓÔÉÍÁÔÅÓ ÓÅÃÕÒÉÔÙ ÃÏÎÓÕÌÔÁÎÔ ,ÁÎÃÅ *ÁÍÅÓȱ

How do we know this?



ÁFTC: ID theft $47bn/year
ÁPrivacy Rights: 262 million records compromised
ÁSymantec: 5ÎÄÅÒÇÒÏÕÎÄ %ÃÏÎÏÍÙ Ȱ2ÅÃÅÓÓÉÏÎ 0ÒÏÏÆȱ
Á Spam: we all have the evidence every day




