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						This paper presents the design, implementation, and evaluation of the Trusted Language Runtime (TLR), a system that protects the confidentiality and integrity of .NET mobile applications from OS security breaches. TLR enables separating an application’s security-sensitive logic from the rest of the application, and isolates it from the OS and other apps. TLR provides runtime support for the secure component based on a .NET implementation for embedded devices. TLR reduces the TCB of an open source .NET implementation by a factor of $78$ with a tolerable performance cost. The main benefit of the TLR is to bring the developer benefits of managed code to trusted computing. With the TLR, developers can build their trusted components with the productivity benefits of modern high level languages, such as strong typing and garbage collection.

Opens in a new tab					


					
					
									

			


			
									
						Publication					
				
									
						
							Research Areas						

						
								
										
											Systems and networking										
									


						
					
							
		

	


	


	
		
			
				
					
						
							Follow us:						

							
								
									Follow on Twitter
									
										
									
								
							
	
								
									Like on Facebook
									
										
									
								
							
	
								
									Follow on LinkedIn
									
										
									
								
							
	
								
									Subscribe on Youtube
									
										
									
								
							
	
								
									Follow on Instagram
									
										
									
								
							
	
								
									Subscribe to our RSS feed
									
										
									
								
							


					

				


				
					
						
							Share this page:						

							
								
								
									Share on Twitter
									
										
									
								
							
	
								
									Share on Facebook
									
										
									
								
							
	
								
									Share on LinkedIn
									
										
									
								
							
	
								
									Share on Reddit
									
										
									
								
							


					


				

			

		

	



		
			

		


		


		
		
			
                

    
        




        
            
                
                    
                        What's new

                        	
                                Surface Laptop Studio 2
                            
	
                                Surface Laptop Go 3
                            
	
                                Surface Pro 9
                            
	
                                Surface Laptop 5
                            
	
                                Microsoft Copilot
                            
	
                                Copilot in Windows
                            
	
                                Explore Microsoft products
                            
	
                                Windows 11 apps
                            


                        
                    

                    
                        Microsoft Store

                        	
                                Account profile
                            
	
                                Download Center
                            
	
                                Microsoft Store support
                            
	
                                Returns
                            
	
                                Order tracking
                            
	
                                Certified Refurbished
                            
	
                                Microsoft Store Promise
                            
	
                                Flexible Payments
                            


                        
                    

                    
                        Education

                        	
                                Microsoft in education
                            
	
                                Devices for education
                            
	
                                Microsoft Teams for Education
                            
	
                                Microsoft 365 Education
                            
	
                                How to buy for your school
                            
	
                                Educator training and development
                            
	
                                Deals for students and parents
                            
	
                                Azure for students
                            


                        
                    

                

                
                    
                        Business

                        	
                                Microsoft Cloud
                            
	
                                Microsoft Security
                            
	
                                Dynamics 365
                            
	
                                Microsoft 365
                            
	
                                Microsoft Power Platform
                            
	
                                Microsoft Teams
                            
	
                                Copilot for Microsoft 365
                            
	
                                Small Business
                            


                        
                    

                    
                        Developer & IT

                        	
                                Azure
                            
	
                                Developer Center
                            
	
                                Documentation
                            
	
                                Microsoft Learn
                            
	
                                Microsoft Tech Community
                            
	
                                Azure Marketplace
                            
	
                                AppSource
                            
	
                                Visual Studio
                            


                        
                    

                    
                        Company

                        	
                                Careers
                            
	
                                About Microsoft
                            
	
                                Company news
                            
	
                                Privacy at Microsoft
                            
	
                                Investors
                            
	
                                Diversity and inclusion
                            
	
                                Accessibility
                            
	
                                Sustainability
                            


                        
                    

                

        
    
        
            
        
            



Your Privacy Choices
    

        
                
        
            
Your Privacy Choices
    

        
            
        Consumer Health Privacy
    

        
            	
                    Sitemap
                
	
                    Contact Microsoft
                
	
                    Privacy 
                
	
                    Manage cookies
                
	
                    Terms of use
                
	
                    Trademarks
                
	
                    Safety & eco
                
	
                    Recycling
                
	
                    About our ads
                
	© Microsoft 2024


        
    
    









    
        

    		

		
		

			
	        
            

                
					English				

            

            

                                    
          						  Français					          
                English
            

        


    
























	