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Networked computer systems face a range of threats from hostile parties
on the network, that may lead to violations of design goals such as confi-
dentiality, privacy, authentication, access control, and availability. Crypto-
graphic protocols are an essential tool for protecting against such attacks.
New designs and new implementations of cryptographic protocols are con-
tinally appearing, driven, for instance, by new networking technologies and
new business requirements. Still, achieving security goals via cryptography
is notoriously subtle; many attacks have been discovered on both the ab-
stract designs and concrete implementations of security protocols. Hence,
there is a need for effective tools for analyzing protocols and the programs
that implement them.

The purpose of this course is to introduce an approach to this problem
based on process calculi, and in particular on the m-calculus [Mil99, SWO01]
and its variants. The syllabus is as follows.

Lecture 1 Design, informal objectives, and potential attacks on crypto-
graphic protocols [NS78]. Formal methods [DY83, BANS89| and infor-
mal methods [AN95, AN96] for security protocols. Some recent exam-
ples in the setting of XML web services [Vog03, Apa06, IBM06, Mic04].

Lecture 2 Development of formal models of protocols and their security
properties within the 7-calculus and its variants [AG99, AFO01]. Proof
techniques, including behavioural equivalences [DH84], and security
types for secrecy [Aba99, AB05], authentication [GJ03c, GJ03a, GJ03b]
and authorization [FGMO05].

Lecture 3 Application of these ideas to recent specifications of security
protocols for web services, including the discovery of potential vulner-
abilities, and the verification of protocol designs against demanding
threat models. We consider formal models for WS-Security [BFGO5,
BFGP04, KR04], WS-Trust and WS-SecureConversation [BCFG04,
KRO05], and WS-Policy and WS-SecurityPolicy [BFG04, BEGOO05].



Lecture 4 Techniques for extracting verifiable models from executable im-
plementation code [BFGT06, GP05].

The application examples illustrate recent progress on narrowing the gap
between formal models of protocols and their implementation in code, an
area with many remaining research problems.
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