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I
WHAT AND WHY?



What is a Virtual Machine?

ÅA virtual machine monitor (VMM) contains one or more VMs

ÅEach VM runs a guest OS, which itself runs applications

ÅThe VMM may run under a host OS, or on the bare machine

ά! ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ ƛǎ ŀƴ ŜŦŦƛŎƛŜƴǘΣ ƛǎƻƭŀǘŜŘ ŘǳǇƭƛŎŀǘŜ ƻŦ 
ǘƘŜ ǊŜŀƭ ƳŀŎƘƛƴŜέ όPopekand Goldberg, CACM 1974)



Why
Virtualize?

Comparison with     
Real Machines

ωBetter hardware utilization

ωBetter application isolation

ωFaster provisioning

ωPoorer performance

Applications of 
Virtualization

ωServer (or client) consolidation

ωDevelopment and test

ωLegacy applications

ωTrainingand demos

ωSecurity



²Ƙŀǘ LǎΣ ŀƴŘ LǎƴΩǘΣ ŀ ±aaΚ

ÅEfficient:An overwhelming majority of guest instructions are 
executed by the hardware without VMM intervention

ÅDuplicate: Software on the VMM executes identically(*) to its 
execution on hardware, barring timing effects

Å Isolated: The VMM manages all hardware resources

ÅNon-examples:
ïLanguage-based VMs eg{ǳƴΩǎ W±a ƻǊ aƛŎǊƻǎƻŦǘΩǎ /[w

ïHardware emulators egVirtual PC on Macs with PowerPC hardware

G. Popekand R. P. Goldberg (1974). Formal requirements for 
virtualizable third generation architectures.  CACM 17(7):412-421.

K. Adams and O. Ageson(2006). A comparison of software and 
hardware techniques for x86 virtualizationΦ  !{t[h{ΩлсΦ



II
HOW VIRTUALIZATION WORKS



Computer

Operating System Kernel

Application Process

{¸{ ǇǊƛƴǘ άIŜƭƭƻ ǿƻǊƭŘΗέ                 tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ 

tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ                         Terminate process

Printer
Hello World!

How an Operating System Works

CPU state: registers (egM is user or kernel mode), ...

trap

trap



Computer

Virtual Machine Monitor (VMM)

Operating System Kernel

Printer
Hello World!

How Classic Virtualization Works

Application Process
{¸{ ǇǊƛƴǘ άIŜƭƭƻ ǿƻǊƭŘΗέ             tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ

ƳҐƪŜǊƴŜƭΤ                       ƛŦ όƳҐҐƪŜǊƴŜƭύ tw¢ άIŜƭƭƻ ǿƻǊƭŘΗέ
emulate system call        else emulate trap to kernel

Shadow state: m=user, ...

Real CPU state: registers (egM is user or kernel mode), ...



But x86 is Not Classically Virtualizable

Å In a classically virtualizable architecture, all instructions that 
access privileged state can be set to trap if run in user mode

Å In x86, instructions can access privileged state in user mode 
without trapping
ïFor example, in kernel mode popf modifies the interrupt-related IF 

flag; in user mode, modifications to IF are suppressed, with no trap

ÅHence, VMMs for x86 rely on binary translation (BT)
ïTo run kernel mode guest code, the VMM inserts additional 

instructions to emulate the kernel mode behaviour in user mode

ïpopf turns into a short instruction sequence to access shadow state

Å{ƛƴŎŜ нллрΣ !a5Ωǎ {±a ϧ LƴǘŜƭΩǎ ±¢ ǇǊƻǾƛŘŜ ƘŀǊŘǿŀǊŜ ǎǳǇǇƻǊǘ

J.S. Robin and C.E. Irvine (2000). Analysis of the Intel Pentium's ability to 
support a secure virtual machine monitor. In 9th USENIX Security Symposium.



A VM is More Than a Virtual CPU

ÅOn the host, a virtual machine is a (little) XML 
file containing configdata, including filenames 
for virtual hard disks

ÅA virtual hard disk (VHD) is a (big) host file 
containing a disk image

ÅThe VMs implemented by the Microsoft VMMs 
Virtual PC and Virtual Server see the following:
ï Intel 440BX-based motherboard

Åwith IDE controllers, serial and parallel ports, and RAM

ïAdaptec 7870 SCSI controller 

ï Intel 21440 network adapter

ïS3 Trio 32/64 video adapter (alas, no Aero effects)



III
DEMO OF VIRTUAL PC



Computer 

Virtual Machine Monitor (VMM)

The Computer is the Network



x86 VMMs

VMware

ωPlayer

ωESX Server

ωGSX Server

ωVirtualCenter

Microsoft

ωVirtual PC

ωVirtual Server

ωViridian

ωSystems Center
VM Manager

SWsoft

ωParallels

ωVirtuozzo

Xen

ωXenEnterprise

ωXenCenter



IV
VIRUS



VMs and Security

ÅCan guest VMs be infected?

ÅCan infected VMs infect other guests?

ÅCan infected VMs infect their hosts?

ÅCan a virus (egBlue Pill) perform P2V on its host?

ÅCould you tell?

T. Garfinkel, K. Adams, A. Warfield, and J. Franklin (2007). Compatibility 
is Not Transparency: VMM Detection Myths and RealitiesΦ  Ih¢h{ΩлтΦ

ά! ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ ƛǎ ŀƴ ŜŦŦƛŎƛŜƴǘΣ ƛǎƻƭŀǘŜŘ ŘǳǇƭƛŎŀǘŜ ƻŦ 
ǘƘŜ ǊŜŀƭ ƳŀŎƘƛƴŜέ όPopekand Goldberg, CACM 1974)



V
REVOLUTION



Renting VMs over the Web






