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WHAT AND WHY?



What I1s a Virtual Machine?

a! @GANIdZ f YIFOKAYS A& +Fy ST
UKS NBI f Pohfelka@d(@olyfbﬁrg CACM 1974)

BEEAU for Uirtual

Andy Gordon

L)l & £\ 4
A Avirtual machine monitor(VMM) contains one or more VMs
A Each VM runs guest OSwhich itself runs applications

A The VMM may run underlaost OS or on the bare machine



Why
Virtualize?

| |
bacncaad

System/370 3

Comparison with Applications of
Real Machines Virtualization
wBetter hardware utilization wServer (or client) consolidation
wBetter application isolation wDevelopment and test

wFaster provisioning wlLegacy applications
wPoorer performance wTrainingand demos

wSecurity
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A Efficient: An overwhelming majority of guest instructions are
executed by the hardware without VMM Iintervention

A Duplicate:Software on the VMM executes identically(*) to its
execution on hardware, barring timing effects

A lsolated: The VMM manages all hardware resources

A Non-examples:
i Languagdased VM®g{ dzy Q& W+a 2NJ aAONRaz2t¥
I Hardware emulatorgg Virtual PC on Macs with PowerPC hardware

G.Popekand R. P. Goldberg (197&prmal requirements for
virtualizable third generation architecture<CACM 17(7):414221.

K. Adams and @\geson(2006).A comparison of software and
hardware techniques for x86 virtualizatén ! { t [ h{ €
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HOW VIRTUALIZATION WORKS



How an Operating System Works

Computer

‘CPU state: registere@ M isuseror kernel modé, ...

Operating System Kernel

Application Process

{,{ LNXylG &BSftfvee g2 \ITRHE P
t we @l St f 2 —H>NarmRridte process
Printer

Hello World!

i\



How Classic Virtualization Works

Computer
‘Real CPU state: reqgisteeggM isuseror kernel mod, ... ‘

Virtual Machine Monitor (VMM)
‘Shadow statem=user, ... ‘

Operating System Kernel

Application Process
{.{ LNAYUG al

Efz ézNiﬁHF
v

v . .
YI' T SNY St T
emulate system call else emulate trap to kernel

Printer
Hello World!




But x86 Is Not Classically Virtualizable

A In aclassically virtualizabl@rchitecture, all instructions that
accesyprivileged statecan be set to trap if run in user mode

A In x86, instructions can access privileged state in user mode
without trapping

I For example, in kernel modgmpf modifies the interruptrelated IF
flag; in user mode, modifications to IF are suppressed, with no trap

A Hence, VMMs for x86 rely dnnary translation (BT)

I To run kernel mode guest code, the VMM inserts additional
Instructions to emulate the kernel mode behaviour in user mode

I popfturns into a short instruction sequence to access shadow state

A{AYyOS HnnpZ !abQa {+xa 9 Lyl

J.S. Robin and C.E. Irvine (208@alysis of the Intel Pentium's ability to
support a secure virtual machine monittm 9th USENIX Security Symposiu



A VM is More Than a Virtual CPU

A On the host, avirtual machineis a (little) XML |'§
file containingconfigdata, including filenames}
for virtual hard disks

A Avirtual hard disk (VHDis a (big) host file
containing a disk image
A The VMs implemented by the Microsoft VM
Virtual PC and Virtual Server see the followi
I Intel 440BXbased motherboard
A with IDE controllers, serial and parallel ports, and RAM
I Adaptec 7870 SCSI controller k
I Intel 21440 network adapter
I S3 Trio 32/64 video adapter (alas, no Aero effects)
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The Computer Is the Network

Computer
Virtual Machine Monitor (VMM)

Win98 SE Hard Disk.vhd WinXP SP2 ADG.vhd Knoppix VPC Hard Disk.vhd knoppix-std-0.1.iso

00-03-FF-EC-05-83 00-03-FF-F3-05-83 00-03-FF-F2-05-83 00-03-FF-ED-05-83

[Tt




x86 VMMs

w Player w Virtual PC w Parallels w XenEnterprise
wESX Server w Virtual Server w Virtuozzo w XenCenter

w GSX Server w Viridian

w VirtualCenter w SystemLenter

VM Manager
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VMs and Security

G! OANIdzZrf YIFIOKAYS Aa Fy ST
0 KS NXI { Popyeka@KGolgbsrg, CACM 1974)

A Can guest VMs be infected?

A Can infected VMs infect other guests?

A Can infected VMs infect their hosts?

A Can a virusegBlue Pill) perform P2V on its host?
A Could you tell?

T.Garfinke] K. Adams, A. Warfield, and J. Franklin (20D@mpatibility
Is Not Transparency: VMM Detection Myths and Readities | h ¢ h
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|| Amazon Web Services

AWS Home

Why Use AWS?
What's New in AWS?
Upcoming Events
Success Stories
Solutions Catalog
Create an Account
FAQsS

Browse Web Services

Amazon E-Commerce
Service

Amazon Elastic
Compute Cloud {Beta)
Amazon Flexible
Payments Service
{Beta)

Amazon Mechanical
Turk {Beta)

Amazon Simple Storage
Service

Amazon Simple Queue
Searvice

Alexa Web Services

Browse &ll Web Services

Developer Connection

Fesource Center
Forums

Blog
Mewslettar

| |_| https: /faws-portal.amazon.com/gp/aws fdeveloper faccountindex, hitml, 104-5645¢ :.| ¥ | l}] "'| - 4\]
&3 | [} EC2Firefox Ul || TestPage for the Apache HTTP Serve... -
- - - M
Summary of This Month's Activity as of October 3, 2007 -
Billing Cycle for this Report: October 1 - Octeber 31, 2007
Usage Charges Rate Usage Totals
Amazon Simple Storage Service
View/Edit Service £0.15 per GB-Maonth of storage used 0.028 GB-Mao 0.01
50,10 per GB - all data transferin 0,000 GB Q.00
£0.18 per GE - first 10 TE/ menth data transfer cut 0.000 GB 0,00
z0,16 per GE - next 40 TE / menth datz transfer cut 0,000 GB 0.00
£0,12 per GB - data transfer cut/ menth owver S0 TE 0,000 GB Q.00
20,01 per 1,000 PUT or LIST requasts 0 Reguests 0,00
=0.01 per 10,000 GET and all ether requests 0 Feguests 0.00
0.01
lJszge Report
Amazon Elastic Compute Cloud
View/Edit Service®0.10 perinstance-hour consumed [or part of an hour consumed] Z Hrs 0.20
20,10 per GB - all data transferin 0.000 GB 0,00
£0,18 per GE - first 10 TE/ menth data transfer cut 0,000 GB 0.00
£0.16 per GB - next 40 TE/ month data transfer cut 0.000 GB .00
0,13 per GBE - gata transfer out/ month over S0 TE 0,000 GB 0.00
0.20
lUszge Report B
Subtotal $0.21
Taxes
Estimated Taxes due en Mowvember 1, 2007 $ 0.04
Charges due on November 1, 2007% %0.25
* 2ll charges for this billing cyele will be charged to yeur credit card en yeur next billing date, Mevember 1, 2007, These charges W




File Edit View History Bookmarks Tools

Help

e >-€

‘ﬂj" | |:| chrome: /fec2uifcontent/ec2ui_main_window, xul

Lo [l

|| Amazon Web Services

&3 | | | EC2 Firefox UI

&3 | || TestPage for the Apache HTTP Serve...

O Credentials | adg

v| Q Account IDs

AMIs and Instances | KeyPairs || Security Groups |

~ Available AMIs ~ Launch Permissions

O OO o O VeV

AMI ID Manifest State Owner Yisihility | (23
ami-25h&534c ecZ-publicimanges fedora-core4-apache -mysal.manifest.xml  available public ~
ami-23b5534a ec2-public-imagesfedora-core4-apache. manifest, xml available public
ami-22b&534h ecZ-publicimages ffedora-core4-mysal.manifest, xml available public
ami-bdsd7ad4 ec2-public-images fdemo-paid-AMI. manifest, xml availahle public
ami-20b&5349 ecZ-public-images fedora-core4-base. manifest, xml available public
ami-2ah&534f ecZ-public-images /developer-mage.manifest, xml available public
ami-zbb&5342 ecZ-publicimages fgetting-started. manifest, xml available public
ami-3e336657 datawrangling-magesfc&-python-mpi-node. manifest, xml available public
ami-eceflads level22-ec2-images ubuntu-feisty-base-2007082%a . manife... available public
ami-Hf71226 virtualmin-gpl-pmfimage.manifest. xml available public
ami-6eeF0207 virtualmin-gpl fimage. manifest, xml available public =
ami-32f2175h adg120/image.manifest. xml availahle private i

;
~ Your Instances

O o 9 0O

ReservatonID | Owner T | Instance ID | AMI State Public DNS Private DMNS Key Groups Reason Idx B
r-07bf5dae 2197581... i-aalleec3 ami-32f21... rupning ec2-72-44-41-134.z-... domU-12-31-3... default
r-0abfsdaf 2197581.., i-ad00secd ami-32f21... pending default







