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Syllabus and Credits

1. Overview: Refinement Types and Systems Models

2. Application: Verifying Security Protocol Code

3. A Concurrent -Calculus with Refinement Types

A Part 1 is largely based on unpublished joint work with G.
Bierman and D. Langworthy

A Parts 2 and 3 are largely based on published papers:

I K. Bhargavan, C. Fournet, A. Gordon, S. Tse, Verified Interoperable
Implementations of Security Protocols, IEEE CSFW 2006.

I J. Bengtson, K. Bhargavan, C. Fournet, A. Gordon, S. Maffeis,
Refinement Types for Secure Implementations, IEEE CSF 2008.
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A Type of Positive Numbers: Why Not’

fun MyFun(X:pos, y:pos): pos iEx>ythen x-y else42

A Q:No currently popular or hip language has thesghy not?

A A:The typechecker would need to kn¢" x." y.x>yY x-y>0

FYR O2YLMWzi SNE R2Yy QU R2Z [ NA

A This is an examplefinement type

Integerwhere value>0

A Known since the 1980s, btyipecheckingmpractical, because
automated reasoning is hard, inefficient, and unreliable
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Objectives

A This lecture is a primer on refinement types

ALQY | aadzyAy 3 g2@z 13/2;{) | c')%dzi,]
/[ 2 WFHrglz /12 Su00X o0dzi y2u U

A Why learn about refinement types?

A2 KFidQa 2y 2FFSNI AYy GKAa SO

A How do | find out more?

A Q:How did the typechecker decid " x." y.x>yY x-y>0
AALO RARYQU® LG RARYQUO S@Sy
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An Opportunity: Logic as a Platforn

oSatisfiabilityModulo Theory (SMT) solvers decide logsadisfiability
(or dually, validity) with respect to a background theory expressed in
classical firsbrder logic with equality. These theories include: real or
Integer arithmetic, and theories of program or hardware structures
such aditvectors arrays, and recursivéatatypesb €

A Dramatic advances in theorem proving this decade
I Contendersnclude Simplify (HPLYiceqdSRI), Z3 (MSR)

< = | J;n J v | = >

May Jul Aug
SAT-Race 2008 SMT-Comp CADE ATP System Competition
SAT'08 CAV'08 whena 13C8.08
(since 2002) (since 2005) {since 1996)

Annual competitions, standard formats for logical gaadsplatform

http://research.microsoft.com/erus/um/redmond/proje
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Howtypecheckingbased on an external solver makes tygade systems
modelingpractical, and helps extend the Microsoft platform

REFINEMENT TYPES AND M
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<?xml version ="1.0" encoding ="utf -8"?>
<policies xmins =" http://schemas.microsoft.com/wse/2005/06/policy ">
<policy = name="policy -CAM42">

<mutualCertificate10Security

MyApp.exe. establishSecurityContext ="false "
config messageProtectionOrder =" EncryptBeforeSign ">
</ mutualCertificate10Security >
</ policy >

MyApp.exe </ policies >

A Server stacke(.NET) allow postieployment configuration
I But as server farms scale, manual configuration becomes problematic
| Better to drive server configurations from a central repository
A M is a newmodelinglanguage for such configuration data
I Ad hocmodelinglanguages remarkably successful in Unix/Linux world
ia Ad AY RSOSt2LIYSYyld OFANRO / ¢t
I Next, Oslo in their own words...

http://msdn.microsoft.com/oslo


http://schemas.microsoft.com/wse/2005/06/policy
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The Core of the M Language

A Avaluemay be ageneral valug(integer, textboolean null)
A Or acollection (an unordered list of values),
A Or anentity (a finite map from string labels to values)

(fromnin{5,4,0,9,6,7, 10}

A The expressiol wheren<5
select {Num=>n, Flag=>(n>0)}|)

has the type| {Num:Integer Flag:Logica*

and evaluates td {{Num=>4,Flag=>true},
{Num=>0, Flag=>false}}

A Semantic domain of values (in ML syntax)

type General £ _Integernofint | G_Logicabf bool| G_Texbf string | G_Null
type Value = G of General | C of Value list | E of (string * Value) list
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Interdependent Types and Expressions

A Arefinementtype

Twheree

' consists of the values of tJpe

such thatbooleanexpressiore holds

A Atypecaseexpressior ein T
whether the value o€ belongs to typel

I returndaoleanto indicate

A Atype assertione: T

I Verify statically if possible

I {x=1,y=2}In {x:Any}( returns true (due tosubtyping

requires that have typeTl

i Compile to (ein T) ?e: throw "type error" if necessa
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Some Examples in M

A Example: typesafe unions
A Demo: comparison of MViiniM
A Case study: how static typing may help Dynamic IT
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Some Derived Types

A Empty type Empty? Any where false

A Singleton type |{e}* Any where value=e

A Null type Nullt {null}
A Union type T] U* Any where .
(value InT || value in U)

A Nullabletype NullableT? T| {null}
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Example Typ&afe Union Types

type NullableInt: Integer | {null}

A Given source |from x in ({1, null, 42, null NullableInt)
where x!=null

select (x:Integer)

our typechecker calls the solver as follows:

(x!=null), x:NullableInt{x in Integer

Asked Z3:
(BG_PUSH (FORALL (x) (INElEblelntx) (ORI0_Integerx) (EQ xv(_nul))))))

(IMPLIES (AND (NOT (EQv$rl))) ($NullableInt$x)) (n_Integer$x))
Z3 said : True
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Interlude: Implementation Notes

AOQELINBEA&AA2Y A (@&LISRavdmegCé#o A RA NJ
I But no constraint inference

A Subtypingdecided semantically, by external solver
I Term T¢) for each expressiog formula F{)(x) for each typel

F([42] )(x) = (x=42) J}
0)

F( Integer where value < 100 )(x) = (x<1

i Subtypings implication: | T<:Uiff " x. FD(X) Y FU)X)

[42] <: (Integer where value < 10€)" x. (x=42) (x<100)




module M {
F() : Integer32 where value == 2 {3 }
}

module Constraints
{
type Person : Name:TextAge:Integer32; };
type EligiblePerson Person wherealue.Age> 17;
type Marriage : SpouseAEligiblePersonSpouseBEligiblePerson};

PatChri§): Marriage

{SpouseA=> {Name => "Pat", Age => 24},
SpouseB-> {Name => "Chris", Age => 32}}
}

BillySan(): Marriage
{

{SpouseA=> {Name => "Billy", Age => 4},
SpouseB-> {Name => "Sam", Age => 5}}
}
}

moduleTaggedUnions
type T1: {tag: {42}; bar: Integer32;};
type T2 : {tag: {43fpo: Text;};
type U: T1|T2;

/1 this fails totypecheck because it makes insufficient checks
Il Testlfxs:U¥) : Text* { from x inxsselect x.foo }

Test2gs: U*) : Text*

from x inxsselect ( x.tag==42 ? "Hello" : x.foo )

}
Test3ks: U*) : Text*

from x inxswhere (x.tag==43) select x.foo
}
}
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1 typeful
module Points

type Nat : Integer32 where value==0 || value>0;
type Byte : Nat where value<256;

type Color: {Red:Byte Green:ByteBlue:Byte};
type Point : {X: Integer32; Y:Integer32;};

type ColorPoint Point & Color:Colog;

type Points : Point*;

type ColorPoints ColorPoint;

f(x:Point) :ColorPoin{ x }

moduleMinimTests
{
type Operator : Text where
value=="plus" || value=="minus" ||
value=="times" || value=="div";

type Expression :

{kind:{"variable"}; name: Text;} |

{kind:{"integer"};vat Integer32;} |

{kind:{"binary app"}; operator: Operator;argl: Expression; arg2: Expression

type Statement :

{kind:{"assignment"}yar. Text;rhs: Expression;} |
{kind:{"while"}; test:Expressiorbody:Statemen |
{kind:{"if"}; test:Expressiontt:Statement ff:Statement} |
{kind:{"sed}; s1:Statement; s2:Statement;} |
{kind:{"skip"};};

FirstExgE:Expression) : Text

{
(E.kind=="variable") ? E.name : (
(E.kind=="integer") ? "integer" :
E.operato)

}
FirstStatemen(S:Statement) : (Expression | {null} )

(S.kind=="assignment") ? S.rhs : (
(S.kind=="while" || S.kind-="if") ?S.test:
null

}

/[Test(S:Statement) : Expression { S.rhs } // this correctly faiigpecheck
}

Comparing theMiniM typecheckewith the May CTP Mypecheckey
MiniM focuses on types, lacks significant features like extents

DEMO
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Better Dynamic IT by Typir

A Many systems errors arise fromisconfigurations
I Formats often too flexible; operators make mistak = = = EVIINFFSE
A Numerous ad hoc tools advise oonfigd & | F S&=—=

I Findmisconfigurationsn firewalls, routers, protocol stacks, etc;
check that adequate security patches have been applied

I Tools package specialist expertise; more accessible than best
practice papers; easy to update as new issues arise

A M is a general purpose platform for systemsdeling

I Userdefined types can express advisories, subsuming ad hoc toc
r[Sta t221 G I O2yONBUGS SEIY

MyApp.exe
config

0
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A TypicalConfigBased Advisor
Aftermath: incemen
A Servers and Tools customers love this sort of t(gglsroartig

Promoted by the Patterns and Practices group i explor
" But, no good platform for writing such tools,

« and XSLT not a great programming experience .,

inst

Advice: Do not use test keys in production: set the attribute allowTestRoot="false” in the <x509> element of the WSE configuration

file.
Risks and advice for an
==0¢| endpoint policy &onfig

This policy enables a dictionary attack on an encrypted request, response, or fault whose mes

® StockService (policy: MySecurityPolicy) (SOAP: request) [policyCache]
® StockService (policy: MySecurityPolicy) (SOAP: response) [policyCache]
® StockService (policy: MySecurityPolicy) (SOAP: fault) [policyCache]

Risk: The message body is encrypted, but the cryptographic hash of the plaintext message body is also included in the signature. Hence,
an attacker that intercepts the message may obtain this hash and compare it to the hash of a large number of potential message bodies.
Once two hashes match, the attacker has broken confidentiality of the message body.

Advice: If the body cannot be guaranteed to have high entropy (that is, if the body does not always include some fresh, secret
cryptographic value), use either messageProtectionOrder="EncryptBeforeSign" or
messageProtectionOrder="SignBeforeEncryptAndEncryptSignature”.
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1: Representing XML Data

<?xml version ="1.0" encoding ="utf -8"?>
<policies xmlns =" http://schemas.microsoft.com/wse/2005/06/policy ">
<policy = name="policy -CAMA42">
<mutualCertificate10Security

establishSecurityContext =" false "
messageProtectionOrder =" EncryptBeforeSign ">
</ mutualCertificate10Security >
</ policy >

</ policies >

{tag="policies",
xmlns="http://schemas.microsoft.com/wse/2005/06/policy",
body={{tag=>"policy",

name=>"policyCAM42",

body={{tag=>"mutualCertificate10Security",
establishSecurityContext"false",
messageProtectionOrder"EncryptBeforeSidn}}}}



http://schemas.microsoft.com/wse/2005/06/policy
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2. Types for Scherr@orrectConfigs

type bool: {"true"} | {"false"};
type messageProtectionOrde{"EncryptBeforeSidgh{" SignBeforeEncry|3t
type mutualCertificate10Security :
{tag:{"mutualCertificate10Security"},
establishSecurityContext:bgol
messageProtectionOrder:messageProtectionOydler

Policy = mutualCertificate10Security | ...
Config= {tag:{"policies"}; body:{tag:{"policy'®ody:Policy; }*; } ;

<?xml version ="1.0" encoding ="utf -8"?>
<policies xmins =" http://schemas.microsoft.com/wse/2005/06/policy ">
<policy name="policy -CAM42"> .
<mutualCertificate 10Security h t & 'I:
establishSecurityContext ="false " aS yp On Ig
messageProtectionOrder =" EncryptBeforeSign ">
</ mutualCertificate10Security >
</ policy >
</ policies >



http://schemas.microsoft.com/wse/2005/06/policy
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3: Types foGafeConfigs

type q_credit_taking_attack 10 :
(mutualCertificate10Security
wherevalue.messageProtectionOrder 'EncryptBeforeSidi ;
type Advisory = g_credit_taking_attack 10 | ...

type SafePolicy Policy & ('Advisory)
type SafeConfig {tag:{"policies"}; body:{tag:{"policy"body:SafePolicy }*; } ;

<?xml version ="1.0" encoding ="utf -8"?>
<policies xmins =" http://schemas.microsoft.com/wse/2005/06/policy ">
<policy name="policy -CAM42">

<mutualCertificate10Security h t & -I: 1
establishSecurityContext ="false " aS yp O n I g
messageProtectionOrder =" EncryptBeforeSign ">

N ;é |ri':l;tua;lCertificatelOSecurity > b ut n Ot ty p e S afe C O n fl g

</ policies >
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Refinement Types and M

A The interdependence betwedgpecaseexpressions and
refinement types in M is a novel source of great expressivity

A Relying on an external solver achieves type safety for union
and dependent types without complex, arbitrary rules

A Security and error checking expressible within M type system
I Helps M extend the Microsoft platform

A Our Z3based typechecker was jointly developed with the
Oslo team in parallel with the mainline typechecker

I We hope to merge the codeases this year
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Related Work

@m\enb Subtyping

1983 Nordstront Petersson Subset types {x:A| B(x)} no no
1986 Rushby/Owre/ShankaiPredicatesubtyping predicatesubtype no limited

89 elli et al Modula-3 Report no onreferences structural
1991 Pfenning/Freeman  Refinementtypes refined sorts no no
1993 Aiken and Wimmers Type inclusion... no no (semantic)
1999 Pfenning/Xi DML {x: General | e} no no
1999 Buneman/Pierce Unionsfor SSD no yes, as pattern structural
2000 Hosoya/Pierce XDuce no yes, as pattern semantic, ad hoc
2006 Flanagan et al SAGE {x:T|e} no (but has casstructura
2006 Fisher et al PADS {xT|e} no structural
2007 FrischCastagna CDuce no einT semantic,ad hoc
2007 Sozeau Russell {x:T| e} no structural
2008 Bhargavan/Fournet/G F7/RCF {x: T | C}(formula Cno structural SMT
2008 Rondon/Jhala Liquid Types x: General | e} no structural SMT

2009 Bierman/G/LangworthPM/Minim {x: T|e} einT T semantic SMT
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A Good Year for Refinements

Access control, Systems
crypto protocols models

Automatic inference OO refinements] \/
array bounds

for refinement types

Jul Oct
F7: Refinement types for secure implementations Oslo Modeling Language M
CESF08 Microsoft PDC
L 3

Jun Oct
Liguid Types: Inference for refinement types ¥10: Constrained types for OO lapguages
PLDI"D8 OOPSLA'DE
I I I | 1 1 J |
May Jun Jul Aug Sep Oct Now
! ! l Platform
May Jul Aug
SAT-Race 2008 SMT-Comp CADE ATP System Gnmpetiti?n
SAT'O8 ca\vos nanaisap \‘XCAQ 03
{since 2002) {since 2005) (since 1996)




ldeas to Take Away

A Remember the riddle
i Q:How did thetypecheckedecide " X." y.x>yY Xx-y>0 ?
i ALG RARYQU® LU RARYQuU S@Sy i

A Remember that boundaries are blurring
I Between types, predicates, policies, patterns, schemas
I Betweentypecheckingand verification

A Still, SMT solvers are incomplete, often amazingly so
I So dealing with typing errors remains a challenge

http://research.microsoft.com/erus/people/adg/part.aspx
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Resources

A The Microsoft Research SMT solver, Z3
http://research.microsoft.com/erus/um/redmond/projects/z3/

Oslo and itsnodelinglanguage, M
http://msdn.microsoft.com/oslo

A
A Refinement types for security in F#
A
A

http://research.microsoft.com/f7

Liquid types (including online demo)
http://pho.ucsd.edu/liquid/

This lecture
http://research.microsoft.com/erus/people/adg/part.aspx



http://research.microsoft.com/en-us/um/redmond/projects/z3/
http://research.microsoft.com/en-us/um/redmond/projects/z3/
http://research.microsoft.com/en-us/um/redmond/projects/z3/
http://msdn.microsoft.com/oslo
http://research.microsoft.com/f7
http://pho.ucsd.edu/liquid/
http://research.microsoft.com/en-us/people/adg/part.aspx
http://research.microsoft.com/en-us/people/adg/part.aspx
http://research.microsoft.com/en-us/people/adg/part.aspx




Application: Verifying
Security Protocol Code

Principles and Applications of
Refinement Types, Part 2

http://research.microsoft.com/CVK
http://research.microsoft.com/F7



http://research.microsoft.com/F7
http://research.microsoft.com/F7

The NeedharSchroeder Problem

In Using encryption for authentication in large networks of computers
(CACM19789) bSSRKIY YR { OKNRPRSRSNJ RA R\
led to widely deployed protocols like Kerberos, SSL, SSH, IPSec, etc.

They threw down a gauntlet.

The NeedhamSchro ,(7 r public kl/l uthe, l atio, 1 Protoc ol (CACM 1978)

Gt N2G202f a adzOK | a 0Kz&$ @Sf@s

to extremely subtle errors that are unlikely to be ]
detected in normal operation. The need for S NN

techniques to verify the correctness of such s
protocols is great, and we encourage those A AR —
AYGSNBAGSR Ay &dzOK LINRPGQESYa (2 |02

Principal A initiates a session with principal B
S is a trusted server returning public-key certificates eg {| A KA |} g1
NA,NB serve asnoncesto prove freshness of messages 6 and 7



The Needhanrbchroeder publikey authentication protocol (CACM 1978)

AB |—>p

<—{ {| BKB [kt

—{ {| mSg3(ANA) ks [

——BA |
—{|AKA|}st |—

« {| msg6(NANNB) |} |

4 {Imsg7(\NB) [xs P>

Principal A initiates a session with principal B
S is a trusted server returning pubkey certificateseg{| A,KA [}s1
NA,NB serve asoncesto prove freshness of messages 6 and 7



Assuming A knows KB and B knows KA, we get the core protocol:

— (I mSg3(ANA) [y5 [

« {| msg6(NANNB) |}, |

= {| msg7(NB) [}g >

More precisely, the goals of the protocol are:
oAfter receiving message 6, A believes NA,NB shared just with B
oAfter receiving message 7, B believes NA,NB shared just with A

If these goals are met, A and B can subsequently rely on keys
derived from NA,NB to efficiently secure subsequent messages



A certified user M can play a mamthe-middle attack (Lowe 1995)

= {| msg3(A,NA) [k

>

< {| msg6(NANB) |},

5

= {| msg7(NB) [k,

>

This run shows a certified user M can violate the protocol goals:
oAfter receiving message 6, A believes NA,NB shared just with M
wAfter receiving message 7, B believes NA,NB shared just with A

(Writing in the 70s, Needham and Schroeder assumed certified users

—] {| msg3(A,NA) |35

>

[ {| msg6(NA,NB) 1,

}

- {1 msg7(NB) [k

>

would not misbehave; we know now they do.)




Cryptographic Protocols

A Principals communicate over amtrusted network

I Our focus is on Internet protocols, but same principles apply to
banking, payment, and telephomyotocols

A Arange of security and privacy objectives is possible
I Message confidentialitg against release of contents
| ldentity protectionc against release of principal identities
I Message authenticatiog against impersonated access
I Message integrity against tampering
I Message correlatiog that a response matches a request
I Message freshnessagainstreplays of old messages

A Toachieve these goals, principals rely on applying
cryptographic algorithms to parts of messages, but also on
including message identifierspnces(unpredictable
guantities), and timestamps



Informal Methods

Informal lists of prudent practices enumerate common patterns in the
extensive record of flawed protocols, and formulate positive advice for
avoiding each pattern.

(egAbadiand Needham 1994, Anderson and Needham 1995)

The Explicitness Principle

Robust security is about explicitness. A cryptographic protocol should
make any necessary naming, typing and freshness information expligit in
Its messages; designers must also be explicit about their starting
assumptions and goals, as well as any algorithm properties which could
be used in an attack.

Anderson and Needham N2 IANJ YYA Yy 3 { 195y Q&

C2NJ Ayaildl yOSsT [ 2 ¢S Q&SchrbeNe? RikdprotdchlE 2
makes explicit that message{fNA,B,NB|}KA s sent by B, who is not
mentioned in the original version of the message.



Formal Methods

A Dolev&Yadirst formalize N&S problem in early 80s
I Shared key decryption: { {M}-1 =M
I Public key decryption: {| {| M }al} kx1 = M

I Their work now widely recognised, but at the tinfey proof
techniques, so little applied

A In 1987, Burrows, Abadi and Needham (BAN) propose a
systematic rulebased logic for reasoning about protocols

I If P believes that he shares a key K with Q, and sees the mess:
M encrypted under K, then he will believe that Q once said M

I If P believes that the message M is fresh, and also believes tha
once said M, then he will believe that Q believes M

I Incomplete but useful; hugely influential



A Potted History: 1942005
5 |

computer on all communication paths, and
thus can alter or copy parts of messages, replay
b |
/ ‘Hate you
Bob!-Alice

messages, or emit false material. While this
may seem an extreme view, it is the only safe
one when designing authentication protocols

14

Needham and Schroeder CACM (19¥8)

MOPTYY bo{ LINRPLIRAS IdziKSYGAOlFGdA2Yy LINR(G202ta T2
1981: Denning and Sacco find attack found on N&S symmetric key protocol

1983:Dolevand Yao first formalize secrecy propertiegd N&S threat model, using formal algebra

1987: Burrows, Abadi, Needham invent authentication logic; incomplete, but useful

1994: Hickman (Netscape) invents SSL; holes in v2, but v3 fixes these, very widely deployed
1994:Yloneninvents SSH; holes in v1, but v2 good, very widely deployed

MpppY ! 0FRAZT ! YRSNE2YS bSSRKIYZ S Ff LINRLRAS
1995: Lowe finds insider attack on N&S asymmetric protocol; rejuvenates interest in FMs

OANDI wHnnnY { SOSN) fradedffbatwetr2aNduracy angppraxdmitiont S Y £ Y

2000: Abadi andRogawaynitiate connections between formal and computational models of crypto
circa 2005: Many FMs now developed; sevéglProVeri) deliverboth accuracy and automation
2005:Cervesatcet al find same insider attack as Lowe on proposed pidelyderberos
2005:GoubaultLarrecgand Parrennegpioneer direct verification of implementation code in C



