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Syllabus and Credits
1. Overview: Refinement Types and Systems Models

2. Application: Verifying Security Protocol Code

3. A Concurrent l-Calculus with Refinement Types

Å Part 1 is largely based on unpublished joint work with G. 
Bierman and D. Langworthy

Å Parts 2 and 3 are largely based on published papers:
ï K. Bhargavan, C. Fournet, A. Gordon, S. Tse, Verified Interoperable 

Implementations of Security Protocols, IEEE CSFW 2006.

ï J. Bengtson, K. Bhargavan, C. Fournet, A. Gordon, S. Maffeis, 
Refinement Types for Secure Implementations, IEEE CSF 2008.





A Type of Positive Numbers: Why Not?

ÅQ: No currently popular or hip language has these ςwhy not?

ÅA: The typechecker would need to know    
ŀƴŘ ŎƻƳǇǳǘŜǊǎ ŘƻƴΩǘ Řƻ ŀǊƛǘƘƳŜǘƛŎ ǊŜŀǎƻƴƛƴƎΣ Řƻ ǘƘŜȅΚ

ÅThis is an example refinement type

ÅKnown since the 1980s, but typecheckingimpractical, because 
automated reasoning is hard, inefficient, and unreliable

fun MyFun(x:pos, y:pos): pos = if x>y then x-y else42

"x. "y. x>y Ý x-y>0

Integerwherevalue>0



Objectives
ÅThis lecture is a primer on refinement types

ÅLΩƳ ŀǎǎǳƳƛƴƎ ȅƻǳ ƪƴƻǿ ŀōƻǳǘ ǘȅǇŜǎ ƛƴ ǎǘŀƴŘŀǊŘ ƭŀƴƎǳŀƎŜǎ ƭƛƪŜ 
/Σ WŀǾŀΣ /ІΣ ŜǘŎΣ ōǳǘ ƴƻǘ ǘƘŀǘ ȅƻǳΩǊŜ ŀ ǘȅǇŜ ǘƘŜƻǊȅ ƎŜŜƪ

ÅWhy learn about refinement types?

Å²ƘŀǘΩǎ ƻƴ ƻŦŦŜǊ ƛƴ ǘƘƛǎ ƭŜŎǘǳǊŜΚ

ÅHow do I find out more?

ÅQ: How did the typechecker decide                                           ?

ÅA: Lǘ ŘƛŘƴΩǘΦ Lǘ ŘƛŘƴΩǘ ŜǾŜƴ ǘǊȅΦ Lǘ ŀǎƪŜŘ ŀƴ {a¢ ǎƻƭǾŜǊΦ

"x. "y. x>y Ý x-y>0



ÅDramatic advances in theorem proving this decade

ïContenders include Simplify (HPL),Yices(SRI), Z3 (MSR)

Annual competitions, standard formats for logical goals ςa platform

An Opportunity: Logic as a Platform
άSatisfiabilityModulo Theory (SMT) solvers decide logical satisfiability
(or dually, validity) with respect to a background theory expressed in 
classical first-order logic with equality.  These theories include: real or 
integer arithmetic, and theories of program or hardware structures 
such as bitvectors, arrays, and recursive datatypesΦέ

http://research.microsoft.com/en-us/um/redmond/projects/z3/



REFINEMENT TYPES AND M

How typecheckingbased on an external solver makes type-safe systems 
modelingpractical, and helps extend the Microsoft platform



<?xml version =" 1.0 " encoding =" utf - 8" ?>

<policies xmlns =" http://schemas.microsoft.com/wse/2005/06/policy " >

<policy name=" policy - CAM- 42" >

<mutualCertificate10Security

establishSecurityContext =" false "

messageProtectionOrder =" EncryptBeforeSign " >

</ mutualCertificate10Security >

</ policy >

</ policies >

The Oslo ModelingLanguage 

ÅServer stacks (eg.NET) allow post-deployment configuration
ïBut as server farms scale, manual configuration becomes problematic

ïBetter to drive server configurations from a central repository

ÅM is a new modelinglanguage for such configuration data
ïAd hoc modelinglanguages remarkably successful in Unix/Linux world

ïa ƛǎ ƛƴ ŘŜǾŜƭƻǇƳŜƴǘ όŦƛǊǎǘ /¢t ŀǘ t5/ΩлуΣ Ƴƻǎǘ ǊŜŎŜƴǘ aŀȅ нллфύ

ïNext, Oslo in their own words...

MyApp.exe

MyApp.exe.
config

http://msdn.microsoft.com/oslo 

http://schemas.microsoft.com/wse/2005/06/policy


The Core of the M Language
ÅA valuemay be a general value (integer, text, boolean, null)

ÅOr a collection(an unordered list of values),

ÅOr an entity (a finite map from string labels to values)

ÅThe expression

has the type

and evaluates to

ÅSemantic domain of values (in ML syntax)

( from n in { 5, 4, 0, 9, 6, 7, 10}
where n < 5
select {Num=>n, Flag=>(n>0)} )

{{Num=>4,Flag=>true},
{Num=>0, Flag=>false}}

{Num:Integer; Flag:Logical;}*

type General = G_Integerof int | G_Logicalof bool | G_Textof string | G_Null
type Value = G of General | C of Value list | E of (string * Value) list


