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Á How can we check statically whether implementation code 
for a distributed system correctly implements an 
authorization (ie, access control) policy?
ÁWe assume that security-related events are annotated in the code

ÁWe assume the policy is expressed in some authorization logic

Á/ÕÒ ÁÐÐÒÏÁÃÈ ɉÂÅÇÕÎ ÁÔ %3/0ȭΦΫɊ ÉÓ ÔÏ ÒÅÐÒÅÓÅÎÔ ÃÏÄÅ ÉÎ Á 
process calculus with formal cryptography, and to generalize 
prior type and effect systems for authentication protocols.

Á Here, we develop our security types in two ways:
Á We allow for compromised principals

ÁWe support a wider range of cryptographic operations



/ÕÒ ÓÙÓÔÅÍ ÆÒÏÍ %3/0ȭ05 but recast in a more generic form
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Á Correctness of authorization formulated as robust safety: 
Á that in all runs,

Á in presence of opponent in control of network,

Á all expectations are deducible from prior events plus static policies



Á Formulas, C, in policies and types are drawn from a given 
authorization logic, a parameter of our type system
ÁWe use !ÂÁÄÉȭÓCDD as our example logic

Á A value of type Un is data known to the opponent
Á A value of type x1:T1,...,xn:Tn {C} is a tuple, satisfying the 

formula C, which is in the scope of x1,...,xn

Á A value of type KeyT is a symmetric key for Tplaintexts
Á A value of type SKT is a signing key for  Tplaintexts

Á The keys in our example are of these types:



We use a type and effect 
system, where effects 
are logical formulas.  
See paper for details of 
typing rules.


