=725+, Using the Singularity Research

’: -
j Development Kit

James Lar
Microsoft

ASPLOS
March 1, 2008




e Singularity Overview (Jim)

—Rationale & key decisions

—Singularity architecture

* Singularity Details (Galen)

Singularity

Microsoft



Safe
Languages
(C#)

Verification
Tools

Improved OS
Architecture

Singularity

Large Microsoft Research project
with goal of more robust and
reliable software

— Galen Hunt, Jim Larus, and many others

Started with firm architectural
principles

— software will fail, system should not

— system should be self-describing

— verify as many system aspects as
possible

No single magic bullet

— mutually reinforcing improvements to
languages and compilers, systems, and
tools

Microsoft



Key Tenets

1. Use safe programming languages everywhere
—safe Y type safe and memory safe (C#)

—everywhere Y applications, extensions, OS services, device drivers, kernel

2. Improve system resilience in the face of software errors
— failure containment boundaries

— explicit failure notification model

3. Facilitate modular verification

—-make sysdegnc riskeil fg, SO pieces ca
— specify and check behavior at many levels of abstraction

— facilitate automated analysis

Singularity Micresoft



e Easy to measure, but less important than
dependability

e“* Good enough”™ perfor

—Singularity has very good performance

Singularity Microsoft



channels ' ‘

content
extension

e Safe micro-kernel

— 95% written in C#
e 17% of files contain unsafe C#
e 5% of files contain x86 asm or C++

network
driver

web
server

TCP/IP
stack

(%]
) \
A Sl tcp — services and device drivers in processes
Y class class
g_ ibrg e Software isolated processes (SIPs)

. . . . — all user code is verifiably safe

runtime runtime runtime runtime
v " — some unsafe code in trusted runtime
— processes and kernel sealed at start time
kernel API el et
Yu

e Communication via channels
— channel behavior is specified and checked

— fast and efficient communication

 Working research prototype
runtime

— not Windows replacement

Singularity Microsoft



Process Model

Software

§

|Isolated
Process
nsSl

;

P

Kernel

Singularity

Process contains only safe code

No shared memory
— communicates via messages

Messages flow over channels
— well-defined & verified

Lightweight threads for concurrency

Small binary interface to kernel

— threads, memory, & channels

Seal the process on execution
— no dynamic code loading
— no in-process plug-ins

Everything can run in ring O in kernel
memory!

Microsoft



* Modern, safe programming languages

— prevent entire classes of (serious) defects

— easier to analyze

e Singularity is written in extended C#
— Spectt (C# + pre/post-conditions and invariants)

— Sing# adds features to increase control over allocation, initialization, and memory layout

* Evolve language to support Singularity abstractions
— channel communications
— factor libraries into composable pieces

— compile-time reflection

e Native compiler and runtime
— no bytecodes or MSIL
— no JVM or CLR

Singularity Microsoft



JVM & CLR not appropriate for building systems

Rich runtime (“one size f.I
— monolithic, general-purpose environment

— large memory footprint (¥4 MB/process for CLR)

— many OS dependencies (CLR PAL requires >300 Win32 APIs)

JIT compiler
— increases runtime size and complexity

— unpredictable performance

Replicate OS functionality

— security, threading, configuration, etc.

Singularity

t s

Microsoft



Singularity
Runtime
(GC, etc.)

™~

 Small, fast execution environment
Libraries _ o
* Ahead-of-time, global optimizing
compiler (Bartok)

— specializes runtime and libraries

— eliminates unused language features and
application or library code

e Factorable runtime and libraries

e Language runtime, garbage collector,
and libraries selectable on per-process
basis

) ) — reduce memory and computation
Singularity Process overhead

— enforce design discipline and system
policies per process

X86

Executable /

Singularity Microsoft



Cannot build software without defects

—verification is a chimera (but we could still do a lot better)

Software defects should not cause system failure

A resilient system architecture should
—isolate system components to prevent data corruption
—provide clear failure notification

—implement policy for restarting failed component

Existing system architectures lack isolation and resilience

Singularity Micresoft



e Ubiquitous architecture (Windows,
~ Unix, Java, etc.)

Process — DLLs, classes, plug-ins, device drivers, etc.

* Processes are not sealed

— dynamic code loading and runtime code
generation

— shared memory
—system APl all ow pr
state
* Low dependability

— 85% of Windows crashes caused by third
party code in kernel

— interface between host and extension
often poorly documented and understood

— maintenance nightmare

Singularity Microsoft



e Traditional safe language
architecture

— Xerox PARC (Cedar, Smalltalk, etc.)
and Lisp Machine model

— Java and .NET as well
e Code and data in single address
space

— language and memory safety
isolates tangled data and code

— garbage collection reclaims
resources

— dynamic code loading and runtime
code generation

Singularity Micresoft



Java Isolates and .NET

AppDomains

e Javaisolates and CLR
AppDomains have
complex, shared runtime

—single point of failure

e Shared runtime must
also satisfy different
applicati on:
requirements

Singularity Micresoft



Sealed Processes

e Singularity processes are sealed

— no dynamic code loading or run-time
code generation

* all code present when process starts
execution

Extension

Process

— extensions execute in distinct
processes

* separate closed environments with
well-defined interfaces

— no shared memory
Kernel e Fundamental unit of failure isolation
g * Improved optimization, verification,
Wit m security

Singularity Micresoft




Isolation Requires

Lightweight Processes

e Existing processes rely on virtual memory and protection domains
— VM prevents reference into other address spaces

— protection prevents unprivileged code from access system resources

* Processes are expensive to create and schedule

— high cost to cross protection domains (rings), handle TLB misses, and
manipulate address spaces

e Cost encourages monolithic architecture
— expensive process creation and inter-process communication
— large, undifferentiated applications

— dynamically loaded extensions

Singularity Micresoft



Software Isolated Processes

(SIPs)

e Protection and isolation enforced by language safety and kernel APl design
— process owns a set of pages

—al | of process
—l anguage safety cedtesounutatsrefgrence to atlserspagesa n ' t

S objects reside on it

e Global invariants:
— no process contains a pointer to anotherpr o c e s Sspagse obj ect

— no pointers from exchange heap into process
) ~ ,i-

Singularity Micresoft




Interprocess Communications

Channels are strongly typed (value & behavior), bidirectional communications ports

— messages passing with extensive language support

Messages live outside processes, in exchange heap

— only a single reference to a message

“Mai l box” semantics enforced by I inear

— copying and pointer passing are semantically indistinguishable

Channel buffers pre-allocated according to contract

: @ég)('!:

v exchange hegp

Singularity Micresoft



OS owns, allocates, and reclaims system resources

—conventional model

On process termination, OS reclaims memory pages and
channels

—not dependent on finalization or garbage collection

Clean failure notification

—sent messages still available to other process

Security policy on per-process

—crux is control of channels

Singularity Microsoft



Would You Trust Your System to a

Type System?

e Process integrity depends on type and memory safety

—currently trust compiler and runtime
e TAL can remove compiler from trusted computing base

e We are working on verifying GC and runtime as well

Sing# TAL
CH < > MSIL+ . bartok Z Singularity
source sgc , system
y 1

I I 1

| | ]

| | 1
compiler byte code application
verification verification verification

Singularity Micresoft



e Hardware Protection Domains

—virtual address space
—contains one or more SIPs

-runs at ring 0 (“kernel

Singularity Microsoft



Kernel

Singularity

®

SIP

Protection Domain
Ring 3

Ring O

Microsoft



SIP

Protection Domain

Ring 3

Ring O
~

~

\

Unsigned Kernel ]

Driver . /
-

—-—
————————

Singularity Micresoft



channels h h

* Process internals (code):

network
driver

TCP/IP
stack

web
server

server tcp \
class class

content
extension

— type safety

— object invariants
— method pre- & post- conditions

— component interfaces
ibr

processes

* Process externals:

— channel contracts

— resource access & dependencies

e System:
— communication safety
— hardware resource conflict free

— namespace conflict free

e Static verification: before code runs

Singularity Microsoft



public contract loStream  { Open? -> Error!

state  Start {
Open? ->{
OK! - > Opened;

Error! - > End; Open? -> OK!

}
}

state Opened :{ &

Read? ->Data! -> Opened;
Write? -> OK! -> Opened,;
Close? ->O0OK! ->End;

Close? -> OK!

}

state End;
Read? -> Datal

} Write? -> OK!

? = receive
I = send
Singularity Microsoft



Example:

Contract Conformance

Contract Web Server (User)
public contract TcpSocketContract { @ ..
conn.SendRead ();
state Connected : { - switch receive {
Read? -> ReadResultPending ; case conn.Data (readData ):

Write? - > WriteResultPending :

dataBuffer.AddToTail (readData );

GetLocalAddress ? -> IPAddress ! - _
return true;

> Connected:;

GetLocalPort ? -> Port! ->

Connected: case conn.RemoteClose ():
return false;

DoneSending ? - > ReceiveOnly ; }

DoneReceiving ? -> SendOnly ;
Close? -> Closed;
Abort? -> Closed:;

}
Missing Case
state ReadResultPending A case conn.NoMoreData ():
Data! - > Connected;
NoMoreData ! -> SendOnly ;
RemoteClose ! ->Zombie;

Singularity Micresoft



Example:

Configuration Specifications

requires PCI Device

[ DriverCategory
[Signature("/ pci /03/00/5333/8811")]
class S3Trio64Config : DriverCategoryDeclaration requires 4MB frame buffer

{

[ loMemoryRange (0, Length = 0x400000)]
loMemoryRange frameBuffer ;

[ loFixedMemoryRange (Base = 0xb8000, Length = 0x8000)]
loMemoryRange textBuffer ;

[ loFixedPortRange  (Base = 0x3cO0, Length = 0x20)]
loPortRange  control;

[ ExtensionEndpoint (typeof ( ExtensionContract.Exp )]
TRef <ExtensionContract.Exp:Start > pnp;

[ ServiceEndpoint  (typeof (VideoDeviceContract.Exp N]
TRef <ServiceProviderContract.Exp:Start > video;

(from in PCI config)

requires system
console buffer

requires VGA I/O
ports

requires control by
plug -and - play
system

Provides video
capability to system

Singularity

Microsoft



Specification Usable

LW EIWAYENVE

File Disk Driver
System
driver

Driver
(Source + Spec)

class
libra

Driver Manifest

runtime

1. Load driver

2. Allocate I/O
objects

Conflict

. Create channels

kernel
- kernel
1o class
0 ibra

runtime

Singularity Micresoft



Conclusion

Ve

e /Iy 68 FdzyRFEYSyidlfte AYLNROS GKS R

e Rethink language, OS, and system architecture assumptions

—0OS should control application’s execu

— new mechanisms to enhance system integrity, verifiability, and dependability
* Programming languages and runtime systems are central to new architecture

e Singularity is a complete (but simple) system
— safe languages all the way down to the hardware
— OS architecture improves system integrity and verification

— many more aspects of system behavior are verifiable

e We are distributing Singularity (source code)

Singularity Micresoft
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Build & Install Tools

0
[% Services :
o 0
Applications = :
-
O : :
O Device Drivers 0
0
. . | .
Class Libraries 0 L
®©
- | -
Application Runtime I =
! &
0
T 0
= i o -
— 0 (o2
% =
AV 0 5
[ a
0
Microsoft



Build & Install Tools

e SGC: Sing## Compiler (.cs & .sg => .dll & .exe)

—Supports extension for system programming and first
class communication

e Bartok: Managed Code Compiler (.dIl & .exe => .0obj)
—Compiles MSIL to x86

e CSIC: C#t Interface Compiler (.csi =>.ill)
—Module Interface Compiler (C# publics w/o bodies)

—Lets us remove dependency cycles in build (I/O to
Kernel, etc.)

—Lets us separate interface from implementation (ABI)

Microsoft



Build & Install Tools

e MkMani (.dIl & .exe => .manifest)
—Creates a program manifest from custom attributes in MSIL
binaries.

* NIB: Native Implementation Builder (.manifest + .dll & .exe
=> .0bj => .x86)

—Installation service
—Checks manifests and code for application invariants
—Create native binaries

e Distrobuilder
—Bundles .manifest files and .x86 files
—Validates system invariants
—Creates a bootable & properly configured system image

Microsoft



e Control over class initialization
— require a class constructor be run at process start up

— specify initialization order

e Full set of machine-sized pointer arithmetic operations
— extension to CLR UIntPtr class

e Struct inheritance
— allow a struct to inherit all the fields/methods of a parent struct

e Exchange types
— handle data whose location is fixed in memory
— creates a boxed version of a value type using a pointer, not by copying

Microsoft



e Static declaration of communication via channels

— Explicit channel contracts describe
* messages
* message arguments
* valid message sequences (finite state machine)

— Enables compile-time checking
* sends in correct state
* finite buffering requirement
* exhaustiveness of selects

e Pass ownership of message data, not a copy
- ... but prove its correctness

e Direct support for channels in programming language
— Contract definitions
Z send, receive , and select receive operations

Microsoft



Obj file

/TN
_# o —

\/ |
User program

X86

program

Microsoft 37



Tree-shaking (whole program
mode)

— Eliminate unreachable or unused
classes, interfaces, methods, and
fields

Array-bounds check elimination
Array store check elimination
Null check elimination
Devirtualization of virtual calls

Type-test and type cast
elimination

Optimize class initialization
— Eliminate redundant checks

— Fast/slow path split

Redundant field load/store
elimination

Optimize convert operations

— Widening/narrowing introduced
by use of argument stack

Eliminate unused formal
parameters

Compress paths of struct
operations

Microsoft



— ‘j Kernel Basic Abstractions

Services

Applications

Contracts
Build &
Install Tools

Device Drivers

Class Libraries <
- . S
Application Runtime =
O

m

Channels ' Manifests O

)

' Processes =

e

' @

)

|



e Each process:

— is self-contained GC domain

— has exclusive ownership of pages
— holds pointers only to its pages

— contains its own runtime

— contains trusted and verified code

—can’t e -xristedprivieegedlinstructions

 Therefore, processes can:
— share address spaces (even with kernel)

— run in privileged CPU mode (with kernel)

pointers

o

page O

page 1 .,
page4 ..
page 6 W.
page 7 e’
page 8 ‘
page 10 ’
page 12 ’ N
page 13 ’

Microsoft
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A j Channels

e Consist of two endpoints (point-to-point)

e Each endpoint owned by at most one thread at any time

e Communication is asynchronous, delivery in order
— Sends never block (nor fail)
— Receives can block (or indicate channel closure)

* Endpoints can be passed as messages
— Network configuration evolves dynamically

* Governed by channel contract
— Messages
— Message arguments
— Valid message sequences

e Communication graph can evolve dynamically

Microsoft



send a over b

1 IV

Name start process

Server

Name
Server




Application Binary Interface (ABI)

» Kernel/Process Boundary Developer PC User PC
— procedural ABI
— strongly versioned

— transitions GC domain Program Program
— typically wrapped in BCL (EXE) (EXE)
— separates _
interface/implementation Class Libraries Class Libraries
 ABI affects one process only (DLLs) (DLLs) -
— cross-process operations o
exclusively through channels ABI V1 Stub S
DLL 7
e V1 ABI (~163 functions) ABI V1 (ILL) I (BLL) ?
— 42: threading & synchronization
— 36: debugging . A
— 24: process hand-off ABI V1 Shim ®
— 19: segmented stacks (':D
— 18: runtime —
— 16: channels Kernel V2
— 8:device I/O

Microsoft



Application Manifest

PCI device
<driver identity=" S3Trio64 " signature=" / pci /03/00/5333/8811
<assemblies > )
<assembly filename="  S3Trio64.exe ".../> List of MSIL
<assembly filename=" Namespace.Contracts.dll "> assemblies
<assembly filename=" lo.Contracts.dll ">
<assembly filename=" Corlib.dll R
<assembly filename=" Singularity.V1.ill ">
</assemblies>
<endp0ints count2%o0 Channels ]
<extension  startStateld ="30endpoi ntEKpid=
contractName =" Microsoft.Singularity.Extending.ExtensionContract "
assembly=" Namespace.Contracts "index=" 0"/> ... _
</endpoints> yum% ]
<fixedResources count=" 5">
<ioMemoryRange base=" 0xb8000 "length="  0x8000 "index=" 0"/> ...
<ioPortRange  base=" 0x3cO0 "length="  0x20"index=" 2"/> )
<dynamicResources  count="1">
<ioMemoryRange default=" Oxf8000000 "length="  0x400000 " index="0"/>
</ dynamicResources >

Microsoft



— d Kernel Implementation

0
% Services : 5 O
O 0 o
: : ! T
Applications = | ==
= | &8
o - - )
O Device Drivers 0 c
0
. . [ .
Class Libraries 0 L
(qv)
- . ! B
Application Runtime I =
! &
) ) ) :
0
) ) ) 1 5
' (@)]
' Stack Manager ' ' : =
QO
'Kernel Runtime ' Page Manager ' ) 8
0

§



 Hardware Abstraction Layer (HAL)
—-Basically the “device driver” for CPU & mc

— Provides access to timer, block, and PIC

— Provides root device enumeration for I/O plug-and-play

* Page Manager
— Allocates memory in pages to rest of system
— Uses first fit list algorithm except for 1-page requests

— Single pages are maintained on their own list

e Stack Manager
— Typically allocates 1 page for linked stack at a time
— Linked-st ack I mpl ementation similar to Capricc

— Compiler instruments function to check stack size

e Kernel Runtime

— Garbage collector and basic Bartok runtime support in kernel

Microsoft



e d Kernel Scheduling

Services

Applications

Contracts
Build &
Install Tools

Device Drivers

Class Libraries <
g8}
o
Application Runtime -
R

) )
' ' Scheduler )
' Timers & PIC ' §
) ) 2
a

§



e Scheduler

— Actually there are 4 schedulers:
e Rialto,Round-Robi n *SOSP’ 97+, Laxity, and Mi
— We use Min by default

* Single-priority round-robin with two runable lists (unblocked& ready)

* Newly release threads added to unblockedist

If thread blocks, select thread from unblockedhen readylists

Move active thread and unblockedist to end of readylist on quantum expiration (10ms)

Works very well for typical Singularity usage
— lots of threads all blocked waiting for a message

e Timer & PIC
— Timer interrupt dispatched directly to schedulers
— Processor exceptions handled in kernel core code

— All other interrupts delivered to appropriate device drivers

Microsoft

n



Applications

Services

Contracts

Device Drivers

Class Libraries

Application Runtime

' Namespace Loader

'Exchange Heap

|

Build &
Install Tools

Boot Loader

Debugger



Kernel Services

* Loader
— Loads .x86 PE binaries for processes
— ABIs are exposed using PE DLL Import mechanism
— Applies relocations (no sharing of code currently)

e Exchange Heap
— Allocation for channel endpoints and exchange types
— Accessed only through linear references
— Metadata stored externally to allow splitting of allocation for zero-copy
— Allocations are reference counted, process ownership tracked

 Namespace (aka Directory Service)
— Namespace of endpoints to services (kernel, services, and drivers)
— Applications use endpoint to namespace to bind, receive new endpoint
-“Write” access to namespace provide

Microsoft



Connecting through

the Namespace

Server, Client

Name.

Kernel
Server

Client

Kernel

Client

Name.

Kernel
Server

Name.
Server

Kernel

Microsoft



Applications

I/O Manager

Bus Drivers

Services

Contracts

Device Drivers

Class Libraries

Application Runtime

|

Build &
Install Tools

Boot Loader

Debugger



Kernel I/O

* 1/0 Manager
— Loading and activating drivers is a dynamic process
— At install time, driver metadata is merged into a system-wide repository
—-At boot time, the |/ O manager e

— Available resources and simple resolution algorithm are sufficient to
determine a valid boot order

— Process is resistant to failures / device-not-found errors

—Same mechanism could be used for hot-pluggable drivers and
applications

e Bus Drivers (PnP, PCl, & IDE, etc.)
— Currently hardware wired into kernel (part of HAL)
— Eventually to be moved out of kernel (like all other drivers)

Microsoft



Contracts

I
Services : 5 O
- S P
Applications | ==
- | &
Device Drivers 0 c
0
. . | .
Class Libraries 0 L
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Channel Contracts

contract NIC { // Network device interface
in message NICParameters ( é) ;
in message  Buffer(char[] in ExHeap buf );
in message  Reconfigure();
in message Exit();
out message BufferAck (int count);
out message Configured();
out message BadParameters ();

BadParameters!

Reconfigure?

NICParameters?

state START: one {
NICParameters ? - CONFIGURING;

} Configured!

state CONFIGURING: one {
Configured! -  READY;
BadParameters ! - START;

} 3

state READY: one { <
Buffer? - BufferAck ! - READY; Buffer? 2
Reconfigure? - START; o
Exit? - DONE;

}

state DONE:;



Channel operations

Endpoint types

ZNIC.Imp (importing side) NIC.Exp:READY client;
ServiceProvider.Exp:START provider;
ZNIC.EXp (exporting side) é
switch receive {
e Channel creation case client.Buffer ( buf ):

queue.Add ( buf );
client.SendBufferAck ( queue.Size );

ZNIC.NewChannel(

out Nic.Imp imp, break ;
out NiC.EXp exp); case client.Reconfigure 0:
é
case client.ChannelClosed () &&
* Sends _are methods on provider.ChannelClosed 0:
endpoints :
break ;
e Receive patterns e

}

—block until a case is satisfied

Microsoft



* Only exchangeable data can be sent

e Ownership invariant
— Exchangeable data is owned by exactly one thread at any time.

e Transfer by pointer, not copy (but semantically equiv.)

— Proof obligations
* No use after ownership transfer (e.g. free or send)
* No leaks (missing free/send)

— Like manual memory management
— Compiler checks invariant statically

Microsoft



Challenge:
statically prove correct memory management

Segregate tracked and non-tracked data

Tracked types
— ExHeap pointers: S* in ExHeap
— ExHeap vectors: char[] in ExHeap
Zrep structs S:do notcontain GC pointers

Strongly typed at MSIL level
— allows runtime bounds checking for vectors

Tracked references allow anonymous ownership
ZTRef<NIC.Exp:READY> driver,

ZNIC.Imp imp= driver .Acquire ();

Zdriver .Release (imp);

Microsoft



e Method parameters
—either borrowed for the call duration
void FillBuffer (byte[] in ExHeap b);
—or claimed
void SendBuffer ([ Claims] byte[] in ExHeap b);
void Free(] Claims] void* in ExHeap b);

e Method result
—ownership always passes to caller

e Complications
— Data structures and vectors
— Nested pointers owned by containing structure
— Restricted to tree structures to make tractable

Microsoft



Where are the efficiency gains?

e Channel endpoint invariants

—Single owner: no locking on send/receives

e Channel contract invariants
—Finite queue size: no allocation on send or receive
—Endpoint passing: no complicated locking/races

e Data ownership invariants
—No copying of data: pass by pointers

 Programmer productivity

—Simple message passing model and contract enforcement

Microsoft



Channel Implementation

e Pre-allocate space to hold message arguments in
endpoints

e Channel =cross-linked structure in memory
e Send = write into peer + signal event

e Receive =check tag + read arguments

CStates state;_/’ CStates state;
C.Exp * peer; C.Imp * peer;

M mbufferO; e
M mbufferl;
N nbuffer0;
CTags tagO;
CTags tagl,
e
Microsoft



e Examplesin

—Directory.Contracts
—FileSystem.Contracts
—lo.Contracts
—lo.Net.Contracts
—NetStack.Contracts
—ServiceManager.Contracts

Microsoft



Application Runtime

Services

Applications

Contracts
Build &
Install Tools

Device Drivers

Class Libraries g

(qv]

@)

Application Runtime _GC | Exception |  VTable |eee -
A8l :
)

(@)

_Stack Manager =
-

- D

Kernel Runtime _ A
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Core Modular Runtime System

. Mark sweep

. Mark sweep ' Garbage Collection | | Yrtual table and

compact object layout
. Concurrent

. Semi-space Threading and

copying synchronization
. Gen. copying Core datatypes:

. Reference Type tests integers, floating
counting point, arrays,
strings

Exception
handling

Interface calls
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j Drivers in Singularity

-
_— s
. . i

e Device drivers are processes
—Isolated through language protection, not hardware

—Communicate with applications through channels

e OS enforces strict limits on drivers
—Access to limited set of libraries
—No file system or namespace access

Microsoft



Hardware accessed through runtime 1/O object classes
o loPort , lolrg , loMemory , and loDma
0 loPortRange , lolrgRange , loMemoryRange , and loDmaRange

Trusted runtime only creates I/O objects allocated by kernel

Methods on I/O objects verify access to hardware

For example:
loPortRange myDeviceRange = loConfig.GetConfig() .DynamicRange[0];
loPort maskPort = myDeviceRange .PortAtOffset(4, 1, Access.Write);

maskPort .Write8(0xff);

Microsoft



Example:

Configuration Specifications

requires PCI Device

[ DriverCategory
[Signature("/ pci /03/00/5333/8811")]
class S3Trio64Config : DriverCategoryDeclaration requires 4MB frame buffer

{

[ loMemoryRange (0, Length = 0x400000)]
loMemoryRange frameBuffer ;

[ loFixedMemoryRange (Base = 0xb8000, Length = 0x8000)]
loMemoryRange textBuffer ;

[ loFixedPortRange  (Base = 0x3cO0, Length = 0x20)]
loPortRange  control;

[ ExtensionEndpoint (typeof ( ExtensionContract.Exp )]
TRef <ExtensionContract.Exp:Start > pnp;

[ ServiceEndpoint  (typeof (VideoDeviceContract.Exp N]
TRef <ServiceProviderContract.Exp:Start > video;

(from in PCI config)

requires system
console buffer

requires VGA I/O
ports

requires control by
plug -and - play
system

Provides video
capability to system

Microsoft



Metadata-Driven Activation

Execution in kernel

/1'1/0O manager creates and fills activation record —

loConfig config = new loConfig();

config.dynamicRanges[0] = new loMemoryRange( 0xd0000000 , 0x800000 );// PCI
config.fixedRanges|0] = new loMemoryRange( 0xb8000 , 0x8000 );
config.fixedRanges|2] = new loPortRange( 0x3c0 , 0x20);

process.loConfig = config;

|5'r ocess. AddEndpoi nt ( Nal/deehddem c@). )B;i n d ( ‘Trgstedexecutionin
driver process

/I activation object filled from activation record -
frameBuffer = (loMemoryRange)loConfig.GetConfig(). DynamicRanges|0];
textBuffer = (loMemoryRange)config.GetConfig().FixedRanges[0];

control = (loPortRange)config.GetConfig().FixedRanges|2];

video = new TRef<ServiceProviderContract.Exp:Start>(Ext.GetEndpoint(1));

Application code in
driver




 PCs: NVIDIA nForce4 or Virtual PC
 HAL: Legacy or ACPI [PIC or APIC]
 Networks: nForce4 and DEC Tulip

e Storage: nForce4 and PlIX4 ATA

e Video: S3Trio64 and VGA

 Audio: SB16

e Other: PnP BIOS, PCI, 8052 Keyboard

Microsoft
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Services

* Service Manager
—Starts and stops other services

 TCP/IP Stack

—Simple (mostly conformant) TCP/IP implementation
—Well tested for server scenarios

* File Systems

—FAT : FAT12, FAT16, and FAT32 support
e Best example of code fully using the Sing# & SPEC# extensions

—|SO 9660 : Basic CD file system
—SMB : Windows file server client

Microsoft



Class Libraries

Services

Applications
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Build &
Install Tools

Device Drivers

Class Libraries _Cypto_| FileSys | ABI_lees

Application Runtime

Boot Loader

Kernel

Debugger
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* Credentials

* Crypto

 Manifests

e FileSystem.Utils

e Netstack.Channels.Public
e NTLM



Applications

Kernel
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= j Boot Loader
Q-

* BootSectors
—Boot sectors for CD (ISO 9660) and disk (FAT)
—Reads boot manifest to load singldr, kernel, drivers, etc.
e SingLdr
-l nteracts wi t hBooBrfoOsBuctt o c on
» describes layout of memory, root H/W devices, etc.
—Extracts kernel, applies relocations, and calls into kernel
—Stays in memory to run when kernel exits.

—Consists of three phases:

e 16-bit assembly
e 16-bit C++
e 32-bit C++

Microsoft
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— ’ Debugger

 Debug Stub

—C++ and assembly code in kernel to communicate with
debugger

-Speak *“KD” pr ot owimmibg over

 WinDbg (aka Debugging Tools for Windows)
—Windows Kernel Debugger
—Full symbolic source debugger
—Recognizes Singularity and loads Singx86 extension

—Recognizes Bartok generated code through C++ name
mangling

Microsoft
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Shell
—Simple command line shell (supports scripts)

Benchmarks
—Lots of useful microbenchmarks (singbench)

Network Apps
—TFTP client, ping, ipconfig, etc.

Cassini
—Web server, extended through child processes (like SPECweb99)

Telnetd
—Telnet daemon, starts instance of shell

Microsoft



o 'ﬁ Singularity Components

Microsoft
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e http://codeplex.com/singularity

* Demonstration
—Building and Booting Singularity
—Debugging

e ABls
e Stacks

—Adding a new program to Singularity

Microsoft



.: s j Singularity Future Work
Q-

e Features coming in Singularity RDK updates:
—ARM & x64 Support
—ACPI Interpreter
—Heterogeneous Multi-core (x86 NUMA & ARM+x86)

—Bartok improvements

e Generics
e C#2.0and C# 3.0

—Sources for Sing# Compiler
—TAL

—1394 Support in Debugger

Microsoft



* Lead by Galen Hunt and Jim Larus

e MSR Cambridge

— Paul Barham, Richard Black, Tim Harris, Rebecca Isaacs, Dushyanth Narayanan

¢ MSR Redmond

— Advanced Compiler Technology Group:
¢ Juan Chen, Qunyan Mangus, Mark Plesko, Bjarne Steensgaard, David Tarditi

Foundations of Software Engineering Group:
* Wolfgang Grieskamp

Operating Systems Group:
e Mark Aiken, Chris Hawblitzel, Orion Hodson, Galen Hunt, Steven Levi

Security and Distributed Systems:
e Dan Simon, Brian Zill

Software Design and Implementation Group:
* John DeTreville, Ben Zorn

Software Improvement Group:
* Manuel Fahndrich, James Larus, Sriram Rajamani, Jakob Rehof

e MSR Silicon Valley
— Martin Abadi, Andrew Birrell, Ulfar Erlingsson, Roy Levin, Nick Murphy, Ted Wobber

Singularity
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