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Refinement types for secure implementations

type payload = string
~» type payload = x: string { Send(a,x)}

1. Context, motivation
I Verifying protocol implementations
I Logics for authorization and access control
2. A refinementtyped concurrent lambda&alculus (theory)
Cryptography bkinding subtyping and sealing
4. Experimental results (F#)
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F# demo available on request



VERIFYING
IMPLEMENTATIONS



Verifying protocol implementations

A Cryptographic protocols specs, models, and implementations
I Protocol specifications remain largely informal
I Formal models are short, abstract, hamitten
i {LISOaX Y2RSftaX yR AYLX SYSYdl (A:

A Our current approach is to verifgference implementations
I Executable code has more details than models

I Executable code has better tool support:
types, compilers, testing, debuggers, libraries, verification
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The F#|FS2PV|PV tool chain: scalability issues

A Even with some aggressive abstraction, our tools
are hitting long and unpredictable run times

A Can we do better with sourelevel security types?

A ReferencénfoCardimplementation Safety Results
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Protocol verificatiorvsprogram verification

A Cryptographic toolsRroVerif CryptoVerif AVISPA) are great but...
i ¢KSe dzaS 3t 206l f lylfeasSas y20 &
I Security applications combine both crypto protocols and ordinary code

A Generalpurpose verification techniques are also making rapid progre
I They can deal with much larger programs
i ¢CKSe R2Yy Qi RANBOUGf & &dzLJLJ2 NI LINE
with cryptographic primitive, active adversaries, etc

A Using dependent types, we can integrate cryptographic
protocol verification as a part of program verification



AUTHORIZATION POLICIES
& PARTIALEYRUSTED CODE




Authorization Logics

A Authorization policies are complex and changing
I How to express policies® use some logidjatalog DCCSecPALL
I How tostaticallycheck whether a system implements a policy?

Al dzZiK2NAT FGA2Yy 0@ Ge@LAY3I w9{htQ
I Represent code in a process calculus
I Represent policies as logical formulas within types
I Generalize type and effect systems for formal cryptography

A This work:
I Typecheckmplementations (in F#) against policies (in FOL)
I Simplify the theory: we now derive formal cryptography



Specification: assume, then assert

A Suppose there is a global set of formulas, lthg
A To evaluateassumeGC, addCto the log.

A To evaluateassertC,

I If Clogically follows from the logged formulas,
the assertiorsucceedsotherwise, the assertiofails.

I The log is only for specification purposes; it does not affect execution

A Our use of firsbrder logic predicates generalizes
conventional assertions (lilkesserti>0 ineg Spec#)

I Such predicates can also represent sectnefgted concepts
like roles, permissions, events, compromises, access rights,...



Example: access control for files

A UntrUStedCOqe may type facts = CanRead of string | CanWrite of string
call atrusted library

A Trusted code expresses
security policy with

assumes and asserts | letpwd="C:/etc/password"
lettmp="C:/temp/tempfile”

let read file = assert(CanRead(file)); ...
let delete file = assert(CanWrite(file)); ...

assume CanWrite(tmp)
assume Vx. CanWrite(x) — CanRead(x)

A Each policy violation  [Tiet untrusted() =

causes an assertion let v1 = read tmp in // ok, by policy
failure let v2 = read pwd in // assertion fails

A We statically prevent

any assertion failures Typechecking failed at acls.1s(39,9)—(39,12)
by typing Error: Cannot establish formula CanRead(pwd)



Logging dynamic events

A Security policies often type facts = ... | PublicFile of string
stated in terms of let read file = assert(CanRead(file)); ...
dynamic events such let readme = "C: /public/README"
as role activations or

// Dynamic validation:
data checks let publicfile f =

iff="C:/public/README" || ...

then assume (PublicFile(f))
A We mark such events else failwith "not a public file"

by adding formulas to
the log withassume assume VYx. PublicFile(x) — CanRead(x)




Access control with refinement types

val read: file:string{ CanRead(file)} — string
val delete: file:string{ CanDelete(file)} — unit
val publicfile: file:string — unit{ PublicFile(file) }

A Preconditions express access control requirements
A Postconditionsexpress results of validation

A Wetypecheckpartially trusted code to guarantee that
all preconditions (and hence all asserts) hold at runtime

A Related workegtypes for stack inspectiorPpttier, Skalka Smith),
Aura Zdanceviet al)



a concurrent calby-value lambdacalculus
with refinement types
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Syntax for values and expressions

A A concurrent
caltby-value
lambdacalculus

A A formal core for F#

A Specifications
expressed by
assumeandassert
over logic formulas
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assume C

assert C

name
variable

value constructor
value

variable

unit

function (scope of xis A)
pair

construction

expression

value
application
syntactic equality
let (scope of x is B)
pair split (scope of x, yis A)
constructor match

(scope of x is A)
restriction (scope of a is A)
fork
transmission of M on channel a
receive message off channel
assumption of formula C
assertion of formula C



Semantics: expression safety

A We use a standard smatep reduction semantics;
runtime configurations are expressions of the form

active pending running
assumptions messages threads

A An expression isafewhen,
for all runs of Aall assertions succeed



