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Refinement types for secure implementations

1. Context, motivation 

ï Verifying protocol implementations

ï Logics for authorization and access control

2. A refinement-typed concurrent lambda-calculus (theory)

3. Cryptography by kinding, subtyping, and sealing 

4. Experimental results (F#)

F# demo available on request



VERIFYING 
IMPLEMENTATIONS

Motivation (1/2)



Verifying protocol implementations

Å Cryptographic protocols specs, models, and implementations

ïProtocol specifications remain largely informal

ïFormal models are short, abstract, hand-written

ï{ǇŜŎǎΣ ƳƻŘŜƭǎΣ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎ ŘǊƛŦǘ ŀǇŀǊǘΧ

ÅOur current approach is to verify reference implementations

ïExecutable code has more details than models

ïExecutable code has better tool support:
types, compilers, testing, debuggers, libraries, verification
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Å Even with some aggressive abstraction, our tools
are hitting long and unpredictable run times

Å Can we do better with source-level security types?

Safety Results

Name LOC CryptoOps Auth Secrecry Verif Time

SelfIssued-SOAP 1410(80) 9,3 A1-A3 S1,S2 38s

UserPassword-TLS 1426(96) 0,5,17,6 A1-A3 S1,S2 24m40s

UserPassword-SOAP 1429(99) 9,11,17,6 A1-A3 S1,S2 20m53s

UserCertificate-SOAP 1429(99) 13,7,11,6 A1-A3 S1-S3 66m21s

UserCertificate-SOAP-v 1429(99) 7,5,7,4 A3 Fails! S1-S3 10s
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Protocol verification vsprogram verification

Å Cryptographic tools (ProVerif, CryptoVerif, AVISPA) are great but...

ï¢ƘŜȅ ǳǎŜ Ǝƭƻōŀƭ ŀƴŀƭȅǎŜǎΣ ƴƻǘ ǎǳƛǘŀōƭŜ ŦƻǊ άƎƛŀƴǘέ ǇǊƻǘƻŎƻƭǎ

ïSecurity applications combine both crypto protocols and ordinary code

ÅGeneral-purpose verification techniques are also making rapid progress

ïThey can deal with much larger programs

ï¢ƘŜȅ ŘƻƴΩǘ ŘƛǊŜŎǘƭȅ ǎǳǇǇƻǊǘ ǇǊƻǘƻŎƻƭ ǾŜǊƛŦƛŎŀǘƛƻƴ
with cryptographic primitive, active adversaries, etc

Å Using dependent types, we can integrate cryptographic 
protocol verification as a part of program verification



AUTHORIZATION POLICIES
& PARTIALLY-TRUSTED CODE

Motivation (2/2)



Authorization Logics

Å Authorization policies are complex and changing

ïHow to express policies? Ą use some logic [Datalog, DCC, SecPAL]

ïHow to staticallycheck whether a system implements a policy?

Å!ǳǘƘƻǊƛȊŀǘƛƻƴ ōȅ ǘȅǇƛƴƎ ώ9{htΩлрΣ /{CΩлтϐΥ

ïRepresent code in a process calculus 

ïRepresent policies as logical formulas within types

ïGeneralize type and effect systems for formal cryptography

Å This work:

ïTypecheckimplementations (in F#) against policies (in FOL) 

ïSimplify the theory: we now derive formal cryptography 



Å Suppose there is a global set of formulas, the log

Å To evaluate assumeC, add Cto the log.

Å To evaluate assertC,

ï If Clogically follows from the logged formulas, 
the assertion succeeds; otherwise, the assertion fails.  

ïThe log is only for specification purposes; it does not affect execution

ÅOur use of first-order logic predicates generalizes
conventional assertions (like asserti>0 in egSpec#)

ïSuch predicates can also represent security-related concepts
like roles, permissions, events, compromises, access rights,...

Specification: assume, then assert



Å Untrustedcode may 
call a trusted library

Å Trusted code expresses 
security policy with 
assumes and asserts

Å Each policy violation 
causes an assertion 
failure

ÅWe staticallyprevent 
any assertion failures 
by typing

Example: access control for files



Å Security policies often 
stated in terms of 
dynamic events such 
as role activations or 
data checks

ÅWe mark such events 
by adding formulas to 
the log with assume

Logging dynamic events 



Å Preconditions express access control requirements

Å Postconditionsexpress results of validation

ÅWe typecheckpartially trusted code to guarantee that
all preconditions (and hence all asserts) hold at runtime

Å Related work: egtypes for stack inspection (Pottier, Skalka, Smith), 
Aura (Zdancevicet al)

Access control with refinement types 



άw/Cέ

a concurrent call-by-value lambda-calculus
with refinement types



Syntax for values and expressions

Å A concurrent 
call-by-value
lambda-calculus

Å A formal core for F#

Å Specifications 
expressed by 
assumeand assert
over logic formulas



ÅWe use a standard small-step reduction semantics;
runtime configurations are expressions of the form  

Å An expression is safewhen,
for all runs of A, all assertions succeed

Semantics: expression safety

active
assumptions

running
threads

pending
messages


