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What you will learn in this tutorial
·Difficulties of testing/debugging multithreaded 

programs

·CHESS ςverifier for multi-threaded programs
·Provides systematic coverage of thread interleavings
·Provides replay capability for easy debugging

·CHESS algorithms

·Types of concurrency errors, including data races

·How to extend CHESS
·CHESS monitors



Concurrent Programming is HARD
·Concurrent executions are highly nondeterminisitic

·Rare thread interleavingsresult in Heisenbugs
·Difficult to find, reproduce, and debug

·hōǎŜǊǾƛƴƎ ǘƘŜ ōǳƎ Ŏŀƴ άŦƛȄέ ƛǘ 

·Likelihood of interleavingschanges, say, when you add printfs

·A huge productivity problem
·Developers and testers can spend weeks chasing a single 

Heisenbug



CHESS in a nutshell
·CHESS is a user-mode scheduler

·Controls all scheduling nondeterminism

·Guarantees:

·Every program run takes a different thread interleaving

·Reproduce the interleaving for every run

·Provides monitors for analyzing each execution



CHESS Demo

ÅFind a simple Heisenbug



CHESS Architecture
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The Design Space for CHESS
·Scale 
·Apply to large programs

·Precision
·Any error found by CHESS is possible in the wild
·CHESS should not introduce any new behaviors

·Coverage
·Any error found in the wild can be found by CHESS
·Capture all sources of nondeterminism
·Exhaustivelyexplore the nondeterminism

·Generality of Specifications
·Find interesting classes of concurrency errors 
·Safety and liveness



Comparison with other approaches to 
verification

Model Checking StaticAnalysis CHESS

Scalability + ++ ++

Precision + + ++

Coverage ++ ++ +

Generality ++ + ++



Errors that CHESS can find
·Assertions in the code

·Any dynamic monitor that you run

·Memory leaks, double-ŦǊŜŜ ŘŜǘŜŎǘƻǊΣ Χ

·Deadlocks

·Program enters a state where no thread is enabled

·Livelocks

·Program runs for a long time without making progress

·Dataraces

·Memory model races



CHESS Scheduler



Concurrent Executions are Nondeterministic
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High level goals of the scheduler
·Enable CHESS on real-world applications

·L9Σ CƛǊŜŦƻȄΣ hŦŦƛŎŜΣ !ǇŀŎƘŜΣ Χ

·Capture all sources of nondeterminism

·Required for reliably reproducing errors

·Ability to explore these nondeterministic choices

·Required for finding errors



Sources of Nondeterminism
1. Scheduling Nondeterminism

·Interleaving nondeterminism

·Threads can race to access shared variables or monitors

·OS can preempt threads at arbitrary points

·Timing nondeterminism

·Timers can fire in different orders

·Sleeping threads wake up at an arbitrary time in the 
future

·Asynchronous calls to the file system complete at an 
arbitrary time in the future



Sources of Nondeterminism
1. Scheduling Nondeterminism

·Interleaving nondeterminism

·Threads can race to access shared variables or monitors

·OS can preempt threads at arbitrary points

·Timing nondeterminism

·Timers can fire in different orders

·Sleeping threads wake up at an arbitrary time in the 
future

·Asynchronous calls to the file system complete at an 
arbitrary time in the future

·CHESS captures and explores this nondeterminism



Sources of Nondeterminism
2. Input nondeterminism

·User Inputs

·User can provide different inputs

·The program can receive network packets with different 
contents

·Nondeterministic system calls

·Calls to gettimeofday(), random()

·ReadFilecan either finish synchronously or 
asynchronously



Sources of Nondeterminism
2. Input nondeterminism

·User Inputs

·User can provide different inputs

·The program can receive network packets with different 
contents

·CHESS relies on the user to provide a scenario

·Nondeterministic system calls

·Calls to gettimeofday(), random()

·ReadFilecan either finish synchronously or 
asynchronously

·CHESS provides wrappers for such system calls 



Sources of Nondeterminism
3. Memory Model Effects

·Hardware relaxations

·The processor can reorder memory instructions

·Can potentially introduce new behavior in a concurrent 
program

·Compiler relaxations

·Compiler can reorder memory instructions

·Can potentially introduce new behavior in a concurrent 
program (with data races)



Sources of Nondeterminism
3. Memory Model Effects

·Hardware relaxations

·The processor can reorder memory instructions

·Can potentially introduce new behavior in a concurrent 
program

·CHESS contains a monitor for detecting such relaxations

·Compiler relaxations

·Compiler can reorder memory instructions

·Can potentially introduce new behavior in a concurrent 
program (with data races)

·Future Work



Interleaving Nondeterminism: Example

void Deposit100(){

EnterCriticalSection (& cs );

balance += 100;

LeaveCriticalSection (& cs );

}

Deposit Thread

void Withdraw100(){

int t;

EnterCriticalSection (& cs );

t = balance;

LeaveCriticalSection (& cs );

EnterCriticalSection (& cs );

balance = t - 100;

LeaveCriticalSection (& cs );

}

Withdraw Thread

init: 

balance = 100;

final: 

assert(balance = 100);


