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Heap Spraying Is a Problem
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Most of the Acrobat exploits over the last several months use the, now common, heap spraying technigue, implemented

0 LuckySploit ** siyou.org
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Click: Edit -> Prefi

in Javascript/ECMAscript, a Turing complete language that Adobe thought would go well with static documents. (Cause LuckySploit **
that went so well for Postscript) (Ironically, PDF has now come full circle back to having the features of Postscript that it : —
was trying to get away from.) The exploit could be made far far [ess reliable, by disabling Javascript in your Adobe
Acrobat Reader.

But apparently there's no easy way to disable Flash through the UL, US-CERT recommends renaming the %
ProgramFiles%"Adobe'\Reader 9.0%Reader‘authplayv.dll and #ProgramFiles%\Ldobe’\Reader 9.0

YReader\rt3d.dll files. [Edit: Actually the source for this advice is the Adobe Product Security Incident Response

Team (PSIRT).]

Anyway, here's why... Flash has it's own version of ECMAScript called Actionscript, and whoever wrote this new 0-day,
finally did something new by implementing the heap-spray routine with Actionscript inside of Flash.

Details http:// blog.fireeye.com/research/2009/07/actionscript_heap_spray.html 2
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ASLR prevents thg
Program He attack

<SCRIPT language="tex . .
shelicode = unesoRLIS[o[SIES the jump

</SCRIPT>

<IFRAME
SRC=file:// BBBBBBBBBBBBBBBBBBBE
NAME=" CCCCCCCCCCCCCcCccCccCccCcccccccd
&#3341,;8#3341;">

</IFRAME>

</HTML>
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Program Heap

<SCRIPT language="text/
shellcode = unescapg
oneblock = unescape
var fullblock =0
while  (fullblock.lengt
fullblock += fullb

javascript ">

Allocate 1000s of
malicious objects

}
sprayContainer = new Array();
for  (i=0; i<1000; i++) {
sprayContainer [i]= fullblock + shellcode
}

</SCRIPT>




