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Community Information Management. This project is exploring system support for loosely struc-
tured, semitrustful communities with shared information needs. In this context, we are conducting
fundamental research in a number of areas that go beyond storage and communication including
identity, trust, replication, provenance, and contextual awareness. I have contributed to all aspects
of this work while maintaining responsibility for its security component. [1, 8, 10, 11, 12, 13, 28, 32]

Flashlight. The Flashlight project is exploring existing and new non-volatile memory (NVRAM)
architectures and building tools to aid in that endeavor. As part of this work, I helped design a
novel and efficient stable metadata representation for flash disks, and led an first-principles study
into the constraints on NAND solid-state disk performance. In addition, we made a public release of
a trace-based simulator for experimenting with various SSD internal configurations. [2, 9, 14, 27, 33]

Singularity. The Singularity project focused on the construction of dependable systems through
innovation in the areas of systems, languages, and tools. We built a research operating system
prototype that employed programming languages extensions, and utilized new techniques and tools
for specifying and verifying program behavior. I designed and built the security subsystem for this
prototype OS. [16, 17, 29, 30, 35]
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Penny Black. The Penny Black project investigated several techniques to reduce spam by making
the sender pay. We considered several currencies for payment: CPU cycles, memory cycles, Turing
tests (proof that a human was involved), and plain old cash. We also explored new mechanisms for
deploying payment schemes. [3, 19, 20]

Personal Jukebox We prototyped and marketed this portable, battery-operated, hard-disk-based
MP3 player several years before the advent of the iPod. I contributed to the PJB file system design
and built much of the the PC software to load music into it. [37, 38]

Pachyderm. An elephant never forgets. This web-based, indexed mail repository made it easy to
store email forever, and get it back when you want it. As part of this work, we invented numerous
fundamental abstractions, such as indexed labels and query-based mail access, that are commonly
found in modern mail agents such as GMail. I designed and built the indexed mail store for this
prototype. [39, 40]

)

AltaVista. 1 designed and implemented the ”"advanced query” operation for the Alta Vista search

engine (the first internet-scale web search engine).

Network Objects. We designed and built a system for object-oriented distributed programming. Our
so-called Network Objects are tightly integrated into the Modula-3 programming language and offer
type-safety, dynamic typing, and garbage collection in a distributed environment. Subsequent work
added security properties to the system. I implemented most of the base system, and was responsible
for an expanded journal article describing it. [5, 23, 41]

Taos authentication. We designed and built the authentication mechanism for SRC’s Taos operating
system. We proposed a new “speaks for” logic to formalize our design and motivate our implemen-
tation. In this work, we introduced the notion of compound principal to describe the precise source
of authenticated requests in a distributed system, for example: a delegation from a smart-card, a
program acting as a privileged agent, or an encrypted channel acting on behalf of a node. I designed
and implemented this Taos security component, and was first author on the paper describing it.
[6, 7, 24, 25]
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