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Abstract

In this paper, we present a study of wide-area Inter-
net performance as observed from a busy Internet
server site. We explore the question of predict-
ing the network performance that a client would
observe based on topological metrics and past per-
formance data. Specifically, we seek to answer the
following questions: (a) can network performance
for a client be predicted based on past performance
for “nearby” clients?, (b) how well does perfor-
mance correlate with topological metrics such as
router hop count or AS hop count?, and (c) is it
possible to identify sections of the network (e.g.,
congested links) that significantly impact network
performance for downstream clients? We discuss
the implications of our findings on wide-area server
selection and performance prediction.

1 Introduction

The rapid growth of the Internet has resulted in
ever-increasing heterogeneity of hosts, networks,
and links that comprise the Internet. From the
viewpoint of an Internet service, such as a Web
site, this heterogeneity presents interesting chal-
lenges. No two clients that connect to the ser-
vice are identical. Specifically, the clients may have
very different network connectivities to the Internet
in general (e.g., a LAN client and a dialup client)
and/or to the server in particular (e.g., a client in
San Francisco and one in New Delhi connecting to
the Microsoft server in Seattle). Furthermore, the
quality of network connectivity can vary with time
because of network congestion.
Our work is motivated by this heterogeneity in

network connectivity. We analyze wide-area Inter-
net performance by tracing connections between
servers in the microsoft.com site [12] and clients
distributed across the Internet. We are especially
interested in the question of estimating the net-
work performance that clients connecting to the
site would see, based on past performance data.
We believe that this is a significant issue because
being able to predict client performance has a bear-
ing on two important techniques to accommodate
heterogeneity in client connectivity:

1. The server may maintain multiple version of
the content (say of different sizes) and might

serve the version that is most appropriate
given the expected network connectivity be-
tween itself and the client. To do such content
negotiation effectively, we need to be able to
accurately estimate the expected network per-
formance to the client.

2. The server site and/or content might be repli-
cated at multiple locations (say on a content
distribution network (CDN)). A client is typi-
cally directed to the replica to which it is likely
to have the best network connectivity (modulo
factors such as server load). Strictly speaking
we only care about determining the relative
ordering of replicas based on network perfor-
mance rather than estimating the actual net-
work performance.

We seek to answer several questions: (a) can net-
work performance for a client be predicted based
on past performance for “nearby” clients?, (b) how
well does performance correlate with topological
metrics such as router hop count or AS hop count?,
and (c) is it possible to identify sections of the net-
work (e.g., congested links) that significantly im-
pact performance for downstream clients?
One question is what “network performance”

means. Clearly, the performance metrics that mat-
ter depend on the application. Latency may be
most critical in the case of gaming servers while
throughput may be the most important metric for
software download servers. In our study, we con-
sider two metrics: the round-trip time (RTT) and
the packet loss rate. We view these metrics as being
more fundamental than throughput since the lat-
ter is affected by factors such as the workload (e.g.,
bulk transfers versus short Web transfers) and the
transport protocol (e.g., the specific variant of TCP
and TCP options employed by the server and the
client). Furthermore, it is possible to obtain a
rough estimate of throughput knowing the packet
loss rate and RTT, using an analytical model of
TCP such as [14].
Here is an overview of the rest of this paper.

In Section 2, we discuss related work, and in Sec-
tion 3, we describe our experimental setup and
methodology. We begin our analysis in Section 4
by investigating the relationship between network
performance metrics, such as RTT and loss rate,
and topological server-to-client “distance” metrics,
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such as router hop count. Our results indicate that
there is little or no correlation between topological
distance and performance. One reason is that not
all network links are “equal”; a few lossy links may
be responsible for much of poor performance seen
by clients. In Section 5, we present a scheme for
identifying lossy network links by passively observ-
ing end-to-end performance of existing traffic be-
tween a server and its clients. While our scheme
is not perfect, the results are promising. In Sec-
tion 6, we evaluate the effectiveness of sharing net-
work performance information across clients that
are close to each other topologically. We investi-
gate the impact of spatial and temporal issues on
the accuracy of performance prediction. Finally,
we present out conclusions in Section 7.

2 Related Work

There have been numerous studies of Internet per-
formance. We can broadly classify these studies as
either active or passive. Active studies involve mea-
suring Internet performance by injecting traffic (in
the form of pings, traceroutes, TCP connections,
etc.) into the network. In contrast, passive studies
analyze existing traffic obtained from server logs,
packet sniffers, etc. Our study is a passive one.
Several studies (e.g., [15], [16]) have examined

the temporal stability of Internet performance met-
rics through active measurements. [15] reports that
observing (no) packet loss along a path is a good
predictor that we will continue to observe (no)
packet loss along the path. However, the magni-
tude of the packet loss rate is a lot less predictable.
[16] examines the stationarity of packet loss rate
and available bandwidth. They find that the cor-
relation in the loss process mainly comes only from
back-to-back loss episodes, and not from “nearby”
losses. Throughput has a close coupling with the
loss process, and can often be modeled as a sta-
tionary IID process for periods of hours.
Several studies have also examined similar issues

by studying traces gathered using a packet snif-
fer. The authors in [2] used traces from the 1996
Olympic Games Web site to analyze the spatial
and temporal stability of TCP throughput. Using
traceroute data, they constructed a tree rooted at
the server and extending out to the client hosts.
Clients were clustered together based on how far

apart they are in the tree. The authors report
that clients within 2-4 tree-hops of each other tend
to have similar probability distributions of TCP
throughput. They also report that throughput to
a client host tends to remain stable (i.e., within a
factor of 2) for time scales of many tens of minutes.
Packet-level traces have also been used to char-

acterize other aspects of network traffic. [1] uses
traces gathered at the NASA Glenn Research Cen-
ter Web server to study issues such as TCP and
HTTP option usage, RTT and packet size distri-
butions, etc. [13] uses packet-level traces to study
the effectiveness of delta compression for HTTP.
Our study is similar to [2] in that it is based on

packet sniffer traces gathered passively at a busy
server. However, our analysis is different in many
ways. We focus on packet loss rate and RTT rather
than TCP throughput for the reasons mentioned
previously. Our analysis of spatial locality consid-
ers operationally meaningful entities such as au-
tonomous systems (ASes) and BGP prefix clusters
[11] rather than treating the network as an undif-
ferentiated tree. We try to infer the characteristics
of internal links in the network rather than just the
end-to-end characteristics.
This last aspect of our work has some similar-

ities to previous work on inferring the loss rate
of network links using end-to-end measurements.
MINC [5] bases its inference on losses experienced
my multicast probe packets while [7] does so using
closely-spaced unicast probe packets striped across
multiple destinations. A common feature of both of
these techniques is that they are based on detailed
observations of loss events for packets actively in-
jected into the network. In contrast, we try to infer
link loss rates based on passively observing the end-
to-end loss rate for existing traffic between a server
and its clients.

3 Experimental Setup and
Methodology

We now describe the experimental setup and
methodology used in our study. The packet traces
were gathered at the microsoft.com site. We used
the tcpdump tool [10] on a Pentium-III 550 MHz
PC running the Windows 2000 Server OS to do
the packet capture. This machine was connected
to the spanning (replication) port of a Cisco Cat-

2



Date Duration # packets # clients
20 Dec 2000 2.12 hours 100.0 million 134,475
24 Jan 2001 1.23 hours 20.38 million 53,811

Table 1: Summary of the two traces analyzed in
this paper.

alyst 6509 switch via a 100 Mbps Ethernet link.
With port replication turned on, our packet sniffer
saw traffic to/from several server nodes that were
connected either to the same Catalyst switch or to
a sister switch in a two-switch cluster.
For our study, we only captured (the headers of)

TCP packets since we are able to estimate packet
loss rate and RTT by observing TCP data packets
and the corresponding ACKs. With the setup de-
scribed above, we were able to capture a portion of
the traffic entering and leaving the microsoft.com
site. This included Web traffic, software down-
load traffic, and streaming media traffic (including
streaming media over TCP to traverse firewalls).
Due to cluster-level load balancing, our packet snif-
fer did not necessarily see all connections to/from a
particular client. For a particular connection, how-
ever, it either saw all of the packets or none at all.
So we are able to derive meaningful estimates of
packet loss rate and RTT from the subset of con-
nections that were captured. Table 1 summarizes
the two traces we analyze in this paper.
We used the traceroute [9] tool to determine the

network path from the microsoft.com site to each of
the clients seen in the traces. The traceroute data
was collected in December 2000 and January 2001.
Due to security and administrative concerns, the
packet sniffer machine located in the data center
was configured to be in “listen-only” mode. So the
traceroutes were run from a FreeBSD PC located
on a separate Microsoft network. While the first
few hops within Microsoft’s network were different,
the entire path outside of Microsoft’s network was
identical to the path that packets from the server
nodes located in the data center would have taken.
So these traceroutes help us determine the wide-
area Internet path from the server cluster to the
clients.
In addition, we obtained BGP tables from a BB-

NPlanet (Genuity) router [4] on Jan. 24, 2001. We
used the routing table to perform BGP prefix clus-
tering for our data analysis.

3.1 Estimating Network Metrics

Since our packet sniffer is located very close to the
server nodes, we estimate the RTT using an algo-
rithm akin to that a TCP sender would use. We
record the time that a particular data segment was
sent. We then wait for an ACK that acknowledges
that segment (as possibly more). The time of re-
ceipt of the ACK minus the time the data segment
was sent yields a sample data point for the RTT.
We then start the process over for the next data
segment.
One potential problem is that our estimates of

RTT could be inflated because the receiver employs
the delayed-ACK algorithm or because ACKs are
dropped in the network. Therefore, in our analysis
we consider both the mean RTT and the minimum
RTT for each client. The latter presumably does
not suffer from the effects of delayed ACKs or lost
ACKs. We filter out the RTT samples greater than
1 second, since we believe these are likely to be
erroneous.
We detect packet losses by looking for packet re-

transmissions by the sender. The underlying as-
sumption is that (a) the TCP sender only retrans-
mits a packet if the original transmission was lost,
and (b) no packets are lost on the network path
between the server node and the packet sniffer.
The former assumption is reasonable since TCP is
conservative about retransmissions. The latter as-
sumption is likely true because the local network is
over-engineered so that it is rarely, if ever, a point
of congestion. We compute the loss rate for client
node as the ratio of the number of retransmitted
packets to the total number of packets sent to it
within a window of time. (As explained in Sec-
tion 6.1, we varied the size of this window in our
experimental analysis.)

4 Correlation between Internet
Distance Metrics and Network

Performance

In this section, we study the impact of Internet
“distance” between a server and a client on the
network performance perceived by the client. We
consider several different notions of Internet dis-
tance between the server and client: (i) router hop
count, (ii) AS hop count, and (iii) address prefix
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(AP) hop count. Our goal is to understand if such
static topological metrics correlate well with net-
work performance. For instance, can we use such
distance metrics to select the best replica for a par-
ticular client?
As explained in Section 3, we determined the

network path from the server to each client us-
ing traceroute. For each client, we determined
the number of router hops. We determined the
AS number corresponding to each router by quer-
ing the Whois database and thereby computed the
AS hop count for the path. (We ignored paths for
which we were unable to determine the AS number
for even one router. 31.6% of paths were ignored
as a result of this.) Likewise, we used BGP pre-
fix information in the table to determine the ad-
dress prefix corresponding to each router and de-
termined the corresponding AP count. Since BGP
prefixes tend to be more fine-grained than ASes,
the AP hop count for a path was generally larger
than the AS hop count but smaller than the router
hop count.
We analyze the impact of Internet distance on

the (minimum) RTT and the loss rate.

4.1 Minimum Round-trip Time

Figure 1, Figure 2, and Figure 3 show the mini-
mum RTT observed for each client (in the Decem-
ber 2000 trace) versus the corresponding router hop
count, AS hop count, and AP hop count, respec-
tively. As we can see, there is only a weak corre-
lation between RTT and the hop count. The cor-
relation coefficients between RTT and router hop
count, AS hop count, and AP hop count are 0.035,
0.021, and 0.042, respectively. The absence of sig-
nificant correlation suggests that the hop count
metric cannot be used to obtain a reliable estima-
tion of RTT. Our conclusion is in agreement with
results of a recent study [3] done in a very different
context.

4.2 Loss Rate

Figure 4, Figure 5, and Figure 6 show the average
loss rate for each client versus its router hop count,
AS hop count, and AP hop count, respectively.
Just as in the case of RTT, there is little correlation
between loss rate and hop count. The correlation
coefficients between loss rate and router hop count,
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Figure 1: RTT versus router hop count.
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Figure 2: RTT versus AS hop count

AS hop count, and AP hop count are 0.05, 0, and
0.03, respectively. Filtering out the IP addresses
that have loss rate below 10% improves the cor-
relation coefficient somewhat. The corresponding
correlation coefficients become 0.112, 0.011, and
0.104, respectively. The correlation is still pretty
weak, which implies that the hop count is not a
reliable indicator of the loss rate either.

4.3 Discussion

Our results indicate that the correlation between
network performance and topological distance,
measured in terms of hop count, is weak. The
number of hops, be they router hops or AP hops
or AS hops, cannot be used as a reliable indica-
tor of network performance. This suggests that
making wide-area replica selection decisions based
on (static) topological metrics (as, for example, in
certain configurations of the Cisco Distributed Di-
rector [6]) may not be appropriate.
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Figure 3: RTT versus AP hop count
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Figure 4: Loss rate versus router hop count

In light of this finding, we consider two differ-
ent (and orthogonal) approaches to estimating the
quality of network connectivity between a server
and a client.
The first approach is motivated by the obser-

vation that all links are not “equal” (which is in
contrast to the implicit assumption made in met-
rics such as router hop count that all hops are the
same). In other words, it is likely that poor end-
to-end performance is caused by a few bad (i.e.,
lossy) links. If the network path from the server
to a client traverses one or more of the lossy links,
then it is likely that the client would see poor per-
formance (e.g., a high packet loss rate) even if the
number of hops in the path is small. Therefore it is
important to identify the lossy links. In Section 5,
we present a scheme for doing this identification.
The second approach we consider is motivated by

the observation that clients that are topologically
close to each other may see similar performance to
the server (perhaps because they share a bottleneck
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Figure 5: Loss rate versus AS hop count
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Figure 6: Loss rate versus AP hop count

link). Although our results indicate that topolog-
ical metrics such as server-to-client hop count are
not good indicators of performance, it may still be
possible to fruitfully use client-to-client topologi-
cal information to share performance information
across clients. Previous work (e.g., [2]) has shown
the usefulness of topological clustering using simple
forms of clustering. In Section 6.1, we investigate
this issue by considering a more extensive set of
clustering techniques.

5 Identifying Lossy Links

In this section, we attempt to identify lossy links
based on observations (made at the server) of end-
to-end packet loss rates to different clients. Fig-
ure 7 depicts the scenario. We have a single server,
from which clients download files. In the simple
case, when there are no overlapping or transient
routes, the paths from the server to the clients
form a tree. Our goal is to identify the lossy links
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given the end-to-end loss rate between the server
and each client.

R

C C

R R

R R R R R

C CCCR R

C

SA

B

Figure 7: Network topology from the Web server
point of view, where S denotes a server, C denotes
a client, and R denotes a router.

Identifying lossy links is challenging for the
following reasons. First, network characteristics
change over time. Without knowing the tempo-
ral variation of the network link performance, it
is hard to correlate different clients’ performance.
Second, even when the loss rate of each link is con-
stant, there may be no unique solution to the prob-
lem. Given M clients and N links, we have M
constraints in N variables (i.e., loss rates of the
individual links). For each client C, there is a con-
straint of the form 1−∏

i∈P (1− li) = lC where P is
the set of links on the path from the server to the
client, li is the loss rate of link i, and lC is the end-
to-end loss rate between the server and client C.
(We can turn these into linear constraints by taking
the logarithm of both sides and defining the vari-
able corresponding to link i to be xi = log(1− li).)
There is not a unique solution to this set of con-
straints if M < N , as is often the case.
As noted in Section 2, the approaches previously

proposed for estimating the loss rate of network
links (e.g., [5, 7]) involve actively injecting probe
packets into the network. This offers the advantage
of greater control — we can send multicast probes
or closely-spaced striped unicast probes. In con-
trast, our goal here is to work with existing traffic,

which makes the problem even more challenging.
We now describe our initial approach to the

problem. We also discuss some concerns and po-
tential limitations of our approaches and alterna-
tive techniques that we are considering for further
investigation.
To make the problem tractable, we make the sim-

plifying assumption that the loss rate of each link
is constant. Although this is not a very realistic as-
sumption, it is a reasonable simplification accord-
ing to the recent Internet measurement studies. For
example, Zhang et al. found that about two-thirds
of the time, a loss process stays in the same loss
category for at least an hour in duration, where a
loss category can be “no loss”, “minor loss”, “tol-
erable loss”, or “unacceptable loss” etc.
Furthermore, since there is not, in general, a

unique assignment of loss rates to network links,
our goal here is to identify links that are likely to
have a high loss rate rather than compute a specific
loss rate for each link.
Our high-level approach is to randomly sample

the solution space. The way we find random solu-
tions to the problem is as follows. Consider a tree
as shown in Figure 7. We first assign a loss rate
of zero to each link. The loss rate of link AB is
bounded by the minimum of the loss rate among
clients downstream of the link. (A client is consid-
ered to be downstream of a link if the path from
the server to the client traverses the link. By this
definition, all clients in Figure 7 are downstream
of link AB.) We assign a random number between
0 and min(L) to be the loss rate lAB of the link
AB. We define the residual loss rates of a client
to be the loss rate that is not accounted for by the
links whose loss rates have already been assigned.
We update the residual loss rate of a client C to
1− 1−lC∏

i∈P ′(1−li)
where P ′ is the subset of links along

the path from the server to the client C for which
a loss rate has been assigned. Then we iterate the
procedure to compute the loss rate at the next level
of the tree by considering the residual loss rate of
each client in place of its original loss rate. Figure 8
shows the pseudo-code for our algorithm.
There are a number of details to the algorithm.

First, if there are no branches along (a section of)
a path, it is impossible to estimate the loss rates of
the links on (that section of) the path solely using
end-to-end measurements. Therefore, we coalesce
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done = 0;
currLevel = 0;
while (!done)
{

done = 1;
currLevel ++;
foreach leaf
{

if (level[leaf ] ≥ currLevel) {
done = 0;
parentLevel = level[leaf ] − currLevel + 1;
parent = leaf2path[leaf ][parentLevel];
child = leaf2path[leaf ][parentLevel − 1];
if ( residualLoss[leaf ] < lossBound[parent : child])

lossBound[parent : child] = residualLoss[leaf ];
}

}
foreach parent : child {

if ( IsLeaf(child) )
loss = lossBound[parent : child];

else
loss = random(0 .. lossBound[parent : child]);

lossRate[parent : child] = loss;
}
update residualLoss at all the leaves

}

Figure 8: Pseudo-code of computing link loss given
the loss rate at the leaves.

such a path into a single “link”, as shown in Fig-
ure 9, before running the algorithm. Second, we
need a large sample of packets to get an accurate
estimate of the loss rate at clients. So we filter
out the leaves (clients) to which sender sends fewer
than a threshold number of packets. We set the
threshold to be 1000 packets in our analysis.

S
S

R

R

R

C

C

R

CC

Figure 9: Coalescing a linear path with no branches
to a single edge.

We ran 500 independent iterations of the ran-
domized algorithm, each time constructing a (likely
different) feasible solution to the link loss rate es-
timation problem. By examining these solutions,
we identify links whose average loss rate over all
iterations is above 10% and terms them as “lossy

links”1.
For each lossy link, we compute the RTT of

the lossy link by subtracting the RTT reported by
traceroute for the near end of the link from that for
the far end. While this is not a very accurate calcu-
lation, it suffices for our purpose since we are only
trying to broadly classify links as having a large
RTT or not. Figure 10 shows the cumulative dis-
tribution of the round-trip time of these links. As
we can see, a significant fraction of the links have
large RTT (e.g. around 30% of the links have RTT
larger than 500 msec).
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Figure 10: Cumulative distribution of the identified
lossy links’ round-trip time.

We also determine the AS corresponding to ei-
ther end of the link by querying theWhois database
[8]. If and only if the two ends are in different ASes,
we classify the link as crossing an inter-AS bound-
ary (e.g., the boundary between two ISPs).
Table 2 summarizes the characteristics of the

identified lossy links using the Web traffic traces
collected on Dec. 20, 2000 and traceroute data
gathered soon thereafter. As we can see, in 45% of
the cases, the identified lossy link crosses inter-AS
boundaries and has a high latency. Some exam-
ples of such boundaries include the connection from
AT&T to IndoInternet in Indonesia, from Tele-
globe in Canada to Telemar in Brazil. 10% of the
paths have low latency but cross ISP boundaries,
e.g. from Sprint to Trivalent. 20% of the links
do not cross ISP boundary but have high latency.
These are usually international links within an ISP

1Note that because of the coalescing procedure depicted
in Figure 9, a lossy “link” may actually correspond to a
sequence of network links.
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RTT ≤ 100 ms RTT > 100 ms
AS crossing 4 18

No AS crossing 8 8
Unknown 0 2

Table 2: Characteristics of the identified lossy
links.

(e.g., ChinaNet). Only 20% of the lossy links nei-
ther cross ISP boundaries nor have a high latency.
(This may be due to a sampling bias in our algo-
rithm, which we discuss in Section 5.1.) Thus in
the vast majority of cases, the identities of the lossy
links are consistent with our intuition.

5.1 Discussion

Our algorithm for determining the identities of
lossy links is akin to the Monte Carlo method
in that we repeatedly sample the solution space
and draw conclusions based on the statistics of
the sampled solutions. It is important that the
sampling procedure be unbiased, i.e., the solution
space should be sampled uniformly. In this respect,
our algorithm suffers from a limitation because the
sampling procedure is not unbiased. Since we start
assigning loss rates to links starting at the root,
there is a bias towards apportioning more of the
losses to links close to the root.
Our experimental results suggest that the im-

pact of the bias is not very great. Indeed, the
vast majority (80%) of the lossy links discovered
are links with a large delay and/or links that cross
ISP boundaries, both of which are likely candidates
to be lossy. It is possible that some fraction of the
remaining 20% of lossy links were victims of sam-
pling bias although it is hard for us to know for
sure.
A richer data set would tend to alleviate the im-

pact of the bias. A topology tree that includes a
larger number of paths and would tend to place a
tighter bound on the loss rate of links, especially
ones close to the root of the tree. This is because
the bound on the loss rate of a link is determined
by the “best” downstream client, i.e., the one with
the smallest loss rate.
We could modify the sampling procedure to ran-

domize the order in which links are picked rather
than always start at the root and march towards
the leaves. Each time we pick a link at random,

we assign it a loss rate value picked uniformly be-
tween the bounds for the link. We then adjust
the residual loss rate for the affected clients, re-
compute the loss rate bound for the affected links,
and repeat the process. While we are unable to
prove mathematically that this sampling procedure
would be unbiased, it does appear to be less bi-
ased than the procedure we used previously. We
are presently experimenting with the modified al-
gorithm. We are also planning to do simulations
on large-scale topologies to validate (or invalidate!)
our approach.

6 Sharing Performance Informa-

tion Across Clients

As noted in Section 4.3, it is interesting to con-
sider whether clients that are topologically close to
each other can share network performance informa-
tion to make informed predictions of future perfor-
mance. The prediction for a client would be made
based on past network performance information ei-
ther for the same client or other “nearby” clients.
This leads us to examine two separate questions:

1. Spatial locality: How effectively can we pre-
dict the future performance for a client us-
ing past performance information for “nearby”
clients?

2. Temporal locality: How does the age of past
network performance information impact our
ability to make accurate predictions?

The larger the set of nearby clients that can be
used to make predictions, the greater the chance
that we will have past performance information
for one or more of those clients. Likewise, the
larger the time window of past information that
is still useful for making predictions, the greater
the chance we will have useful performance infor-
mation available for making predictions.
In the remainder of this section, we analyze spa-

tial and temporal locality of network performance.

6.1 Spatial Locality of Network Perfor-
mance

In this section, we study the spatial locality of net-
work performance, i.e., whether clients that are
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topologically close experience similar network per-
formance. We examine whether it is possible to
predict the network performance for a client us-
ing spatial clustering, i.e., by considering the per-
formance experienced by nearby clients. We use
a moving window prediction scheme. In the first
window, we compute the performance of a client
cluster (i.e., round-trip time or loss rate) by aver-
aging over all clients in the cluster. We then pre-
dict the performance of a given client in the next
window using the estimates for the corresponding
client cluster. We repeat this procedure for subse-
quent windows of time.
We evaluate the accuracy of the predictions using

the prediction error, which is defined as

predictionError =
max(actual, prediction)
min(actual, prediction)

When computing the prediction error for the
loss rate, we filter out all the samples whose
min(actual, prediction) is 0.
In our analysis, we consider the following clus-

tering schemes: (i) clients clustered by IP address
(i.e., one IP address per cluster), (ii) clients clus-
tered by subnet address assuming a 24-bit network
prefix, (iii) clients clustered by the address pre-
fix (AP) in BGP routing tables [11], (iv) clients
clustered by autonomous system (AS) number,
(v) clients clustered randomly, and (vi) all clients
placed in a single cluster (abbreviated as 1-cluster).

6.1.1 Round-trip Time

We first consider the problem of predicting the min-
imum RTT for each client. The advantage of con-
sidering the minimum RTT is that it minimizes the
impact of delays due to queuing and the delayed-
ACK mechanism. Figure 11 and Figure 12 show
the cumulative distribution of prediction error for
the December 2000 and January 2001 traces, where
the prediction error for a given IP address is com-
puted as the average error over all the windows in
which there is performance data corresponding to
the address. The graphs show the results using
window sizes of 1 minute and 10 minutes.
We make the following observations. First, as

we would expect, random clustering and 1-cluster
yield significantly larger prediction error compared
to the other clustering techniques. For example,
in the January trace, only in 30% of the cases do

the random clustering and 1-cluster schemes have
a prediction error within a factor of 1.5, whereas
the corresponding fraction for the other clustering
schemes is 55% or larger. The performance gap be-
tween the random clustering and 1-cluster schemes
versus the other clusterings is smaller in the De-
cember trace, but is still significant.
Second, we note that the prediction error tends

to decrease as the clustering becomes more fine-
grained. The list of clustering schemes sorted from
best to worst in terms of prediction error is: IP
address based clustering, subnet-based clustering,
AP clustering, and AS clustering. Clustering by IP
address generally yields the lowest prediction error.
For example, its prediction error is below a factor
of 1.5 in 60-80% of cases, and below a factor of 2
in 75-85% of cases. On the flip side, though, as
the clustering becomes more fine-grained, it is less
likely that we will have past performance informa-
tion associated with the cluster that can be used to
make predictions. We will come back to this issue
in Section 6.2.

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

1 1.5 2 2.5 3 3.5 4 4.5 5

Prediction Error

Dec. 20, 2000 Trace (60-second moving window)

IP
Subnet
AP
AS
1 cluster
Random 1
Random 2
Random 3

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

1 1.5 2 2.5 3 3.5 4 4.5 5

Prediction Error

Dec. 20, 2000 Trace (600-second moving window)

IP
Subnet
AP
AS
1 cluster
Random 1
Random 2
Random 3

Figure 11: Prediction error of the minimum RTT.
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Figure 12: Prediction error of the minimum RTT.

Now we turn to predicting the average RTT for a
client. We evaluate the same set of clustering meth-
ods as before. Figure 13 and Figure 14 summarizes
the results for the December and January traces,
respectively. As in the minimum RTT case, ran-
dom clustering and 1-cluster perform worse than
the others. However, IP address based clustering
no longer performs the best. Its CDF curve starts
off as the best among all, but then it converges to
1 very slowly, even becoming worse than 1-cluster
near the tail. Our conjecture for its poor perfor-
mance is that in order to accurately predict the
average RTT we need a large number of samples,
which may not be available when clustering on a
very fine granularity, such as the client IP address.
The subnet-based clustering has the lowest error
in predicting the average RTT, with AP clustering
and then AS clustering being the next best.
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Figure 13: Prediction error of the average RTT.

6.1.2 Loss Rate

We now turn to evaluating the prediction accuracy
for the loss rate. Figure 15 shows the results for
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Figure 14: Prediction error of the average RTT.

the December trace. (The results for the January
traces are similar.) We observe that the prediction
error decreases with the window size. This is espe-
cially true for the IP address based clustering. For
example, when using IP address based clustering
with a 1-second moving window, there are often
not enough samples to yield an accurate estimate
of the loss rate, so the prediction error is signifi-
cantly worse than for the other clustering schemes.
However, once the window size is large enough that
there are many samples, IP address based cluster-
ing yields more accurate estimates than the other
schemes. As in the case of RTT, the prediction
error tends to increase as the clustering becomes
more coarse-grained.

6.1.3 Discussion

In summary, our results suggest that the more fine-
grained the clustering, the better the prediction ac-
curacy is (unless the fine-grained clusters have in-
sufficient network performance samples). However,
as we make the clustering more fine-grained, the
lower the hit rate is. This suggests that when pre-
dicting performance, we should use as fine-grained
cluster as possible, and go to the coarse-grained
cluster only when there are an insufficient number
of samples in the fine-grained cluster.
So far, we have only considered the absolute per-

formance. In many applications, such as replica
selection, it is the relative performance that mat-
ters. (The question is whether replica R1 better
than R2, not necessarily what the actual network
performance to each replica is.) Although fine-
grained clustering is preferable for predicting ab-
solute performance, it may well be the case that
coarse-grained clustering is sufficient for predict-
ing relative performance. For example, consider
two clients on a university campus, one on a LAN
and the other behind a DSL link. (Note that the
two clients are likely to share the same AP and
AS although they are probably on different sub-
nets.) Sharing performance estimates across the
two clients may not be meaningful, so fine-grained
clustering (such as at the IP address or subnet
level) is desirable for predicting absolute perfor-
mance. However, if the bottleneck link is close to
the server/replicas, the preferred replica may be
the same for the two clients. So coarse-grained
clustering may be meaningful for predicting rela-
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Figure 15: Prediction error of the loss rate.

tive performance.

6.2 Temporal Locality of Network Per-
formance

In this section, we study the temporal locality of
network performance. We try to understand the
following issues: (i) how the prediction error varies
with different window sizes, (ii) how much perfor-
mance history should be used for prediction, and
(iii) how the age of the history information affects
the prediction. In this section, we use BGP prefix
clusters for our analysis unless otherwise specified.

6.2.1 Amount of history to be used for pre-
diction

When predicting the performance, how much per-
formance history should be used? Using too little
performance history may be vulnerable to transient
variation in performance and also has small predic-
tion hit rate (where hit rate refers to the probability
that we have the history information to be able to
estimate performance for a client). On the other
hand, using too much performance history may
cause errors because of stale information. In our
analysis here, we vary the size of the history win-
dow (i.e., the window during which performance
data is gathered for making predictions), while fix-
ing the size and offset of the target window (i.e.,
the window for which we seek to predict perfor-
mance). The results presented here correspond to
a target window size of 20 minutes. We vary the
history window size from 20 to 100 minutes. Since
our traces are at most two hour long, we are unable
to investigate the impact of using a larger amount
of history to make prediction.
Figure 16 and Figure 17 shows the cumulative

distribution of the prediction error for RTT using
different history window sizes. As we can see, the
prediction error hardly changes with the window
size. This is not surprising since the RTT tends
to remain relatively stable, with significant (and
persistent) changes happening only when there is a
relatively rare event, such as route change. So there
is little improvement in prediction accuracy when
we consider more than say 20 minutes of history
information. (There is, however, an improvement
in the hit rate, as we discuss below.) Our results for
the loss rate are similar (i.e., 20 minutes of history
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information appears to yield a stable estimation
of loss rate, and more history does not improve
accuracy).
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Figure 16: Error in predicting the minimum RTT
using different window sizes.
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Figure 17: Error in predicting the average RTT
using different window sizes.

Figure 18 plots the hit rate versus the history
window size for different clustering schemes. As
we can see, the hit rate remains stable for AS
based clustering, but increases with window size
for the other clustering schemes. It is interest-
ing to note that subnet-based clustering sees the
largest increase in hit rate. A possible explanation
is that spatial locality in client access pattern in-
creases as we consider a larger history window, i.e.,
the larger the history window, the more likely it is
that other clients from a given subnet will connect
to the server. On the other hand, an individual
client usually stays at a Web site for some time
and then leaves. So growing the history window

beyond say 20 minutes does not improve the hit
rate by very much. At the other extreme, AS and
AP clusterings already have a high hit rate when
the window size is small, say 20 minutes. So the
incremental benefit of growing the window is small.
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Figure 18: Hit rate for different window sizes.

6.2.2 Age of history information

In this section, we examine how the prediction ac-
curacy varies with the freshness (i.e., age) of the
performance data. Our approach is as follows. We
fix the size and offset of the target window for
which predictions are to be made. We fix the size of
the history window but vary its offset (i.e., we vary
the age of the data that we consider). Again, since
our traces are only two hours long at most, we are
unable to explore the impact of history information
older than 2 hours.
Figure 19 and Figure 20 shows the error in pre-

dicting the minimum and average RTT using dif-
ferent time gaps. It is clear from the graphs that
the prediction error for RTT changes very little
when considering different freshness of data, pre-
sumably for reasons similar to those mentioned in
Section 6.2.1.
Figure 21 shows the cumulative distribution of

the prediction error for loss rate. Compared to
RTT, we see that the age of history information
has a greater impact. The prediction error tends
to increase as the history information used for pre-
diction becomes older. For instance, at the 70th
percentile, the prediction error is a factor of 4
when history information from the immediate past
is used, whereas it is a factor of 5 when we use
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Figure 19: Error in predicting the minimum RTT
using different time gaps.
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Figure 20: Error in predicting the average RTT
using different time gaps.

history information that is 80 minutes old.
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Figure 21: Error in predicting the loss rate using
different time gaps.

Figure 22 plots the hit rate for different values
of age. The hit rate for AS and AP clustering re-
mains the same. In contrast, the hit rate for IP
and subnet based clustering decreases by around
10%. Most of the decrease in the hit rate happens
initially, and beyond that the hit rate stabilizes.
The reason for this is that the cluster size is small
in these cases (in fact it is just 1 in the case of
IP address based clustering). So the probability of
finding past performance data for a cluster dimin-
ishes as we go further back in time (for instance,
a client machine may have been turned on only 10
minutes ago, so if we use IP address based cluster-
ing there would likely be no performance history
for the cluster beyond 10 minutes in the past).
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Figure 22: Hit rate for different time gaps.
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6.2.3 Discussion

To summarize, we find that the size of the history
window (i.e., the amount of history considered) has
little effect on the prediction accuracy when vary-
ing from tens of minutes to over an hour. Similarly,
the age of history information has little effect on
the prediction accuracy for RTT, and only a slight
effect on that for loss rate.

7 Summary and Conclusions

In this paper, we present a study of wide-area Inter-
net performance as observed from a busy Internet
server site. We explore the question of predicting
the network performance that a client would ob-
serve based on topological metrics and past perfor-
mance data.
We found the correlation between topological

metrics such as router hop count and network per-
formance is weak. Rather than all links being
“equal”, it is more likely that a few bad (lossy)
links cause poor end-to-end performance. Identify-
ing such links would be very useful for performance
prediction.
However, inferring link loss rates from end-to-

end measurements is a very challenging problem.
To the best of our knowledge, previous work on this
problem has involved active probing. Inferring link
loss rates based on passively observing the end-to-
end loss rate for existing traffic is a new research
issue, and one that is relevant in many different
settings (client-server communication, peer-to-peer
communication, etc.) We have proposed an initial
approach to the problem. Our approach is based on
repeatedly sampling the solution space and draw-
ing conclusions based on the statistics of the sam-
pled solutions. Our experimental results indicate
that 80% of the lossy links identified by this ap-
proach either cross an inter-AS boundary or are
long-haul international links, which is consistent
with our intuition of where packet loss is likely to
happen. Our sampling procedure has a limitation
in that it is not unbiased. We are looking at ways
to reduce or remove the sampling bias, and plan
to evaluate them through large scale simulations
as well as by gathering and analyzing more trace
data. We are also interested in studying longer
traces to determine the accuracy of the loss rate

trends we have found.
We also studied how well we can predict net-

work performance for a client by using past perfor-
mance for “nearby” clients. We find that it is very
hard to predict performance accurately, especially
only through passive measurements. In 80% of the
cases, we can predict RTT within a factor of 2, and
in 60-80% of cases, we can predict loss rate within
a factor of 4.
The prediction accuracy depends on both the

spatial scale and the temporal scale of performance
data used for making predictions. The more fine-
grained the clustering of clients, the better the pre-
diction accuracy is. However there is a trade-off
between the better prediction accuracy and the hit
rate.
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