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Two Definitions

ÅBug: a flaw in program 
logic

ÅError: a failure in 
execution caused by a 
bug

ÅOne bug may cause 
manyerrors.
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The Challenge

ÅMicrosoft ships software to 1 billion users around the world
ï How do we find out when things go wrong?

ÅWe want to
ï fix bugs regardless of source 
Å application or OS

Å software, hardware, or malware

ï prioritize bugs that affect the most 

users

ï generalize the solution to be used 

by any programmer

ï get the solutions out to users most 

efficiently

ï try to prevent bugs in the first place
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Reported Bugs

Error Reporting Trigger

Kernel CrashesCrashdumpfound in pagefile on boot.

Application CrashesUnhandledprocessexception.

Application HangsFailureto processuserinput for 5 seconds.

Service HangsServicethreadtimesout.

Installation FailuresOSor applicationinstallationfails.

App. Compat. IssuesProgramcallsdeprecatedAPI.

Custom Errors ProgramcallsWERAPIsto report error.

UI DelaysTimerasserttakeslongerthan expected.

Invariant ViolationsShipassertin codefails.
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Windows Error Reporting (WER)
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ÅThe huge data based can be mined to prioritize work
ï Fix bugs from most (not loudest) users

ÅCorrelate failures to co-located components
ï Show when a collection of unrelated crashes all contain the same culprit 

(e.g. a device driver)

ÅtǊƻǾŜƴ ƛǘǎŜƭŦ άƛƴ ǘƘŜ ǿƛƭŘέ
ï Found and fixed 5000 bugs in beta releases of Vista after programmers had 

found 100 000 with static analysis and model checking tools.

²9wΩǎ ǇǊƻǇŜǊǘƛŜǎ



WER by the Numbers

billions Error reports collected per year (App,OS,HW)

1 billion Clients

100 million Reports /day processing capacity

many 1000s Bugs fixed

almost all Microsoftproduct teams use it

over 700 Companiesusing WER

200 TB of Storage

60 Servers

10 Yearsof use

2 Serversto record every error received
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Technicians 
ǊŜǇƻǊǘǎ άǘƻǇ 
ǘŜƴέ ƛǎǎǳŜǎ ǘƻ 
programmers

Lƴ ǘƘŜ [ŀǊƎŜ ǿƛǘƘƻǳǘ ²9wΧ

Support 
technician 

tries to 
diagnose error

User calls 
technical 
support


